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[English]
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KGR, i ESP-MDF {43 F 545 & 5 ESP-IDF EAM [, 430K £ 2R ESP-MDF 5 ESP-IDF
IR IS . AE A ESP-MDF JFA&HT, 15 5ciF4 i ESP-IDF Ll Af5H .

1.1 E&THE

FHk ESP32 [ LT T3 S 4 -
o B T EEINEM 4
o THL: 2% ESP-WIFI-MESH [t % app
o ESP32 JIk#r: 217 ESP-WIFI-MESH 2/DFEEPRDA ER#Y ESP32 JF A, PARIS—AF 4%

1.2 FAtRIE™

NT 7 ESP-WIFI-MESH FJF &AL, FA1% 2y ESP-WIFI-MESH JF A& i 3t #9775t
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../../../en/latest/get-started/index.html
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1.2.2 ESP32-MeshKit

ESP32-MeshKit i & —# & 52 5 ) [ESP-Mesh 1 I8 B fif tk 75 %] (https:/ /www.espressif.com /zh-hans/
products/software/esp-mesh /overview), W% ESP-Mesh App i/, HF R T# ESP-WIFI-MESH,
W] AT IR IF %
l[image.png-50.7kB][3]
o My & 4% % ¥ F](https://item.taobao.com/item.htm?spm=a230r.1.14.1.55a83647K8jlrh&id=
573310711489&ns=1&abbucket=3#detail)
. FZ:EE]:
— ESP32-MeshKit-Light: RGBW AT, B ERIZEAR, w020 W B a] . e 7
B BEEI. R A

— ESP32-MeshKit-Sense: 4545 Y6 4 B FIEIE B (5 18, m] T ThREm s AR T #E 1
&, WELE ] ESP-Prog #ET[E{-4E% M Debug.

— ESP32-MeshKit-Button: {EAIF KL R, HTRIFEN I %, AIECE ] ESP-Prog it
FrEfFBE A Debug

1.3 38Ex ESP-MDF

THEE (WIFENTHIFMENNRFNRY) 85N, REFHE ESP32 XK AP/, API/FELE
ESP-MDF @3/ 1,

DA IEAS : FTIT R0, PRSI VREAE I ESP-MDF 9 TAEH 3%, /] git clone figd sgEime (f%:

cd ~/esp
git clone --recursive https://github.com/espressif/esp-mdf.git

ESP-MDF &4 (%] ~/esp/esp-mdf HKTF.
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PR B AR master 3, W XIRAEH ESP-MDF MBHNA, TIREF 2, AL EH
TR IE SR,

i GitHub o7 F3K zip SCH” #YZhEEAE T ESP-MDF

1.4 & ESP-MDF &

T HAGAR A F PR35 45 5 MDF_PATH 33jiii) ESP-MDF, XAV B W% B BEAERR PC H, HN TR AfE
Y. HOXE 5 IDF_PATH #[].

1.5 ifE

TELXuGE O H, ¥ A cd ~/esp/get-started # A get-started Fr7EH %, R)E/Esh TREE T H

menuconfig:

cd ~/esp/get-started

make menuconfig

o examples f{Jfit & {F Example Configuration 3B R
o IJHEMIHL A RL EFE Component config HPA MDF FF ki FKET
1.6 GIEMES

AT LIS make menuconfig SRECEH M, WA] DU IS BHEAE AT 24T 8] ESPPORT 1 ESPBAUD Mg/ &
Sk e H L AR

make erase_flash flash -j5 monitor ESPBAUD=921600 ESPPURT=/dev/ttyUSBO

1.7 TH

Tt ] DA tools H N AYMIAS K fRIALTT A AR -
gen_misc.sh #FT4RIFMEES, E7F make monitor ELfli B T HEI A H G-

1.4. &8 ESP-MDF & 5
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cp $MDF_PATH/tools/gen_misc.sh .
./gen_misc.sh /dev/ttyUSBO

multi_downloads.sh f] multi_downloads.sh #f T E RSB

cp $MDF_PATH/tools/multi_x.sh .
./multi_downloads.sh 49

./multi_open_serials.sh 49

format.sh LR AL:

$MDF_PATH/tools/format.sh .
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CHAPTER 2

API| Reference

2.1 Mcommmon API

Mcommon (Mesh common) is a module shared by all ESP-MDF components, and it features the followings:
1. Memory Management: manages memory allocation and release, and can help find a memory leak;

2. Error Codes: checks the error codes of all the modules, and therefore can help find out what could

possibly go wrong;
3. Event Loop: uses an identical function for all the modules to deal with an event.

4. Data persistence: provide an API to save any type of data on Flash.

2.1.1 Memory Management

Header File

e mcommon/include/mdf mem.h

Functions

void mdf _mem_add_record(void *ptr, int size, const char *tag, int line)

Add to memory record.

Parameters



https://github.com/espressif/esp-mdf/blob/cf50274/components/mcommon/include/mdf_mem.h
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e ptr: Memory pointer
e size: Memory size
e tag: Description tag
e line: Line number
void mdf_mem_remove_record(void *pir, const char *tag, int line)
Remove from memory record.
Parameters
e ptr: Memory pointer
e tag: Description tag
e line: Line number

void mdf_mem_print_record(void)

Print the all allocation but not released memory.

Attention Must configure CONFIG_MDF MEM DEBUG
esp_log level set(mdf mem, ESP_LOG_INFO);

void mdf_mem_print_heap (void)
Print memory and free space on the stack.

void mdf _mem_print_task(void)

Print the state of tasks in the system.

Macros
MDF_MEM_DEBUG
< _ cplusplus CONFIG_MDF_MEM_DEBUG

CONFIG_MDF_MEM_DBG_INFO_MAX
CONFIG_MDF_MEM_DBG_INFO_MAX

MDF_MEM_DBG_INFO_MAX
MALLOC_CAP_INDICATE
MDF_MALLOC (size)
Malloc memory.
Return
e valid pointer on success

e NULL when any errors

== y annd
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Parameters
e size: Memory size
MDF _CALLOC (n, size)
Calloc memory.
Return
e valid pointer on success
e NULL when any errors
Parameters
e n: Number of block
e size: Block memory size
MDF_REALLOC (ptr, size)
Reallocate memory.
Return
e valid pointer on success
e NULL when any errors
Parameters
e ptr: Memory pointer
e size: Block memory size
MDF_REALLOC_RETRY (ptr, size)
Reallocate memory, If it fails, it will retry until it succeeds.
Return
e valid pointer on success
e NULL when any errors
Parameters
e ptr: Memory pointer
e size: Block memory size

MDF _FREE (ptr)

Free memory.

Parameters

2.1. Mcommmon API 9
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e ptr: Memory pointer_ cplusplus MDF__MEM__H

2.1.2 Error Codes

Header File

e mcommon/include/mdf err.h

Functions

const char *mdf_err_to_name (mdf err t code)

Returns string for mdf err_t error codes.

This function finds the error code in a pre-generated lookup-table and returns its string representation.
The function is generated by the Python script tools/gen_mdf err to_name.py which should be run
each time an mdf err_t error is modified, created or removed from the IDF project.

Return string error message

Parameters

e code: mdf err t error code

Macros

MDF_0K

mdf err_t value indicating success (no error)

MDF_FAIL

Generic mdf err_t code indicating failure

MDF_ERR_NO_MEM

Out of memory

MDF_ERR_INVALID_ARG

Invalid argument

MDF_ERR_INVALID_STATE

Invalid state

MDF_ERR_INVALID_SIZE

Invalid size

MDF_ERR_NOT_FOUND

Requested resource not found

10 Chapter 2. API Reference
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MDF_ERR_NOT_SUPPORTED

Operation or feature not supported

MDF_ERR_TIMEOUT

Operation timed out

MDF_ERR_INVALID_RESPONSE

Received response was invalid

MDF_ERR_INVALID_CRC

CRC or checksum was invalid

MDF_ERR_INVALID_VERSION

Version was invalid

MDF_ERR_INVALID_MAC
MAC address was invalid

MDF_ERR_NOT_INIT
MAC address was invalid

MDF_ERR_BUF
The buffer is too small

MDF_ERR_MWIFI_BASE
Starting number of MWIFI error codes

MDF_ERR_MESPNOW_BASE
Starting number of MESPNOW error codes

MDF_ERR_MCONFIG_BASE
Starting number of MCONFIG error codes

MDF_ERR_MUPGRADE_BASE
Starting number of MUPGRADE error codes

MDF_ERR_MDEBUG_BASE
Starting number of MDEBUG error codes

MDF_ERR_MLINK_BASE
Starting number of MLINK error codes

MDF_ERR_CUSTOM_BASE
Starting number of COUSTOM error codes

CONFIG_MDF_LOG_LEVEL
CONFIG_MDF_LOG_LEVEL

MDF_LOG_LEVEL
MDF_LOG_FORMAT (letter, format)

MDF _LOGE (format, ...)

2.1. Mcommmon API 11
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MDF _LOGW (format, ...)
MDF_LOGI (format, ...)
MDF _LOGD (format, ...)
MDF _LOGV (format, ...)

MDF_ERROR_CHECK (con, err, format, ...)
Macro which can be used to check the error code, and terminate the program in case the code is not

MDF__ OK. Prints the error code, error location, and the failed statement to serial output.
Disabled if assertions are disabled.

MDF _ERROR_ASSERT (err)
Macro serves similar purpose as assert, except that it checks esp_err_t value rather than a bool
condition. If the argument of MDF_ERROR_ASSERT is not equal MDF_OK, then an error message is printed

on the console, and abort () is called.

Note If IDF monitor is used, addresses in the backtrace will be converted to file names and line
numbers.

Return [description]

Parameters

o err: [description]

MDF_ERROR_GOTO (con, lable, format, ...)
MDF_ERROR_CONTINUE (con, format, ...)
MDF_ERROR_BREAK (con, format, ...)

MDF_PARAM_CHECK (con)
_cplusplus MDF__ERR_H

Type Definitions

typedef int mdf_err_t
< _ cplusplus

2.1.3 Event Loop

Header File

e mcommon/include/mdf event loop.h
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Functions

mdf err tmdf_event_loop_init(mdf event loop cb_t cb)

Initialize event loop, create the event handler and task.

Attention Because all the callbacks are dispatched from the same task, it is recommended to only do

the minimal possible amount of work from the callback itself, posting an event to a lower priority

task using a queue instead.
Return
« MDF_OK
« MDF_FAIL

Parameters

e cb: Application specified event callback, it can be modified by call mdf event_ loop_ set

mdf _err_t mdf_event_loop_deinit()

Deinitialize event loop, delete the event handler and task.

Return
« MDF OK
« MDF FAIL

mdf _err_t mdf_event_loop(mdf event loop t event, void *ctx)

Call event callback function directly.

Return
« MDF_OK
« MDF_FAIL
Parameters
o event: Event type defined in this file

e ctx: Reserved for user

mdf event loop cb_t mdf_event_loop_set (mdf event loop cb_t cb)

Set event loop callback function.

Return
« MDF OK
« MDF FAIL

Parameters

2.1. Mcommmon API
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e cb: Set application event callback

mdf _err_t mdf _event_loop_send(mdf event_loop_t event, void *ctx)
Send the event to the event handler.
Return
« MDF_OK
« MDF_FAIL
Parameters
o event: Generated events
e ctx: Reserved for user

mdf err t mdf_event_loop_delay_send(mdf event loop t event, void *ctz, TickType t de-

lay_ticks)
Delay send the event to the event handler.

Return
« MDF_OK
« MDF_FAIL
Parameters
e event: Generated events
e ctx: Reserved for user

o delay_ticks: Delay time

Macros

CONFIG_EVENT_QUEUE_NUM
CONFIG_EVENT_QUEUE_NUM

EVENT_QUEUE_NUM

CONFIG_MDF_EVENT_TASK_NAME
CONFIG_MDF_EVENT_TASK_NAME

MDF_EVENT_TASK_NAME

CONFIG_MDF_EVENT_TASK_STACK_SIZE
CONFIG_MDF_EVENT_TASK_STACK

MDF_EVENT_TASK_STACK

14 Chapter 2. API Reference
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CONFIG_MDF_EVENT_TASK_PRIOTY
CONFIG_MDF_EVENT_TASK_PRIOTY

MDF_EVENT_TASK_PRIOTY
MDF_EVENT_MWIFI_BASE
MDF_EVENT _MESPNOW_BASE
MDF_EVENT_MCONFIG_BASE
MDF_EVENT_MUPGRADE_BASE
MDF_EVENT _MDEBUG_BASE
MDF_EVENT_MLINK_BASE

MDF_EVENT_CUSTOM_BASE

Type Definitions

typedef uint32_t mdf_event_loop_t

typedef mdf err_t (*mdf_event_loop_cb_t)(mdf event loop t event, void *ctx)

Application specified event callback function.

Return
« MDF_ OK
« MDF_FAIL
Parameters
o event: Event type defined in this file

e ctx: Reserved for user

2.1.4 Info Store

Header File

e mcommon/include/mdf info_store.h

Functions

esp_err_t mdf_info_init (void)
Initialize the default NVS partition.

Return

2.1. Mcommmon API
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o« ESP_FAIL
« ESP_OK
esp_err_t mdf_info_save(const char *key, const void *value, size_t length)

save the information with given key

Return
« ESP_FAIL
« ESP_OK

Parameters
e key: Key name. Maximal length is 15 characters. Shouldn’ t be empty.
e value: The value to set.

e length: length of binary value to set, in bytes; Maximum length is 1984 bytes (508000 bytes
or (97.6% of the partition size - 4000) bytes whichever is lower, in case multi-page blob support
is enabled).

esp_err_t __mdf_info_load(const char *key, void *value, size_t len, uint32_t type)

esp_err_t mdf_info_erase(const char *key)

Macros

MDF_SPACE_NAME

LENGTH_TYPE_NUMBER
Load the information, esp_err_t mdf_info_load(const char *key, void *value, size_t *length);

esp_err_t mdf_info_load(const char *key, void *value, size_t length);.

Attention The interface of this api supports size_t and size_t * types. When the length parameter
of the pass is size_t, it is only the length of the value. When the length parameter of the pass is

size_t *, the length of the saved information can be obtained.
Return
« ESP_FAIL
« ESP_OK
Parameters
e key: The corresponding key of the information that want to load
e value: The corresponding value of key

e length: The length of the value, Pointer type will return length

16 Chapter 2. API Reference
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LENGTH_TYPE_POINTER

mdf_info_load (key, value, len)

2.2 Mconfig API

Mconfig (Mesh Network Configuration) is a network configuration solution for ESP-WIFI-MESH, which

sends network configuration information to ESP-WIFI-MESH devices in a convenient and efficient manner.

2.2.1 Application Examples

For ESP-MDF examples, please refer to the directory function demo/mconfig, which includes:

e Connect to the external network: This can be achieved by the root node via MQTT and HTTP.

2.2.2 Mconfig Blufi

Header File

o mconfig/include/mconfig_blufi.h

Functions

mdf err t mconfig_blufi_init(const mconfig blufi config t *config)
initialize Bluetooth network configuratxion
Attention The BLE stack must be enabled first through menuconfig configuration.
Return
« MDF_OK
« MDF_ERR_INVALID ARG
« MDF_FAIL
mdf err { mconfig_blufi_deinit (void)
de-initialize Bluetooth network configuration
Return
« MDF_OK

« MDF_FAIL

2.2. Mconfig API 17
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mdf err t mconfig_blufi_send(uint8 t *data, size t size)
This function is called to custom data, send a custom request to the APP to verify the device.

Return
« MDF_OK
« MDF_FAIL
« MDF_ERR_INVALID_ ARG__ MCONFIG_BLUFI _H

Parameters
e data: Custom data value

e size: The length of custom data

Structures

struct mconfig_blufi_config_t

Bluetooth configuration network related configuration.

Public Members

char name[MCONFIG_BLUFI_NAME_SIZE|
Local device & peripheral name, If the length of name is greater than 10 bytes, it will overwrite

custom__data, and custom__data will not be available.

uintl6_t company_id
Company Identifiers (https://www.bluetooth.com /specifications/assigned-numbers/
company-identifiers)

uintl6 t tid
Type of device

uint8_t custom_size

Custom data size
uint8_t custom_data[MCONFIG_BLUFI_CUSTOM_SIZE|
Placed in a Bluetooth broadcast package

bool only_beacon

Send only beacon does not support connection

struct mconfig_blufi_data_t
Mconfig_blufi event callback parameters.

18 Chapter 2. API Reference
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Public Members
uint8 t *data
Custom data value

size t size

The length of custom data

Macros
MCONFIG_BLUFI_NAME_SIZE
Contains the ending character

MCONFIG_BLUFI_CUSTOM_SIZE
BLE broadcast data packets have a valid length of up to 31 bytes

CONFIG_BLUFI_BROADCAST_QUI
Used to filter other Bluetooth broadcast packets, 3 bytes CONFIG_BLUFI_FILTER,_ OUI

MDF_EVENT _MCONFIG_BLUFI_STARTED
MDF_EVENT_MCONFIG_BLUFI_STOPED
MDF_EVENT__MCONFIG_BLUFI_CONNECTED
MDF_EVENT__MCONFIG_BLUFI_DISCONNECTED
MDF_EVENT_MCONFIG_BLUFI_STA_CONNECTED
MDF_EVENT _MCONFIG_BLUFI_STA_DISCONNECTED
MDF_EVENT _MCONFIG_BLUFI_FINISH

MDF_EVENT_MCONFIG_BLUFI_RECV

2.2.3 Mconfig Chain

Header File

e mconfig/include/mconfig chain.h

Functions

mdf _err_{ mconfig_chain_slave_init (void)

Chain configuration network slave initialization for obtaining network configuration information.

Attention The received network configuration information is sent to mconfig queue

Return

2.2. Mconfig API 19
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« MDF_OK
« MDF_FAIL

mdf err_{ mconfig_chain_slave_channel_switch_disable(void)

Disable slave to switch wifi channel.
Attention Chain configuration network slaves, will constantly switch channels to find the master, if
you need to make a wifi connection, You must first disable the switch of the slave wifi channel.
Return
« MDF_OK
« MDF_FAIL

mdf _err_{ mconfig_chain_slave_channel_switch_enable (void)

Enable slave to switch wifi channel.
Attention The slave will continuously switch the wifi channel for scanning, which is enabled by
default.
Return
« MDF_OK
« MDF_FAIL
mdf _err_{ mconfig_chain_slave_deinit (void)
Free all resource allocated in mconfig chain_slave init and stop chain_ slave task.
Return
« MDF_OK
« MDF_ERR_NOT_SUPPORTED
mdf err { mconfig_chain_master(const mconfig data t *config, TickType_ t duration_ ticks)
Chain configuration network host initialization, sending network configuration information to the slave.
Return
« MDF_OK
« MDF ERR_NOT_ SUPPORTED
Parameters
e config: This configuration information will be sent to the slave device.

e duration_ticks: Stop chain_master after the set time

20 Chapter 2. API Reference
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mdf err_{ mconfig_chain_filter_rssi(int8_t rssi)
Chain Devices with weak rssi are not allowed to join the network.
Note If you use it, you must call after mconfig_chain_master
Return
« MDF_OK
« MDF_FAIL _MCONFIG_CHAIN_H
Parameters

e rssi: When the device signal strength is less than this value, it will not join the network.

Macros

MDF_EVENT__MCONFIG_CHAIN_SLAVE_STARTED
MDF_EVENT _MCONFIG_CHAIN_SLAVE_STOPED
MDF_EVENT _MCONFIG_CHAIN_FINISH
MDF_EVENT__MCONFIG_CHAIN_MASTER_STARTED
MDF_EVENT_MCONFIG_CHAIN_MASTER_STOPED

MDF_EVENT_MCONFIG_CHAIN_FOUND_ROUTER

2.2.4 Mconfig Queue

Header File

o mconfig/include/mconfig queue.h

Functions

mdf _err_t mconfig_queue_write(const mconfig_data_t *mconfig data, TickType_t wait_ticks)
Write data to the queue of mconfig.
Return
« MDF_OK
« MDF_ERR_TIMEOUT
Parameters
e mconfig_data: information that points to the configuration of the network

e wait_ticks: wait time if a packet isn’ t immediately available

2.2. Mconfig API 21
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mdf err t mconfig_queue_read(mconfig data_t **mconfig_data, TickType_t wait_ ticks)
READ data to the queue of mconfig.
Return
« MDF OK
« MDF ERR_ TIMEOUT _MCONFIG_ QUEUE _H

Parameters

e mconfig_data: mconfig data is a secondary pointer and must be called after MDF_ FREE

is used

e wait_ticks: wait time if a packet isn’ t immediately available

Structures

struct mconfig whitelist_t

List of configured networks for each device.

Public Members
uint8_t addr[MWIFI_ADDR_LEN]
the address of the device

struct mconfig_data_t

Network configuration information.

Public Members
mwifi__config t config
Mwifi AP configuration

mawifi_init__config 1 init_config

Mwifi initialization configuration, Used only during debugging

uint8_t custom[32 + CONFIG_MCONFIG_CUSTOM_EXTERN_LEN]

Custom data for specific applications, such as: uuid, token, username, etc

uintl6_t whitelist_size

The size of the device’ s whitelist

mconfig_whitelist_t whitelist_data[0]
Whitelist of devices
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2.2.5 Mconfig Security

Header File

« mconfig/include/mconfig_security.h

Functions

mdf err t mconfig_random(void *rng state, uint8 t *output, size_t len)

Generate an array of random numbers.

Return
« MDF_OK
« MDF_ERR_INVALID_ ARG

Parameters
e rng_state: The seed of the random number, not used temporarily, you can pass NULL
e output: Pointer to an array of random numbers
e len: The length of the array of random numbers

mdf err { mconfig_dhm_gen_key(uint8 t *param, ssize t param_ size, uint8 t *privkey, uint8 t

*pubkey)
Generate a public and private key using the DHM algorithm.

Return
« MDF_OK
« MDF_ERR_INVALID_ ARG
Parameters
e param: DHM configuration parameters
o param_size: The length of the DHM configuration parameter
e privkey: DHM’ s public key
o pubkey: DHM’ s private key
mdf _err_t mconfig_rsa_gen_key(char *privkey_pem, char *pubkey pem)
Generate a public and private key using the RSA algorithm.
Return

« ESP_OK
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o ESP_FAIL

Parameters
e privkey_pem: RSA public key in pem format
e pubkey_pem: RSA private key in pem format

mdf _err_t mconfig_rsa_decrypt(const uint8_t *ciphertext, const char *privkey_ pem, void

*plaintext, size_t plaintext_ size)
Use RSA’ s public key to encrypt the data.

Return
« ESP_OK
« ESP_FAIL
« MDF_ERR_INVALID ARG
Parameters
e ciphertext: Encrypted data
o privkey_pem: RSA’ s private key in pem format
e plaintext: Unencrypted data
e plaintext_size: The length of unencrypted data

mdf err_{ mconfig_rsa_encrypt(const void *plaintext, size t plaintext size, const char

*pubkey__pem, uint8_t *ciphertext)
use RSA’ s public key to encrypt the data

Return

« ESP_OK

« ESP_FAIL

« MDF_ERR INVALID ARG__ MCONFIG_SECURITY H
Parameters

o plaintext: Unencrypted data

e plaintext_size: The length of unencrypted data

o pubkey_pem: RSA’ s public key in pem format

o ciphertext: Encrypted data
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Macros

MCONFIG_RSA_PRIVKEY_PEM_SIZE
MCONFIG_RSA_PUBKEY_PEM_SIZE
MCONFIG_RSA_KEY_BITS
MCONFIG_RSA_CIPHERTEXT_SIZE
MCONFIG_RSA_PLAINTEXT_MAX_SIZE
MCONFIG_RSA_EXPONENT
MCONFIG_RSA_PUBKEY_PEM_DATA_SIZE
PEM_BEGIN_PUBLIC_KEY
PEM_END_PUBLIC_KEY
PEM_BEGIN_PRIVATE_KEY
PEM_END_PRIVATE_KEY
MCONFIG_DH_PRIVKEY_LEN
MCONFIG_DH_PUBKEY_LEN

MCONFIG_AES_KEY_LEN

2.3 Mespnow API

Mespnow (Mesh ESP-NOW) is the encapsulation of ESP-NOW APIs, and it adds to ESP-NOW the retrans-
mission filter, Cyclic Redundancy Check (CRC), and data fragmentation features.

2.3.1 Features
1. Retransmission filter: Mespnow adds a 16-bit ID to each fragment, and the redundant fragments
with the same ID will be discarded.

2. Fragmented transmission: When the data packet exceeds the limit of the maximum packet size,

Mespnow splits it into fragments before they are transmitted to the target device for reassembly.

3. Cyclic Redundancy Check: Mespnow implements CRC when it receives the data packet to ensure

the packet is transmitted correctly.

2.3.2 Writing Applications

1. Prior to the use of Mwifi, Wi-Fi must be initialized;
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2. Max number of the devices allowed in the network: No more than 20 devices, among which 6 encrypted

devices at most, are allowed to be network configured;

3. Security: CCMP is used for encrpytion with a 16-byte key.

2.3.3 Application Examples

For ESP-MDF examples, please refer to the directory function demo/mespnow, which includes:

o A simple application that demonstrates how to use Mespnow for the communication between two

devices.

2.3.4 API Reference

Header File

e mespnow/include/mespnow.h

Functions

mdf _err_{ mespnow_add_peer (wifi_ interface_t ifr, const uint8_t *addr, const uint8_t *Imk)
add a peer to espnow peer list based on esp_now_add_peer(--). It is convenient to use simplified
MACRO follows.
Return
« ESP_OK
o ESP_FAIL
Parameters
o ifx: Wi-Fi interface that peer uses to send/receive ESPNOW data
e addr: peer mac address
o 1lmk: local master key. If lmk is NULL, ESPNOW data that this peer sends/receives isn’ t

encrypted

mdf err { mespnow_del_peer (const uint8_t *addr)

delete a peer from espnow peer list.

Return
« ESP OK
« ESP FAIL

Parameters
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e addr: peer mac address

mdf _err_t mespnow_read (mespnow__trans_pipe__e pipe, uint8_t *src__addr, void *data, size_t *size,

TickType_ t wait_ticks)
read data from espnow

Return
« ESP_OK
« ESP_FAIL
Parameters
e pipe: mespnow packet type
e src_addr: source address
e data: point to received data buffer

e *size: A non-zero pointer to the variable holding the length of out_ value. In case out_ value

is not zero, will be set to the actual length of the value written.
e wait_ticks: wait time if a packet isn’ t immediately available

mdf _err_{ mespnow_write(mespnow_trans pipe_e pipe, const uint8_t *dest_addr, const void

*data, size_t size, TickType_t wait_ticks)
write date package to espnow.

1. Tt is necessary to add device to espnow__ peer befor send data to dest_ addr.
2. When data_len to write is too long, it may fail duration some package and and the return value

is the data len that actually sended.

Return
« ESP_OK
o ESP_FAIL
Parameters
o pipe: Pipe of data from espnnow
e dest_addr: Destination address
e data: Point to send data buffer
o size: send data len
e wait_ticks: wait time if a packet isn’ t immediately available

mdf err _{ mespnow_deinit (void)

deinit mespnow
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Return
« ESP_OK
« ESP_FAIL
mdf err | mespnow_init (void)
init mespnow
Return
« ESP_OK

« ESP FAIL cplusplus MESPNOW_H

Macros
MESPNOW_PAYLOAD_LEN

< _ cplusplus
MDF_EVENT_MESPNOW_RECV

MDF_EVENT_MESPNOW_SEND

Enumerations

enum mespnow_trans_pipe_e

Divide espnnow data into multiple pipes.

Values:

MESPNOW_TRANS_PIPE_DEBUG
debug packet: log, coredump, espnow__debug config, ack

MESPNOW_TRANS_PIPE_CONTROL

control packet

MESPNOW_TRANS_PIPE_MCONFIG

network configuration packet

MESPNOW_TRANS_PIPE_RESERVED

reserved for other functiond

MESPNOW_TRANS_PIPE_MAX

2.4 Mlink API

Mlink (MESH LAN communication protocol) is a solution for controlling ESP-WIFI-MESH network devices
through APP, including: device discovery, control, upgrade, etc.
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2.4.1 Application Examples

For Mlink examples, please refer to the directory development kit, which includes:

e Smart light: Mesh App can control the color of the lamp, distribution network, upgrade, etc.

2.4.2 Mlink

Header File

o mlink/include/mlink.h

Macros
MDF_EVENT_MLINK_SYSTEM_RESET
< _ cplusplus
MDF_EVENT_MLINK_SYSTEM_REBOOT
MDF_EVENT_MLINK_SET_STATUS
MDF_EVENT_MLINK_GET_STATUS
MDF_EVENT_MLINK_SET_TRIGGER

MDF_EVENT_MLINK_BUFFER_FULL

Enumerations

enum mlink_protocol
Type of protocol.
Values:

MLINK_PROTO_HTTPD = 0

Http protocol communication

MLINK_PROTO_NOTICE = 1

UDP protocol communication

2.4.3 Mlink Handle

Header File

o mlink/include/mlink handle.h

2.4. Milink API

29


https://github.com/espressif/esp-mdf/tree/cf50274/examples/development_kit
https://github.com/espressif/esp-mdf/blob/cf50274/components/mlink/include/mlink.h
https://github.com/espressif/esp-mdf/blob/cf50274/components/mlink/include/mlink_handle.h

Read the Docs Template Documentation, &% v1.0-156-gcf50274

Functions

mdf _err_tmlink_add_device(uint32_t tid, const char *name, const char *version)
Configuring basic information about the device.
Return
« ESP_OK
o« ESP_FAIL
Parameters
e tid: Unique identifier for the device type
e name: The name of device
e version: The version of device

mdf err tmlink_device_set_name (const char *name)

Set device name.

Return

« ESP_OK

« ESP_FAIL
Parameters

o name: The name of device

mdf _err_{ mlink_device_set_position(const char *position)

Set device version.

Return
« ESP_OK
o ESP_FAIL
Parameters
e position: The position of device

const char *mlink_device_get_name()

Get device name.
Return Name of the device

const char *mlink_device_get_position()

Get device version.
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Return Version of the device

int mlink_device_get_tid()
Get device tid.

Return Unique identifier for the device type

*

mdf err { mlink_add_characteristic(uintl6_t cid, const char *name, characteristic format t

format, characteristic_perms t perms, int min, int maz,

uint16_t step)
Add device characteristic information.

Return
« ESP_OK
o ESP_FAIL
Parameters
e cid: Unique identifier for the characteristic
e name: The name of the characteristic
e format: The format of the characteristic
e perms: The permissions of the characteristic
e min: The min of the characteristic
e max: The max of the characteristic
e step: The step of the characteristic

mdf err_{ mlink_add_characteristic_handle(mlink characteristic_func_t get_value_ func,

mlink__characteristic_func_t set_wvalue_func)
Increase the device’ s characteristic handler.

Return
« ESP_OK
o ESP_FAIL
Parameters
o get_value_func: [description]
e set_value_func: [description]

mdf _err_t mlink_handle(const uint8_ t *src_addr, const mlink_httpd_type t *type, const void

*data, size t size)
Handling requests from the APP.
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Note This function is deprecated. Use ‘mlink handle request’ function
Return
« ESP_OK
o ESP_FAIL
Parameters
e src_addr: Source address of the device
e type: Type of data
e data: Requested message
e size: The length of the requested data
mdf _err_{ mlink_set_handle(const char *name, const milink handle_func_t func)
Add or modify a request handler.
Return
« ESP_OK
o ESP_FAIL
Parameters
e name: The name of the handler
e func: The pointer of the handler
mdf err tmlink_handle_request (mlink handle data t *handle data)
Call the handler in the request list.
Return
« ESP_OK
« ESP_FAIL
« MDF_ERR_NOT_SUPPORTED_ cplusplus MLINK__HANDLE_H
Parameters

e handle_data: The data type of the parameter of the handler

Structures

struct mlink_handle_data_t
The data type of the parameter of the handler.
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Public Members

const char *req_data

Received request data

ssize_t req_size

The length of the received request data

mlink__httpd_format t req_fromat

The format of the received request data

char *resp_data

Response data to be sent

ssize_t resp_size

The length of response data to be sent

mlink__hittpd_format t resp_fromat

The format of response data to be sent

Type Definitions

typedef mdf err t (*mlink_handle_func_t)(mlink handle data t *data)
Type of request handler.

typedef mdf err_t (*mlink_characteristic_func_t)(uint16_t cid, void *value)

Get the type of callback function that sets the characteristic value.

Enumerations

enum characteristic_perms_t

Permissions for the characteristics.
< _ cplusplus
Values:

CHARACTERISTIC_PERMS_READ =1 << 0

The characteristic of the device are readable

CHARACTERISTIC_PERMS_WRITE =1 << 1

The characteristic of the device are writable

CHARACTERISTIC_PERMS_TRIGGER = 1 << 2

The characteristic of the device can be triggered

CHARACTERISTIC_PERMS_RW = CHARACTERISTIC_PERMS_READ | CHARACTERISTIC_PERMS_WRITE

The characteristic of the device are readable & writable
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CHARACTERISTIC_PERMS_RT = CHARACTERISTIC_PERMS_READ | CHARACTERISTIC_PERMS_TRIGGER

The characteristic of the device are readable & triggered

CHARACTERISTIC_PERMS_WT = CHARACTERISTIC_PERMS_WRITE | CHARACTERISTIC PERMS_ TRIGGER

The characteristic of the device are writable & triggered

CHARACTERISTIC_PERMS_RWT = CHARACTERISTIC_PERMS_RW | CHARACTERISTIC_PERMS_TRIGGER

The characteristic of the device are readable & writable & triggered

enum characteristic_format_t

Format for the characteristic.
Values:

CHARACTERISTIC_FORMAT_NONE

Invalid format

CHARACTERISTIC_FORMAT_INT

characteristic is a number format

CHARACTERISTIC_FORMAT_DOUBLE

characteristic is a double format

CHARACTERISTIC_FORMAT_STRING

characteristic is a string format

2.4.4 Mlink Httpd

Header File

o mlink/include/mlink httpd.h

Functions

mdf err_{ mlink_httpd_start (void)
Start http server.

Return
« ESP OK
« ESP FAIL

mdf err { mlink_httpd_stop (void)
Stop http server.

Return

« ESP_OK
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o ESP_FAIL

mdf _err_t mlink_httpd_read (mlink_hitpd_t **request, TickType_t wait_ticks)
Receive data from http server.
Return
« ESP_OK
« ESP_FAIL
Parameters
o request: Request data
e wait_ticks: Waiting timeout
mdf _err_t mlink_httpd_write(const milink hitpd_t *response, TickType_t wait_ticks)
Send data to http server.
Return
« ESP_OK
e ESP_FAIL_ cplusplus MLINK__HTTPD_H
Parameters
e response: Response data

e wait_ticks: Waiting timeout

Structures

struct mlink_httpd_type_t
Http server data type.

Public Members
uintl6_t sockfd
File descriptor for tcp

uint8_t format

Http body data format

uint8 t from

Data request source

bool resp

Whether to respond to request data
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uintl6 t received

Received

struct mlink_httpd_t
Http server data.

Public Members
mlink _httpd_type t type
Http server data type

bool group

Send a package as a group

size_t addrs_num

Number of addresses

uint8 t *addrs_list

List of addresses

size t size

Length of data

char *data

Pointer of Data

Enumerations

enum mlink_httpd_from_t
Data request source.
< __cplusplus
Values:

MLINK_HTTPD_FROM_DEVICE = 1
Request from within the ESP-WIFI-MESH network

MLINK_HTTPD_FROM_SERVER = 2

Request from server

enum mlink_httpd_format_t
Http body data format.

Values:

MLINK_HTTPD_FORMAT_NONE

Invalid format
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MLINK_HTTPD_FORMAT_HEX

data is a hex format

MLINK_HTTPD_FORMAT_JSON

data is a json format

MLINK_HTTPD_FORMAT_HTML

data is a html format

2.4.5 Mlink Notice

Header File

o mlink/include/mlink notice.h

Functions
mdf err { mlink_notice_init()
Initialize mlink mdns and udp.
< _ cplusplus
Return
« MDF_OK
« MDF_FAIL
mdf err _tmlink_notice_deinit ()

Deinitialize mlink mdns and udp.

Return
« MDF OK
« MDF FAIL

mdf err tmlink_notice_write(const char *message, size t size, const uint8 t *addr)

Inform Mesh-App to initiate a request.

Return

« MDF_OK

« MDF_ERR_INVALID_ ARG

e MDF_ FAIL cplusplus MLINK_NOTICE_H
Parameters

o message: Type of message requested
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e size: Length of the message

e addr: Address of the device to be requested

2.4.6 Milink Utils

Header File

o mlink/include/mlink utils.h

Functions
uint8 t *mlink_mac_str2hex(const char *mac_str, uint8 t *mac hex)
Convert mac from string format to hex.
< _ cplusplus
Return
« MDF_OK
« MDF_ERR_INVALID_ ARG
« MDF_FAIL
Parameters
e mac_str: String format mac
e mac_hex: Hex format mac
char *mlink_mac_hex2str (const uint8 t *mac_hex, char *mac_ str)
Convert mac from hex format to string.
Return
« MDF_OK
« MDF_ERR_INVALID_ ARG
« MDF_FAIL
Parameters
e mac_hex: Hex format mac
e mac_str: String format mac

uint8_t *mlink_mac_ap2sta(const uint8_t *ap_mac, uint8_t *sta_mac)

Convert mac address from ap to sta.
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Each ESP32 chip has MAC addresses for Station (STA), Access Point (AP), Bluetooth low energy
(BT) and Local Area Network (LAN). Their address values are incremented by one, i.e. LAN Mac =
BT Mac + 1 = AP Mac + 2 = STA Mac + 3.

For example:
e MAC for STA: xx:xx:xx:xx:xx:00
e MAC for AP : xx:xx:xx:xx:%xx:01
e MAC for BT : xx:xx:xx:xx:%xx:02
e MAC for LAN: xx:xx:xx:xx:x%:03
The device’ s STA address is used For ESP-WIFI-MESH communication.
Return
« MDF_OK
« MDF_ERR_INVALID_ ARG
« MDF_FAIL
Parameters
e ap_mac: Access Point address in hexadecimal format
e sta_mac: Station address in hexadecimal format
uint8 t *mlink_mac_bt2sta(const uint8 t *bt mac, uint8 t *sta mac)
Convert mac address from bt to sta.
Return
« MDF_OK
« MDF_ERR_INVALID_ ARG
« MDF_FAIL_ cplusplus MLINK__UTILS_H
Parameters
e bt_mac: Access Point address in hexadecimal format

e sta_mac: Station address in hexadecimal format

2.4.7 Mlink Json

Header File

o mlink/include/mlink json.h
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Functions

esp_err_t __mlink_json_parse(const char *json_ str, const char *key, void *value, int value__type)
esp_err_t mlink_json_ parse( const char *json_ str, const char *key, void *value) Parse the json for-
matted string
Note does not support the analysis of array types
Return
« ESP_OK
« ESP_FAIL
Parameters
e json_str: The string pointer to be parsed
e key: Build value pairs
e value: You must ensure that the incoming type is consistent with the post-resolution type
e value_type: Type of parameter

esp_err_t __mlink_json_pack(char **json_ str, const char *key, int value, int value__type)

mlink__json_ pack(char *json_ str, const char *key, int/double/char value); Create a json string
Note if the value is double or float type only retains the integer part, requires complete data calling
mlink_json_ pack_double()
Return
e lenght: generates the length of the json string
« ESP_FAIL
Parameters
e json_str: Save the generated json string
e key: Build value pairs
o value: This is a generic, support long / int / float / char / char* / char []
o value_type: Type of parameter
ssize_ t mlink_json_pack_double (char **json_ ptr, const char *key, double value)
Create a double type json string, Make up for the lack of mdf json_ pack()
Return
o lenght: generates the length of the json string

o ESP_FAIL_ cplusplus MLINK__JOSN_H
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Parameters
e json_ptr: Save the generated json string
e key: Build value pairs

e value: The value to be stored

Macros

mlink_json_parse(json_ str, key, value)

mlink_json_pack(json_ str, key, value)

Enumerations

enum mlink_json_type

The type of the parameter.
< _ cplusplus
Values:

MLINK_JSON_TYPE_NONE = 0

Invalid parameter type

MLINK_JSON_TYPE_INTS = 1
The type of the parameter is int8 t / uint8 t

MLINK_JSON_TYPE_INT16 = 10
The type of the parameter is int16_t / uint16_t

MLINK_JSON_TYPE_INT32 = 100
The type of the parameter is int32_t / uint32_t

MLINK_JSON_TYPE_FLOAT = 1000
The type of the parameter is float

MLINK_JSON_TYPE_DOUBLE = 10000
The type of the parameter is double

MLINK_JSON_TYPE_STRING = 100000
The type of the parameter is string

MLINK_JSON_TYPE_POINTER = 1000000
The type of the parameter is point
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2.5 Mupgrade API

Mupgrade (Mesh Upgrade) is a solution for simultaneous over-the-air (OTA) upgrading of multiple ESP-
WIFI-MESH devices on the same wireless network by efficient routing of data flows. It features automatic

retransmission of failed fragments, data compression, reverting to an earlier version, firmware check, etc.

2.5.1 Application Examples

For ESP-MDF examples, please refer to the directory function demo/mupgrade, which includes:

e Send a request for data to server via AP, in order to complete the upgrading of the overall Mesh

network.

2.5.2 API Reference

Header File

o mupgrade/include/mupgrade.h

Functions

mdf _err_{ mupgrade_firmware_init(const char *name, size_t size)

Initialize the upgrade status and erase the upgrade partition.
Attention Only called at the root
Return

« MDF_OK

« MDF_ERR_INVALID_ ARG

« MDF_ERR_MUPGRADE_FIRMWARE_PARTITION
Parameters

e name: Unique identifier of the firmware

o size: Total length of firmware, If image size is not yet known, pass OTA_SIZE_ UNKNOWN
and call mupgrade_firmware_download_finished() after the firmware download is com-

plete.

mdf err { mupgrade_firmware_download(const void *data, size_t size)

Write firmware to flash.

Attention Only called at the root
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Return

« MDF_OK

« MDF_ERR MUPGRADE_ FIRMWARE NOT INIT

« MDF_ERR_MUPGRADE_FIRMWARE_ FINISH
Parameters

o data: Pointer to the firmware

e size: The length of the data

mdf err | mupgrade_firmware_download_finished (size t image size)

Finish OTA update and validate newly written app image.
Attention Only called mupgrade_firmware_init() firmware size unknown at root node
Return

« MDF_OK

« MDF_ ERR_MUPGRADE_FIRMWARE NOT _INIT
Parameters

e image_size: of new OTA app image

mdf err { mupgrade_firmware_check(const esp_ partition_t *partition)

Check if the firmware is generated by this project.
Return

« MDF_OK

« MDF ERR MUPGRADE FIRMWARE INVALID
Parameters

e partition: The partition where the firmware to be checked is located

mdf _err_{ mupgrade_firmware_send(const uint8_t *dest addrs, size_t dest_addrs_num, mup-

grade__result_t *result)
Root sends firmware to other nodes.

Attention Only called at the root
Return
« MDF_OK
« MDF_ERR_MUPGRADE_FIRMWARE_ NOT_INIT

« MDF_ERR MUPGRADE_DEVICE NO_EXIST
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Parameters
e dest_addrs: Destination nodes of mac
e dest_addrs_num: Number of destination nodes
e result: Must call mupgrade_ result_free to free memory

mdf err | mupgrade_firmware_stop()

Stop Root to send firmware to other nodes.
« MDF_ERR_NOT_SUPPORTED

Return
« MDF_OK
mdf err { mupgrade_result_free(mupgrade result t *result)
Free memory in the results list.
Return
« MDF_OK
« MDF_ERR_INVALID_ ARG
Parameters
e result: Pointer to device upgrade status
mdf _err_{ mupgrade_handle(const uint8 t *addr, const void *data, size_t size)
Handling upgrade data sent by ROOT.
Attention Only called at the non-root
Return
« MDF_OK
« MDF_ERR_MUPGRADE_FIRMWARE_DOWNLOAD
« MDF_ERR_MUPGRADE_NOT_INIT
Parameters
e addr: root address
e data: Upgrade instructions or firmware
e size: The length of the data

mdf _err_{ mupgrade_root_handle(const uint8_t *addr, const void *data, size_t size)

Handling the status of non-root responses.
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Attention Only called at the root
Return
« MDF_ OK
« MDF_ERR_TIMEOUT
Parameters
e addr: Non-root address
e data: State of non-root response
o size: The length of the data
mdf err t mupgrade_get_status (mupgrade status t *status)
Get the status of the upgrade.
Return
« MDF_OK
« MDF_ERR_INVALID_ ARG
« MDF_ERR_NOT_SUPPORTED
Parameters
e status: The status of the upgrade
mdf err { mupgrade_version_fallback()
Upgrade error back to previous version.
Return
« MDF_ OK
« MDF_FAIL
mdf err_{ mupgrade_stop ()
Stop upgrading.
Return
« MDF_ OK

e MDF FAIL cplusplus MUPGRADE_H

Structures

struct mupgrade_packet_t

Firmware packet.
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Public Members
uint8_t type
Type of packet, MUPGRADE_TYPE_DATA

uintl6_t seq

Sequence

uintl6 t size

Size

uint8_t data[MUPGRADE_PACKET_MAX_SIZE]

Firmware

struct mupgrade_status_t

Status packet.

Public Members
uint8 t type
Type of packet, MUPGRADE_TYPE_STATUS

char name[32]

Unique identifier of the firmware

mdf err | error_code

Upgrade status

size_t total_size

Total length of firmware

size t written_size

The length of the flash has been written

uint8_t progress_array|(]

Identify if each packet of data has been written

struct mupgrade_config_t

Mupgrade config.

Public Members

QueueHandle_t queue
Queue handle

esp_ ota_ handle_t handle
OTA handle
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const esp_ partition_t *partition

Pointer to partition structure obtained using esp_ partition_ find_ first or esp_ partition_ get.

uint32_t start_time

Start time of the upgrade

mupgrade__status t status

Upgrade status

struct mupgrade_result_t

List of devices’ status during the upgrade process.

Public Members

size_t unfinished_num

The number of devices to be upgraded

uint8 t *unfinished_addr
MAC address of devices to be upgraded

size t successed_num

The number of devices that succeeded to upgrade

uint8 t *successed_addr

MAC address of devices that succeeded to upgrade

size_t requested_num

The number of devices to be upgraded

uint8 t *requested_addr

This address is used to buffer the result of the request during the upgrade process

Macros

MDF_ERR_MUPGRADE_FIRMWARE_NOT_INIT

mupgrade error code definition
< _ cplusplus Uninitialized firmware configuration

MDF_ERR_MUPGRADE_FIRMWARE_PARTITION

Partition table error

MDF_ERR_MUPGRADE_FIRMWARE_INVALID

Non-project generated firmware

MDF_ERR_MUPGRADE_FIRMWARE_INCOMPLETE

The firmware received by the device is incomplete
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MDF_ERR_MUPGRADE_FIRMWARE_DOWNLOAD

Firmware write flash error

MDF_ERR_MUPGRADE_FIRMWARE_FINISH

The firmware has been written to completion

MDF_ERR_MUPGRADE_DEVICE_NO_EXIST
The device that needs to be upgraded does not exist

MDF_ERR_MUPGRADE_SEND_PACKET_LOSS

Request device upgrade status failed

MDF_ERR_MUPGRADE_NOT_INIT

Upgrade configuration is not initialized

MDF_ERR_MUPGRADE_STOP

Upgrade configuration is not initialized

MDF_EVENT_MUPGRADE_STARTED
enumerated list OF MDF event id

The device starts to upgrade

MDF _EVENT_MUPGRADE_STATUS

Proactively report progress

MDF_EVENT_MUPGRADE_FINISH

The upgrade is complete and the new firmware will run after the reboot

MDF_EVENT MUPGRADE_STOPED
Stop upgrading

MDF_EVENT_MUPGRADE_FIRMWARE_DOWNLOAD

Start firmware write flash

MDF_EVENT_MUPGRADE_SEND_FINISH

Send the firmware to other devices to complete

MUPGRADE_PACKET MAX_SIZE

Firmware subcontract upgrade.
Maximum length of a single packet transmitted

MUPGRADE_PACKET MAX_NUM

The maximum number of packets

MUPGRADE_GET_BITS (data, bits)

Bit operations to get and modify a bit in an array.
MUPGRADE_SET_BITS (data, bits)

MUPGRADE_TYPE_DATA
Type of packet.
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MUPGRADE_TYPE_STATUS

2.6 Mwifi API

Mwifi (Wi-Fi Mesh) is the encapsulation of ESP-WIFI-MESH APIs, and it adds to ESP-WIFI-MESH the

retransmission filter, data compression, fragmented transmission, and P2P multicast features.

2.6.1 Features

1. Retransmission filter: As ESP-WIFI-MESH won’ t perform data flow control when transmitting
data downstream, there will be redundant fragments in case of unstable network or wireless interference.
For this, Mwifi adds a 16-bit ID to each fragment, and the redundant fragments with the same ID will
be discarded.

2. Fragmented transmission: When the data packet exceeds the limit of the maximum packet size,

Mwifi splits it into fragments before they are transmitted to the target device for reassembly.

3. Data compression: When the packet of data is in Json and other similar formats, this feature can

help reduce the packet size and therefore increase the packet transmitting speed.

4. P2P multicast: As the multicasting in ESP-WIFI-MESH may cause packet loss, Mwifi uses a P2P

(peer-to-peer) multicasting method to ensure a much more reliable delivery of data packets.

2.6.2 Writing Applications

Mwifi supports using ESP-WIFI-MESH under self-organized mode, where only the root node that serves
as a gateway of Mesh network can require the LwIP stack to transmit/receive data to/from an external IP

network.

Mwifi also supports the way to fix the root node. In this case, the nodes in the entire ESP-WIFI-MESH
network cannot communicate with the external IP network through wifi. If you need to communicate with

the external IP network, you need to use other methods.

If you want to call Wi-Fi API to connect/disconnect /scan, please pause Mwifi first. Self organized networking

must be disabled before the application calls any Wi-Fi driver APIs.

Initialization
Wi-Fi Initialization

Prior to the use of Mwifi, Wi-Fi must be initialized. esp_wifi_set_ps (indicates whether Mesh network
enters into sleep mode) and esp_mesh_set_6m_rate (indicates the minimum packet transmittig speed) must

be set before esp_wifi_start.
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The following code snippet demonstrates how to initialize Wi-Fi.

wifi_init_config_t cfg = WIFI_INIT_CONFIG_DEFAULT();

MDF_ERROR_ASSERT (nvs_flash_init());

tcpip_adapter_init();

MDF_ERROR_ASSERT (esp_event_loop_init (NULL, NULL));
MDF_ERROR_ASSERT (esp_wifi_init (%cfg));

MDF_ERROR_ASSERT (esp_wifi_set_storage (WIFI_STORAGE_RAM));
MDF_ERROR_ASSERT (esp_wifi_set_mode (WIFI_MODE_STA)) ;
MDF_ERROR_ASSERT (esp_wifi_set_ps(WIFI_PS_NONE));
MDF_ERROR_ASSERT (esp_mesh_set_6m_rate(false));
MDF_ERROR_ASSERT (esp_wifi_start());

Mwifi Initialization

In general, you don’ t nee

d to modify Mwifi and just use its default configuration. But if you want to modify

it, you may use make menuconfig. See the detailed configuration below:

1. ROOT

Parameters

Description

vote_ percent

agdote percentage threshold above which the node becoms a root

vote max ¢

puvitax multiple voting each device can have for the self-healing of a MESH

network

back-

off rssi

RSSI threshold below which connections to the root node are not allowed

scan__min_c

ulthe minimum number of times a device should scan the beacon frames

from other devices before it becomes a root node

root__conflict

5 Adbawlenore than one root in one network

root_ healing

| HEne lag between the moment a root node is disconnected from the network

and the moment the devices start electing another root node

2. Capacity
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Parameters Description

capacity_num | Network capacity, defining max number of devices allowed in the MESH

network

max_ layer Max number of allowed layers

max_ connection| Max number of MESH soft AP connections

3. Stability

Parameters | Description

as- Period of time after which a MESH soft AP breaks its association with inactive
soc__expire_mieaf nodes

bea- Mesh soft AP beacon interval

con_ interval ms

pas- Mesh station passive scan duration

sive scan_ ms

moni- Period (ms) for monitoring the parent’ s RSSI. If the signal stays weak through-

tor__duration_omms the period, the node will find another parent offering more stable connection

cnx_ rssi RSSI threshold above which the connection with a parent is considered strong

select_rssi | RSSI threshold for parent selection. Its value should be greater than
SWITCH_ RSSI
switch_ rssi | RSSI threshold below which a node selects a parent with better RSSI

at- Parent selection fail times, if the scan times reach this value, device will discon-

tempt__count nect with associated children and join self-healing

moni- Allowed number of changes a parent node can introduce into its information

tor_ie_ count element (IE), before the leaf nodes must update their own IEs accordingly

4. Transmission

Parameters Description

xon__gsize Number of MESH buffer queues

retransmit_enable | Enable retransmission on mesh stack

data_ drop__enable | If a root is changed, enable the new root to drop the previous packet

The following code snippet demonstrates how to initialize Mwifi.

/* Mwifi intitialization */
wifi_init_config t cfg = MWIFI_INIT_CONFIG_DEFAULTQ);
MDF_ERROR_ASSERT (mwifi_init(&cfg));
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Configuration

The modified Mwifi configuration will only be effective after Mwifi is rebooted.

You may configure Mwifi by using the struct mwifi_config_t. See the configuration parameters below:

Param- | Description
eters
router_ss$i®SID of the router

router paddwotdr password
router_ bgsRBSID is equal to the router’ s MAC address. This field must be configured if more
than one router shares the same SSID. You can avoid using BSSIDs by setting up

a unique SSID for each router. This field must also be configured if the router is
hidden

mesh_id| Mesh network ID. Nodes sharing the same MESH ID can communicate with one

another

mesh__ pasdRamsivord for secure communication between devices in a MESH network
mesh_ typdOnly MESH_IDLE, MESH_ROOT, and MESH_NODE device types are sup-
ported. MESH_ROOT and MESH__NODE are only used for routerless solutions

channel | Mesh network and the router will be on the same channel

chan- If this value is not set, when “attempt” (mwifi_init_ config_t) times is reached,
nel_swit¢hdedisebldll change to a full channel scan for a network that could join.
router_ swilfclihel BEIED is specified and this value is not also set, when the router of this

specified BSSID fails to be found after “attempt” (mwifi_init_config t) times,

the whole network is allowed to switch to another router with the same SSID.

The following code snippet demonstrates how to configure Mwifi.

mwifi_config t config = {

.router_ssid = CONFIG_ROUTER_SSID,
.router_password = CONFIG_ROUTER_PASSWORD,
.mesh_id = CONFIG_MESH_ID,
.mesh_password = CONFIG_MESH_PASSWORD,
.mesh_type = CONFIG_MESH_TYPE,
.channel = CONFIG_ROUTER_CHANNEL,

};

MDF_ERROR_ASSERT (mwifi_set_config(&config)) ;
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Start Mwifi

After starting Mwifi, the application should check for Mwifi events to determine when it has connected to

the network.

1.

MDF_EVENT_MWIFI_ROOT__GOT_IP: the root node gets the IP address and can communicate

with the external network;

MDF_EVENT MWIFI_PARENT CONNECTED: connects with the parent node for data commu-

nication between devices.

MDF_ERROR_ASSERT (mdf_event_loop_init(event_loop_cb));
MDF_ERROR_ASSERT (mwifi_start());

2.6.3 Application Examples

For ESP-MDF examples, please refer to the directory function demo/mwifi, which includes:

Connect to the external network: This can be achieved by the root node via TCP.
Routerless: It involves a fixed root node which communicates with the external devices via UART.

MQTT example: Implement each node to communicate with the MQTT broker by the root node via
MQTT.

Channel switching: When the router channel changes, Mesh switches its channel accordingly.(In de-

velopment)

Low power consumption: The leaf nodes stop functioning as softAP and enter into sleep mode.(In

development)

2.6.4 API Reference

Header File

mwifi/include/mwifi.h

Functions

esp_err_t esp_wifi_vnd_mesh_get (mesh_assoc_t *mesh__assoc, mesh__chain_ layer t

*mesh__chain)
Get mesh networking IE.

Return

« ESP_OK
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« ESP_FAIL
Parameters
e mesh_assoc: pointer mesh networking IE.

e mesh_chain: pointer mesh chain layer infomation.

mdf _err_t mwifi_init(const mwifi_init_config_t *config)

Mwifi initialization.

Attention 1. This API should be called after WiF1i is started.
Attention 2. This API must be called before all other Mwifi API can be called.

Attention 3. Always use WIFI_INIT CONFIG_DEFAULT macro to init the config to default
values, this can guarantee all the fields got correct value when more fields are added into
wifi_init_ config_t in future release. If you want to set your owner initial values, overwrite
the default values which are set by WIFI_INIT CONFIG_DEFAULT.

Return
« MDF_OK
« MDF_ERR_MWIFI_NOT_INIT
« MDF_ ERR_MWIFI INITED
Parameters

o config: Mwifi initialization configuration.

mdf err t mwifi_deinit (void)

Deinit mwifi Free all resource allocated in mwifi_init and stop Mwifi task.

Attention This API should be called if you want to remove Mwifi from the system.
Return
« MDF_OK

« MDF_ERR_MWIFI_NOT_INIT

mdf err tmwifi_set_init_config(const muwifi init config t *init_config)

Set Mwifi configuration.

Attention This API shall be called between esp_mesh_ init() and esp_mesh_ start().
Return
« MDF_OK

« MDF_ ERR MWIFI ARGUMENT
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Parameters
e init_config: Use MWIFI INIT CONFIG DEFAULT() to initialize the default values.
mdf err tmwifi_get_init_config(mwifi init_config t *init_config)
Get Mwifi init configuration.
Return [description]
Parameters
e init_config: pointer to Mwifi init configuration.
mdf _err_t mwifi_set_config(const muwifi_config t *config)
Set the configuration of the AP.
Attention This APT shall be called between esp_mesh_init() and esp_mesh_ start().
Return
« MDF_OK
« MDF_ERR_MWIFI_ARGUMENT
Parameters
e config: pointer to AP configuration

mdf _err_t mwifi_get_config(mwifi_config_t *config)
Get the configuration of the AP.

Return

« MDF_OK

« MDF_ERR_MWIFI_ARGUMENT
Parameters

e config: pointer to AP configuration

mdf err tmwifi_start (void)

Start Mwifi according to current configuration.

Return
« MDF OK
« MDF ERR MWIFI NOT INIT

mdf err { mwifi_stop(void)

Stop mwifi.
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Return
« MDF_OK
« MDF_ERR_MWIFI_NOT_INIT
mdf err { mwifi_restart()
restart mwifi
Attention This API should be called when the Mwifi configuration is modified.
Return
« MDF_OK
« MDF_ERR_MWIFI_NOT_INIT
bool mwifi_is_started(void)
whether wifi__mesh is running
Return
e true
o flase
bool mwifi_is_connected (void)
Whether the node is already connected to the parent node.
Return
e true
o flase
void mwifi_print_config()
Print mesh configuration information.

mdf _err_t mwifi_write(const uint8 t *dest_addrs, const muwifi_data_type_t *data_type, const

void *data, size_t size, bool block)
Send a packet to any node in the mesh network.

Attention 1. If data encryption is enabled, you must ensure that the task that calls this function is
greater than 4KB.

1. When sending data to the root node, if the destination address is NULL, the root node
receives it using mwifi_root_ read(). If the destination address is the mac address of the root
node or MWIFI_ADDR,_ ROOT, the root node receives it using mwifi_ read()

Return

« MDF_OK
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MDF_ERR_MWIFI_NOT_START

Parameters

dest_addrs: The address of the final destination of the packet If the packet is to the root
and “dest_addr” parameter is NULL

data_type: The type of the data If the default configuration is used, this parameter is NULL
data: Pointer to a sending wifi mesh packet
size: The length of the data

block: Whether to block waiting for data transmission results

mdf err_t __mwifi_read(uint8 t *src_addr, muwifi_data_type t *data_type, void *data, size t

*size, TickType_t wait_ticks, uint8_t type)

Receive a packet targeted to self over the mesh network.

Attention Judging the allocation of buffers by the type of the parameter ‘data’ The memory of data

is externally allocated, and the memory is larger than the total length expected to be received.

The memory of data is allocated internally by mwifi_read, which needs to be released after the

call.

Return

MDF_OK
MDF_ERR_MWIFI_NOT_START
ESP_ERR_MESH ARGUMENT
ESP_ERR_MESH NOT_START
ESP_ERR_MESH_TIMEOUT

ESP_ERR_MESH_DISCARD

Parameters

src_addr: The address of the original source of the packet
data_type: The type of the data

data: Pointer to the received mesh packet To apply for buffer space externally, set the type
of the data parameter to be (char *) or (uint8_t *) To apply for buffer space internally, set
the type of the data parameter to be (char **) or (uint8 t **)

size: A non-zero pointer to the variable holding the length of out_ value. In case out_ value

is not zero, will be set to the actual length of the value written.
wait_ticks: Wait time if a packet isn’ t immediately available

type: Buffer space when reading data
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mdf _err | mwifi_root_write(const uint8 t *dest addrs, size_t dest_addrs_num, const
muwifi__data__type_t *data_type, const void *data, size_t size,

bool block)
The root sends a packet to the device in the mesh.

Attention 1. If data encryption is enabled, you must ensure that the task that calls this function is
greater than 8KB
1. This API is only used at the root node
2. Can send data to multiple devices at the same time
3. Packets are only transmitted down
Return
« MDF_OK
« MDF_ERR_MWIFI _NOT_START
« ESP_ERR_MESH_ARGUMENT
« ESP_ERR_MESH NOT_ START
« ESP_ERR_MESH DISCONNECTED
« ESP_ERR_MESH_OPT_UNKNOWN
« ESP_ERR_MESH_ EXCEED_MTU
« ESP_ERR_ MESH NO_MEMORY
« ESP_ERR_MESH_TIMEOUT
« ESP_ERR_MESH_QUEUE_FULL
« ESP_ERR_ MESH NO_ROUTE_FOUND
« ESP_ERR_MESH_DISCARD
Parameters
e dest_addrs: The address of the final destination of the packet
e dest_addrs_num: Number of destination addresses
e data_type: The type of the data
e data: Pointer to a sending wifi mesh packet
e size: The length of the data
e block: Whether to block waiting for data transmission results

mdf _err 1t __mwifi_root_read(uint8 t *src_addr, muwifi data_type t *data_type, void *data,

size_t *size, TickType_t wait_ticks, uint8_t type)
receive a packet targeted to external IP network root uses this API to receive packets destined to
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external IP network root forwards the received packets to the final destination via socket. This API is

only used at the root node

Attention 1. This API is only used at the root node

1.

Return

Judging the allocation of buffers by the type of the parameter ‘data’ The memory of data is
externally allocated, and the memory is larger than the total length expected to be received.
The memory of data is allocated internally by mwifi_read, which needs to be released after
the call.

MDF_OK

MDF_ ERR_MWIFI _NOT_START
ESP_ERR MESH ARGUMENT
ESP_ERR_MESH NOT_START
ESP_ERR_ MESH TIMEOUT

ESP_ERR_MESH_DISCARD

Parameters

src_addr: the address of the original source of the packet
data_type: the type of the data

data: Pointer to the received mesh packet To apply for buffer space externally, set the type
of the data parameter to be (char *) or (uint8 t *) To apply for buffer space internally, set
the type of the data parameter to be (char **) or (uint8 t **)

size: The length of the data

wait_ticks: wait time if a packet isn’ t immediately available(O:no wait, port-
MAX_DELAY:wait forever)

type: Buffer space when reading data

mdf err t mwifi_post_root_status(bool status)
Post the toDS state to the mesh stack, Usually used to notify the child node, whether the root is

successfully connected to the server.

Attention This API is only for the root.

Return

ESP_OK

ESP_FAIL

Parameters
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e status: this state represents whether the root is able to access external TP network

bool mwifi_get_root_status()

Get the toDS state from the mesh stack, Whether the root is successfully connected to the server.

Return
e true

o flase

int8_t mwifi_get_parent_rssi()

Get the RSSI of the parent node.

Return RSSI of the parent_ cplusplus MWIFI__H

Structures

struct mwifi_init_config_t

Mwifi initialization configuration.

Public Members
uint8_t vote_percentage
Mesh root configuration.
Vote percentage threshold above which the node becoms a root

uint8_t vote_max_count

Max multiple voting each device can have for the self-healing of a MESH network

int8 t backoff_rssi

RSSI threshold below which connections to the root node are not allowed

uint8_t scan_min_count

Minimum scan times before being a root

bool root_conflicts_enable

Allow more than one root in one network

uintl6_t root_healing_ms
Time lag between the moment a root node is disconnected from the network and the moment the

devices start electing another root node

uintl6_t capacity_num

Mesh network capacity configuration.

Network capacity, defining max number of devices allowed in the MESH network
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uint8_t max_layer_deprecated

Deprecated, shouldn’ t use it

uint8_t max_connection

Max number of MESH softAP connections

uintl6_t assoc_expire_ms

Mesh network stability configuration.
Period of time after which a MESH soft AP breaks its association with inactive leaf nodes

uint1l6 t beacon_interval_ms
Mesh soft AP beacon interval

uintl6_t passive_scan_ms

Mesh station passive scan duration

uint16 t monitor_duration_ms
Period (ms) for monitoring the parent’ s RSSI. If the signal stays weak throughout the period,

the node will find another parent offering more stable connection

int8 t cnx_rssi

RSSI threshold above which the connection with a parent is considered strong

int8_t select_rssi

RSSI threshold for parent selection. Its value should be greater than switch_ rssi

int8 t switch_rssi
RSSI threshold below which a node selects a parent with better RSSI

uint8_t attempt_count
Parent selection fail times, if the scan times reach this value, device will disconnect with associated

children and join self-healing

uint8_t monitor_ie_count
Allowed number of changes a parent node can introduce into its information element (IE), before

the leaf nodes must update their own IEs accordingly

uint8 t xon_qgsize

Mesh network data transmission configuration.
Number of MESH buffer queues

bool retransmit_enable

Enable a source node to retransmit data to the node from which it failed to receive ACK

bool data_drop_enable

If a root is changed, enable the new root to drop the previous packet

uint16_t max_layer

Max number of allowed layers
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uint8__t topology

Topology of mesh network, can be tree or chain

struct mwifi_config_ t

Mwifi AP configuration.

Public Members

char router_ssid[32]
Information about the router connected to the root. This item does not need to be set in the

routerless scheme.
SSID of the router

char router_password[64]

Password of router

uint8_t router_bssid[6]

BSSID, if this value is specified, users should also specify “router_switch_ disable”

uint8_t mesh_id|[6]

Information about the mesh internal connected.
Mesh network ID. Nodes sharing the same MESH ID can communicate with one another

char mesh_password|[64]

Password for secure communication between devices in a MESH network

muwifi_node_type | mesh_type
Only MWIFI_MESH_IDLE, MWIFI_MESH ROOT, MWIFI_MESH_ NODE and
MWIFI_MESH_ LEAF device types are supported. Routerless solutions must be config-
ured as MWIFI_MESH_ROOT or MWIFI_ MESH_NODE MWIFI_MESH_IDLE: The node
type is selected by MESH according to the network conditions. MWIFI_MESH_ROOT: The
Device is the root node MWIFI_MESH NODE: The device is a non-root node and contains
intermediate nodes and leaf nodes. MWIFI_MESH LEAF: The device is a leaf node, closes the

softap, and is used in a low-power solutions.

uint8 t channel

Channel, mesh and router will be on the same channel

uint8_t channel_switch_disable
If this value is not set, when “attempt” (mwifi_init_config_t) times is reached, device will change

to a full channel scan for a network that could join.

uint8_t router_switch_disable
If the BSSID is specified and this value is not also set, when the router of this specified BSSID
fails to be found after “attempt” (mwifi init config t) times, the whole network is allowed to

switch to another router with the same SSID. The new router might also be on a different channel.
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There is a risk that if the password is different between the new switched router and the previous

one, the mesh network could be established but the root will never connect to the new switched

router.

struct mwifi_data_type_t
Mwifi packet type.

Public Members

bool compression

Enable data compression. If the data sent is json format or string, use data compression to

increase the data transmission rate.

bool upgrade
Upgrade packet flag

uint8 t communicate
Mesh data communication
MWIFI_COMMUNICATE_ UNICAST,

MWIFI_COMMUNICATE BROADCAST

bool group

Send a package as a group

uint8_t reserved

reserved

uint8_t protocol

Type of transmitted application protocol

uint32 t custom

Type of transmitted application data

Macros
MWIFI_PAYLOAD_LEN
< __cplusplus Max payload size(in bytes)

MWIFI_ADDR_LEN
Length of MAC address

MWIFI_ADDR_NONE
MWIFI_ADDR_ROOT

MWIFI_ADDR_ANY

All node in the mesh network

types:
MWIFI_COMMUNICATE_MULTICAST,
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MWIFI_ADDR_BROADCAST
Other node except the root

MWIFI_ADDR_IS_EMPTY (addr)
MWIFI_ADDR_IS_ANY (addr)
MWIFI_ADDR_IS_BROADCAST (addr)

MDF_ERR_MWIFI_NOT_INIT

Mwifi error code definition.
Mwifi isn’ t initialized

MDF_ERR_MWIFI_INITED

Mwifi has been initialized

MDF_ERR_MWIFI_NOT_START
Mwifi isn’ t started
MDF_ERR_MWIFI_ARGUMENT

Tllegal argument

MDF_ERR_MWIFI_EXCEED_PAYLOAD

Packet size exceeds payload

MDF_ERR_MWIFI_TIMEOUT

Timeout

MDF_ERR_MWIFI_DISCONNECTED

Disconnected with parent on station interface

MDF_ERR_MWIFI_NO_CONFIG

Router not configured

MDF_ERR_MWIFI_NO_FOUND

Routes or devices not found

MDF_ERR_MWIFI_NO_ROOT

Routes or devices not found

MDF_EVENT_MWIFI_STARTED

enumerated list of Mwifi event id

Mwifi is started

MDF_EVENT_MWIFI_STOPPED
Mwifi is stopped

MDF_EVENT MWIFI_CHANNEL_SWITCH

Channel switch
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MDF_EVENT_MWIFI_CHILD_CONNECTED

A child is connected on soft AP interface

MDF_EVENT MWIFI_CHILD_DISCONNECTED

A child is disconnected on soft AP interface

MDF_EVENT_MWIFI_ROUTING_TABLE_ADD
Routing table is changed by adding newly joined children

MDF_EVENT_MWIFI_ROUTING_TABLE_REMOVE

Routing table is changed by removing leave children

MDF_EVENT_MWIFI_PARENT CONNECTED

Parent is connected on station interface

MDF_EVENT_MWIFI_PARENT_DISCONNECTED

Parent is disconnected on station interface

MDF_EVENT _MWIFI_NO_PARENT_FOUND

No parent found

MDF_EVENT_MWIFI_LAYER_CHANGE

Layer changes over the Mwifi network

MDF_EVENT_MWIFI_TODS_STATE

State represents if root is able to access external IP network

MDF_EVENT _MWIFI_VOTE_STARTED

The process of voting a new root is started either by children or by root

MDF_EVENT_MWIFI_VOTE_STOPPED

The process of voting a new root is stopped

MDF_EVENT _MWIFI_ROOT_ADDRESS
The root address is obtained. It is posted by Mwifi stack automatically.

MDF_EVENT_MWIFI_ROOT_SWITCH_REQ

Root switch request sent from a new voted root candidate

MDF_EVENT _MWIFI_ROOT_SWITCH_ACK

Root switch acknowledgment responds the above request sent from current root

MDF_EVENT _MWIFI_ROOT_ASKED_YIELD

Root is asked yield by a more powerful existing root.

MDF_EVENT_MWIFI_SCAN_DONE

if self-organized networking is disabled

MDF_EVENT _MWIFI_NETWORK_STATE

network state, such as whether current mesh network has a root.
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MDF_EVENT_MWIFI_STOP_RECONNECTION

the root stops reconnecting to the router and non-root devices stop reconnecting to their parents.

MDF_EVENT MWIFI_FIND_NETWORK
when the channel field in mesh configuration is set to zero, mesh stack will perform a full channel scan

to find a mesh network that can join, and return the channel value after finding it.

MDF_EVENT _MWIFI_ROUTER_SWITCH
if users specify BSSID of the router in mesh configuration, when the root connects to another router

with the same SSID, this event will be posted and the new router information is attached.

MDF_EVENT _MWIFI_CHANNEL_NO_FOUND

The router’ s channel is not set.
MDF_EVENT_MWIFI_ROOT_GOT_IP
MDF_EVENT _MWIFI_ROOT_LOST_IP

MDF_EVENT_MWIFI_EXCEPTION

Some abnormal situations happen, eg. disconnected too many times

CONFIG_MWIFI_ROOT_CONFLICTS_ENABLE
CONFIG_MWIFI_ROOT_CONFLICTS_ENABLE

CONFIG_MWIFI_RETRANSMIT_ENABLE
CONFIG_MWIFI_RETRANSMIT ENABLE

MWIFI_INIT_CONFIG_DEFAULT()
MWIFI_RSSI_THRESHOUD DEFAULT ()
mwifi_read(src_ addr, data_ type, data, size, wait_ ticks)

mwifi_root_read(src_addr, data_type, data, size, wait_ ticks)

Type Definitions

typedef uint8 t mwifi_node_type_t

Enumerations

enum node_type_t

Device type.
Values:

MWIFI_MESH_IDLE

hasn’ t joined the mesh network yet

MWIFI_MESH_ROOT

the only sink of the mesh network. Has the ability to access external IP network
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MWIFI_MESH_NODE

intermediate device. Has the ability to forward packets over the mesh network

MWIFI_MESH_LEAF

has no forwarding ability

MWIFI_MESH_STA

connect to router with a standlone Wi-Fi station mode, no network expansion capability

enum mwifi_communication_method

Mesh network internal data transmission method.
Values:

MWIFI_COMMUNICATE_UNICAST
Send data by unicast.

MWIFI_COMMUNICATE_MULTICAST
Send data by multicast.

MWIFI_COMMUNICATE_BROADCAST
Send data by broadcast.

enum mwifi_data_memory_t

Buffer space when reading data.
Values:

MWIFI_DATA_MEMORY MALLOC_INTERNAL = 1

Buffer space is requested by internal when reading data

MWIFI_DATA_MEMORY_MALLOC_EXTERNAL = 2

Buffer space is requested by external when reading data

2.7 Mdebug API

Mdebug (Mesh Network debug) is an important debugging solution used in ESP-MDF. It is designed to
efficiently obtain ESP-MDF device logs through wireless espnow protocol, TCP protocol, serial port, etc.,
so that it can be read more conveniently and quickly. The device log information can then be analyzed

according to the extracted logs.

2.7.1 Application Examples

For ESP-MDF examples, please refer to the directory function demo/Mdebug, which includes:

e The log information of the child node is transmitted to the root node through the ESP-Mesh network,
and then outputted through the serial port of the root node or transmitted to the server through http;
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e Output the desired log information through the console.

1. UART enable

The serial port is enabled and the log information will be printed out via vprintf. Enable the following

program:

if (config->log_uart_enable) { /**< Set log uart enable */
mdebug_log_init();

} else {
mdebug_log_deinit();

2. Flash enable

Write flash enable to store log information in flash. Enable the following program:

if (config->log_flash_enable) { /**< Set log flash enable */
mdebug_flash_init();

} else {
mdebug_flash_deinit();

2.1 Log information access

1. The log is initialized, creating two text flash memory spaces, using the main func-

tions as esp_vfs_spiffs_register, esp_spiffs_info, sprintf, fopen;

/**< Create spiffs file and number of files */
esp_vfs_spiffs_conf_t conf = {

.base_path = "/spiffs",
NULL,
MDEBUG_FLASH_FILE_MAX_NUM,

.format_if mount_failed = true

.partition_label

.max_files

};

2. Write the log data, and write down the address of the write pointer. In order to
address the next log write flash, use the main function as fwrite. The following

procedure:

/*%< Record the address of each write pointer */
fseek(g_log_info[g_log_index] .fp, g_log_infol[g_log_index].size,,
—SEEK_SET) ;

(@3]

68 Chapter 2. API Reference



Read the Docs Template Documentation, &% v1.0-156-gcf50274

ret = furite(data, 1, size, g_log_info[g_log_index].fp);

3. Read the log data, and write down the address of the read pointer. For the next
time to read the log from the flash, address the address, use the main function as

fread. The following procedure:

/**< Record the pointer address for each read */
flash_log_info_t *log_info = g_log_info + ((g_log_index + 1 +_
i) % MDEBUG_FLASH_FILE_MAX_NUM);

fseek(log_info->fp, log_info->offset, SEEK_SET);

ret = fread(data, 1, MIN(*size - read_size, log_info->size -

—log_info->offset), log_info->fp);

4. The data is erased. When the data is full, the data pointer will be cleared, and
the main function rewind will be restarted from the beginning or the end of the

file header address. The following procedure:

/**< Erase file address pointer */
for (size_t i = 0; i < MDEBUG_FLASH_FILE_MAX_NUM; i++) {
g_log_index =0;
g_log_info[i] .size = 0;
g_log_info[i] .offset = 0;
rewind(g_log_info[i].fp);
mdf_info_save (MDEBUG_FLASH_STORE_KEY, g_log_info,,
—sizeof (flash_log_info_t) * MDEBUG_FLASH_FILE_MAX_NUM) ;
}

TE: A
1. The header of the log data is an added timestamp. It is only used as an experiment, and
there is no real-time calibration. Users can modify it according to their own needs. The

following procedure:

/**< Get the current timestamp */
time (&now) ;
localtime_r(&now, &timeinfo);

strftime(strtime_buf, 32, "\n[%Y-/m- LH:%M:%S] ", &timeinfo);

2. Extract and select valid string data information. Because the log information in the MDF

has unnecessary data at the beginning and the end, it needs to be removed. The following
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procedure removes unwanted data from the head and tail:

/*%< Remove the header and tail that appear in the string in the log */
if (log_data->data[0] == Ox1b) {
data = log_data->data + 7;

size = log_data->size - 12;

3. ESPNOW enable

Espnow can be enabled to send the log data of the child node to the root node through espnow, so that the

log information of the child node is read from the root node. Enable the following program:

/**< config espnow enable */

if (config->log_espnow_enable) {
mdebug_espnow_init () ;

} else {

mdebug_espnow_deinit () ;

Write the log to espnow. The procedure is as follows:

/**< write log information by espnow */
if (!g_log_config->log_espnow_enable && !MDEBUG_ADDR_IS_EMPTY(g_log_config->dest_addr)) {
log_data->type |= MDEBUG_LOG_TYPE_ESPNOW;

if (log_data->type & MDEBUG_LOG_TYPE_ESPNOW) {
mdebug_espnow_write(g_log_config->dest_addr, log_data->data,
log_data->size, MDEBUG_ESPNOW_LOG, pdMS_TO_TICKS(MDEBUG_LOG_
—TIMEOUT_MS));
}

2.7.2 Mdebug Console

Header File

e mdebug/include/mdebug_ console.h
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Functions
mdf err t mdebug_console_init (void)
Initialize console module.
< _ cplusplus
o Initialize the console
o Register help commands
o Initialize filesystem

o Create console handle task

Attention Baudrate should not greater than 2030400 if console is enable
Return

« MDF_OK

« MDF_FAIL

mdf _err_{ mdebug_console_deinit (void)

De-initialize console module Call this once when done using console module functions.

Return
« MDF_OK
« MDF_FAIL
void mdebug_cmd_register_common (void)
Register frequently used system commands.
e version: Get version of chip and SDK
e heap: Get the current size of free heap memory
o restart: Software reset of the chip
e reset: Clear device configuration information
o log: Set log level for given tag

e coredump: Get core dump information_ cplusplus MDF__CONSOLE__DEBUG_H

2.7.3 Mdebug Espnow

Header File

e mdebug/include/mdebug_espnow.h
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Functions

mdf err t mdebug_espnow_init (void)

Initialize the wireless debug receiver.

o register espnow log redirect function
e Create mdebug espnow send and mdebug log send task

o Create log send queue

Return
« MDF OK

« MDF_FAIL

mdf err { mdebug_espnow_deinit (void)

De-initialize the wireless debug receiver.

Return
« MDF OK

« MDF_FAIL

mdf _err_t mdebug_espnow_write(const uint8 t *dest_addr, const void *data, size_t size, mde-

bug espnow_t type, TickType_t wait_ ticks)
Send debug data with ESP-NOW.

Return
« ESP_OK
« ESP_FAIL

Parameters
e dest_addr: Destination address
e data: Point to send data buffer
e size: send data len
e type: Type of data

e wait_ticks: wait time if a packet isn’ t immediately available

mdf err t mdebug_espnow_read (uint8 t *src_addr, void *data, size_t *size, mdebug espnow t

*type, TickType_t wait_ ticks)
receive debug data with ESP-NOW

Return
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« ESP_OK

o« ESP_ FAIL cplusplus MDF_ESPNOW_DEBUG_H

Parameters
e src_addr: Destination address
e data: Point to send data buffer
e size: send data len

e type: Type of data

e wait_ticks: wait time if a packet isn’ t immediately available

Structures

struct mdebug_coredump_packet_t

Core dump data structure.

Public Members
uint8_t type
Type of packet

intl6_t size
Size of data

intl6_t seq

Sequence

uint8 t data[230]
data

Enumerations

enum mdebug_espnow_t
Type of data sent during wireless debugging.
< _ cplusplus
Values:

MDEBUG_ESPNOW_COREDUMP = 1

Core dump information

MDEBUG_ESPNOW_CONSOLE

Remotely call local terminal commands
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MDEBUG_ESPNOW_LOG

Log information

enum [anonymous]

Type of core dump data.
Values:

MDEBUG_COREDUMP_BEGIN = 1

Start transferring core dump data

MDEBUG_COREDUMP_DATA

Send core dump data

MDEBUG_COREDUMP_END

End core dump data transfer

2.7.4 Mdebug Flash

Header File

o mdebug/include/mdebug_flash.h

Functions

mdf err t mdebug_flash_init()
Init mdebug_ flash Create Several files under the spiffs folder,open the file.Open the file for the storage
of the next step data.paramters MDEBUG_FLASH FILE MAX NUM if files sizes change.

< _ cplusplus
Return
« MDF-OK
mdf err | mdebug_flash_deinit()

Deinit medbug_flash If you open the file, close the file accordingly.

Return

« MDF-OK

mdf err_t mdebug_flash_write(const char *data, size_t size)

Write memory data in flash.

Note Don’ t include timestamp in interface input data

Return
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« MDF_OK

Parameters
e data: Data from the flash’ s spiffs files in the log
e size: Size from the flash’ s spiffs files in the log

mdf _err_t mdebug_flash_read(char *data, size_t *size)

Read memory data in flash.

Return
« MDF_OK
e read_size
Parameters
e data: Data from the flash’ s spiffs files in the log

e size: Size from the flash’ s spiffs files in the log

mdf _err_{ mdebug_flash_erase()

Erase when the data and pointers is full.

Return

« MDF_OK

size_t mdebug_flash_size()
Create files size,For the data to be stored in the file for subsequent calls.paramters MDE-
BUG_FLASH_FILE MAX_ NUM if files sizes change.

Return

e size_cplusplus MDF_DEBUG__FLASH_H

2.7.5 Mdebug Log
Header File

o mdebug/include/mdebug_log.h

Functions

mdf _err_t mdebug_log_get_config(mdebug log config_t *config)
Get the configuration of the log during wireless debugging.
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Return
« MDF_OK
« MDF_FAIL
Parameters
o config: The configuration of the log

mdf _err_t mdebug_log_set_config(const mdebug log config t *config)
Set the configuration of the log during wireless debugging.

Return
« MDF_OK
o« MDF_FAIL

Parameters
e config: The configuration of the log

mdf _err_{ mdebug_log_init (void)
Init log mdebug.
¢ Set log mdebug configuration

¢ Create log mdebug task

Return

« MDF_OK

mdf_err_{ mdebug_log_deinit (void)

De-initialize log mdebug Call this once when done using log mdebug functions.
Return
e MDF_OK_ cplusplus MDF_DEBUG_LOG_H
Structures

struct mdebug_log_config_t

Log sending configuration.

< _ cplusplus
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Public Members
bool log_uart_enable
Serial port enable

bool log_flash_enable
Write the log to flash enable

bool log_espnow_enable
enable log transferred via ESP-NOW

uint8 t dest_addr[6]

Turn off log sending if all is zero

struct mdebug_log_queue_t
Type of log storage queue.

Public Members
uintl6 t size
The length of the log data

mdebug_log type t type
Ways to send logs

char data[0]
Log data

Enumerations

enum mdebug_log_type_t
Set the send type.

Values:
MDEBUG_LOG_TYPE_ESPNOW = 1 << 1

MDEBUG_LOG_TYPE_FLASH = 1 << 2

2.7.6 Mdebug Partially Referenced Header File

Header File

o mdebug/include/mdebug.h
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Macros

MDEBUG_PRINTF (fmt, ...)
Configuration mdebug print enable, whether the output information according to the client needs to
know. please assign CONFIG_MDEBUG__PRINTF_ENABLE a value.

< _ cplusplus

Note CONFIG_MDEBUG_PRINTF_ ENABLE = 1 enable CON-
FIG_MDEBUG_PRINTF_ENABLE = 0 disable

MDEBUG_ADDR_IS_EMPTY (addr)

MDF_EVENT_MDEBUG_FLASH_FULL
_cplusplus MDF__ DEBUG_H

2.8 Third Party API

The third-party items:
e Driver: drivers for different devices, such as frequently used buttons and LEDs

e Miniz: lossless, high performance data compression library

2.8.1 Driver

We can regard IoT solution project as a platform that contains different device drivers and features.

2.8.2 Miniz

Miniz is a lossless, high performance data compression library in a single source file that implements the zlib
(RFC 1950) and Deflate (RFC 1951) compressed data format specification standards. It supports the most
commonly used functions exported by the zlib library, but is a completely independent implementation so
zlib’ s licensing requirements do not apply. Miniz also contains simple to use functions for writing .PNG
format image files and reading/writing/appending .ZIP format archives. Miniz’ s compression speed has
been tuned to be comparable to zlib’ s, and it also has a specialized real-time compressor function designed

to compare well against fastlz/minilzo.
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2.9 Configuration Options

2.9.1 Introduction

ESP-MDF uses Kconfig system to provide a compile-time configuration mechanism. Kconfig is based around
options of several types: integer, string, boolean. Kconfig files specify dependencies between options, default

values of the options, the way the options are grouped together, etc.

Applications developers can use make menuconfig build target to edit components’ configuration. This
configuration is saved inside sdkconfig file in the project root directory. Based on sdkconfig, application
build targets will generate sdkconfig.h file in the build directory, and will make sdkconfig options available

to component makefiles.

2.9.2 Using sdkconfig.defaults

When updating ESP-MDF version, it is not uncommon to find that new Kconfig options are introduced.
When this happens, application build targets will offer an interactive prompt to select values for the new
options. New values are then written into sdkconfig file. To supress interactive prompts, applications can
either define BATCH_BUILD environment variable, which will cause all prompts to be suppressed. This is the
same effect as that of V or VERBOSE variables. Alternatively, defconfig build target can be used to update

configuration for all new variables to the default values.

In some cases, such as when sdkconfig file is under revision control, the fact that sdkconfig file gets
changed by the build system may be inconvenient. The build system offers a way to avoid this, in the form
of sdkconfig.defaults file. This file is never touched by the build system, and must be created manually.
It can contain all the options which matter for the given application. The format is the same as that of the
sdkconfig file. Once sdkconfig.defaults is created, sdkconfig can be deleted and added to the ignore
list of the revision control system (e.g. .gitignore file for git). Project build targets will automatically
create sdkconfig file, populated with the settings from sdkconfig.defaults file, and the rest of the settings
will be set to their default values. Note that when make defconfig is used, settings in sdkconfig will be

overriden by the ones in sdkconfig.defaults.

2.9.3 Configuration Options Reference

Subsequent sections contain the list of available ESP-MDF options, automatically generated from Kconfig
files. Note that depending on the options selected, some options listed here may not be visible by default in

the interface of menuconfig.

By convention, all option names are upper case with underscores. When Kconfig generates sdkconfig and
sdkconfig.h files, option names are prefixed with CONFIG_. So if an option ENABLE_FOO is defined in a Kconfig
file and selected in menuconfig, then sdkconfig and sdkconfig.h files will have CONFIG_ENABLE_F0O defined.

In this reference, option names are also prefixed with CONFIG_, same as in the source code.
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2.9.4 Customisations

when the Kconfig tool generates Makefiles (the auto.conf file) its behaviour has been customised. In normal

Kconfig, a variable which is set to “no” is undefined. In MDF’ s version of Kconfig, this variable is defined

in the Makefile but has an empty value.

(Note that ifdef and ifndef can still be used in Makefiles, because they test if a variable is defined and

has a non-empty value.)

When generating header files for C & C++, the behaviour is not customised - so #ifdef can be used to test

if a boolean config item is set or not.

2.10 Error Codes Reference

This section lists various error code constants defined in ESP-MDF.

For general information about error codes in ESP-MDF| see Error Handling.
MDF_FAIL (-1): Generic mdf err_t code indicating failure

MDF_0K (0): mdf err_t value indicating success (no error)
MDF_ERR_NO_MEM (0x100001): Out of memory

MDF_ERR_INVALID_ARG (0x100002): Invalid argument
MDF_ERR_INVALID_STATE (0x100003): Invalid state
MDF_ERR_INVALID_SIZE (0x100004): Invalid size

MDF_ERR_NOT_FOUND (0x100005): Requested resource not found
MDF_ERR_NOT_SUPPORTED (0x100006): Operation or feature not supported
MDF_ERR_TIMEOUT (0x100007): Operation timed out
MDF_ERR_INVALID_RESPONSE (0x100008): Received response was invalid
MDF_ERR_INVALID_CRC (0x100009): CRC or checksum was invalid
MDF_ERR_INVALID_VERSION (0x10000a): Version was invalid
MDF_ERR_INVALID_MAC (0x10000b): MAC address was invalid
MDF_ERR_NOT_INIT (0x10000c): MAC address was invalid

MDF_ERR_BUF (0x10000d): The buffer is too small

MDF_ERR_MWIFI_BASE (0x200000): Starting number of MWIFT error codes
MDF_ERR_MWIFI_NOT_INIT (0x200001): Mwifi isn’ t initialized

MDF_ERR_MWIFI_INITED (0x200002): Mwifi has been initialized
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MDF_ERR_MWIFI_NOT_START (0x200003): Mwifi isn’ t started

MDF_ERR_MWIFI_ARGUMENT (0x200004): Illegal argument

MDF_ERR_MWIFI_EXCEED_PAYLOAD (0x200005): Packet size exceeds payload
MDF_ERR_MWIFI_TIMEOUT (0x200006): Timeout

MDF_ERR_MWIFI_DISCONNECTED (0x200007): Disconnected with parent on station interface
MDF_ERR_MWIFI_NO_CONFIG (0x200008): Router not configured

MDF_ERR_MWIFI_NO_FOUND (0x200009): Routes or devices not found

MDF_ERR_MWIFI_NO_ROOT (0x20000a): Routes or devices not found

MDF_ERR_MESPNOW_BASE (0x300000): Starting number of MESPNOW error codes
MDF_ERR_MCONFIG_BASE (0x400000): Starting number of MCONFIG error codes
MDF_ERR_MUPGRADE_BASE (0x500000): Starting number of MUPGRADE error codes
MDF_ERR_MUPGRADE_FIRMWARE_NOT_ INIT (0x500001): Uninitialized firmware configuration
MDF_ERR_MUPGRADE_FIRMWARE_PARTITION (0x500002): Partition table error
MDF_ERR_MUPGRADE_FIRMWARE_INVALID (0x500003): Non-project generated firmware
MDF_ERR_MUPGRADE_FIRMWARE_INCOMPLETE (0x500004): The firmware received by the device is incomplete
MDF_ERR_MUPGRADE_FIRMWARE_DOWNLOAD (0x500005): Firmware write flash error
MDF_ERR_MUPGRADE_FIRMWARE_FINISH (0x500006): The firmware has been written to completion
MDF_ERR_MUPGRADE_DEVICE_NO_EXIST (0x500007): The device that needs to be upgraded does not exist
MDF_ERR_MUPGRADE_SEND_PACKET L0OSS (0x500008): Request device upgrade status failed
MDF_ERR_MUPGRADE_NOT_INIT (0x500009): Upgrade configuration is not initialized
MDF_ERR_MUPGRADE_STOP (0x50000a): Upgrade configuration is not initialized
MDF_ERR_MDEBUG_BASE (0x600000): Starting number of MDEBUG error codes
MDF_ERR_MLINK_BASE (0x700000): Starting number of MLINK error codes

MDF_ERR_CUSTOM_BASE (0x800000): Starting number of COUSTOM error codes
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CHAPTER 4

API #5789

4.1 ESP-WIFI-MESH EX#l SHEXMBE

A T B 2R i ESP-WIFI-MESH B 774 g5t ek,

4.1.1 E&TITE
ESP-WIFI-MESH J2%¢2 ESP32 5 A A&y H LM A . ESP32 i I B TAUZ B 2 AT FreeRTOS,
FEEH ESP-IDF #0 HE 7 TFAHESL.
1. TH# ESP-WIFI-MESH [ %%
2. THR ESP32 )i
o ESP32 ${RZ% T}
o ESP32 HiRHAE
3. B\ ESP-IDF I} & 4554

4. Tf# FreeRTOS

4.1.2 ‘E R e
ESP-WIFI-MESH 8% s

LR R A 2T iR l?
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WA @ —A ESP-WIFL-MESH W45 A ME— 550 (B & IR 548 ) HEHery i al, Hp= 4
ECIVNCEZLE

o WMLCZMX AT ERS A, BARIARTE S % ESP-WIFI-MESH 4[5 /i fE i i . 2
T, TREFHERS SRR &SR anE R, 1E N2k

o R HVA GV A SRR A RO, SIS R A48 4 T DA B 1%
K, WAMEBLIIAFREB S TIS . BREE, &2 &R e AR 8, W
HH.Z 8] TEyR LM

2. AT, MR A2 T?
T3 R DL

o A AAERIE MY TR, W4 NI STEFAR T S DS IE LR, EhE
HETBIART S, BRRFEE S Root Node Failure,

o HIECHERROTR, M P ERRIR BT G200, A TR IR R A

ESP-WIFI-MESH 4483

1. MR ARSI 287
ESP-WIFI-MESH 1P R#8 T #% ths, HEafA TR S Ep AT,
2. WEHMEELZA?

e 2H W0 5 SR I ) 5 e s R . M2 R EE R (AL Z ()R Wi-Fi (55585 ) . B
A RERFEA X R, B, Wi-Fi ([F5008, s, g,

3. —AEEHAR T, R HAEA 1 MESH [45?
73 PA T UM I8 -
o FMGHENR SR L 2 MRl (FiEilz), W:
— # MESH ID Afa], WPA MESH ID JyARiRgH s [y MESH 2% .
— % MESH ID Hila], MWW & e vy sinhse:

R SCVPRT b, (HY AT E S B AR R, R S AT HE
Bettl, WA AL MR ID B MESH W%, AR 484 — T

BTV R E, (HA SRR E S B SR S, A TR
BefE, mARAW-— DM ID i MESH W45, %M %A — MR A

o BEHFEREINA B (B TR (AR E ), )
o BT B AAEHAM SR, W& BRI INAS H M 4.
4. —/> MESH FZH, e HAEA— R A7

KM, —A> MESH W% HRER — MR .
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5. A PR MESH ID 9 MESH [ 2%, WA —A 55, Sz ms?
AR BRI AL R, WA (55 500 B BR A 5 S R Py 7 A B

ESP-WIFI-MESH {4gE#E3%

1. MBS R 250 ESP-WIFI-MESH 4687

ESP-WIFI-MESH 25T Wi-Fi @il 7%, LGS0 Wi-Fi (5558580 %
A 2250 ESP-WIFLMESH (g, SURHRBUEERONZRI0(5E, (OR A K
LA WicFi S

2. WA SCRF 2 i B ine

BB T Wi-Fi (5 2ol R 7 KU, 3 (3 S, 5
6, W

HE

1. ESP-MDF 24, 1 ESP-WIFI-MESH F 4 ¢ £ X 5?7

MDF, Mesh Development Framework, J2&&F ESP-WIFI-MESH #)JF K HEZL . ESP-WIFI-
MESH /& ESP-IDF () MESH W #5i {5 thislfidk. 75 ESP-WIFI-MESH ZHK . %#lif%
WEATIGE b, WSRO, OTA Bidh, HEXIThaE. A, & WKBh SRR
I RGBT AT . P MRS SR BT IDF 80 MDF #4751 % .

2. ESP32 i RBIEEH >k 2> Mac Hutk, 3§\ ESP-WIFI-MESH i@ iH2 PABEA~ Mac itk

ESP32 it G STA. AP, BLE, Ethernet 4 > Mac #udi, HAKK +1, B Ethernet Mac=
BLE Mac+1 = AP Mac+2 = STA Mac+3, B rozrar:aear:00 25 STA Mac, N

cacrr:arasor:01 ) AP prgerrasar:02 2 BLE zr:ae:zraeze:03 24 Ethernet.
7£ ESP-WIFI-MESH iliff, PAAGHY STA Hulik >y H AR

3. WA, ESP-WIFI-MESH REAREIE % TAE?
ESP-WIFI-MESH MZIE5 , 1945 N ERRIE TR IO Hids , AT AIE R A

4.1.3 B RI%
Lol CLdd CA R @Al v il e it :
e R#Z ESP-MDF 12T
o Github ESP-MDF |14 J5z fi# 1 Jfii
2. AT BT, WEEBELL F AR
o BEPE: BRI R B S

4.1. ESP-WIFI-MESH EXISHRBRE
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o BRGANE: FESEIAEIR. S OER AR
« ESP-MDF JiiAf5E: i/ git commit $KHL ESP-MDF ffiftA(5 &,

o M Bearse B H A SO K build SCPRIETRAY elf SCPF

4.2 $ERALIE

4.2.1 §hi&

AIEHNE T ESP-MDF #FiRIHI755, Hfeft 72w W R~ 2 7 5.

4.2.2 $EiRER
HiR D

KZHFEE T ESP-MDF [ R 8 fimdf_err_t FEROKIR PRI mdf_err t JEAFFSREEEL.
MDF_OK LR F/Rm ) (TofiiR) , iSE hFE. & F ESP-MDF k30 Crl B A IR AIS . HH X
Lo LA “MDF_ERR._“ BIgEHF3k o 8 B0 & WA RS (WAL, HEE, TTSH4%) 1F ndf _err.
h U E L. ESP-MDEF H1 4R 2H {4 0] DA R 155 00 7 SCRRE I il 51 A0A% . (i F MDF_ERROR_ HiZJTk
(8 LEAGA R ME, AT H R B S FIAT5, Hilid esp_err_to_name () RRHEEH M55 IR A
W4 TR, DA S22 5) BRAR K A T RN

A KRR BIE, HSRER R,
FHREE

AUWALTE R E R, MR R AR, WA N EE A E AL, S exam-
ples/sdkconfig.defaults:

#

# FreeRTOS

#

CONFIG_FREERTOS_UNICORE=y # Debug portMUX Recursion
CONFIG_TIMER_TASK_STACK_DEPTH=3072 # FreeRTOS timer task stack size

#

# ESP32-specific

#

CONFIG_TASK_WDT_PANIC=y # Invoke panic handler on Task Watchdog timeout
CONFIG_TASK_WDT_TIMEQUT_S=10 # Task Watchdog timeout period (seconds)
CONFIG_ESP32_ENABLE_COREDUMP=y # Core dump destination

(T gk%E)
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(B bTT)

CONFIG_TIMER_TASK_STACK_SIZE=4096 # High-resolution timer task stack size
CONFIG_ESP32_ENABLE_COREDUMP_TO_FLASH=y # Select flash to store core dump

HaEiR

CPU S sl HAth Ban b 1% A& BB, panic AMERR 724 Hidsk—28 CPU ZFf7+#s Al Backtrace, Backtrace
& PC:SP X, Hr PC 2REF i1, SP @etkigsr. syl &4 2oandiid, W Backtrace nfig
FEok BRI AESS R T PC:SP X}, A XKW TR SR iUl i, 531 S iiist.

{&F IDF Monitor

WIRGEN IDF Monitor, FfFiHARRERFHEH A MAIE (BRESFR, XA TTS) -

Guru Meditation Error: Core O panic'ed (StoreProhibited). Exception was unhandled.
Core O register dump:

PC : 0x400d33ed PS : 0x00060£30 AO : 0x800d1055 A1 : 0x3ffba950
0x400d33ed: app_main at ~/project/esp-mdf-master/examples/get_started/main/get_started.
—c:200

A2 : 0x00000000 A3 : 0x00000000 A4 : 0x00000000 AS5 : 0x3ffbaaf4d
A6 : 0x00000001 A7 : 0x00000000 A8 : 0x800d2306 A9 : 0x3ffbaall
A10 : Ox3ffb0834 A1l ¢ 0x3ffb3730 A12 : 0x40082784 A13 : Ox06f££f1££8

0x40082784: _calloc_r at ~/project/esp-mdf-master/esp-idf/components/newlib/syscalls.c:51

Al14 : Ox3ffafffd4d A1b : 0x00060023 SAR : 0x00000014 EXCCAUSE: 0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46¢c LEND : 0x4000c477 LCOUNT : Oxffffffff

Backtrace: 0x400d33ed:0x3ffba950 0x400d1052:0x3ffbaa60
0x400d33ed: app_main at ~/project/esp-mdf-master/examples/get_started/main/get_started.
—c:200

0x400d1052: main_task at ~/project/esp-mdf-master/esp-idf/components/esp32/cpu_start.
—C:476

AR R IRIOLE, WA “Backtrace” fT)STHAYAT. EarfiiR(E 2 IR “Backtrace” 7))
1, JaSAT MR8 etk
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*&{EMH IDF Monitor

R AKAE T IDF Monitor, #9064 HEEFRHLE] Backtrace, TR xtensa-esp32-elf-addr2line {44
WAL

Guru Meditation Error: Core O panic'ed (StoreProhibited). Exception was unhandled.

Core 0 register dump:

PC : 0x400d33ed PS : 0x00060£30 AO : 0x80041055 A1l : 0x3ffba950
A2 : 0x00000000 A3 : 0x00000000 A4 : 0x00000000 A5 : Ox3ffbaaf4d
A6 : 0x00000001 A7 : 0x00000000 A8 : 0x800d2306 A9 : 0x3ffbaall
A10 : 0x3ffb0834 A1l : 0x3ffb3730 A12 : 0x40082784 A13 : OxO06f£f1£f£8
Al14 : Ox3ffafffd4d A1b5 : 0x00060023 SAR : 0x00000014 EXCCAUSE: 0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46¢c LEND : 0x4000c477 LCOUNT : Oxffffffff

Backtrace: 0x400d33ed:0x3ffba950 0x400d1052:0x3ffbaab0

BRI TAER, FHAEL S AT iy

xtensa-esp32-elf-addr2line -pfia -e build/*.elf Backtrace: 0x400d33ed:0x3ffba950,,
—0x400d1052:0x3ffbaa60

AR

0x00000bac: 7?7 77:0

0x400d33ed: app_main at ~/project/esp-mdf-master/examples/get_started/main/get_started.
—c:200

0x400d1052: main_task at ~/project/esp-mdf-master/esp-idf/components/esp32/cpu_start.
—C:476

AR

ESP-IDF 418 7 T K M5 8., Kl MR AR B N At I T2, 0L : Heap Memory Debugging, 4l
BAF A E mdf_mem.h FFAHEAY APlLs, HEE[ . mdf_mem print_record() W] PAFT EIFErA ABEHIHN
FE, R e A YA R 1 [ R

(1448) [mdf_mem, 95]: Memory record, num: 4

(1448) [mdf_mem, 100]: <mwifi : 181> ptr: O0x3ffc5f2c, size: 28

(1458) [mdf_mem, 100]: <mwifi : 401> ptr: O0x3ffc8fd4, size: 174
(1468) [mdf_mem, 100]: <get_started : 96> ptr: 0x3ffd3cd8, size: 1456
(1468) [mdf_mem, 100]: <get_started : 66> ptr: 0x3ffd5400, size: 1456

H H H H H

TEfR:
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1. fic#: #id make menuconfig )5} CONFIG_MDF_MEM_DEBUG;

2. AESE# ] MDF_*ALLOC F1 MDF_FREE HH i IR P 4725 7]

ESEE

(Efimdf_mem_print_task () AIVASKRHITA LSS BB TIRAS . PLSCBORIB AR Ay s A

Task Name Status Prio HWM Task
main R 1 1800 3
IDLE R 0 1232 4
node_write_task B 6 2572 16
node_read_task B 6 2484 17
Tmr Svc B 1 1648 5
tiT B 18 1576

MEVT B 20 2080 10
eventTask B 20 2032 8
MTXBLK B 7 2068 11
MTX B 10 1856 12
MTXON B 11 2012 13
MRX B 13 2600 14
MNWK B 15 2700 15
mdf_event_loop B 10 2552 6
esp_timer B 22 3492 1
wifi B 23 1476 9
ipcO B 24 636 2

Current task, Name: main, HWM: 1800
Free heap, current: 170884, minimum: 169876

TEfR:

L. W mdf_mem_print_task() SHEHITAIES, X— B0 BERFELR A I a], PRH AR pR BRI TR,
Hf 8 1 5

2. Wit B @ e make menuconfig Cil= CONFIG_FREERTOS_USE_TRACE_FACILITY il
CONFIG_FREERTOS_USE_STATS_FORMATTING_FUNCTIONS;

3. JRZS: R (Ready) fRFEMEATS, B (blocked) HEMHIES;
4. F4xa3E): HWM (High Water Mark) WA/NF 512 byte, Bij IFHRES 8 .
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4.2.3 #EEIR
ImiIFEEIR

1. MDF_PATH A% :

A1 'E MDF_PATH P78 & ik 4R R F esp-mdf:

Makefile:8: /project.mk: No such file or directory

make: #*** No rule to make target '/project.mk'. Stop.

o RO AT Ay BT

$ export MDF_PATH=~/project/esp-mdf

AT fir AT Bk

$ echo $MDF_PATH

~/project/esp-mdf

2. RN TREAER
Wi git clone FRECTAER), FAWH ——recursive 3, PAET esp-mdf i1 TABA HRH:

~/project/esp-mdf/project.mk:9: ~/project/esp-mdf/esp-idf/make/project.mk: No such file
—or directory

make: *** No rule to make target '~/project/esp-mdf/esp-idf/make/project.mk'. Stop.

o RO EATIT A B RO TAE
“shell cd $MDF_PAHT git submodule update --init
BESREHIR

Lo I RUR AN
e linux REET, TTY WaR/ET dialout J/4l, Ei M P BCA ARG

serial.serialutil.SerialException: [Errno 13] could not open port /dev/ttyUSBO: [Errno
—13] Permission denied: '/dev/ttyUSBO'

o Uik
L H U DRUR:

sudo chmod 0666 /dev/ttyUSBO
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2. FHEINE dialout 1A, %M S &I TTY S585 HBLa AR

sudo gpasswd --add <user> dialout

2. make flash 4%

python 5 pyserial HUARNFERA:

AttributeError: 'Serial' object has no attribute 'dtr'

AttributeError: 'module' object has no attribute 'serial_for_url'

o fRULTGI: EATATR e, WERMELAR ARG, VRATPAZ] esptool issues 2R R [F] ) )

sudo apt-get update
sudo apt-get upgrade
sudo pip install esptool

sudo pip install --ignore-installed pyserial

ESP-WIFI-MESH §&ig

L R oikidtksh 2
B AR S I E IR, Hi ok has, HEWT:

I (2917) mesh: [SCAN][ch:1]AP:1, otherID:0, MAP:0, idle:0, candidate:

—topMAP:0[c:0,1:0]<>
I (2917) mesh: [FAIL][1]root:0, fail:1, normal:0, <pre>backoff:0

I (3227) mesh: [SCAN][ch:1]AP:1, otherID:0, MAP:0, idle:0, candidate:

—topMAP:0[c:0,1:0]<>
I (3227) mesh: [FAIL][2]root:0, fail:2, normal:0, <pre>backoff:0

I (3527) mesh: [SCAN][ch:1]AP:2, otherID:0, MAP:0, idle:0, candidate:

—topMAP:0[c:0,1:0]<>
I (3527) mesh: [FAIL][3]root:0, fail:3, normal:0, <pre>backoff:0

I (3837) mesh: [SCAN][ch:1]AP:2, otherID:0, MAP:0, idle:0, candidate:

—topMAP:0[c:0,1:0]<>
I (3837) mesh: [FAIL][4]root:0, fail:4, normal:0, <pre>backoff:0

I (4137) mesh: [SCAN][ch:1]AP:2, otherID:0, MAP:0, idle:0, candidate:

—topMAP:0[c:0,1:0]<>
I (4137) mesh: [FAIL][5]root:0, fail:5, normal:0, <pre>backoff:0

root:

root:

root:

root:

root:

4.2, HHiR4biE
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° ’,?::

L RPECEARE : ESP-WIFL-MESH 5 7 S HUE AT K, PRt R [ 5 i) — M i T4
i, PULA i E ESP-WIFI-MESH i TAE{516 ;

2. JESEIGGEGR g% 24 ESP-WIFLI-MESH YE#ZFRsiss th &y, ARG E R th#%#) BSSID;
3. B A EEE R AR E R, B b a AR M 45 DL T (R TR

L. [ 5 s o e 0 £ T RO EL I o 45 Y 5 TR BSSID s
2. il mwifi_scan() 1hBLsT AR hEEE, (X SR R .

4.3 Mconfig

[English]

Mconfig (Mesh Network Configuration) f& ESP-WIFI-MESH Jc M —Fh 5%, HRRZKEERESHRE. &
Rt ESP-WIFI-MESH #45.

Mconfig [ 1Jf#) App Jy ESP-Mesh App, FCMIREH M RSA FIAHATHEYINRT, (1 128-AES Fikit
e, A CRC ByAIE TR IR AIKHIE .

4.3.1 @&

Rig | g

W | AEME T e T UE T ESP-WIFI-MESH W28 1% %

4 | EE3AE MAC Hihkg) EAS& A9 MD5 (. mlE i A 13 A el 4 4 A
| TR R A

il & | B h2efl ESP-WIFI-MESH A 3¢l &

=5

AES | Bt (3€iH: Advanced Encryption Standard, #%5: AES), 7E#5#3%h 3 Rijndacl
BN, RS EHSBOR R F R S i

RSA | RSA AT RIS (e AT BINE A FRol T RSA 332 61

CRC | THH U445 (Cyclic Redundancy Check, CRC) J&—FP R 35 W 45 80HE 00 5 B o SO 8dm r= A
AR 5 L RSB A Y — b B BRI, 2 T SR A TN B 0 5 1 i o DR I T B 1 LA i

4.3.2 BERE
T LR 7 AR A U o

1. Mconfig-BluFi: App il F 4 A~ vt -
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O%ﬁ%ﬁ Q AT A Q HFFR O EIRHR

Mconfig-Blufi

3.
Q;ﬁ:ﬁ-ﬂ O o ) Q HFH R O EiRTR

@oevIEE

PraTE HS3W

Mconfig-Chain

ds3

4.3. Mconfig

ENFIEE

4.
O A O P Ow;ﬂm O ZRT A
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1. App HFIBEA A M, EEgE, BigsE (A, B, C. D), HiEEGESHR
Bt (A), HEER B SR&IELRA TS (A);

2. & (A) IHECEFER, SR b
3. & (A) MR R FPRES, RGBS B2 6L
4. Bty (A) BEIREB NS App, Rt
o AEEIER: Eid Wi-Fi i) beacon, JlHHABA AR KACHFEE
o FEER: KR TR FIR [T 4y App, R HE § PR
2. Mconfig-Chain: CRCPIBEREARRM A BAMEE., Wi Wi-Fi {44,
L ¥4 (B, B) sliks (A) WAV, Mk (A) RREEMIER:
2. e (A) XHRI BRI TR :
o Wi (BE) AEB&IIRT, HIZms (B) MK,
o W& (B) fER&IIFRY, & (A) il Wi-Fi fRCEE B Rissmis (B)
3. s (B) sRIUECE(R B EE AR 1, ks (C, D) M.
3. W%k

LA S Bi# (A, B, C, D) ML SE & MIE TR ESSHEE, hrgk iR
TR (A)

2. HRBAL — BRSO A, AR AT AR AR (B) W S
(A) Hefe, MTTTH S 05— 2

3. FIREMEH: W (C, D) SpEscirmicsd (B) %, TRMIM A1
4. BIFrBes

L. App IS BAEREE T A, I LR EEmME (B, F) RI0RHE, Likimmiss (F)
W, App KKBIMHT A (F) KI5

2. MRS (A) WBHES)E, Fekiy Mesh MZE NS, e (A, B, C, D) I3BIG
nHdes (F) #9359 K 2778 Mconfig-Chain;

3. &% (F) mEHAEEREFME (C) LZREECMIEK;
4. &4 (C) @it Wi-Fi ¥fc &5 8 ZkAikes (F)
5. %45 (F) #BEEEEEGEA MESH /4%

4.3.3 22§
o B4
— AR PRI RIR RSA AR — NI LT
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— [ PLERIN SR AES XA L E (G BTN, MRS L it R 264
o BRI
— Meconfig-BluFi: i#id App M0 A5 S om BTk, WTAYE— SRR R I thik i &
Wity

— Mconfig-Chain: s B ERCF % L1, SOEHE 1Y N3RS 3K, By 1k O i 1 4 2
i

o Stris (WMBEEH, wik)

— FER AR BER I R BER TR RS Ak RSA AFLEIXE, I
PR AL i AR B

— XFEf RSA AFLGIXHY flash ) KBEATINE .

4.3.4 BEIN

A A E SRR T2,

o Hfck: ESP-WIFLMESH S04 qUR KB i858, KUk ESP-WIFL-MESH [2% Y3ty
FRAER: W BSP-WIFLMESH [8% /Y M5 ie BEm, (Rt A s, bR s i
VAT RRAE S E B, PR, AR S I 5 B o AL

4.3.5 Mconfig-BluFi

Mconfig-BluFi j2 £ BluFi (—7#hh Espressif & XH8A B HL) MR L, HAE BluFi f5L Fig
T REERE S RSA MM B OHAIE. FEF iy R BE (A FOL. Sea B, s,
BIpwT. Bl AR E AR

1M G Meonfig-BluFi aAZ5 i B A A PR, ERER A A PH-SURE B AN R S5 00t :

Lo FEPFR/N: BPERR/NRFIER 500 KB Zefy, NICTHE RS flash 73 XEE, PRI () 22 KR T 1
MB;

2. WAFMIH . NP2 5 30 KB, RO INAT, #5508 R A AR PR B A 0

RERY
BeAilid BLE KIEFFE M A #6, App R MFER 7%, RIEESREIHETHE, A5, b
SR ET A SRR InE] B Ot Had B2 E B s

WA 1 ) #5140 (Advertising Data) Fli ) 4J (Scan Response) FFZE, |35 41 (Advertising Data)
AR A= M) B 2 SCREHE , ML (Scan Response) TG E -
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App ESP32 g b
| |
; ;
% ______________ 1 Lil
| iR )
;{ma ________________ E

_E____':.________{ﬁ»_
5%
Y
S
5

i
]
]
]
]
]
1
]
]
]
]
]
]
]
1
]
]
]
]
]
]
]
]
]
|
BB FER " i
]
RIRERIER i
> ]
]
. RSA /A48 i
- e - T :
| ]
BE ) | |
B2 []D HEAS !
. |
' |
HD BEHIAER 128 bit MIRME N :
]
| ]
[ frm RsA Aasmss 7 e |
]
]
RSA M ERHH " ]
(I "] i
' |
nD RSA FARif{TREEE, RGHH |
]
1
WiE@E i
]
{#F AES NIBEMERESE " i
N g i
| ]
' |
[]D £/ AES BB, REERES !
|
|
RBFEE |
]
]
Bl o
[T
|
RS i
[N T Tt T
|
|
BRI R !
|
1
1
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£

{ ' mRESE O EEMEE Q FERIE & h EREI .*M(APD)
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« J"¥f3 (Advertising Data)

1. KK 31 bytes;

2. BlAg s 2 A iR AR
o Wipify (Scan Response)

L B4 FR 5 10 bytes,

2. THEER A 14 bytes, HAKNZELT:
FEB KE it
company id | 2 bytes | Bluetooth SIG 4}Ei4s SIG A F 23 ] () ME—FRiH AT
OUI 2 bytes | Mconfig Blufi fARIES T i uE, Hdih: 0x4d, 0x44, 0x46, B:” MDFE”
version 2 bits | MHIAYRASS
whitelist Lbit | A EEAEE A LR
security 1 bit Je Yk 144 B IR Y AR T
reserved 4 bits | FRELAE Y R
sta mac 6 bytes | %45 sta 1) MAC Hihil:
tid 2 bytes | WAGHIZEH
wHAhE

L. App j#iid BLE JEEAESRAFIcg (A), H ) H A AR R 75K ;

2. WAUEIBC IR, & E RSA 1A94 App;

3. App K5 RSA WA &

4. App BEHLAEI—A 128 bit %4, - RSA W)AGIHEATING , KRG

5. WA RSA WREAXT S BRI TR, IRBUEHH, 25 App S5 2 [ DAL % 40 1
11 AES .

Big&EE
App it EAG B 5 ENEER— R, A BluFi i H & X FEO T4, BaRtRH TLV ik,
B AR A AR
HE B | 4B (bytes) KL
% AR L
1 BLUFI_DATA ROUTER._SSID 32 SSID of the rou
2 BLUFL DATA ROUTER PASSWORD 64 Router passwor
3 BLUFI DATA ROUTER BSSID 6 BSSID is equal
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s &y K (bytes) T
4 BLUFI_DATA MESH ID 6 Mesh network I
BLUFI_DATA_MESH_PASSWORD 64 Password for se
6 BLUFI_DATA_MESH_TYPE 1 Only MESH__II
MESH [ 2% it &
16 BLUFI_DATA VOTE_ PERCENTAGE 1 Vote percentage
17 BLUFI _DATA VOTE_ MAX COUNT 1 Max multiple v
18 BLUFI_DATA_BACKOFF__RSSI 1 RSSI threshold
19 BLUFI_DATA_SCAN_MIN_COUNT 1 The minimum 1
20 BLUFI_DATA_SCAN_FAIL_COUNT 1 Max fails (60 by
21 BLUFI_DATA_MONITOR,_IE_COUNT 1 Allowed numbe
22 BLUFI_DATA_ROOT_HEALING_MS 2 Time lag betwe
23 BLUFI_DATA_ROOT_CONFLICTS_ENABLE | 1 Allow more tha
24 BLUFI_DATA FIX ROOT ENABLE 1 Enable a device
25 BLUFI_DATA_CAPACITY_NUM 2 Network capaci
26 BLUFI_DATA_MAX_ LAYER 1 Max number of
27 BLUFI DATA MAX CONNECTION 1 Max number of
28 BLUFI_DATA__ASSOC_EXPIRE_MS 2 Period of time :
29 BLUFI_DATA_BEACON_INTERVAL_ MS 2 Mesh soft AP be
30 BLUFI_DATA_PASSIVE_SCAN_MS 2 Mesh station pa
31 BLUFI_DATA_MONITOR,_DURATION_MS 2 Period (ms) for
32 BLUFI_DATA_CNX_RSSI 1 RSSI threshold
33 BLUFI_DATA_SELECT_RSSI 1 RSSI threshold
34 BLUFI_DATA_SWITCH_ RSSI 1 RSSI threshold
35 BLUFI_DATA_XON_ QSIZE 1 Number of MES
36 BLUFI_DATA RETRANSMIT ENABL 1 Enable a source
37 BLUFI _DATA DROP ENABLE 1 If a root is chan
F1 44 FRLC
64 BLUFI_DATA_ WHITELIST 6*N Device address
32 *N Verify the valid
KRREE

BRI E] AP W EG, SRy, DERACE F R T IER, FRRAERH h s RS R
SRR 4y App, HAZRATRAT
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EB | EY #iF

0 ESP_BLUFI_STA_CONN_SUCCESS | ##:0% th 28 s

1 ESP_BLUFI_STA CONN_FAIL TR B B R

16 BLUFI_STA_PASSWORD_ERR SR P A 2R

17 BLUFI_STA_AP_FOUND_ERR P& F A AR AR E

18 BLUFI_STA TOOMANY_ ERR % H 28 B IR B IR T
19 BLUFI STA CONFIG ERR SR A

4.3.6 Mconfig-Chain

Mconfig-Chain Jg & ESP-NOW  (—Fiih Espressif & XA TCHER: Wi-Fi mEVHL) A AR .

L] Wi-Fi 4500 E £ 204 =F a0 BLE FLM. R GERC (sniffer) F1 softAP FC, 355K A&
B BT, HIFEAE & ESP-WIFI-MESH W 285X Ff 22 35 4% [7] B i 9 19 3 5t . Mconfig-Chain & % %1t
ESP-WIFI-MESH 2% Ec i 7=, HEL M A sl . iM%y, Fra COBC M s 5] UK HAt 15 &
BE,  SEBLRE FEl= E

Mconfig-Chain 44> 8 Master (CECFBsr) 1 Slave (SEFFRCMAYEAT) PIRIRAL, TEMERES A
WA A EH RIS
RERY

1. Master fF Wi-Fi beacon W[y Vendor IE HIA BERAEMINFR, 245 Slave MYALMIE K 3
+ Vendor TE AR

E: il HiE

Element ID | 0xDD

Length 0X04

OUI 0X18, OXFE, 0X34
Type 0XO0F

o Master 5 ZHCE 7 L, (EHE DI Slave BYIEK s
o it Wi-Fi beacon &ikEEAXFCMMIARIE, AR T STA BizlR ok gl Master;
2. Slave JFk} Wi-Fi 1) sniffe Jjfig, AWV fEENIr Wi-Fi 78, SERESECMIERDL, ey &M Master Nf

o Slave TAER&UMAFE, FEMN 2RI EH ESP-WIFI-MESH f#4 5 417,
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[ 2 AES key ER{ERI# (7o

ERES

Master Slave

"ERI

HD NGB R Master 8zt H:j FASEER Slave 1t

iy 7£ Wi-Fi 89 beacon 0 A\ sV ECR4RIR =LA

f'ﬁRSA’A‘%E! ______________________ 4
BRI

EE )
- ([ BiE RsA AsEIELE

[ #AERL AES key 347 RSA AR RHTAIE
AES key e

[T LAl

|l fEF RSA BRI AES key

nj

HD L

[ 1 AES key HEMESOAEQTME

=E=E

g
|
[l 127 AES key MAREMBRISENES

i
|

|
[l 7 AES ey RaiAREIERBEES

BEARE
[p 53
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TR
1. Master Y| Slave FLRJTE K, 55 Slave ZEAERCM H 4 B, AHRER& S IAIE, WAL
By RSA 2818 MD5 5258 SHC R F 44 B AR R AR 5
2. Master I Wi-Fi beacon H1f#] Vendor IE 4&zCEERIBIFRIE 5

3. Master BEHUE B~ 128 bit H94CHE, 1EH15 Slave SBEMHHT, I BIEIN RSA AT
%, @it ESP-NOW %% Slave;

4. Slave itF] Master Y Response J5, {8 RSA FAEX H TS FAF B HIE

HiEEE

1. Master fli %81l AES S5 B H 4 BT, @il ESP-NOW %kix%y Slave;

2. Slave ffi #4801 AES B EFULE| B BRI TR, SeBCM, IFA Slave %] Master &
s

1Efif:  ESP-NOW S7EXUeHER 20 B ib T e, ARG R B s i) s gL A ], HAs ey it A
5 A flash bl LA AEAE [

4.4 Mlink

[English]

4.4.1 1. &I
ESP-Mesh app 5 ESP-MDF 4.2 FIMEAT R MLERATHE : W TAAMmsy, PR Mesh (9%
A AR

ESP-MDF S AE M s e & H Bt A 41057 BE, £ ESP-Mesh app £ U I AEAS I 2 BT AT B M
i g B SR 4N B 2

4.4.2 2. BIEHE

HRATRGE A Mesh (W26 5 SN ME—H 0, app A Mesh P45 ABEAT, B Joms 2AE IR M4 4k
PN, 2Rl iR RRI0% Mesh 45 N IBEA SR, a4 RE 1% Mesh W48 T R &b AT 17 -
BA TR AT =4

1. App FREURFTERY IP Hbhk, JRHEE RS b 1 A mac Mk

2. App AT G 3RAS Mesh W25 35114
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mesh-network

S =
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3. App 5 Mesh 4 AT R I T H

I

Root Phone
Root: Phone:
—" S=troot ip and port
- tart MD
""" S 5=
Request Mesh Node:

5

2 Respon se:
HTTP 1.1 200 DRy

Request

28]

Response

e

4.4.3 3. &{EthiY

AREWMEE AL, G =PRI LAEE % (. Hodr, app 2KE Mesh MZ53 451
%, app 5 Mesh MZHUEE B &R R MAMER HTTP 5t HTTPS @ g i, sk, MiGaafibA T
P> -
Lo iR : S 7R i app AR BREIERPRE, FEBUA MRS TR hag, B
TEBLRPIRS R A AL 80 % UDP ) #il il app, ZJ5H app RAKHBS A PEARESHY SRR .

2. K A SR P A TR A M A s
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3.1. App FEURT =RY IP Hhit, BiEM@ESiHOF MAC bt
P EE, MR S4B ES mDNS kS A3k UDP 3R 7 =0 TR . %48 KM FER app 3KEL
FRAT S TP Hihl, 38450 0 A1 MAC ok b2

1. mDNS #¢4 Z IR

24 app M EIAH W mDNS JR4$HF, (EARECTHRAT S0 1P, Pz kS port Rl tat SE B AT FIARY &
) By M B 42 5% 2 Fl mac Hehk

mDNS Service Info:

hostname: "esp32_mesh"
instance_name: "mesh"
service_type: "_mesh-https"
proto: "_tcp"

port: 80

txt:

"

key: "mac

value: "112233445566"

2. 1l UDP J 4%
FEB R KB EL, app BN UDP J7ik A, IFHRIARY G ol S 3RIBURAT s £ 5.

Request:

"Are You Espressif IOT Smart Device?"

Response:

"ESP32 Mesh 112233445566 http 80"

TEfR:
e 112233445566 MY i MAC bt
80 J& http 55+

BEAh, app ik UDP [l A 3RBURT Ry 1P Hbhik

e

WA FBhE

2 ESP-MDF RS (FTIFS M) . MERE X R (EESWIT). B MR (route table) {584 Ak4AE
feis, MR RS ES &% UDP J7#, A app RIREUR &S W EHIRS

UDP Broadcast:
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mac=112233445566 flag=1234 type="***
o mac RS KK &R mac ikt
o flag H—DBEEVUREIE, T XA I 201
o type IRAEMIYREAL, WEHPAR IR
o status WRBIERE R AL
o http WIS AR AR
o sniffer Par (] IEWTRLI TS T84

3.2. App FEIEZEIIR

Request::

GET /mesh_info HTTP/1.1
Host: 192.168.1.1:80

Response::

HTTP/1.1 200 OK

Content-Length: 77

Mesh-Node-Mac: aabbccddeeff, 112233445566
Host: 192.168.1.1:80

TR
e /mesh_info app R FIER 4, #d http By URL FESLEH
o Mesh-Node-Mac 55 Station Mac #ifik, PAIES4rFR

o Host HTTP/1.1 Pl A 7B, Fonfaiilsin 1P Huhk A0 {5 g

3.3. App 5 ESP-MDF iz &&E{SHE A

1. App iERkg=
FRAY 5 AT http SkEBME B, FF http AY7H B #E S ESP-WIFI-MESH #1445 H bRz &

Request::

POST /device_request HTTP/1.1
Content-Length: 77

Content-Type: application/json

G¥E))

108 Chapter 4. API iE&




Read the Docs Template Documentation, &% v1.0-156-gcf50274

(8:EW)

Root-Response: :?77

Mesh-Node-Mac: aabbccddeeff, 112233445566
Mesh-Node-Group: 01000000000,02000000000
Host: 192.168.1.1:80

**content_json**

1. /aevice_request app A4 (RSN, WIFRAIIE MR, Wit hetp #RAY URL R
2. Content-Length http i&>KA body HEK JE
3. Content-Type http #&3KH body EHEIEA, B R H application/json &=

4. Root-Response Je{f Hf B m[ul5 . AR A TR AR milml S, W s R s Il S a2 e 2. i
TS, 25 R, VOSSN HieR.

5. Mesh-Node-Mac #ir4-% & 1) AR A1) MAC Hidik. [FHFFHT ) 7m 4 i A 5 4%

6. Mesh-Node-Group fir &% & i) H AR & Fr7ERY 4 -

7. x*xcontent_json*x http iERMVEEM, FIRTET 3.4, H EIRH FIE 1Y Response #4)
B M kg

5 5 ESP-WIFI-MESH U B 1545 [m 2 A5 55, A http #3805 5, R A5 Bis] http 7H B, 5%
K4 app

o

Response:

HTTP/1.1 200 OK
Content-Length: 77
Content-Type: application/json
Mesh-Node-Mac: 30aea4062cal
Host: 192.168.1.1:80

\r\n

**kcontent_json*x*

1. Content-Length JH B/AEIE K 1
2. Content-Type JH B A PRI
3. Mesh-Node-Mac %45 H 51 mac Hidik

4. xxcontent_jsonxx http WA EIK, FIRET 3.4, HE KB+ Response HJ)

3.4. HEHHRE

1. Acquire device information: get_ device_info
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Request:
{

"request": "get_device_info"
}

e request is field defining the operation on the device, followed by specific commands of operation.

Response:

"tid": "1",

"name": "light_c800",
"mesh_id": "94d9b3808c81",
"version": "1.1.1",
"idf_version": "v3.2.2-46-g878d70d9%e",
"mdf_version": "eOfbb50c-dirty",
"mlink version": 2,
"mlink_trigger": O,

"rssi": -28,

"layer": 1,

"group": ["010000000000"],

"characteristics": [{

"cid": O,
"Ilame" . llonH ,
"format": "int",

"perms": 7,

"value": 1,

"min": O
"max": 3
"step": 1
oA
"cid": 1,
"Ilame" B llhuell
"format": "int",

"perms": 7,

"value": 360,

"min": O,

"max": 360,

"step": 1
3, q

"cid": 2,

(T ogks:)
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(8:EW)

"name": "saturation",
"format": "int",
"perms": 7,

"value": O,

"min": O,

"max": 100,

"step": 1

"cid": 3,
"name": "value"
"format": "int",
"perms": 7,
"value": 100,
"min": O,

"max": 100,

"step": 1

"cid": 4,
"name": "color_temperature",
"format": "int",
"perms": 7,
"value": O,
"min": O,
"max": 100,
"step": 1
b, L
"cid": 5,
"name": "brightness",
"format": "int",
"perms": 7,
"value": 30,
"min": O,
"max": 100,

"step": 1

"cid": 6
Ilnamell . llmode n

. b
"format": "int",
"perms": 3,

"value": 2,

(T oUaREE)
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(8 k7))
"min": 1,
"max": 3,
"step": 1

1,
"status_msg": "MDF_OK",

"status_code": 0O

o tid WA type ID, HTRMT, i, SHEAFRKERA ESP-MDF #i4. 1~9: AT, 10~19: %4,
20~29: tEREE

« name WK
« version B EFA
o idf_version esp-idf fix 4~
e mdf_version esp-mdf iR A
e mlink_version mlink {3 PSR A
o rssi HAWRZIAME S L
o layer HHIBHIZH
o group WHIITERI4
o characteristics BEFFIEYELS R
— cid WAEMS M (characteristic ID), T, B, JFRERFII &R
— name JEMEA TR
— format (I, S #F int, double, string, json PUFMEHEEA
— value JEME(H
— min JEMEE ) B MBS T4 AR ) B MK
— max JEMEE R BRI T4 AR B R
— step J@PEMMER/MEK

* Y4 format Jy int m double HHEIE/MUIS, min, max I step 73 lZRJE MEAH Y i
IME, BB VAL (E

* 24 format N string BY json FHEZEAUN, min Fl max ) BIFEIN IR ER I B
IR KB, LR step

o perms JETEMMRIEAUR, DL EHPRBORYT, B0don AR, B Mdon TR, MR FJATNR, 0 £

— HERAA TR, WITCIRIRA W {E
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N

)

o status_msg F5iRAXT AT EL

2. PRBUE AR get status

— HERAERR, WITE BT
— E SRR, W TCTE AT BB . F i e e

e status_code i RrOMEEIRIY, 0 FTRIEH, -1 FoRiER

Request:
{
"request": '"get_status",
"cids": [
0,
1,
2
]
}

o cids WJEMETEL, RIEGERE CID {H51)3%

Response:

{
"characteristics": [
{
"cid": O,
"value": O
1,
{
"cid": 1,
"value": O
3,
{
"cid": 2,
"value": 100
}
1,
"status_code": O
}

3. BIRAIRES: set status

Request:
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{
"request": "set_status",
"characteristics": [
{
"cid": O,
"value": O
},
{
"cid": 1,
"value": O
"cid": 2,
"value": 100
}
]
}
Response:
{
"status_msg": "MDF_OK",
"status_code": O
}
4. P B config network
Request:
{
"request": "config_network"
}
Response:
{
"status_msg": "MDF_OK",
"status_code": 0O
}
5. EHiX%%: reboot
Request:
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"request": "reboot",

"delay": 50

Tdelay T WAFERBATHIE, ZFRELF, EFER, ERAREMBALEHR "3

Response:

"status_msg": "MDF_OK",

"status_code": 0O

}
6. PRE L] HE: reset
Request:
{
"request": "reset",
"delay": 50
}
+ delay MQRERHITIIE, ST EBARLTE, AR, MRS 3s.
Response:
{
"status_msg": "MDF_OK",
"status_code": 0O
}
7. W add device
Request:
{
"request": "add_device",
"whitelist": ["aabbccddeeff", "112233445566"],
"timeout": 30000,
"rssi": -65
}

o whitelist FTiX£H mac Huhik3)F
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o timeout FLVFIATUNINATE 1 HF[A]
o rssi ARVFREEINTIH/IME S RE

Response:

"status_msg": "MDF_OK",

"status_code": 0O

8. B 45 44 FR: rename device

Request:

"request": "rename_device",

"name": "light_c800_11"

« name BUUSHIBHEAIR, BRELH/NT 32 7Y

Response:

"status_msg": "MDF_OK",

"status_code": 0

9. Bk bl set_ position

Request:

"request": "set_position",

"position": "1F-A-001"

o position BRI AMIE, MAREELTF/NT 32 AT

Response:

"status_msg": "MDF_OK",

"status_code": O
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10. FREUT}RRES: get_ota_ progress

Request:
{
"request": "get_ota_progress",
}
Response:
{
"firmware_name": "v1.2.0",

"total_size": 1422768,
"written_size": 1190912,
"status_msg": "MDF_OK",

"status_code": 0O

« firmvare_name [H{FHIRAS
 total_size [ K/)N

o written_size CLAPERIM K E
11. HRAS[E]3E: set_ota_fallback

Request:
{
"request": "set_ota_fallback",
}
Response:
{
"status_msg": "MDF_OK",
"status_code": O
}

12. #KHL ESP-WIFI-MESH HJi 8 get_ mesh_ config

Request:
{

"request": "get_mesh_config",
}
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Response:

"id": "94d9b3808c81",
"max_layer": 16,

"max_connections": 6,

"layer": 2,

"parent_mac": "30aea480659c",
"type": 2,

"prarent_rssi": -22,
"router_rssi": -30,

"beacon_interval": 1000,
"assoc_expire": 30,
"capacity_num": 512,
"free_heap": 68324,
"running_time": 1474945,
"status_msg": "MDF_OK",

"status_code": O

o id ESP-WIFI-MESH #y% %% id
o max_layer W% KIZH
o max_connections f— A4S S B
o layer YHIFrALHYZSR
o parent_mac %) mac Hikk
o type TWRIAYIEAL, 10 MRATA, 20 AT, 30 R
o prarent_rssi AT M AIH(ESIRE
o router_rssi 5 AR MIESIRE
« beacon_interval beacon {if) % i%A]
o assoc_expire ¥ #f WG I i) Hsf s ]
e capacity_num [% %[5 KR EL
o free_heap Y F[F| 4TI I NTF
o running_time jE1T Y HT(]
13. &8¢ ESP-WIFI-MESH [t &: set__mesh_ config

Request:

118
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{
"request": "set_mesh_config",
"beacon_interval": 1000

}

Response:

{
"status_msg": "MDF_OK",
"status_code": 0O

}

14. ¥RINEH: set_group

Request:

"request": "set_group",

"group": ["cecOc9fabce4"]

}
o group 411} id, 2FEH 6 Byte fy+ /Nt fil &t 2H i
Response:
{
"status_msg": "MDF_OK",
"status_code": O
}

15. 3REUH: get_ group

Request:
{
"request": "get_group"
}
« group A1y id, HAEH 6 Byte i+ Uil Xdmal
Response:
{

"group": ["cecOc9fabce4"],
"status_msg": "MDF_OK",

(@E23)
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(8:EW)

"status_code": 0O

}
16. MHPE4H: remove_group
Request:
{
"request": "remove_group",
"group": ["cecOc9fabced"]
}
Response:
{
"status_msg": "MDF_OK",
"status_code": O
}
17. 159 sniffer FtE: set_sniffer config
Request:
{
"request": "set_sniffer_config",
"type": 3,
"notice_threshold": 50,
"esp_module_filter": 1,
"ble_scan_interval": 1000,
"ble_scan_window": 50
}
o type FIMEIR TLAEIR ALY, 0: AT, 10 Wi-Fi )" #{l, 2: BLE J"#§4, 3: Wi-Fi + BLE J"#
(2
« notice_threshold ik &G DXk E| It 5 22 k1% UDP @Al
o esp_module_filter @il IEHIH RN KRB LA
 ble_scan_interval BLE iy F4 2 1] 14 [ B i) i)
e ble_scan_window BLE 4R34 it it [a]
Response:
120 Chapter 4. API iE&




Read the Docs Template Documentation, &% v1.0-156-gcf50274

"status_msg": "MDF_OK",

"status_code": O

18. FKHU sniffer [it'#: get_ sniffer_ config

Request:

"request": "get_sniffer_config",

Response:

"type": 3,
"notice_threshold": 50,
"esp_module_filter": 1,
"ble_scan_interval": 1000,
"ble_scan_window": 50,
"status_msg": "MDF_OK",

"status_code": O

19. FKHL sniffer 2|FEHE: get_sniffer info

Request:

"request": "get_sniffer_info",

Response:

31 02 07 02 75 78 £9 b9 38 a4 05 03 1c 00 00 00
02 01 b9 1le 06 4c 00 07 19 01 02 20 22 £f7 0f 03
00 00 13 ca 1b 7b dc 5a 16 6b 7c 8d 9a 18 dd 36
20 39 15 01 07 02 b8 27 eb Oc cl1 20 05 03 bf 01
00 00 02 01 cO 02 05 01 15 01 07 02 3c 71 bf 6a
12 fc 05 03 79 04 00 00 02 01 bl 02 05 01 1a 02
07 02 a4 5e 60 bd 42 64 05 03 10 00 00 00 02 01
bl 07 06 4c 00 10 02 Ob 00 31 02 07 02 39 46 16

(Fgks:)
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d5 £3 be 05 03 1f 04 00 00 02 01 b6 1e 06 06 00
01 09 20 02 c3 fd ec b2 c7 9a 61 14 d3 e0 fc 84
41 86 b4 af 8a 46 12 90 04 b8 26 1d 02 07 02 7a
32 38 bf 29 dd 05 03 0f 04 00 00 02 01 bc Oa 06
4c 00 10 05 Ob 1c dO 48 b1l

B¥Eks iR | size (1 Byte) | type (1 Byte) | data (n Byte)] ---. [ size | type | data ]
o size: size = sizeof(type) + sizeof(data) BJ): size =1 + n
type: BHREAGZEAL. 1: Wi-Fi 54, 2: BLE $dsg

o data: < len (1 Byte) | data_type (1 Byte) | data (n Byte) > - < len | data__type | data >

— len: len = sizeof(data_ type) + sizeof(data) Bfl: len =1 + n

— type: BNFEHYEAL: L (5T, 20 WA, 30 2RI ZHIPEIME], B ms,
4: ZFK, 5 {H1H, 6: J Ry ID

20. FRELE A i & FF: get_event

Request:

"request": "get_event"

Response:

"events": {
"name": "on",
"trigger_content": {
"request": "contorl"
3,
"trigger_cid": 2,

"trigger_compare": {

">teo1,
nen: 10
},
"execute_mac": [
"30aea4064060"
]

(@E23)
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"status_code": 0O

o events il X H|FF * name Ml FHFNAFR, MAF M TR * trigger_content fil &St
OIS

— request filtk HIFK SR
* sync [, AWML, REPIRE 2
* linkage X, — AU, A S P AL I Aok il K a2
* delay SR, FURTEMMAZCAFIG RN, MERGERIRIE (FRAF) J5RIBMAE S
— trigger_cid RIKIFMEIEE, 2T AR5
— trigger_compare filthz A HINIZAE, T PR ICIK B Aty S bn il H5 e VM A £
> RT
*<NT
* == 5T
* = ANET
* - B (B)) AR
* 7 BfrtE (B) _ETHEIREAME
AN\ A () FREEIREAME
— execute_mac il &SI HARMbHE, JHATHR S MRS T A b
21. il % Flk: set_event

i 25 A ) 4 P AL AR T X A A A P AR AN e At ROV RT 8 A e A SR T AR S
W, AR A T A IS, A A

Request:

{
"request": "set_event",
"events": {
"Ilame" . n onll
. B
"trigger_cid": O,

"trigger_content": {

"request": "linkage"
})
"trigger_compare": {
==, O,

(T gk%E)
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n_n . 1

1,

"execute_mac": [
"30aeadb57e200",
"30aeadb7dfe0"

1,

"execute_content": {
"request": "set_status",
"characteristics": [

{
"cid": O,

"value": 1

o set_event B IRAMI A T G 2

o events fill K I=HIFHF * name fill K FAFATR, RAKFEFHME—IRIR * trigger_cid KK E
PEE, ARSI S: * trigger_content filt &SI NES, H bl s R B EHH AN =Fh:
sync. linkage F delay * trigger_compare fill &K AW 5515, T OB R A& 1 L bl 5 1
WA, EFAT LR >0 <. ==. /=, ~. /# | * execute_mac filt & {1 HArHihk, RIPAT

B HIAE * execute_content PATIRANES, MUAlUL SRR, Kiki%frLF| execute_mac

Response:

{
"status_msg": "MDF_OK",

"status_code": 0O

22. WMk %24 remove event

Request:
{
"request": "remove_event",
"events": [
{
llname n : n onll
(Qiti3)
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"IlaI[le n : lloffll

}

Response:

{
"status_msg": "MDF_OK",

"status_code": 0O

4.5 Mupgrade

[English]

Mupgrade (Mesh Upgrade) & ESP-WIFI-MESH OTA FF i —Ffh %, H W2t b s gef . B 44 .
JRAS o] SR A ] A e S AL S B ESP-WIFI-MESH 545 =20 T4

Mupgrade SERFFHRAE T BEART &, BRSO EE2 G, RS2SRt T .

4.5.1 hEE
o Wixigidl: MRATRURFECF AR E R RN T M, T Sl R TR B A flash
e, TR, RO SRR E B
o BWIEg: (1 miniz XA BT EARALBE, R BRI, B iR

o AR AR RTINS AR TR S B AT Uy, PR TR
B e

o WEIPER AR AR 2L Mupgrde #R3RF1 CRC AGEGAD, sk FHANHT BRI REM A . &1 & %
AR AT I (AN 5 B 28 17 AL

o JRAIIE: R A —E 05 (GPIO il A s ST R B 2 ) MR E—AMiA .
4.5.2 i#i2

HB— BHTH

1. HOST j@iid UART = Wi-Fi 277 305 MY Mgl
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NON-
ROOT

NON-
ROOT

ESP-MESH

TCP/IP, UART }—»

2. HOST Rl K BERIAR IR A5 B 4R 15
3. MR R [ R K BERIAR RN 2 A0 SCRF IR PE TR, 5Bk flash 73 XIFR MPIRAS Sy HOST;
4. HOST We2lR MR A, AR AR 5

o CATNHE: BB AP 5, ALK 6;

o KEERRG: KA ke, KuNemlid 7 X IR ;

o KA QSRS BRAE

5. HOST BRI, R BERIESGA fash, SRR EIFK I SRR AT, £
BRI, TR L
6. HOST ¥4 FHLH A SIS T 4.

1. X FEFUIALE: ota_data, ota_ 0, ota_1;
2. FEHFF/NRRERET ota 0 5 ota 1 AFIKIR/IN;

3. MR AR B R 2 I TE flash B4, MU S HGEHAD task, # UL HOST ST ik fs &
TR A S LA UART JsEfF, T, st kit HAESIR il ACK J5
AT —
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Host BTR FHENIEE
i
BT
W )
BTN
i ! BI-RE, BEHFR L
[Ej@#&ﬁ%ﬁﬁﬁ,%@#%EETﬂ
s I
B R e e e e e T
BEEH "
] 'li_l
|
[DE)\ﬂash
|
H;jmﬁ@#
Bt FRIRTS .
QT fIJ
B &5
wr )
BRI EERE P R B
n) >
ERFHRIRTS e
n gn
|
H:]ﬁﬁﬂﬁhﬁgi
FHRRES w
[ e S s e e A A TT]
|
|
HEREEH -
I g
|
|
B B SA flash
|
PR E N flash
________________ Amux DD FPREBA flas
S S 0 ki
< T BRIBKT .
i T
P -1 i -2 S 1
o v
B FEE | ‘
[]’5“““““““““‘?|E “““““““ il |
= |
KRAEDI 1
|
H:)%ﬁﬂﬂ,zﬁﬁﬁmm@#
|
7 flash S5 A FHBATIRAT
|
EEiRE . | |
H v BRigE _
[ 'Lrl
|
E;j BB IR bin i
|
H;]ﬁm%ﬁﬁﬂm
BERA
R e e L e e e aa|
RERA
T T
4.5. Mupgrade
ij&mm$.ﬁmmm
|
|
|
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LR BEH

ISR sl ol P vkt ez e gllE s N B

2. MY AR B2 R B AR TR AT K 5

3. MR AR TR R, AT R R B W R flash 731X, R [El ZAl§EL;
4. AR AR AR 0] 1) 25 AU DU 23 L AR 4 H AR 5

5. MK AR5 FE 5 R B A flash dr, BTH 10% ER—IRIHICRE
6. MR REZAPIR 2, BB B 58 M T 2 R

BR=: REYHR

—_

- RETHI R S8 BB B R S 2 7E flash (1) ota_ data HFRIR—IK S 81T 40 X
R R A M R B RS R B S, BETA R TR KA R L

- MR IEIE S A )E . BRI E EBh E AR B A ;

. HOST feBafifiAs, SEmiTtd.

[\

w

N

4.5.3 pEFE

B BSP32 (1) flash A 2T 4 K FIZ FIOR 20RO . 4Y K FTTDUT k& X flash . T
esp-idf AR I EAEHOL I RF R4 K 00k 1 MB, Jovkii & ESP-WIFLMESH [ TF &7k, BT i
LR IR R, 4RHE T UL PR R A 5%

1. I factory 43IX:

# Name, Type, SubType, Offset, Size, Flags
nvs, data, nvs, 0x9000, 16k

otadata, data, ota, 0xd000, 8k

phy_init, data, phy, 0x£000, 4k

ota_0, app, ota_O0, 0x10000, 1920k

ota_1, app, ota_1l, s 1920k
coredump, data, coredump, , 64K
reserved, data, Oxfe, s 128K

2. H factory 5IX:
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# Name, Type, SubType, Offset, Size, Flags
nvs, data, nvs, 0x9000, 16k

otadata, data, ota, 0xd000, 8k

phy_init, data, phy, 0xf000, 4k

factory, app, factory, 0x10000, 1280k

ota_0O, app, ota_O0, s 1280k

ota_1, app, ota_1, s 1280k
coredump, data, coredump, , 64K
reserved, data, Oxfe, s 128K

TS

- SR KRN, FECHER A flash;

. BHREFIX (factory. ota 0. ota 1) #Z5iAbT5 0x10000 (64K) X537 A
- A RRICPER OTA )y kAT

C MRAT RS ota_0 B ota 1 fE[EIfFZmr, AT factory JrIXRAR AR, A A1 J5 i 7] BEA 2
H ORI .

—_

[\

w

>

4.5.4 FEBEIN

HEAETRIT, TR
L @It FiRARRAAE, SBOREA MY, BRI R, T XE

2. ppEtufesn: ESP-WIFL-MESH JET 2%, HAERILR AL, ToikPRbsmt s nl5ErE. &84
W PF— UM, MRS BRI, RATRE AR R, A TR T

4.6 Mwifi

[English]

Mwifi (MESH Wi-Fi) j& ] - ESP-MDF rhig 20—, Hi2s<d ESP-WIFI-MESH M 2541 % . i
5. N THEEWMEH ESP-WIFI-MESH, Mwifi XfJ54: 1) APL if— 4%,

4.6.1 ThEE

o PAZEHCYL: Jl 1 A APT SCEN ESP-WIFI-MESH [ 28 (0 E - AR AACEL . M 45455 . ESP-WIFL-
MESH M#fE . Bdlifetm. #MfEE . ESP-WIFI-MESH #H24L;

o NRE: LN TEEAREAT Y, o ESP-WIFI-MESH JRESHR 0 — Ak &
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o BhIRg: U0 miniz SRR IR, BB AR, SRR

o WARRSEIR: MO AR T UG, BN B )E , BRI AR H Rk AR e, %L
P tufe ESP-WIFI-MESH 2% b 2830 22 kit 75 s 1) H ik

o ZRRRIE: UM 2GR, RTINS, PRI AT R T, R
FERIREL, TS TP ZHE;

o VORI M) R T ARy, BRI A A% ESP-WIFL-MESH it , [ BeA 1y
SAPRENCE B, WO e B B A R Ak 1) o L) A

o BeHorAL: R B R B A R 2R s A B [l — i 4l oh, ALME— AR A
o AR N Mwifi fefftiy APT Bl ESP-WIFI-MESH %dlatd, R ag i i A R 2ot 2

o M4 HEkik ESP-WIFI-MESH 4t 2 wi #0 75 23R BB B BT 2 SRR, X FERE Rl PAYE
FreeRTOS #ERGH M

MEEE
AL Mwifi $2 it APT i # ESP-WIFI-MESH W45, fi40: g ids SSID Mg fS, MESH ID %5, 35
M, MESH {FiH% .
L. Joshas g5t
TELB RS, RORAEHREGEDTAKWEE R/AERT S, 2FLH A &R

B3il: ezample /function__demo/mwifi/no__router
2. HEE AT

A MBI, AT PAEESE S 2B nyaxX Ay 2, 0 nT DA ERAR AT 5 B sl B =
SZ A I e~ example /function__demo/muwifi/router

SR & %

FESEERRI N, AR aidE TR S, @R BEIRZEMURERRARKE. A, EXE
I 28 T AR e 2> i & ik . AE ESP-MDF | 2 g — DU S e i o R B K R 8095 75, T
ESP-WIFI-MESH Jig )z WUk g — Rt 0 e id e R A B 1472 7Y

WiEESE
5 EEI W R R UROR e R B ZER I T e, e B B e e I T 4 . X2
I miniz Fod 4 R S Y o

o ISE): EAE 274 ms; fRE4E 172 ms

o WAFI: ARSI IRI AT 8 KB, i NI4T KB, #1545 2 KB

o JEGIAR: SEARNARRRAK, BB RBE A8, BT json AR ST A M te 4
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Payload Payload
ESP-Mesh Stack Layer

LB §es

R, AR AT, Bes ) H gk AR i BeR e MEHS [ 45 v id 2 Bkt 77 e fm 21 H i

B

TR BRI Ak (TR AR R A, IR HEER, FEER R A AR A A R [l

SEARE

M FZ YR — R RERIFZ R s, BI—X 200G . Bl P 5K A e %
P o SR 11 2243 07 2 HEA Tl T VAR 8 MR 1 2% e 25 R ot YR T o

5D, 02 rEET, S/MITOORT MR, NEFR R AR I, SRR 0, PR
i S BT H T R R R, e, FEIE n A, RN n RIS, IR
s, WA R A TR Rk — R EIRA AL, R SR B, R R E T — =AY
R R BRI S B S, MR B, X RS % ESP-WIFL-MESH /2% N
B T AR BRI R R R et

IiERZE

X ZREFET, SNSRI RIE, WAV R AR 0 2% th & P TR I AE. (B2, TeA Lo, ()
R T SR OB . Bl WP EE I AR EORE, ER AR AR, e S

B A RGER I, B A PRSP, )RR A B RIRE PR )R AL
Pt XN A FFESHIEIB R B Aosmy) REdnt, Siar A SN 2 s S B~ Al
ZHIH O R BAR LR, BN B R .
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_Q Node [] 1 x Packet
D Phone [ 3 x Packet
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O Node [ 1 x Packet
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O Node

RESH

#£ ESP-WIFI-MESH SZprpy i, [—4> ESP-WIFI-MESH W% SrERE s, HHARZ B &II6E
KA, FEXFBEAIEATIE I, A AR X S e g, X, T AR SE D RSB A S o 1 ] — i8¢
A

AR A B R A AR, (B E A T R A B e e P i N AR A T AR B

4.7 Mdebug

[English]

Mdebug (Mesh Network debug) J& T ESP-MDF i %M —FR{ 5, HAYRREd L espnow
W TCP s, d 1477 NS ESP-MDF #5eag H S w8 g~ e, A s oy bt se i & H G5 R, &
Jei AT ARSI A 1y H A8 A7 5%k B A A 45 o

Mdebug $ 8 £ 25 N A R ILAMER:
1. Hv43
2. e

3. PR &
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4. phie e

5. B &%

4.7.1 $+48

G A R R DT Y H B E R, Hhk & S E A2 AL SR, IR T
KAEGEmSa], 17 HA5 S id PC sn Al ss A AELER A RERAER] HGE R, SECT WA R 2% .
Mdebug AT A S RGN RBEIAR AR Z AT, FEAR T H B st R, Mdebug iR LA
WA ICTAI, HEArE, FEllar S0k B, e 1 H SRR T, i 24k i
BT R R Y I TR AT BT

Log Console
management management

Mdebug %55 iy 255 PLAH GA5 PRI PAR G X
L A DAREU N N R . 4 /A84 . AP a2 SUkde;

2. AR PAKRES N UART | Flash storage . ESPNOW,

4.7.2 ThEE
+ mdebug espnow: ikt éth H AL ESPNOW JELk WiFi JBst et FUist e IR 4625, AT
B T I 7 (AR

o mdebug flash: FFistsrf HEMIE EILE A S| flash WAFH, % flash WAF P ELQEEF NAF2R], 5
LGRS HGAER, WTDAREIRSEGZ HAG AR, S 7 el AP LA SR i 7 .

o mdebug log: R A H HEE AL O MR seli, RIS UART, flash, espnow“kaeikzs, H
v 0315 83% ‘ESP _MDF vh MDF LOGI. MDF LOGD. MDF LOGW. MDF LOGE Z&H#EE
BV Ok

+ mdebug console: Ffix & H G KM 1L 76 L o o B A iy AT 2CEEI, S 7 P i T4 VR A
S

4.7.3 R FHE

PRI AT DRI A MR T35, —Fhie UART SO, 5 —Fiddogk Wikt Ji.
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-

PCii

ESPNOW
root node ESPMESH—
__ TCPAPUART 3
.

TCPIPT #

P oo node

&
&
&P

ESPMESH
/

? leaf node

N\

ESPME?H
e leaf node

L& 0EiAE PC s & R TH (linux A minicom ¥47), BRI HEFER, 47
DAL 42 ] i AT IR v 7R 2 H SR

2. Judk Wikt J{10H WA IR 3073 52 TCP/IP #sCHl ESPNOW i, —Fhie H i Ealiid TCP/IP
Mp ki 2] Sever S, 5 —Fd M TI7 R H G (F RaE i ESPNOW PRl BIARTT AL, ARG AARY
MAER O TCP/IP AR I H AR . ] DA 12 ) dir AT IR0 SR 5 280 H B (5 R

474 $EH

1. AR

o« i PO iy LA

« ESPNOW it T B (ESP-WROVER-KIT-V2)

2. /R

2.1 —fRA
o help FTEIC M4 K ILULEH
o version FKHUH F I SDK iz
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o heap R AT HE N A
e restart WEFINHA
o reset JHIRIAIIANCEE

2.2 HiEmA

iy | log -or [<tag>] [<level>] [-s <addr(xx:Xx:XX:XX:XX:XX)>]
4 | [-e <enable_type ( ‘uart’ or’ flash’ or’ espnow’ )>] [-d
£ | <disable_type( ‘uart’ or’ flash’ or’ espnow’ )>|
X
8 | log-o R EH A&l
2 REIRES
log -r BEHCH & ME R
log -s P H & k%
8 WA
% | tag ) tag 138
b4 H &
level i level 3§
H &
addr WSS MAC
Hihl:
e ‘uart’ or ‘flash’ or ‘espnow’ i Bk uart,
flash, espnow
d ‘uart’ or ‘flash’ or ‘espnow’ O | ==
flash, espnow
7~ | log mdebug cmd INFO KHE TAG H
il mwifi ) H &
oM SFE gk
INFO
log * NONE WERAMH
AN

2.3 coredump WA

138
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@ 4 | coredump [-loe] [-q | [-s <addr
EX | (XXXXXKXKIXKIXX) >
1< | coredump -1 IRPZ B LAY coredump Fffi K&

coredump -o

BEHGZ B L1 coredump i 4T E
FIfEH &

coredump -e

FERRZ B LAY coredump ¥iffs

coredump -s

Kk B coredump %dE 2 $5 %
%

Z¥ | addr L MAC Hidik
sequence coredump (IR HT5
7 | coredump -s 30:ae:a4:00:4b:90 Pl coredump G S |

30:ae:24:00:4b:90 #¢4%

coredump -q 110 -S

30:ae:a4:00:4b:90

WS 110 FFUE1 coredump i & 1%
F| 30:ae:a4:80:16:3c % 7%

3. HEXFM

o] PARHE ESP-MDF H11) example:function_demo/muwifi/console__test, Vo] LA H & SR,

4.7.5 BEEE

Mdebug HR-HE HEF AT AN, KERTLAZ HPIFIE

Lo B iy H A RGEE T sUE M & mAT B HDREGEIE B EFE R B flash 74, RS
Bo HEMEERRE s HELSA flash N (RHLEY) flash AP BT — 20 K5 storage,
N T AR HE, (2 B BRI WA A BRAY, ARG P BB B SR/ SE ), R 2 ASCT
WA, SR A I A 1 B Je gy AR AR B T U ik 4 PO B IR S5 4%

2. Wil espnow EA Gk HEE . R0 H G Bl ESP-MESH [ 20K i A s 45 i1y
AL PR R B H SR
Mdebug HR-HE HEEEROT AN, HERA=MEERE, 22

uart. flash. espnow fffE.

1. UART {&igt
P Ofliae, HEGEERSEM vprints FTHIHR.
1. BECHER 1/0 112 UARTO, %5 03]l TXDO & GPIOL, RXDO & GPIO3, |2 F ik
.
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UARTO
TXDO | RXDO
GPIO1 | GPIO3

2. BERHEME, DWricss BB DA 4R I WRAE R IR R s ATy, ATRAR P AR L 6ERE, N
RAKMEEOITE, FE5ANF, FANSOITHERSZ, LA, EEERSeiTEy

Backtrace,

3. HR LGRS BEREIRES . P n] DARRYE [ © 56 2T kP

2. Flash {$gE

5 A flash fififig, ¥ HEFEEFA flash fr.
2.1 ¥ log {#17%| flash

Iy RFEHR R R —E NP 2SN storage, X BN AAF N 14 log HAZF] flash i fit
WAFZEIal. 44 0 spiffs,

spiffs 73X

# Name, Type, SubType, UOffset, Size, Flags
nvs, data, nvs, 0x9000, 16k
otadata, data, ota, 0xd000, 8k
phy_init, data, phy, 0xf000, 4k
ota_0, app, ota_0, 0x10000, 1920k
ota_1, app, ota_1, s 1920k
coredump, data, coredump, , 64K
storage, data, spiffs, s 64K
reserved, data, Oxfe, s 64K
A

L O XEERHT, F 2 e R flash;
2. X FETPHET OTA 1yl R TE
3. SCHFZSIAIR/INAT DARRE ) P B e A T N A 20 T

2.2 HEMHEAR

1. HiEwaik, QI A flash NAEZSA], HEARBUCASIIRG stat, HIWTB A
BB, P TR esp_vEis_spiffs_register. esp_spiffs_info.
sprintf. fopen;
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El=Fiii i

HEBSAY | o B3R
® i1 fbflash Eiﬂ‘éﬁ
12 5 M8
BRI
B AL
feaibler=tay 2Tk
g log_indexfg e
ENBEHIE g _log_index
l A
g 15748 HES A&
bubgi=tay 2Hflash
g log index
Z o AHRISEIX
e R EAT
XA A R -
g log index

BE 1t
b=y

f

IRIES N HiHE
g_log_infofR{FiZEN
AR

log_info

'

FERXAHE
BiE

l

S Ed iy
HUER R
i offset
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2. FHCRIMA—AEFSE, S HEEER, W XMAEATRE, EZ A0 H
¥k xSemaphoreTake, xSemaphoreGive;

3. 5 A flash . SEH AW B, I SCA %A ry a5 A
g_log_infolg log index], THFF|IAIRECH time, localtime_r, strftime;

4 HAHELE, RN N HASOR 1 BAHMHIEIEET g log index, T FIH
GEHA fash Marut ik, (A E] 3 2RO fseek. furite;

5. FIr, WERSCAS 1 AR E W, HE AR 1 WHbhEEr, Mk m AL E|
A 2 WRBERRER, PR A HEEIE: WRAW, Hogkeifm ek 1 B A
H & 5085

6. [AH, 24304 2 Bk g4t O, HE 50K 2 WHbhEFs 5, bR 2| 5C
A1 RyHhEEE, TFHAE A HGEHE; SRR, HagkeAE A 2 5 AH
S E:

7. WIS AMIETEEE g log info IRUSEEUSCAHBAE ST log_info , SRIGIEECA
d B R, FHEIC R ERBCCARSAR A L RS R4 offset, TR flash i3
HH G bl Sk, 6 2] = Z RO fseek, fread;

8. I, AR SCAKEE, HEASHERCCAR H S5 R SIS, e
SEFEIUT 55 .

TEfR:

1. BB S8 in T e, X B, A SRR, M AR A O
MR BT

2. HEFEER S/l CONFIG. MDEBUG FLASH FILE MAX SIZE = 16384, A
Fra] AR E H O iR 8 M H & e Ak 25 [8);

3. HXEE \¥ HEMEEER B ENETE L, XN THTFHESA flash #1717, X4
H 5 B B BB gy, vl AR B G A B2 B B, B 2Rk B0k
MDEBUG_PRINTF (fmt, ...);

4. T EARRER, UBIRAAN, R, EHT A SRS b 4R
/\ﬁ%liﬁv FHEN) 3= 2R %Y rewind,

2.3 HAEBURAOM
HE$dEk e ESP_MDF ¥ MDF LOGI. MDF _LOGD, MDF LOGW,. MDF LOGE %,
BRI IDF f F e B2 vprintf (5 BORERs st L0 FFe 0 11 50 G UART L.
BRI R AR PR

e MDF H) H A5 EAFAE KA RA AT B, Xt Z O e A 8 74 s i
B P TR AT R BRI, 5T H SRR, Front data A& T AR
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MDF LOGI DATA

Front data Taildata) (Front data Tail data

' N N N
AN
\\ T~ N\ S
.....;\.............................:‘.\..\;.\.“.................................\.‘.........................\.\.
MQE_LOGI Header and Tail data "~ -_ N
=R -

\ - N .

\. \-.\‘ \\ \\
: eade " N -
T~

MDF_LOGW ﬁeader and Tail data

1

.
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SFUSMAEE, ProATR 2Rk e Ak, Tail data Wy AT, REEREER
f, MT MDF _LOGD ¥AT TG, FrANT ZUEA AL

3. ESPNOW {&gE

3.1 ESP-NOW 5k
o WEBUT W AHE TR —AMETE T

o FMOTEAR AR (F AR 0L T W ARSI Ak s MAC Mtk Chngs s (5 i & 28 m) , =
re AR A LS IR MAC Huhk

o ESP-NOW s 20 AECxt sy, N SRR 6 M I Tl s s
o E T R R Oy A, DA A AR DL (e R )
o A} CTR #I CBC-MAC {4 (CCMP) fRePEAY 2242

3.2 ESP-NOW f#ifeimife

mdebug

PR (caf node
N ESP-MESH
UART—

root node

 ESP-MESH
—— leaf node

\ .
ESP-MESH

leaf node

BILHRE esprow, RTLAKF T35 R HEHUEIE L espnow AR R AL, AR AR S seie Ty
MY H SR, AREE IR R H AR R

XAATPAMEA example:wireless_debug AT, ESP-NOW debug St il A5 B i
PATER, RS ESP-MESH M Z87E[R —(FiE LRI, A f2 5 Rl ESP-MESH &4 HY
log, 5 ZAEM TG BLA HES LA T AU :

144 Chapter 4. APl {5/



Read the Docs Template Documentation, &% v1.0-156-gcf50274

MDF_ERROR_ASSERT (mdebug_console_init());
MDF_ERROR_ASSERT (mdebug_espnow_init());

mdebug_cmd_register_common() ;

KT HZEZ espnow W[ PASFH example:wireless _debug DA 'E 5 SR ESPNOW,

Hff: T ESP-NOW #il ESP-MESH —#¢, #&idst Wi-Fi 8 0t rids sk, Kk, X4 ESP-MESH
B BIR L R RET, St HE iy el B A% - A — BB I I

LB, TEM IR BTN IR, DU TR S48 BSP-MESH s HER 2 1T b2 e 1) (i
. 50/~ ESP-MESH #t4 (RfXURiL, MAFREHE)
- ESP-NOW BRI 10 4~ ESP-MESH 4 (BOHIRMEURML , [ 5Rahs)
o fEHHEGRIN info (HEIAMIE, %R0 )
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ESP-MDF =57

[English]
ARG RGO N AE ESP-MDFE s isinfCng, il 20 voikdi .
5.1 ZRMA

#EAE ESP-MDF H3hin 7 sI6e, i57E examples NI HRB, FHF 7R 648 FRFN ARG 0 2 SO
.gitlab-ci.yml /7, HHEELE gitlab M4 T. ESHW T HRG:

build_example_get_started:
<<: *build_template
variables:
ARTIFACTS_NAME: '"get_started"
EXAMPLE_PATH: "examples/get_started"

5.2 &1L NED

AR R L TR BEAT R IREFT UL, ESP-MDF /ROMU Lt TH A : astyle i dos2unix. #5F%
SEAHEMAT, E Linux SR S0

sudo apt-get install astyle

sudo apt-get install dos2unix
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IBATI A A i 2

tools/format.sh new_file.c

5.3 APl 4R

TG 5 AR RS, TRL0E Doxygen #:0. BRI PAIEIL Doxygen #2412 BR F gl A i APT SCRY:

sudo apt-get install doxygen
export MDF_PATH=~/esp/esp-mdf
cd ~/esp/esp-mdf/docs

pip imstall -r requirements.txt
cd ~/esp/esp-mdf/docs/en

make html
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CHAPTER 0

ESP-MDF Versions

The ESP-MDF GitHub repository is updated regularly, especially on the “master branch” where new

development happens. There are also stable releases which are recommended for production use.

6.1 Releases

Documentation for the current stable version can always be found at this URL:
https://docs.espressif.com /projects/esp-mdf/en/stable/

Documentation for the latest version ( “master branch” ) can always be found at this URL:
https://docs.espressif.com/projects/esp-mdf/en/latest/

The full history of releases can be found on the GitHub repository Releases page. There you can find release

notes, links to each version of the documentation, and instructions for obtaining each version.

)

Documentation for all releases can also be found in the HTML documentation by clicking the “versions’
pop up in the bottom-left corner of the page. You can use this popup to switch between versions of the

documentation.
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6.2 Which Version Should | Start With?

e For production purposes, use the current stable version. Stable versions have been manually tested, and
are updated with “bugfix releases” which fix bugs without changing other functionality (see Versioning

Scheme for more details).

e For prototyping, experimentation or for developing new ESP-MDF features, use the latest version
(master branch in Git). The latest version in the master branch has all the latest features and has

passed automated testing, but has not been completely manually tested ( “bleeding edge” ).

e If a required feature is not yet available in a stable release, but you don’ t want to use the master
branch, it is possible to check out a pre-release version or a release branch. It is recommended to
start from a stable version and then follow the instructions for Updating to a Pre-Release Version or

Updating to a Release Branch.
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See Updating ESP-MDEF if you already have a local copy of ESP-MDF and wish to update it.

6.3 Versioning Scheme

ESP-MDF uses Semantic Versioning. This means:

e Major Releases like v3.0 add new functionality and may change functionality. This includes removing

deprecated functionality.

When updating to a new major release (for example, from v2.1 to v3.0), some of your project’ s code
may need updating and functionality will need to be re-tested. The release notes on the Releases page

include lists of Breaking Changes to refer to.

e Minor Releases like v3.1 add new functionality and fix bugs but will not change or remove documented

functionality, or make incompatible changes to public APIs.

If updating to a new minor release (for example, from v3.0 to v3.1) then none of your project’ s
code should need updating, but you should re-test your project. Pay particular attention to items

mentioned in the release notes on the Releases page.
o Bugfix Releases like v3.0.1 only fix bugs and do not add new functionality.

If updating to a new bugfix release (for example, from v3.0 to v3.0.1), you should not need to change
any code in your project and should only need to re-test functionality relating directly to bugs listed

in the release notes on the Releases page.

6.4 Checking The Current Version

The local ESP-MDF version can be checked using git:

cd $MDF_PATH
git describe --tags --dirty

The version is also compiled into the firmware and can be accessed (as a string) via the macro MDF_VER. The
default ESP-MDF bootloader will print the version on boot (these versions in code will not always update,

it only changes if that particular source file is recompiled).

Examples of ESP-MDF versions:

Version Meaning

String

v0.5.0 Master branch pre-release, in development for version 3.2. 306 commits after v3.2 develop-
ment started. Commit identifier beb3611ca.
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6.5 Git Workflow

The development (Git) workflow of the Espressif ESP-MDF team is:

New work is always added on the master branch (latest version) first. The ESP-MDF version on

master is always tagged with -dev (for “in development” ), for example v3.1-dev.

Changes are first added to an internal Git repository for code review and testing, but are pushed to

GitHub after automated testing passes.

When a new version (developed on master) becomes feature complete and “beta” quality, a new branch
is made for the release, for example release/v3.1. A pre-release tag is also created, for example v3.
1-betal. You can see a full list of branches and a list of tags on GitHub. Beta pre-releases have release

notes which may include a significant number of Known Issues.

As testing of the beta version progresses, bug fixes will be added to both the master branch and the

release branch. New features (for the next release) may start being added to master at the same time.

Once testing is nearly complete a new release candidate is tagged on the release branch, for example

v3.1-rcl. This is still a pre-release version.

If no more significant bugs are found or reported then the final Major or Minor Version is tagged, for

example v3.1. This version appears on the Releases page.

As bugs are reported in released versions, the fixes will continue to be committed to the same release

branch.

Regular bugfix releases are made from the same release branch. After manual testing is complete, a

bugfix release is tagged (i.e. v3.1.1) and appears on the Releases page.

6.6 Updating ESP-MDF

Updating ESP-MDF depends on which version(s) you wish to follow:

Updating to Stable Release is recommended for production use.
Updating to Master Branch is recommended for latest features, development use, and testing.

Updating to a Release Branch is a compromise between these two.

{Ef#:  These guides assume you already have a local copy of ESP-MDF.

6.6.1 Updating to Stable Release

To update to new ESP-MDF releases (recommended for production use), this is the process to follow:
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e Check the Releases page regularly for new releases.

o When a bugfix release for a version you are using is released (for example if using v3.0.1 and v3.0.2

is available), check out the new bugfix version into the existing ESP-MDF directory:

cd $MDF_PATH
git fetch
git checkout vX.Y.Z

git submodule update --init --recursive

e When major or minor updates are released, check the Release Notes on the releases page and decide if
you would like to update or to stay with your existing release. Updating is via the same Git commands

shown above.

R If you installed the stable release via zip file rather than using git, it may not be possible to change
versions this way. In this case, update by downloading a new zip file and replacing the entire MDF_PATH

directory with its contents.

6.6.2 Updating to a Pre-Release Version

It is also possible to git checkout a tag corresponding to a pre-release version or release candidate, the

process is the same as Updating to Stable Release.

Pre-release tags are not always found on the Releases page. Consult the list of tags on GitHub for a full list.

Caveats for using a pre-release are similar to Updating to a Release Branch.

6.6.3 Updating to Master Branch

{If#: Using Master branch means living “on the bleeding edge” with the latest ESP-MDF code.

To use the latest version on the ESP-MDF master branch, this is the process to follow:

e Check out the master branch locally:

cd $MDF_PATH
git checkout master
git pull

git submodule update --init --recursive

e Periodically, re-run git pull to pull the latest version of master. Note that you may need to change

your project or report bugs after updating master branch.
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e To switch from master to a release branch or stable version, run git checkout as shown in the other

sections.

FY: It is strongly recommended to regularly run git pull and then git submodule update --init
--recursive so a local copy of master does not get too old. Arbitrary old master branch revisions are
effectively unsupportable “snapshots” that may have undocumented bugs. For a semi-stable version, try

Updating to a Release Branch instead.

6.6.4 Updating to a Release Branch

In stability terms, using a release branch is part-way between using master branch and only using stable
releases. A release branch is always beta quality or better, and receives bug fixes before they appear in each

stable release.
You can find a list of branches on GitHub.

For example, to follow the branch for ESP-MDF v3.1, including any bugfixes for future releases like v3.1.1,

etc:

cd $MDF_PATH

git fetch

git checkout release/v3.1
git pull

git submodule --update --init --recursive

Each time you git pull this branch, ESP-MDF will be updated with fixes for this release.

{Hf#t: The is no dedicated documentation for release branches. It is recommended to use the documentation

for the closest version to the branch which is currently checked out.
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CHAPTER 8

Copyrights and Licenses

8.1 Software Copyrights

All original source code in this repository is Copyright (C) 2015-2018 Espressif Systems. This source code
is licensed under the ESPRESSIF MIT License as described in the file LICENSE.

Additional third party copyrighted code is included under the following licenses:
Please refer to the COPYRIGHT in ESP-MDF Programming Guide

Where source code headers specify Copyright & License information, this information takes precedence over

the summaries made here.
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CHAPTER 9

About

This is documentation of ESP-MDF, the framework to develop mesh applications for ESP32 chip by Espressif.

The ESP32 is 2.4 GHz Wi-Fi and Bluetooth combo, 32 bit dual core chip running up to 240 MHz, designed
for mobile, wearable electronics, and Internet-of-Things (IoT) applications. It has several peripherals on
board including I2S interfaces to easy integrate with dedicated mesh chips. These hardware features together
with the ESP-MDF software provide a powerful platform to implement mesh applications including native

wireless networking and powerful user interface.

The ESP-MDF provides a range of API components including Mesh Streams, Codecs and Services or-
ganized in Mesh Pipeline, all integrated with mesh hardware through Media HAL and with Peripherals
onboard of ESP32.

The ESP-MDF also provides integration with Aliyun cloud services.

The ESP-MDF builds on well established, FreeRTOS based, Espressif IOT Development Framework ESP-
IDF.
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—

Switch Between Languages/{J#iE S

The ESP-MDF Programming Manual is now available in two languages. Please refer to the English version

if there is any discrepancy.

(ESP-MDF Fif2 Ty i 7 SO BAEA PIFE S IR . A H AT DASE SCHRAS Ay i
« English/# 3¢
« Chinese/H1 3¢

You can easily change from one language to another by the panel on the sidebar like below. Just click on
the Read the Docs title button on the left-bottom corner if it is folded.

R E TR, ARAT A A TR AR A T T R U . AR R &, ST 8 Read the Docs fl
HHARERE .
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