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CHAPTER 1

FRIEENI]

[English]

F: XA#E, CMake-based Build System Preview iA7%A H SCEI1E .

AR BT N P A8 ESP32 [ AAFIAEE A SCREIE i — AT 00 i) 1R BERH AnfeT {4 /1] ESP-IDF (Espres-
sif IoT Development Framework), JEACE . HiF. T EEHRITF K RELTE,

R: X2 ESP-IDF branch release/v3.2 fRASHI SCRY, B4 HABMASH SRS ESP-IDE Versions fi£%2%

1.1 #h&

ESP32 J2-—% Wi-Fi (2.4 GHz) FIHF (4.2) DUEEMFHTTS, Sl T RPERERY CPU WA, (RN 2E
SRR RSN ESP32 R 40 nm TZEHIM, BARENIFEIERE. SHOIERE. RUEM. @ rEAmrEE
P, 38T AN R ARG oK

IREEA M B AE SRR AR . BECFBTIREAT ESP32 BT & o IREEFTHE RV E M IT A 3185 ESP-IDF e
B PO Ak (IoT) 2, R kT Wi-Fi B RIS IR oK .
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1.2 #&TE

Tk ESP32 [ A Fp 75 45 -

o HUgi: 223 Windows. Linux 5% Mac ¥:{ERS
THEE: T g ESP32 RIRYE
ESP-IDF: % ESP32 API f1fF#:4F 1T HBER A
o AU E CiEETF, Bt Eclipse
« ESP32 JFRBARHER] ki) USB

........................................................................

make / Eclipse

ESP-IDF

Toolchain

Project

: lAppllcatlnn

" BUILD :
: UPLOA ’\

B 1 IR AR

TR WA TAEHE AT =843 -
LB THBE
2. M GitHub [3kH ESP-IDF
3. GEFCE Eclipse
AR AR O E s, P AR s s — 2
B IR, BT AR TF RN AR 7o B B ] AR A 5 -
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- BCE LR S

- B TREFEERIN A BRI
-5 WRFE ESP32

- A/ R

P OCH SRR AR S X LA PR
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1.3 FARIER

WERARA FAME— ESP32 JF A, i mitixt LR EEsE , X B m AT Bt vl DALEARAY AR 1 B R

1.3.1 ESP32-DevKitC V4 \|JiEE

[English]

APER NG T IR 1 ESP32-DevKitC V4 JF A M. A K ESP32-DevKitC HAMRA K /M4, iif UL

../hw-reference/indez .

EETE

o 1 x ESP32-DevKitC V4 &% #
e 1 x USB A / micro USB B H.4;

e 1 x PC (Windows. Linux 3{ Mac OS)

[F]y

ESP32-DevKitC V4 J&—gOk B /RiE MBI i, AR BRSNS, rIRIE Pk,
BERAEAEZ RSB RRF . BEAh, ASTFRAMGER A TR HEHRET, AT AT (AR ) B o

AIF B 1% 2 ESP32 #i41, 3E ESP32-WROOM-32, ESP32-WROOM-32U , ESP32-WROOM-32D,
ESP32-SOLO-1 K ESP32-WROVER &5,

IhREEA
ESP32-DevKitC V4 JF &MY F24 4. 12 0 Fedas il =S an T SO
ESP32-WROOM-32 ESP32-DevKitC V4 JF &M _EIGRERIARE ESP32-WROOM-52 #5641 .

WA ATE AR B T BN A ], T AR A ESP32-WROOM-32 Z MWK B4, H
W ESP32-WROVER 4,

USB-UART Hit%ds 5uth )7 USB-UART WHriddi, nliflimh 3 Mbps L.
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Boot % #i T Boot §iFHfF, [FIE—T EN & (WL RZHAIF Boot ) MEARICE M, Wil
Ff R R

EN 4 S5, WHERL.
Micro USB %1 USB #H, I fIfERBHAGHEE R, oG8 PC midFiR g .
5V LED WLEHReT HEEE, WAL T4 .

I/0 #EH:%y ESP32-DevKitC V4 BRI Kb, M B4 KB M E gt . PR AXT ESP32 47
aFl SZP PWM. ADC. DAC. I2C. I2S. SPI ZZ£FhiIfE.

#EfR: 5 CLK. DO. D1, D2, D3 fil CMD (GPIO6 - GPIO11) fiF ESP32-WROOM-32, ESP32-
WROOM-32D/U FIl ESP32-SOLO-1 #4H1 if SPT i@ {5, S/ it USB 0 —Mll. MM E, X
S5 I ANTE, IR RERZ M SPI flash Y47 / SPT RAM 1y TAE.

5V Power On LED  I/O Connector

LEE R RN I LY L EREYE )

TONO TT PT L2 9T ST EE ZE SE YE NA dA N3 ENE|

EN Button r-----iiitlllli'
~
!
=
™

Micro USB Port ———= s ESP32-WROOM-32
-
(= — i - "
Boot Button R T 'y \HHL ....... IS
LK DB 5|2 . S |18 19 GND 21 RX TX 22 23 G

e
90993900999

USB-to-UART Bridge Optional Space for ESP32-WROVER

K& 2: K% ESP32-DevKitC V4 (I ESP32-WROOM-32)

Bl R TR

ESP32-DevKitC V4 3750 R LRt At :
1. Micro USB # Lt (2RiA)
2. 5V / GND 4 it

3. 3V3 / GND 45t
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ity LAARBEUR TR, 75 0 R] RE S SR R ARORT / B

C15 #8xi{tEH

KRR ESP32-DevKitC ) C15 R]HEHT I A~ 7] i -
1. JF A& bR BEdE A 3=t
2. G A st GPIOO it gh, C15 nfRE< 52 ahd i

FPHARIAH C15 AIREZ T LA, WIAT UK C15 5281 (C15 AETF KA b iy HAR A B LT P
B ) . I, WIEFLFE C15,

Bl 3: C15 (B @A) & ESP32-DevKitC V4 JF At by H AR

NMRERFFAR

ESP32-DevKitC FHLUFT, 58 i gk iss i i
B RN R B AR TR, 3 MR ek AT

o 1% # Toolchain, PAMER CiEFH AN H

o HiE S PC, FHHIAIFIRES

o HEH G ESP32 KeF a1

o FPZ VLM N HFR PRI ShE

FARMRT

1.3. FEIRIEE 7
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CLED® D1 15 2 @ 4 16 17 5 1B 19GND 21 RX TX 22 23 GND

»
@ 27.9 mm

ESF P NA dA NI EAE

-
w
-
'
b
<
%
-
‘e
r 3

& 4: ESP32-DevKitC FF kMR - 251A

R

« ESP32-DevKitC V4 [ (PDF)

ESP32 RS (PDF)
« ESP32-WROOM-32 $ R #i#% 5 (PDF)

« ESP32-WROOM-32D/U # A#its 5 (PDF)

ESP32-DevKitC V2 Getting Started Guide

This user guide shows how to get started with ESP32-DevKitC development board.

What You Need

o 1 x ESP32-DevKitC' V2 board
e 1 x USB A / micro USB B cable

e 1 x PC loaded with Windows, Linux or Mac OS

8 Chapter 1. {REA[T]
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Overview

ESP32-DevKitC is a small-sized ESP32-based development board produced by Espressif. Most of the I/O
pins are broken out to the pin headers on both sides for easy interfacing. Developers can connect these

pins to peripherals as needed. Standard headers also make development easy and convenient when using a
breadboard.

Functional Description

The following list and figure below describe key components, interfaces and controls of ESP32-DevKitC
board.

ESP-WROOM-32 Standard ESP-WROOM-32 module soldered to the ESP32-DevKitC board.
EN Reset button: pressing this button resets the system.

Boot Download button: holding down the Boot button and pressing the EN button initiates the firmware

download mode. Then user can download firmware through the serial port.

USB USB interface. It functions as the power supply for the board and the communication interface
between PC and ESP-WROOM-32.

I/0 Most of the pins on the ESP-WROOM-32 are broken out to the pin headers on the board. Users can
program ESP32 to enable multiple functions such as PWM, ADC, DAC, 12C, 12S, SPI, etc.

ESP-WROOM-32

Louoogoooooooooo

OND 6I01 8100 SOI 101 9101 01 001 TOI G401 UL

Kl 5: ESP32-DevKitC V2 board layout

1.3. FEIRIEE 9
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Power Supply Options

There following options are available to provide power supply to this board:
1. Micro USB port, this is default power supply connection
2. 5V / GND header pins

3. 3V3 / GND header pins

e Above options are mutually exclusive, i.e. the power supply may be provided using only one of
the above options. Attempt to power the board using more than one connection at a time may damage

the board and/or the power supply source.

Start Application Development

Before powering up the ESP32-DevKitC, please make sure that the board has been received in good condition

with no obvious signs of damage.

To start development of applications, proceed to section Htik A\ '], that will walk you through the following
steps:

e 1% # T 4% in your PC to develop applications for ESP32 in C language
o i#3% the module to the PC and verify if it is accessible
o Zi¥FoktE an example application to the ESP32

o U5AR 2% instantly what the application is doing

Related Documents

o ESP32-DevKitC schematic (PDF)
o ESP32 Datasheet (PDF)

o ESP-WROOM-32 Datasheet (PDF)

1.3.2 ESP-WROVER-KIT V4.1 A\|1iEF

[English]

ARIGEE N T ARG ESP-WROVER-KIT V4.1 FF %M. A K ESP-WROVER-KIT HABRAMR N4,
. ESP32 Hardware Reference.

SRR AT ESP-WROVER-KIT VAL (I FITF Sz, S ECHERIFEREA 2 742 5 TF 4

10 Chapter 1. {REA[T]
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EEIE

e 1 x ESP-WROVER-KIT V}.1 FF 5
e 1 x USB A / micro USB B H4;

e 1 x PC (Windows. Linux 5{ Mac OS)

[F ]

ESP-WROVER-KIT J&—gck B Ri% BF A, B A4 IR T s, v PHRK, &
WNTEE Z TN R . AT RARFERL—3 LCD IR, XHF MicroSD RAEHHE, 5 H—i et 2 il
USB #if#gs (FTDI FT2232HL), ARV A#E HE#E USB #:0, i JTAG X ESP32 #E47#1, (EF]
F P IR IT R

ESP-WROVER-KIT V4.1 Jf % #1325 ESP32-WROOM-32. ESP32-WROVER #il ESP32-WROVER-B
BigH, BRAN; ESP32-WROVER-B 41 .

IREtEE

ESP-WROVER-KIT J %M F B4 AN s R B s .

11O expand

ush 3.2inch

Connector
t Camera
t MicroSD
USB_&WY
EXT_5V _ | +5y-=43.3V ' RGB LED
g | [rer]
K 6: ESP-WROVER-KIT I HEHEE]
ThREHER

ESP-WROVER-KIT JF A i) E B 4 0 beda il oy s SO

1.3. FARIEE 11
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32.768 kHz Wi 32.768 kHz ¥, W44t Deep-sleep T H R TEERT 4 o

USB-UART Hr#%dy 5t USB-UART #rfds (FT2232), mlfEffsik 3 Mbps & Hs. & E]
il USB #20%F FT2232 i i dfr#sdilfgmfe, 5 ESP32 @iy iEf:. FT2232 ) HlfEiliE A #2
fit USB-to-JTAG #03i6E, HAEEE B #4t USB-to-serial # 13ifif. ESP-WROVER-KIT [1 4 &
FT2232 55 FUIREsR A, X F I EMEEr .z —, nRE R PN HFE ST, s, APk
FHPhIGE JTAG ke, AN T & A . BRI, ESP-WROVER-KIT V4.1 J5H[K

0 WkHifH ESP-WROVER-KIT & #istit 17— 0 KKHFH, nlfEd & ESP32 RIIBIAIYEA R DHERT
FIHE T, BRI N 0 ids -

ESP32-WROVER §ig4] ESP-WROVER-KIT V4.1 ZtiAli ESP-WROVER-B 41, P& 8 MB PSRAM,

T HRAL R E RSN 25 (R FVE AL B EE ) o AT R AMCSCRR HABLH S B, 5 WL WROOM, SOLO
and WROVER Modules.,

iEfi#:  GPIO16 Al GPIO17 JiI T2 PSRAM 24t CS FIRAh {55, KM ARGIH .

Wi LED {5'54T A7 Kt FT2232 385 i) GPIO 4 IEH T 4 4~ LED {5547, PARIEH.

UART FT2232HL I ESP32 py&#4T TX/RX fF5 252 JP2 WM. BIATT, XME{ES Bk
BREERE. ARACEREE ESP32 MLl O, WIRTAZ A R BELE, KRERCAL e B 2 HA SRR D i 45

SPI % SPI # 10] fiF ESP32 iz flash F1 PSRAM NAF. W5, %48 10 0 BB T & fr b0
FidH .

CTS/RTS H:EE S EHBOANER R . S5 T HREIXIIRE, WU BEZ IR B JP14 JEHAR 1)
FANZE T o

JTAG FT2232HL 1 ESP32 10 JTAG {5525 E JP2 MG, BRIAER T, XPEESA
R, WFRMEE JTAG, 5L 5 A0 PN, BRI,

USB ¥ USB i, Al AR AR i e B PC s (545 1
EN 8 A0, WHEERS.

Boot & T##%HE. % T Boot HIFLREE, [MIH—F EN f# (MWK AZHIF Boot f) HEARM T
R, s ad A AR B E

HLIRIER JCEAM, JFAt BRL; TREZEM, JT At .

HLJRERIF % ESP-WROVER-KIT Jf %8 vl @i USB S sk 5V i A ke . I Fa] e ki B e pi
MR TR . WS TRANME R, I ILEN X H L Ay K JPT AR IR .

5V fA 5V LIRS O AU Tt TAE R )5 s i i
5V LED WiRkT YIF Ao /s (USB gl 5V fliill) , Hn TRt

LDO 5V-t0-3.3V LDO NCP1117(1 A) (487 Pin-to-Pin LDO LM317DCY, il fiih 1.5 A) .
NCP1117 fe KRkt 1 A, LDO figdk iy At SCRe B e i i il A it L e . 255, 1F
1, ESP-WROVER-KIT V4.1 JEFIE .

12 Chapter 1. {REA[T]
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PGB SR T SCRARIE OVT670 SRR LAt
RGB LED Z[ZkiER0E A, i PMW 4%l

1/0 Y43 ESP32 RFIEAHM TGS ]S H%E ESP-WROVER-KIT [{#HE4l. I Pt ESP32 #4714
&, 2P PWM, ADC. DAC. I2C. 12S. SPI ZZ#1jhE.

Micro SD Rl "[J{F L0l Micro SD , # syt s [A] sl b AT 8 0 i B T %

LCD W/i%y ESP-WROVER-KIT ZHpi%e—k 3.27 (1) SPT (FriEpuZesifrohseiz ) LCD RiR4y, iF
WESP-WROVER-KIT % # - %@ .

FT2232 32.768 kHz

Micro SD Card Slot OR

ESP32-WROVER

I/O Connector

Diagnostic LEDs

UART

RGB LED Sp|

Camera Connector CTS/RTS

LDO
5V Power On LED ——

JTAG

USB Port
5V Input

Power Selector EN Button

Power Switch Boot Button

K 7: ESP-WROVER-KIT % #% - IE1H

REIEHR

M 3 AHET, RCEIT AL, PRI

1.3. FEIRIEE 13
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LCD

K 8: ESP-WROVER-KIT H &t - &

HEst | BRERE Thaksidk

D21

JP7 S SN RS ESP-WROVER-KIT JF & A it

14 Chapter 1. {REA[T]
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ESP32 EHI5EC

ESP32 i ) Z A I E 2 Be 4 T AR, 3 S22 AR, tban GPIOO fil GPIO2, gt
BT AR R AR T, WA I mT AR . tean, 5k /P4 HEEM RIERAI N AT, X GPIO

AT HAR

FE 1/0 &R / JP1

JPL HEHAR A LR R A “1/0” 31, GPIO JGJiliak nl IR Wil “3LH” 5

 H /O /0 +t F

- 33V | GND | -

NC/XTAL 1032 | 1033 | NC/XTAL

JTAG, MicroSD 1012 | 1013 | JTAG, MicroSD

JTAG, MicroSD 1014 | 1027 | Camera

Camera 1026 | 1025 | Camera, LCD

Camera 1035 | 1034 | Camera

Camera 1039 | 1036 | Camera

JTAG EN 1023 | Camera, LCD

Camera, LCD 1022 | 1021 | Camera, LCD, MicroSD
Camera, LCD 1019 | 1018 | Camera, LCD

Camera, LCD 105 1017 | PSRAM

PSRAM 1016 | 104 LED, Camera, MicroSD
Camera, LED, Boot | 100 102 LED, MicroSD

JTAG, MicroSD 1015 | 5V -

BEA:

o NC/XTAL - 82.768 kHz Oscillator

« JTAG - JTAG / JPS8

o Boot - Boot button / SW2

e Camera - Camera / JP/

« LED - RGB LED

o MicroSD - MicroSD Card / Jj

« LCD - LCD / U5

« PSRAM - i& Al T 0% ESP32-WROVER ##41 (#74 PSRAM) Rk

1.3. FEIRIEE
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32.768 kHz R

No. | ESP32 &l
GPIO32
2 GPIO33

Hf: BB GPIO32 f1 GPIO33 Tl 2 dhik, N THRIME S 5E8M:, JFRiERE S JP11/0 ¥ ik,
A PAlES AR R11/R23 (7 EANR 0 BRHEFH, FFRAX L 0 K Eﬁﬁﬂﬁéﬁ R12/R24 &, MM ibdRih 5
JP11/0 ¥Rty .

SPI Flash / JP2

No. | ESP32 &
CLK / GPIO6
SD0 / GPIOT
SD1 / GPIO
SD2 / GPIO9
SD3 / GPIO10
CMD / GPIO11

S| O | W ||~

¥ BIHR) flash SR 0 BRI R140 ~ R145 JE4E BT JP2. WIRFFER flash i AR ]
75 80 MHz (Feih TRIEBZAF S 788 0E), BICH R140 ~ R145 RS BUnF, B4 fash B2k S5 HE
B IP2 Wik,

JTAG / JP2

No. | ESP32 & H JTAG 152
EN TRST_N
MTMS / GPIO14 | TMS
MTDO / GPIO15 | TDO
MTDI / GPIO12 | TDI
MTCK / GPIO13 | TCK

Uk W N |-
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=Rk / P4

No. | ESP32 EH | BIRZLES

1 n/a 3.3V

2 n/a Ground

3 | GPIO27 SIO_C / SCCB 4
4 GPIO26 SIO_D / SCCB i
5 GPIO25 VSYNC / 3 H [f]
6 GP1023 HREF / /K F-&%

7 GPI022 PCLK / g4

8 | GPIO21 XCLK / Z&Gim40

9 | GPIO35 D7 / G EEIEF 7 00
10 | GPIO34 D6 / R Z B 6 if
11 | GPIO39 D5 / BEEESE 5
12 | GPIO36 D4 [ REHIEE 4 {7
13 | GPIO19 D3 [ BREAEN 3 L
14 | GPIO18 D2 / BEBAESE 2 fi
15 | GPIO5 D1 / Q&8 1 47
16 | GPIO4 DO / BEHIEE 0 {7
17 | GPIOO RESET / ##f5 k5 17
18 | n/a PWDN / 183450

o {55 DO .. D7 JHR B i 4k

RGB LED

No. | ESP32 & | RGB LED

1 GPIOO )

2 GPIO2 o3
GPIO4 %
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MicroSD & / J4

No. | ESP32 &R MicroSD &
1 MTDI / GPIO12 DATA2

2 MTCK / GPIO13 | CD / DATA3
3 MTDO / GPIO15 | CMD

4 MTMS / GPI014 | CLK

5 GPIO2 DATAO

6 GPIO4 DATA1

7 GPIO21 CD

LCD / U5
No. | ESP32 &R | LCD 58
1 GPIO18 RESET
2 GPIO19 SCL
3 GPI021 D/C
4 GPI1022 CS
5 GP1023 SDA
6 GP1025 SDO
7 GPIO5 It
MRABFFE

ESP-WROVER-KIT _FHLET, 58 SEHiAd i os i o8 .

MaiRE

WL HEE JPT BRI A AL USB i D IEHL SN 5V Input fitds, 39500 3%:
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USB it fEBE UART B15
] L e T

AN, USB #CE 2% . Ml JP2 Ak &, i UART 5.

R
Lo ANBELRATAT HAL B
2. 797 WIRIFR, 5V LED HunkIhyssii.

FIEFE

A K ESP-WROVER-KIT | IR P A BARD BRI & ek A7
o &H Toolchain, VAEH C iEH &N A
o iE3E BE PC, HHHATIPIRGS
o Hizzité) ESP32 %37 1)

o BPZ MM N AR RS

R

« ESP-WROVER-KIT V4.1 J§3# [ (PDF)
ESP32 HAHK 1S (PDF)
« ESP32-WROVER-B R #i#%15 (PDF)

e JTAG Debugging
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e ESP32 Hardware Reference

ESP-WROVER-KIT V3 Getting Started Guide

This user guide shows how to get started with the ESP-WROVER-KIT V3 development board including
description of its functionality and configuration options. For descriptions of other versions of the ESP-
WROVER-KIT check ESP32 Hardware Reference.

If you would like to start using this board right now, go directly to the /& Jfl 42 /57 & section.

What You Need

e 1 x ESP-WROVER-KIT V3 board
e 1 x Micro USB 2.0 Cable, Type A to Micro B

e 1 x PC loaded with Windows, Linux or Mac OS

Overview

The ESP-WROVER-KIT is a development board built around the ESP32 and produced by Espressif. This
board is compatible with multiple ESP32 modules, including the ESP32-WROOM-32 and ESP32-WROVER.
The ESP-WROVER-KIT features support for an LCD and MicroSD card. The I/O pins have been broken
out from the ESP32 module for easy extension. The board carries an advanced multi-protocol USB bridge
(the FTDI FT2232HL), enabling developers to use JTAG directly to debug the ESP32 through the USB

interface. The development board makes secondary development easy and cost-effective.

HfR: ESP-WROVER-KIT V3 integrates the ESP32-WROVER module by default.

Functionality Overview

The block diagram below illustrates the ESP-WROVER-KIT’ s main components and their interconnections.

Functional Description

The following lists and figures describe the key components, interfaces, and controls of ESP-WROVER-KIT
board.

32.768 kHz An external precision 32.768 kHz crystal oscillator provides a low-power consumption clock

used during Deep-Sleep mode.

20 Chapter 1. {REA[T]


https://espressif.com

Read the Docs Template Documentation, A% v3.2.5-1-g110d230e3

EZPROM 32.768KHz
crystal

110 expand

ChannelA T
Use | 3.2inch

Connector
) | Semer
| MicroSD
LDO:
EXT_5V o | +5V->43.3V : - RGB LED
- o] [rer]

Kl 9: ESP-WROVER-KIT block diagram

OR A zero Ohm resistor intended as a placeholder for a current shunt. May be desoldered or replaced with
a current shunt to facilitate measurement of current required by ESP32 module depending on power

mode.

ESP32 Module ESP-WROVER-KIT is compatible with both the ESP32-WROOM-32 and the ESP32-
WROVER. The ESP32-WROVER module features all the functions of ESP32-WROOM-32 and inte-
grates an external 32-Mbit PSRAM for flexible extended storage and data processing capabilities.

WiRE:  GPIO16 and GPIO17 are used as the CS and clock signal for PSRAM. To ensure reliable

performance, the two GPIOs are not broken out.

FT2232 The FT2232 chip is a multi-protocol USB-to-serial bridge. Users can control and program the
FT2232 chip through the USB interface to establish communication with ESP32. The FT2232 chip
also features USB-to-JTAG interface. USB-to-JTAG is available on channel A of the FT2232, whilst
USB-to-serial is on channel B. The embedded FT2232 chip is one of the distinguishing features of
the ESP-WROVER-KIT. It enhances users’ convenience in terms of application development and
debugging. In addition, users need not purchase a JTAG debugger separately, which reduces the
development cost, see ESP-WROVER-KIT V3 schematic.

UART Serial port: the serial TX/RX signals on the FT2232HL and the ESP32 are broken out to each side
of JP11. By default, the two signals are connected with jumpers. To use the ESP32 module serial
interface only, the jumpers may be removed and the module can be connected to another external

serial device.

SPI The SPI interface is used by the ESP32 to access flash and PSRAM memories within the module
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itself. To interface with another SPI device, an extra CS signal is needed. Please note that the voltage
level on this interface depends on the module used (e.g 1.8V and 3.3V for the ESP32-WROVER and
ESP32-WROOM-32 respectively).

CTS/RTS Serial port flow control signals: the pins are not connected to the circuitry by default. To enable

them, respective pins of JP14 must be shorted with jumpers.

JTAG JTAG interface: the JTAG signals on FT2232HL and ESP32 are broken out to the two sides of JP8.
By default, the two signals are disconnected. To enable JTAG, shorting jumpers are required on the

signals.
EN Reset button: pressing this button resets the system.

Boot Download button: holding down the Boot button and pressing the EN button initiates the firmware

download mode. Then user can download firmware through the serial port.

USB USB interface. It functions as the power supply for the board and the communication interface
between PC and ESP32 module.

Power Select Power supply selection interface: the ESP-WROVER-KIT can be powered through the USB
interface or the 5V Input interface. The user can select the power supply with a jumper. More details

can be found in section Setup Options, jumper header JP7.

Power Key Power on/off button: toggling to the right powers the board on; toggling to the left powers the
board off.

5V Input The 5V power supply interface is used as a backup power supply in case of full-load operation.

LDO NCP1117(1A). 5V-t0-3.3V LDO. (There is an alternative pin-compatible LDO —LM317DCY, with
an output current of up to 1.5A). NCP1117 can provide a maximum current of 1A. The LDO solutions
are available with both fixed output voltage and variable output voltage. For details please refer to
ESP-WROVER-KIT V3 schematic.

Camera Camera interface: a standard OV7670 camera module is supported.

RGB Red, green and blue (RGB) light emitting diodes (LEDs), which may be controlled by pulse width
modulation (PWM).

I/0 All the pins on the ESP32 module are led out to the pin headers on the ESP-WROVER-KIT. Users
can program ESP32 to enable multiple functions such as PWM, ADC, DAC, 12C, 125, SPI, etc.

Micro SD Card Develop applications that access Micro SD card for data storage and retrieval.

LCD ESP-WROVER-KIT supports mounting and interfacing a 3.2” SPI (standard 4-wire Serial Peripheral
Interface) LCD, as shown on figure ESP-WROVER-KIT board layout - back.

Setup Options

There are five jumper headers available to set up the board functionality. Typical options to select from are

listed in table below.
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32.768
kHz
Micro 0R
SD Card
ESP32
e Module
FT2232
RGB
LED
e e
@@ G UART
Camera
c1s |2 WeTs b SPI
REB[]n
LDO
CTS
RTS
5V
Input JTAG
Power Power
Bolact Key USB Boot EN
K 10: ESP-WROVER-KIT board layout - front
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LCD

o G D 23

0+ @@ 05

02 @@ 03

o @e 0
iy @ @ REsET

K 11: ESP-WROVER-KIT board layout - back
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Header Description of Functionality

JP7 Power ESP-WROVER-KIT board from an external
power supply

JP7 Power ESP-WROVER-KIT board from an USB port
JP8 Enable JTAG functionality
1.3. FA8 25
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Allocation of ESP32 Pins

Several pins / terminals of ESP32 module are allocated to the on board hardware. Some of them, like GPIO0

or GPIO2, have multiple functions. If certain hardware is not installed, e.g. nothing is plugged in to the

Camera / JP4 header, then selected GPIOs may be used for other purposes.

Main 1/0 Connector / JP1

The JP1 connector is shown in two columns in the middle under “I/O” headers. The two columns “Shared

With” outside, describe where else on the board certain GPIO is used.

Shared With 1/O 1/O Shared With
3.3V | GND
NC/XTAL 1032 | 1033 | NC/XTAL
JTAG, MicroSD 1012 | 1013 | JTAG, MicroSD
JTAG, MicroSD 1014 | 1027 | Camera
Camera 1026 | 1025 | Camera, LCD
Camera 1035 | 1034 | Camera
Camera 1039 | 1036 | Camera
JTAG EN 1023 | Camera, LCD
Camera, LCD 1022 | 1021 | Camera, LCD, MicroSD
Camera, LCD 1019 | 1018 | Camera, LCD
Camera, LCD 105 1017 | PSRAM
PSRAM 1016 | 104 LED, Camera, MicroSD
Camera, LED, Boot | 100 102 LED, MicroSD
JTAG, MicroSD 1015 | 5V

Legend:

NC/XTAL - 32.768 kHz Oscillator
JTAG - JTAG / JPS

Boot - Boot button / SW2
Camera - Camera / JP/

LED - RGB LED

MicroSD - MicroSD Card / J4

LCD - LCD / Us

PSRAM - ESP32-WROVER’ s PSRAM, if ESP32-WROVER is installed

26
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32.768 kHz Oscillator

ESP32 Pin
GPIO32
2 | GPIO33

1t As GPIO32 and GPIO33 are connected to the oscillator, they are not connected to JP1 I/0 expansion

connector to maintain signal integrity. This allocation may be changed from oscillator to JP1 by desoldering

the OR resistors from positions R11 / R23 and installing them in positions R12 / R24.

SPI Flash / JP13

ESP32 Pin
CLK / GPIO6
SD0 / GPIOT
SD1 / GPIO8
SD2 / GPIO9
SD3 / GPIO10
CMD / GPIO11

S| OB | W N

HP¥: The module’ s flash bus is connected to the pin header JP13 through 0-Ohm resistors R140 ~ R145.
If the flash frequency needs to operate at 80 MHz for reasons such as improving the integrity of bus signals,
it is recommended that resistors R140 ~ R145 be desoldered. At this point, the module’ s flash bus is
disconnected with the pin header JP13.

JTAG / JP8

ESP32 Pin JTAG Signal

EN TRST_N

MTDO / GPIO15 | TDO

MTDI / GPIO12 | TDI

MTCK / GPIO13 | TCK

QU= | W (N =

MTMS / GPIO14 | TMS

1.3. FEIRIEE
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Camera / JP4

ESP32 Pin | Camera Signal
1 | n/a 3.3V
2 | n/a Ground
3 | GPIO27 SIO_C / SCCB Clock
4 | GPIO26 SIO_D / SCCB Data
5 | GPIO25 VSYNC / Vertical Sync
6 | GPIO23 HREF / Horizontal Reference
7 | GPIO22 PCLK / Pixel Clock
8 | GPIO21 XCLK / System Clock
9 | GPIO35 D7 / Pixel Data Bit 7
10 | GPIO34 D6 / Pixel Data Bit 6
11 | GPIO39 D5 / Pixel Data Bit 5
12 | GPIO36 D4 / Pixel Data Bit 4
13 | GPIO19 | D3 / Pixel Data Bit 3
14 | GPIO18 D2 / Pixel Data Bit 2
15 | GPIO5 D1 / Pixel Data Bit 1
16 | GPIO4 DO / Pixel Data Bit 0
17 | GPIOO RESET / Camera Reset
18 | n/a PWDN / Camera Power Down

RGB LED
ESP32 Pin | RGB LED
1 | GPIOO Red
GPIO2 Green
GPIO4 Blue
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MicroSD Card / J4

ESP32 Pin MicroSD Signal
1 | MTDI / GPIO12 | DATA2
2 | MTCK / GPIO13 | CD / DATA3
3 | MTDO / GPIO15 | CMD
4 | MTMS / GPIO14 | CLK
5 | GPIO2 DATAO
6 | GPIO4 DATA1
7 | GPIO21 CD
LCD / U5
ESP32 Pin | LCD Signal

1 | GPIO18 RESET

2 | GPIO19 SCL

3 | GPIO21 D/C

4 | GP1O22 CS

5 | GPIO23 SDA

6 | GPIO25 SDO

7 | GPIO5 Backlight

Start Application Development

Before powering up the ESP-WROVER-KIT, please make sure that the board has been received in good

condition with no obvious signs of damage.

Initial Setup

Select the source of power supply for the board by setting jumper JP7. The options are either USB port or an

external power supply. For this application selection of USB port is sufficient. Enable UART communication

by installing jumpers on JP11. Both selections are shown in table below.

1.3. FEIRIEE
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Power up from USB port Enable UART communication

Do not install any other jumpers.

Now to Development

To start development of applications for ESP-WROVER-KIT, proceed to the ik A\ I section which will
walk you through the following steps:

e %% T F4% in your PC to develop applications for ESP32 in C language
o %1% the module to the PC and verify if it is accessible
o “HiFFeki’5 an example application to the ESP32

o 5407 instantly what the application is doing

Related Documents

o ESP-WROVER-KIT V3 schematic (PDF)
o ESP32 Datasheet (PDF)

o ESP32-WROVER Datasheet (PDF)

o ESP32-WROOM-32 Datasheet (PDF)

e JTAG Debugging

e ESP32 Hardware Reference
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ESP-WROVER-KIT V2 Getting Started Guide

This user guide shows how to get started with ESP-WROVER-KIT V2 development board including descrip-
tion of its functionality and configuration options. For description of other versions of the ESP-WROVER-
KIT check ESP32 Hardware Reference.

If you like to start using this board right now, go directly to section Start Application Development.

What You Need

e 1 x ESP-WROVER-KIT V2 board
e 1 x Micro USB 2.0 Cable, Type A to Micro B

e 1 x PC loaded with Windows, Linux or Mac OS

Overview

The ESP-WROVER-KIT is a development board produced by Espressif built around ESP32. This board
is compatible with ESP32 modules, including the ESP-WROOM-32 and ESP32-WROVER. The ESP-
WROVER-KIT features support for an LCD and MicroSD card. The I/O pins have been broken out from
the ESP32 module for easy extension. The board carries an advanced multi-protocol USB bridge (the FTDI
FT2232HL), enabling developers to use JTAG directly to debug the ESP32 through the USB interface. The

development board makes secondary development easy and cost-effective.

HR: ESP-WROVER-KIT V2 integrates the ESP-WROOM-32 module by default.

Functionality Overview

Block diagram below presents main components of ESP-WROVER-KIT and interconnections between com-

ponents.

Functional Description

The following list and figures below describe key components, interfaces and controls of ESP-WROVER-KIT
board.

32.768 kHz An external precision 32.768 kHz crystal oscillator provides the chip with a clock of low-power

consumption during the Deep-sleep mode.
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E2PROM 32.768KHz
crystal

110 expand

ChannelA T
USB | 3.2inch

Connector
) | Semer
| MicroSD
LDO:
EXT_5V o | +5V->43.3V : - RGB LED
- o] [rer]

K 12: ESP-WROVER-KIT block diagram

ESP32 Module ESP-WROVER-KIT is compatible with both ESP-WROOM-32 and ESP32-WROVER.
The ESP32-WROVER module features all the functions of ESP-WROOM-32 and integrates an external
32-MBit PSRAM for flexible extended storage and data processing capabilities.

WiE:  GPIO16 and GPIO17 are used as the CS and clock signal for PSRAM. To ensure reliable

performance, the two GPIOs are not broken out.

CTS/RTS Serial port flow control signals: the pins are not connected to the circuitry by default. To enable

them, respective pins of JP14 must be shorted with jumpers.

UART Serial port: the serial TX/RX signals on FT2232HL and ESP32 are broken out to the two sides
of JP11. By default, the two signals are connected with jumpers. To use the ESP32 module serial
interface only, the jumpers may be removed and the module can be connected to another external

serial device.

SPI SPI interface: the SPI interface connects to an external flash (PSRAM). To interface another SPI
device, an extra CS signal is needed. If an ESP32-WROVER is being used, please note that the
electrical level on the flash and SRAM is 1.8V.

JTAG JTAG interface: the JTAG signals on FT2232HL and ESP32 are broken out to the two sides of JP8.
By default, the two signals are disconnected. To enable JTAG, shorting jumpers are required on the

signals.

FT2232 FT2232 chip is a multi-protocol USB-to-serial bridge. The FT2232 chip features USB-to-UART
and USB-to-JTAG functionalities. Users can control and program the FT2232 chip through the USB
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interface to establish communication with ESP32.

The embedded FT2232 chip is one of the distinguishing features of the ESP-WROVER-KIT. It en-
hances users’ convenience in terms of application development and debugging. In addition, uses do not
need to buy a JTAG debugger separately, which reduces the development cost, see ESP-WROVER-KIT

V2 schematic.
EN Reset button: pressing this button resets the system.

Boot Download button: holding down the Boot button and pressing the EN button initiates the firmware

download mode. Then user can download firmware through the serial port.

USB USB interface. It functions as the power supply for the board and the communication interface
between PC and ESP32 module.

Power Select Power supply selection interface: the ESP-WROVER-KIT can be powered through the USB
interface or the 5V Input interface. The user can select the power supply with a jumper. More details

can be found in section Setup Options, jumper header JPT7.

Power Key Power on/off button: toggling to the right powers the board on; toggling to the left powers the
board off.

5V Input The 5V power supply interface is used as a backup power supply in case of full-load operation.

LDO NCP1117(1A). 5V-t0-3.3V LDO. (There is an alternative pin-compatible LDO —LM317DCY, with
an output current of up to 1.5A). NCP1117 can provide a maximum current of 1A. The LDO solutions
are available with both fixed output voltage and variable output voltage. For details please refer to
ESP-WROVER-KIT V2 schematic.

Camera Camera interface: a standard OV7670 camera module is supported.

RGB Red, green and blue (RGB) light emitting diodes (LEDs), which may be controlled by pulse width
modulation (PWM).

I/0 All the pins on the ESP32 module are led out to the pin headers on the ESPWROVER-KIT. Users
can program ESP32 to enable multiple functions such as PWM, ADC, DAC, 12C, 12S, SPI, etc.

Micro SD Card Micro SD card slot for data storage: when ESP32 enters the download mode, GPIO2
cannot be held high. However, a pull-up resistor is required on GPIO2 to enable the Micro SD Card.
By default, GPIO2 and the pull-up resistor R153 are disconnected. To enable the SD Card, use jumpers

on JP1 as shown in section Setup Options.

LCD ESP-WROVER-KIT supports mounting and interfacing a 3.2” SPI (standard 4-wire Serial Peripheral
Interface) LCD, as shown on figure ESP-WROVER-KIT board layout - back.

Setup Options

There are five jumper headers available to set up the board functionality. Typical options to select from are

listed in table below.
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K 13: ESP-WROVER-KIT board layout - front
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Header

Jumper Setting

JP1

Description of Functionality

JP1

JPT7

JPT7

36

Enable pull up for the Micro SD Card

Assert GPIO2 low during each download (by jumping it to

GPIO0)

Power ESP-WROVER-KIT board from an external power sup-
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Start Application Development

Before powering up the ESP-WROVER-KIT, please make sure that the board has been received in good

condition with no obvious signs of damage.

Initial Setup

Select the source of power supply for the board by setting jumper JP7. The options are either USB port or an
external power supply. For this application selection of USB port is sufficient. Enable UART communication

by installing jumpers on JP11. Both selections are shown in table below.

Power up from USB port Enable UART communication

Do not install any other jumpers.

Now to Development

To start development of applications for ESP32-DevKitC, proceed to section ik A\ 17, that will walk you
through the following steps:

e %% T H4% in your PC to develop applications for ESP32 in C language

o %3% the module to the PC and verify if it is accessible

o ZHiFFeki’5 an example application to the ESP32

o 5407 instantly what the application is doing

Related Documents

o ESP-WROVER-KIT V2 schematic (PDF)
o ESP32 Datasheet (PDF)

o ESP-WROOM-32 Datasheet (PDF)
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« ESP32-WROVER Datasheet (PDF)
o JTAG Debugging

e ESP32 Hardware Reference

1.3.3 ESP32-PICO-KIT V4 A\|1iEE

[English]

AAEE A T WG ESP32-PICO-KIT V4 ARH K. H K ESP32-PICO-KIT HABMAN /T4,
i W ESP32 Hardware Reference.

EEIE

e 1 x ESP32-PICO-KIT Vj # 1R I &
e 1 x USB A/Micro USB B H 4§
e 1 x PC (Windows. Linux 8{ Mac OS #:/E&%t)

AR A B BT IR T ESP32-PICO-KIT, iif WLEY 2 42 /5 77 4.

[h1

ESP32-PICO-KIT V4 2GR H ki MIF MR, HZORH T HRA R Wi-Fi flili A Y6eR ESP32 &
51| SIP #4H ESP32-PICO-D4. 5HA ESP32 RIFLAMLL, ESP32-PICO-D4 BiZH T R 40 MHz 44k
Vit 4 MB flash, JE HLZE B RHARVC FLAE RS 55 BT A SR8 Jo s S nGE B R ), Jo5 Bl e 4 R AT A%
R KIBEAR T H P#USNRIG T B RA, SRR 5 2 B

ESP32-PICO-KIT V4 S 74> USB-UART #rfrii, w4 s PC 9 USB s H AT T 2ANHR L,

N TET R, ESP32-PICO-D4 _ERYFTA 10 {55-HIARSE RLIRAS Il i I 2w M HEST (400 20 4> x
0.1 Je~falfa) 5lihe ST (EAERAL T AR LR, ESP32-PICO-KIT V4 JFAMEMAY 20 M,
A 1T AFIH T HEER, 34k 3 ANFEE KA AT, AT P AR

WA AEHERSHHEEN Y 3 NME IS ER: 2 ESP32-PICO-D4 SIP B4 N E: flash fitk, HLEH, i
WARK A RSO RS AS -

ESP32-PICO-KIT V4 FF &I R H 52 x 20.3 x 10 mm (2.17 x 0.8” x 0.4” ), BAKIE WL & A 2 2535,
ARIRARTF B T REHE AN R B I

TiReisieA

ESP32-PICO-KIT V4 JF ZAR i) EEICIE . 3% 0 Befaiil oy s SO
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L L L L L L Ll L Ll Ll L Pin Header

USB Bridget

USE Port

LDO Regulator

@ &) —

Power
VS N NN N NN NN NN N NN NN

Pin Header

 15: ESP32-PICO-KIT V4 Z5EHE

ESP32-PICO-D4 ESP32-PICO-KIT V4 Jf ki FAEEFRIHE ESP32-PICO-D4 #i4, 4T ESP32 itk
AR ARG, (WFFHEERLE. LC I . B2 EN {55 LA LRI ) 1E & TAE.

LDO 5V-t0-3.3V R EER T4
USB-UART #tkds HUf R USB-UART #rffeds, nlfiteis 1 Mbps [ fekidi.
Micro USB #11 USB 110, W HfEr iRl i S iesk PC mitlfFiH

5V LED WiHRIT It At /5 (USB 80NE 5V) , SR T fsekt. WEEE, wilns L4 4
R

I/0 1/O ESP32-PICO-D4 A & Iy IF &g HEEE 51 . Pl DAY ESP32 7 4mfe, SEHf
PWM. ADC. DAC. 12C, 12S. SPI &L fhft. HLEE, W WE i,

BOOT #t # '~ BOOT @F-fr#F, [m%—T EN G (WLRPRZHATT BOOT 4#) dEARICE T EBC, M
L TR R FE

EN #t SZfif, WEERL.
Bl R TR

ESP32-PICO-KIT V4 AR JLAMIL R s :
1. Micro USB 2 LIk (ERIA)
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3D Antenna ‘ ‘ ESP32-PICO-D4 ‘ ‘ LDO ‘ lUSB—UART Bridge |

A EEEENEENEENEN NN B X XN N

FSD1|FSD3 FCLK 1021 1022 10h9 (023 1098 105 1010 108 RXO TXO 1035 K034 1038 1057 EN GND

LA EERNEAE

FEFL SR
:;]l_'
- ‘-‘
; 0T 1013 1015 102 104 100 VS oW
SQDuu'wGWwUGUW&Uﬁ- - &

E 16: ESP32-PICO-KIT V4 F EMfi

2. 5V/GND 4 JIfitH

3. 3V3/GND “fiti

B R RS OR TR N, A5 W AT BB S 330K H B ARCR / SR

MRAERFFER

1t ESP32-PICO-KIT V4 LrLRT, 5 E JeifiiA BB RE G- Iohl .
A KSR A AT, 3 LB Dk AT :

o & FE Toolchain, PAMER CiEZSTFEMN

o Hi AR PC, HHHAVIFRE

. HztE BESP32 5% example

o PP NS N AT I EN 1R

EhNisieA

TENG TR /O M AR Shik, B RAE UL Ae % % BRI . #55% ESP32-PICO-KIT
V] 2B o
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Header J2

ge 2R 3 ThaE

1 FLASH_SDI1 (FSD1) | I/O
GPIOS, SD_DATAL,
SPID, HS1_DATAL1 (1)
, U2CTS

2 FLASH_SD3 (FSD3) | I/O
GPIO7, SD_DATAO,
SPIQ, HS1_DATAO (1)
. U2RTS

3 FLASH CLK (FCLK) | I/O
GPIO11, SD_CMD,
SPICS0, HS1 CMD
(1), UIRTS

4 1021 1/0
GPIO21, VSPIHD,
EMAC_TX EN

5 1022 1/0
GPIO22, VSPIWP,
UORTS, EMAC TXD1

6 1019 1/0
GPIO19, VSPIQ,
U0CTS, EMAC_TXDO

7 1023 1/0
GPI023, VSPID,
HS1 STROBE

8 1018 1/0
GPIO18, VSPICLK,
HS1 DATA7

13. FaiiEs 105 170 a1

GPIO5, VSPICSO,
HS1 DATAS,
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Header J3

R

%7

LIgE

FLASH_CS (FCS)

1/0

GPIO16, HS1 DATA4
(1), U2RXD,
EMAC CLK OUT

FLASH_SDO (FSDO)

1/0

GPIO17, HS1_DATA5
(1), U2TXD,
EMAC_CLK_OUT_ 180

FLASH_SD2 (FSD2)

1/0

GPIO6, SD_ CLK,
SPICLK, HS1 CLK
(1), U1CTS

SENSOR_VP (FSVP)

GPI036, ADC1_CHO,
ADC_PRE_AMP (2a)
, RTC_GPIOO

SENSOR._ VN (FSVN)

GPIO39, ADC1 CHS3,
ADC_PRE AMP (2))
, RTC_GPIO3

1025

1/0

GPIO25, DAC 1,
ADC2 CHS,
RTC_ GPIOS,
EMAC_RXDO

1026

1/0

GPI026, DAC 2,
ADC2 CH9,
RTC_ GPIO?7,
EMAC RXD1
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=ik
1. FEME &S ESP32-PICO-D4 (¥ N'E flash 45,

2. Y4HfE ADC_PRE_AMP K}, HE{EPA FALEIGHN 270 pF L% : (a) SENSOR_VP Fi1 1037 ZJi]; (b)
SENSOR. VN fI 1038 2 [d].

3. 32.768 kHz fiE: (a) #iA; (b) &ith.
4. A ME R 2 TT MR USB #rEdsti i.

5. ESP32-PICO-KIT ¥ SPI flash ) TAEH N 3.3V, HHk, strapping & MTDI 7E#igH #5742
B PR RE(G

FRBRRT

ESP32-PICO-KEIT

ESPRESSIF
ESPRESSIF SYSTEMS (* ¢ 3mm

(SHANGHRIDPTE LTD
FCC ID: 2ACTI-ESPI2PICORIT

E 17: ESP32-PICO-KIT V4 R~FE - FH

X3
« ESP32-PICO-KIT V4 JZ¥ & (PDF)
+ ESP32-PICO-D4 # A#i#s+ (PDF)

e ESP32 Hardware Reference
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L 2 4

& 18: ESP32-PICO-KIT V4 R~} - Ml

ESP32-PICO-KIT V3 Getting Started Guide

This user guide shows how to get started with the ESP32-PICO-KIT V3 mini development board. For
description of other versions of the ESP32-PICO-KIT check ESP32 Hardware Reference.

What You Need

e 1 x ESP32-PICO-KIT V3 mini development board
o 1 x USB A / Micro USB B cable

e 1 x PC loaded with Windows, Linux or Mac OS

Overview

ESP32-PICO-KIT V3 is a mini development board based on the ESP32-PICO-D4 SIP module produced by
Espressif. All the 10 signals and system power on ESP32-PICO-D4 are led out through two standard 20
pin x 0.1” pitch headers on both sides for easy interfacing. The development board integrates a USB-UART
Bridge circuit, allowing the developers to connect the development board to a PC’ s USB port for downloads

and debugging.

Functional Description

The following list and figure below describe key components, interfaces and controls of ESP32-PICO-KIT
V3 board.

ESP32-PICO-D4 Standard ESP32-PICO-D4 module soldered to the ESP32-PICO-KIT V3 board. The
complete system of the ESP32 chip has been integrated into the SIP module, requiring only external
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antenna with LC matching network, decoupling capacitors and pull-up resistors for EN signals to

function properly.
USB-UART Bridge A single chip USB-UART bridge provides up to 1 Mbps transfers rates.

I/0 All the pins on ESP32-PICO-D4 are broken out to the pin headers on the board. Users can program
ESP32 to enable multiple functions such as PWM, ADC, DAC, 12C, 12S, SPI, etc.

Micro USB Port USB interface. It functions as the power supply for the board and the communication
interface between PC and ESP32-PICO-KIT V3.

EN Button Reset button; pressing this button resets the system.

BOOT Button Holding down the Boot button and pressing the EN button initiates the firmware download

mode. Then user can download firmware through the serial port.

Start Application Development

Before powering up the ESP32-PICO-KIT V3, please make sure that the board has been received in good

condition with no obvious signs of damage.

To start development of applications, proceed to section H#i& N 7, that will walk you through the following
steps:

e %% T F4% in your PC to develop applications for ESP32 in C language

o %1% the module to the PC and verify if it is accessible

o ZHiFFekiE an example application to the ESP32

o 5407 instantly what the application is doing

Related Documents

o ESP32-PICO-KIT V3 schematic (PDF)
o ESP32-PICO-D4 Datasheet (PDF)
e FESP32 Hardware Reference

ARG L ETF At WHAER THBTNE.

1.4 BT H#

M ESP32 BEATIF A de R 7 e 2R T 1 ) TR . TR ARG A AR R R I A i, 9% B e
PR T2
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" 3D Antenna | [ ESP32-PICO-D4
|

SVP
1037
1038
SVN
1034

EN
1035
1025
1026
GND g
1032
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ESP32-PICO-KIT V3

Micro USB USB-UART
Port Bridge

K 19: ESP32-PICO-KIT V3 board layout
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1.4.1 Windows & T HMIRERE

[English]

FY: XPA#E, CMake-based Build System Preview iA%A4 A SCEI1E .

E]

ot

Windows ¥4 NER “make” Pk, [NICAIRELE THEE, IRFFE— GNU Jeadisi. HATLRHM
MSYS2 RARMIRIAT . ARATEE BRI (IRATLABE] Eclipse SO E R TH) , HEERIER
BB T

TREMRE

P BB B2 M dlespressif.com " EREEIE A THAEAN MSYS2 545 3C{F:
https://dl.espressif.com/dl/esp32_win32_msys2_environment_ and_ toolchain-20181001.zip

¥ zip IRGESCOFMRIES] C:\ (B EHE, XREEGRE C:\), B IIREEL#E 1 nsys32 H
Ko

it

14T C:\msys32\mingw32.exe ¥JFF—> MSYS2 WL 1. &E 5 E—4 bash shell, §g&—1
esp HRME NI % ESP32 W Rk . 1247464

mkdir -p ~/esp

B cd ~/esp WIHEAFLH QIR H %o WERBCAH BHRAE B P2 2 BRE 58 .

m ~fesp = | =R

$ mkdir -p ~/esp

$ cd ~/esp

K 20: MSYS2 e 11

JREABRAR X AN 112k ESP32 BB IF A FF 5 .
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BELR

VRS EIT RIS kI ESP-IDF —75.

EHE
24 IDF SORIE, A ISR TRAE, SCE R R Windows MSYS2 BRI, BERFIHICA A T
S I P I R AS Zh B B A -
o JEIHAY MSYS2 I (Bl C:\msys32) #al/HEr# W AR HS (A C:\msys32_old).
2 BB SCOTTIR AP R ORI Tl g 1A 58
FEBR) MSYS2 4% C: \msys32 (HUHAMALE ).
HFIHK C:\msys32_old\home HFEIHIEFF C:\msys32.
WA AR TS C: \nsys32_old ] DAKFE MG .
PRATDAE R GE LA RSB T MSYS2 3558, B fEA R H .

R

Setup Windows Toolchain from Scratch

Setting up the environment gives you some more control over the process, and also provides the information
for advanced users to customize the install. The pre-built environment, addressed to less experienced users,

has been prepared by following these steps.

To quickly setup the toolchain in standard way, using a prebuilt environment, proceed to section Windows
& T A4 agAREILE.

Configure Toolchain & Environment from Scratch

This process involves installing MSYS2, then installing the MSYS2 and Python packages which ESP-IDF

uses, and finally downloading and installing the Xtensa toolchain.

o Navigate to the MSYS2 installer page and download the msys2-1686-xxxxxxx . exe installer executable
(we only support a 32-bit MSYS environment, it works on both 32-bit and 64-bit Windows.) At time
of writing, the latest installer is msys2-i1686-20161025. exe.

e Run through the installer steps. Uncheck the “Run MSYS2 32-bit now” checkbox at the end.
e Once the installer exits, open Start Menu and find “MSYS2 MinGW 32-bit” to run the terminal.

(Why launch this different terminal? MSYS2 has the concept of different kinds of environments. The
default “MSYS” environment is Cygwin-like and uses a translation layer for all Windows API calls.
We need the “MinGW” environment in order to have a native Python which supports COM ports.)
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e The ESP-IDF repository on github contains a script in the tools directory titled

windows_install_prerequisites.sh. If you haven’ t got a local copy of the ESP-
IDF yet, that” s OK - you can just download that one file in Raw format from here:

tools/windows/windows_install prerequisites.sh. Save it somewhere on your computer.

Type the path to the shell script into the MSYS2 terminal window. You can type it as a normal
Windows path, but use forward-slashes instead of back-slashes. ie: C:/Users/myuser/Downloads/

windows_install_prerequisites.sh. You can read the script beforehand to check what it does.

The windows_install_prerequisites.sh script will download and install packages for ESP-IDF
support, and the ESP32 toolchain.

Troubleshooting

e While the install script runs, MSYS may update itself into a state where it can no longer operate. You

may see errors like the following:

*x** fatal error - cygheap base mismatch detected - 0x612E5408/0x612E4408. This,,

—problem is probably due to using incompatible versions of the cygwin DLL.

If you see errors like this, close the terminal window entirely (terminating the processes running there)
and then re-open a new terminal. Re-run windows_install_prerequisites.sh (tip: use the up arrow

key to see the last run command). The update process will resume after this step.

MSYS2 is a “rolling” distribution so running the installer script may install newer packages than
what is used in the prebuilt environments. If you see any errors that appear to be related to installing
MSYS2 packages, please check the MSYS2-packages issues list for known issues. If you don’ t see any

relevant issues, please raise an IDF issue.

MSYS2 Mirrors in China

There are some (unofficial) MSYS2 mirrors inside China, which substantially improves download speeds

inside China.

To add these mirrors, edit the following two MSYS2 mirrorlist files before running the setup script. The

mirrorlist files can be found in the /etc/pacman.d directory (i.e. c:\msys2\etc\pacman.d).

Add these lines at the top of mirrorlist.mingw32:

Server = https://mirrors.ustc.edu.cn/msys2/mingw/i686/

Server = http://mirror.bit.edu.cn/msys2/REPOS/MINGW/i686

Add these lines at the top of mirrorlist.msys:

50
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Server = http://mirrors.ustc.edu.cn/msys2/msys/$arch

http://mirror.bit.edu.cn/msys2/REPOS/MSYS2/$arch

Server

HTTP Proxy

You can enable an HTTP proxy for MSYS and PIP downloads by setting the http_proxy variable in the

terminal before running the setup script:

export http_proxy='http://http.proxy.server:PORT'

Or with credentials:

export http_proxy='http://user:passwordChttp.proxy.server:PORT'

Add this line to /etc/profile in the MSYS directory in order to permanently enable the proxy when using
MSYS.

Alternative Setup: Just download a toolchain

If you already have an MSYS2 install or want to do things differently, you can download just the toolchain

here:

https://dl.espressif.com/dl/xtensa-esp32-elf-win32-1.22.0-80-g6c4433a-5.2.0.zip

. If you followed instructions Configure Toolchain & Environment from Scratch, you already have the

toolchain and you won’ t need this download.

Hi%:  Just having this toolchain is not enough to use ESP-IDF on Windows. You will need GNU make,
bash, and sed at minimum. The above environments provide all this, plus a host compiler (required for

menuconfig support).

Next Steps

To carry on with development environment setup, proceed to section kIt ESP-IDF.
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Updating The Environment

When IDF is updated, sometimes new toolchains are required or new system requirements are added to the
Windows MSYS2 environment.

Rather than setting up a new environment, you can update an existing Windows environment & toolchain:
o Update IDF to the new version you want to use.

e Run the tools/windows/windows_install_prerequisites.sh script inside IDF. This will install any
new software packages that weren’ t previously installed, and download and replace the toolchain with

the latest version.
The script to update MSYS2 may also fail with the same errors mentioned under Troubleshooting.

If you need to support multiple IDF versions concurrently, you can have different independent MSYS2
environments in different directories. Alternatively you can download multiple toolchains and unzip these

to different directories, then use the PATH environment variable to set which one is the default.

1.4.2 Linux FETEBMNIRERE

[English]

T XHPA#, CMake-based Build System Preview A% W LI

LKA

%1% ESP-IDF T LA N4
e CentOS 7:

sudo yum install gcc git wget make ncurses-devel flex bison gperf python pyserial

¢ Ubuntu and Debian:

sudo apt-get install gcc git wget make libncurses-dev flex bison gperf python
—python-pip python-setuptools python-serial python-cryptography python-future

—python-pyparsing libffi-dev libssl-dev

o Arch:

sudo pacman -S --needed gcc git make ncurses flex bison gperf python2-pyserial,

—python2-cryptography python2-future python2-pyparsing
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M —LEIHRY (2014 £ 270) Linux ZATHUPGHEY pyserial AT AERZ 2.x , ESP-IDF FFRS0H;. 1E
XREOLT, S H 43y Python sk e 247, dlid pip THORZH SCRFRIIRA .

TR#EMIZE

Linux figft) ESP32 T 2450 PAM Espressif [R5 2 :
e 64-bit Linux:
https://dl.espressif.com/dl/xtensa-esp32-elf-linux64-1.22.0-80-g6c4433a-5.2.0.tar.gz
e 32-bit Linux:
https://dl.espressif.com/dl/xtensa-esp32-elf-linux32-1.22.0-80-g6c4433a-5.2.0.tar.gz
L FEGEE, MEMES ~/esp Ht: -

e 64-bit Linux:

mkdir -p ~/esp
cd ~/esp
tar -xzf ~/Downloads/xtensa-esp32-elf-1linux64-1.22.0-80-g6c4433a-5.2.0.tar.gz

o 32-bit Linux:

mkdir -p ~/esp
cd ~/esp
tar -xzf ~/Downloads/xtensa-esp32-elf-1inux32-1.22.0-80-g6c4433a-5.2.0.tar.gz

2. TEHS1ifif 53| ~/esp/xtensa-esp32-elf/ H.

PN THAE, IRIEFHFEAE -/ . profile SUIF A HIHFFIAL B PATH, il xtensa-esp32-elf 1EFTA
MR 2T PR, 2 R X — AT ARSI /Ry ~/ . profile S

export PATH="$HOME/esp/xtensa-esp32-elf/bin:$PATH"

sCE VR AR T PAZ BRI iy Q0514 . XA ERAL I, R AR R e A A PRI T A A
PR ATACRS A E] ~/ . profile SC{FHHIM:

alias get_esp32='export PATH="$HOME/esp/xtensa-esp32-elf/bin:$PATH""

g, BURTEEOH TR, e TR get_esp32, M5 THAES HIEMEI{REY PATH .

R R /bin/bash ¥ E & SF shell, HI[FFTE .bash_profile fl .profile, M
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H¥ .bash_profile . fF CentOS 5N, alias FRERMEF| .bashrc XA,

3. B EPERDAME profile WMUERL. BfTPA T Ard ok PATH BB @ 1L :

printenv PATH

BE-TFHENRLRTAERN N T REHBERE:

$ printenv PATH
/home/user-name/bin: /home/user-name/.local/bin:/usr/local/sbin:/usr/local/bin:/
—usr/sbin:/usr/bin:/sbin:/bin:/usr/games:/usr/local/games:/snap/bin:/home/user-

—name/esp/xtensa-esp32-elf/bin

BT " /home/user-name™", MK EUKH LR M EHKRE.

BPREIEE /dev/ttyUSBO

S8 Linux fRA AT AE7ERSS ESP32 B4 3 Failed to open port /dev/ttyUSBO A§iStilE.. T v4ill it %
BAT R P o) P 28 R g ok

Arch Linux P

Tr Arch BT HigR i) gdb (xtensa-esp32-elf-gdb) FFEE ncurses 5, {H2 Arch ff Y2 ncurses 6. 7 AUR
W N AR PE S, WAL 1ib32 [ :

 https://aur.archlinux.org/packages/ncurses5-compat-libs/
o https://aur.archlinux.org/packages/lib32-ncurses5-compat-libs/

TEZER RSB Z AT, ARTRET ZRHEE R A BT B R S e, _EmigEs iy “Comments” #7r
ARG .

BE, PR PA# ] crosstool-NG Zgis— 4~ ncurses 6 [ gdb.

BESR

WRSERCEIT KNG, WS% kI ESP-IDF —71,

1.4.3 7£ Mac OS L%t ESP32 T E%

[English]
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FP: SfAF, CMake-based Build System Preview A% 44 1 SC#1% .

RREE

« L pip:

sudo easy_install pip

Hff:  pip MR T L20y Python ARt

RET A

Mac OS A ESP32 T HAE0 DA DA Rkt T2 :
https://dl.espressif.com/dl/xtensa-esp32-elf-osx-1.22.0-80-g6c4433a-5.2.0.tar.gz

TEEHEZ G, REE] ~/esp HakH:

mkdir -p ~/esp
cd ~/esp
tar -xzf ~/Downloads/xtensa-esp32-elf-osx-1.22.0-80-gb6c4433a-5.2.0.tar.gz

T HAE¥ 9 it 53] ~/esp/xtensa-esp32-elf/ JEiE T .

TE ~/.profile SC{HHEHT PATH FRIEAF S DAMH A T HAE. A T fi xtensa-esp32-elf Fr45Fh L i £ i HHAT
" H, #F ~/.profile SCHHIN ERA R84

export PATH=$HOME/esp/xtensa-esp32-elf/bin:$PATH

5, TR B S AE A . XA A RATA T RSB DA A BE S . R N TR 2 )
%) [F]/ .profile {4

alias get_esp32="export PATH=$HOME/esp/xtensa-esp32-elf/bin:$PATH"

U BN TRAER, fEar S THEEA get_esp32, WinILAKF THAEASNE] PATH .,

T—%

BifEE A0 ESP-IDF 4k&iH0 B & s
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R

MEFIEIRE Mac OS IMETHTEH

TEMR: 22 T HAEAARIE R AT DAL BB S0k 2 MacOS Bz ESP32 T RL4: s, T A4y f L
EE BTSRRI B A R E TR

RRVEHIR

o 4% pip:

sudo easy_install pip

M pip RSB T4ess b 20y Python %146,

MR F TR

o CLERMKH:

— %% MacPorts B{3# homebrew {45 2E , MacPorts &5 2758 52 %4 f)) XCode #f4:, {H /2 homebrew
HFEZAH: XCode g4 4T LHAIHT,

— X MacPorts:

sudo port install gsed gawk binutils gperf grep gettext wget libtool autoconf

—automake

— XfT homebrew:

brew install gnu-sed gawk binutils gperftools gettext wget help2man libtool,

—autoconf automake

AR NS BUR S R

hdiutil create ~/esp/crosstool.dmg -volname '"ctng" -size 10g -fs "Case-sensitive HFS+"

H#H:

hdiutil mount ~/esp/crosstool.dmg
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BRI AR AR H RS8R

mkdir -p ~/esp
1n -s /Volumes/ctng ~/esp/ctng-volume

PEAB B TAEH 5%

cd ~/esp/ctng-volume

F#k crosstool-NG 4K 5 Jm1%:

git clone -b xtensa-1.22.x https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

./bootstrap && ./configure --enable-local && make install

Hik T HAE

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R utw builds/xtensa-esp32-elf

IiFAAE ) T RS S 9R 73] ~/esp/ctng-volume/crosstool-NG/builds/xtensa-esp32-elf, #R#fiMac
OS Fix AFs T otk ik PNG, 5 LHEERME] PATH .,

T—%

AREEVCEIT A, W HITE IR ESP-IDF %5,

Windows Linux Mac OS

WfR: AV ~/esp HR R WgmiFMN T HEE. ESP-IDF FURGIRT . /Rl AR ILEHE, Hi
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windows-setup.html
linux-setup.html
macos-setup.html
windows-setup.html
linux-setup.html
macos-setup.html
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it SE R 52

PRI A2 i g i i T HAR B B RIS, X8 BB T NG I br . QPRARES B 28 SOREE, 7
%3 Customized Setup of Toolchain,

THARSESEUG, SLAIPAGRI ESP-IDF T,

1.5 38Hy ESP-IDF

THE (3T REEAEN BT HRT) 355 E, RIEFHRE ESP32 XM API/FE. API/FEfE
ESP-IDF O .,

ARECAHIER A FTIF &, UHREREAF ESP-IDF () TAEH SR, /] git clone fiy4 Iufitit (x):

cd ~/esp
git clone -b release/v3.2 --recursive https://github.com/espressif/esp-idf.git

ESP-IDF ff<:# T3] ~/esp/esp-idf HET.

{Efif: git clone M4 A -b release/v3.2 #ELI{5f git M ESP-IDF 32 i v 5 5 I ARAS ) ST 1 Y
e

R GitHub 17 "R 3 zip SCRY” PIREAIEH T ESP-IDF, FrPATRZE(IH git clone fiyd. 1ER#17,
A PATEVR A 4238 Git pyEREE R #E Stable version [ zip 43¢

P :doc: /versions PAFREUAS A1 0L T BE R Z00 F 9 /0 S i 5 Bl

W VEREA S —recursive YL WIRRIEHE ESP-IDF BRAHR BT, (il BTSN
ST

cd ~/esp/esp-idf

git submodule update --init

1.6 ixE® ESP-IDF pg&E

T H 55 74 F P85 75 5 IDF_PATH 3k 1ijj[i] ESP-IDF ., XM Wi B BEAERT PC o, &0 TR A fE g
o RATATERRR PC HSRF T3E, Wrl pA@ e i P & S04 7 % L IDF_PATH AR & R K AR
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TR AMERE, S AR PE PR IDF PATH SCRSY Windows B¢ Linuz and MacOS X135
FHATHEAE

1.7 REKHiRY Python 8

ESP-IDF Friigify) Python #k{4-41(; T $IDF_PATH/requirements.txt L, fn DAL IZFTAT fird
HLZEEN]:

python -m pip install --user -r $IDF_PATH/requirements.txt

M IHEN ESP-IDF fiH AR FICA) Python f#REdR, MRREARIUIRAS n] Al L1877 fir 4> python
—-version JHRFTF, MIELIR, LRHEZALN] python2, python2.7 B U4 ¥ i A2 python, FIAI:

python2.7 -m pip install --user -r $IDF_PATH/requirements.txt

1.8 gIE—1I%

WA ATF IR A0 ESP32 WHARR 7. b THRETTR, FATXHA IDF # examples HRTFH get-
started/hello_world TFERBI AT .

R get-started /hello world 1% ~/esp Ht:

cd ~/esp
cp -r $IDF_PATH/examples/get-started/hello_world .

ESP-IDF #) examples H3E A —RIRFI TR, #Ba] DAFE IR L iy b o 2 .

B esp-idf MHRGA SCRAEBAR HATAE M

1.9 &k

I LI T T - (EAREL G 2RERT, e85 ESP32 Hktik#:s| PC, RElEd s, FFE
ERGEAE . WSARAHEE U #4E , %A F Establish Serial Connection with ESP32 Hf#H 648 5. i
— P, AFET 222 HEH .

2y
R
NP
HE

s
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https://github.com/espressif/esp-idf/tree/110d230e3/examples
https://github.com/espressif/esp-idf/tree/110d230e3/examples/get-started/hello_world
https://github.com/espressif/esp-idf/tree/110d230e3/examples/get-started/hello_world
https://github.com/espressif/esp-idf/tree/110d230e3/examples/get-started/hello_world
https://github.com/espressif/esp-idf/tree/110d230e3/examples
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1.10 Bc&

TEL B LW, #i A cd ~/esp/hello_world #F A hello_world Ji¥EH %, RJGEsh LR & T H

menuconfig:

cd ~/esp/hello_world

make menuconfig

WSR2 BT BRER IR, D)2 /s T T S

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration ---=
BEootloader config --->
Security features ---=
I
Partition Table --->

optimization level (Debug) --->
Component config ---=

< Exit > < Help > < Save > < Load >

B 21: TREACE - 0

TEsgBidr, kA Serial flasher config > Default serial port & (LS mMERZED ).
P ERRIAE R, 8 < Save > [RAFHCE, ANJEiEHE < Exit > BNV AT .

R 78 Windows R4, S, COML, ¥E MacOS H1PA /dev/cu. JF45, WAL Linux #4540
W, DA /dev/tty FRIf . (FEAINAETTASE TS ESP32 4l $ v ifis,)

FHZ 2 menuconfig /MY :
o i up & down AR T E B
o (1] Enter ¥t A—A T35, Escape fiBH T3S oiR B3
o A ? BEWIEE, Enter MR B HE#
o BEAARGEEL Y ORI N BORMIRE (Yes) MIZE 1L (No) AP EHE “ [x]17” RORECEIN
o YOUARTERANEC B RIS ST, A 7 WA B E A IR R E B
o HIA / EEILEI

R WHRARE Arch Linux f /7, 523 A SDK tool configuration }f Python 2 interpreter M
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python B¥A python2.

3 W ESP32-DevKitC Mz 12 ESP32-SOLO-1 4 , #5455 WEREE /R IR F 2 HiAE menuconfig
i AR, (:ref: CONFIG_FREERTOS_ UNICORE),

1.11 %RiFFIRS

PUAERT DA I FIRE S N HRRT T, PATH64

make flash

X kA A2 g AR P AT A 19 ESP-IDF 4144, i bootloader. 4y XL HFRSF bin S04, H-HFiX
26 bin RS ] ESP32 i1 L.

esptool.py v2.0-beta2

Flashing binaries to serial port /dev/ttyUSBO (app at offset 0x10000)...
esptool.py v2.0-beta2

Connecting........
Uploading stub...
Running stub...
Stub running...
Changing baud rate to 921600

Changed.

Attaching SPI flash...

Configuring flash size...

Auto-detected Flash size: 4MB

Flash params set to 0x0220

Compressed 11616 bytes to 6695...

Wrote 11616 bytes (6695 compressed) at 0x00001000 in 0.1 seconds (effective 920.5 kbit/
—8) ...

Hash of data verified.

Compressed 408096 bytes to 171625...

Wrote 408096 bytes (171625 compressed) at 0x00010000 in 3.9 seconds (effective 847.3
—kbit/s)...

Hash of data verified.

Compressed 3072 bytes to 82...

Wrote 3072 bytes (82 compressed) at 0x00008000 in 0.0 seconds (effective 8297.4 kbit/s)..

Hash of data verified.

(T gk%E)
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(8:EW)

Leaving. ..

Hard resetting...

AR AR, FEgRFLEERGREER R LEMHE. k5, mMTRHaE6, MHEF
“hello world” HI8E5h,

RARAE(S ] Eclipse IDE T AN 21847 make, 155 FEclipse guide,

1.12 5728

WMEBEEE “hello_world” FB)7E6HEMAEIEZST, B A M2 make monitor, XMipd<x )53 IDF Monitor
FEfp:

$ make monitor

MONITOR

--- idf_monitor on /dev/ttyUSBO 115200 ---

-—= Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ---
ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

TESASE BAZWHE RS, /RatRER 2] “Hello world!” F2/7 BT EIAYTH & -

Hello world!

Restarting in 10 seconds...

I (211) cpu_start: Starting scheduler on APP CPU.
Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

ZLRH AR, ARG Cerl+].

TEMR: R AT BN 2 R R BT B T2 SRR T A LA

e )(Xn@y.! (PW+) Hn9a /9! t5 P~k eeab jA
~zY Y(1,1 e )(Xn@y.!Dr zY( jpi | +z5¥mvp
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O ISR T BB R, IEAFTREARIF A A A2 26 MHz g4, 1 ESP-IDF ERIAAYE 40 MHz 4.
R Y, EFEE , ¥ CONFIG ESP32 XTAL FREQ SEL iy 26 MHz, SRIGFIR %5455,
157 make menuconfig [1) Component config —> ESP32-specific —> Main XTAL frequency HiE: .

F—RMEIAT make flash fil make monitor, #ij A make flash monitor., &% X H4IDF Monitor B[ pLE
e AN

IRESEM ESP32 FATT!
PAEAR AT DAZE IR HAR I /R ) LA examples, CE HETFA H C N T

1.13 &1 ESP-IDF

(/] ESP-IDF —Beit[als, 4] RRAE 2T TR PATHAIMERESE X bug BEATIEIL . iy B BT 755K
e MERE AN esp-idf UPFIARIGFCE—A>, HIER I BSP-IDF B #AE.

SRIG AL P B E S AP o IDF - PATH , 3% AE T HABIAS 51 BENS 138 X —HRA ) ESP-IDF () HAKN '
APy R LR ISy . AT IR BUE T I A 09 ESP-IDF pa k.,

1.14 #xHE

1.14.1 #ERPEEX A0 IDF_PATH
[English]

NTIERGZ WE RSN R “IDF PATH” PREAZRAIBCE, 5% MDA T UL HS &) ) e E
H

Windows

FH P BC S S A TE C: /msys32/etc/profile.d/ HigHt. BIRTTH MSYS2 # IHF, REUARIATIXLE

i N
1. f£ C:/msys32/etc/profile.d/ HE NG —MHHIMA . FFH A48 export_idf_path.sh,
2. ffix¢ ESP-IDF Hgmigis. A5 RSEHE A K, 40 C:\msys32\home\user-name\esp\esp-idf,
3. TEMIA A export iy, e.g.:

export IDF_PATH="C:/msys32/home/user-name/esp/esp-idf"

PRI Windows BRI I SHELRRHCA TF RHEL.
L RAEI.
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2. KM MSYS2 & HFFHRATIT . AN N M e 7t B 7 IDF_PATH:

printenv IDF_PATH

B BT AR SO s AR IR ARST B R o
QISR AEANAEAE H PC B SO K AR IDF_PATH, W AEFTH MSYS2 i 1B Fahki A

export IDF_PATH="C:/msys32/home/user-name/esp/esp-idf"

WEAEZSE T ESP32 JF R MIEIER, ML E ESP-IDF 442 /NS T BL, iR m 24—/~ 742
/NI

Linux and MacOS

1r. ~/.profile SUFH A LA T 454, @I IDF_PATH:
export IDF__PATH=~/esp/esp-idf

TR E RS SR A B S AR5

iR W% /bin/bash B &% shell, 3 H .bash_profile 1 .profile [EB}/FLE, WEHEH .
bash_profile,

ZATPA N v A DA IDF_PATH 4815 B 4T

printenv IDF_PATH

BLHITE -/ .profile SUAFHEA (BHFEhICE) MIBARMIXGHT Ik
WERAAEK AL IDF_PATH, HEICE 5 s A AR L i i 1 F3hi A

export IDF_PATH=~/esp/esp-idf

WREMNL E ESP-IDF 3542 NTEEES] TiXE, 7E2%E T ESP32 FFARHIER, REF) )¢ —/A 742
INAT

1.14.2 5 ESP32 g 0O&EE

[English]

AREF N UAE ESP32 FI PC 2 [AJ8 5753 H
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% ESP32 #n PC
il USB 2ty ESP32 JF R BLERES] PC. AU IKENE A D508, ik ESP32 R0 1) USB %
LU (SRONBER CERERS) 05, 7 LRI a R AT
DA RS2 ESP32 P4 WEE R FH) %
« ESP32-PICO-KIT #1 ESP32-DevKitC - CP210x USB to UART Bridge VCP Drivers
« ESP32-WROVER-KIT #1 ESP32 Demo Board - FTDI Virtual COM Port Drivers

PAEIRSI U 2% . 4k Bik ESP32 JF &S PC N, XTWIKSIARF Wiz C 48dT IR S
I BB

7 Windows F&EEiHO

Fift Windows BB Blg 1K) COM 3 313K Wit ESP32 5 PC [k, s, A mh i
MINFAHIH, R ER .

PATR A ESP32 DevKitC A1 ESP32 WROVER KIT & [1:

=4 Device Manager (o ll= =]
File Action View Help

a = tdk-kmb-op780
» 78 Computer
:: = Disk drives
.M Display adapters
> 4 DVD/CD-ROM drives
UF,}' Human Interface Devices
> -Cg IDE ATA/ATAPI controllers
. Keyboards
> --E!, Mice and other pointing devices
b - Monitors
b -EF Network adapters
475 Ports (COM & LPT)

> ) Processors

> -% Sound, video and game controllers
b M| System devices

p - i Universal Serial Bus controllers

E 22: s ESP32-DevKitC 1) USB 5 [14Effse
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e

=4 Device Manager (= [=][=]

File Action View Help

&= = E HER

a2 tdk-kmb-op780

-8 Computer

» = Disk drives

>--‘a Display adapters

» ety DVD/CD-ROM drives
Eﬁ Hurnan Interface Devices
g IDE ATASATAPI controllers
2= Keyboards
--E! Mice and cther pointing devices
';1. Menitors
-F Metwork adapters
473 Ports (COM & LPT)

PR R N

'R

-} Processors
» @y Sound, video and game controllers
> M Systern devices

1=

b H Universal Senal Bus controllers

& 23: Windows & FaR H P4~ USB-WROVER-KIT 5473 1

66
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7 Linux 1 MacOS t#&EEO

PAE ESP32 IR AR (SAMMHE OGRS ) 1H D& a0k, s A N a9 Pk, H— R Seik I A uliE
Fods, 28 UHEATFAREGERC #s Z G FHE TS, 58 U0BtTHE4a B 1 B e ESP32 X agHs 1 :

Linux

1s /dev/ttyx*

MacOS

1s /dev/cu.*

7E Linux INAPE] dialout

e T AE IS USB 355 1 o FERZHL Linux AATHC , X2l DA R iR P ds gl dialout
HIRSE I

sudo usermod -a -G dialout $USER

HEHTER SR DA R R A T 3 11 ) SRS ARBE -

Wik OERE

BUESUEA D EERGR T 00T DARE T 5 10 A e R AT BB . XA, FRATRAEH PuTTY
SSH Client , ‘&4 Windows Hl Linux #F-&RIHA . Gt ] DA HAM E DR 7 BB A0 Y 5 240

AT, WEH D PR = 115200, HdEf, = 8, IR0 = 1, AWK = N, AT 23RES DAE
Windows 1 Linux F&H2%0 (40 115200-8-1-N) [{)—288GBER . =5 DAL A & O iy
B .

FELIHT RO, BEREAEMITE R R HE. HENARBGETE S ESP32 N HEF. TE:N
ESP32 f)—A~ il H .

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)

configsip: 0, SPIWP:0x00
clk_drv:0x00,q_drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00,wp_drv:0x00
mode:DI0, clock div:2

load:0x3f£ff0008,1len:8

(T gk%E)
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Read the Docs Template Documentation, 4% v3.2.5-1-g110d230e3

ﬁ PuTTY Cenfiguration
Categorny:

[=- Terminal
- Keyboard
- Eell
- Features
= Window

- Appearance
- Behaviour
- Tranglation
- Selection
- Colours
=~ Connection
.. Data
- Prosy
- Telnet
- Rlogin
- 55H

Options controling local senal lines

Select a senal line

Serial line to connect to
Configure the seral line
Speed |baud)

Data bits

Stop bits

Parity

Flow control

Comi2

115200

[ Mone

| XON/XOFF

)

Open

] [ Cancel

& 24: 7 Windows iy PuTTY % & & &K

68
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PuTTY Configuration

Category:
Logging

¥ Terminal
Keyboard
Bell
Features

¥ Window
Appearance
Behaviour
Translation
Selection
Colours
Fonks

¥ Connection
Data
Proxy
Telnet
Rlogin

k SSH

About

Options controlling local serial lines
Select a serial line

Serial line to connect to [dev/ttyUsBO

Configure the serial line

Speed (baud) 115200

Data bits B

Stop bits 1

Parity Mone -
Flow control XOM/XOFF =

GENSEER Concel

& 25: 7F Linux #y PuTTY & E S &% .

1.14. B3
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load:0x3f£f£f0010,1len:3464

load:0x40078000,1len:7828

load:0x40080000,1en:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rc1-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

AR R — LU A, WBORRTIERIEN, G DAGREE2E, Raf N MRE LRk E ESP32,

PR AT RS DRLEL, A ESP32 RIEhIE P AERATHR 2T, ARE ST RTS
& DTR 3. SHGAT 6 R S, KEFOTRM (I REIT R WA M. K
WLAE(E TS RTS & DTR 3IBHBIERF] BN & GPIOO 3| LI, HEMAIFHE, S cspoo

documentation,

T BRI RS X 0 & N —2F, BATRHEN 75— R RE 7ok A2 ESP32, MY AR AL
Lt [T IR ICIE T ER O

WNEAELZE M T ESP32 JFARYEIERE, Mkt /N s TiX B, R B)Ee 5 /N gRsE .

1.14.3 &@id make 15X BIBFIIGRIE
[English]
SHmA

il esp-idf-template 3i H—#4#, ESP-IDF ¥£ Github @) examples H3E FERFIIH .
KEFEWIWH G, VHRBIHEZ, AR50 HI TR B .

ECETE

make menuconfig
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iz E

make all

<A FFELE app Ml bootloader FfHRAHED B A4 0 X 2 .

RRWE

¥ make all 45W5, RGERHTH—mroATHR G esptool.py BEst Ao BRI AL AT #54
TR

make flash

KA VERBER AT H (235 app, bootloader F4r#|Z) i F . it 4 make menuconfig 7 PARL
BHHO,

i&1T make flash Z HILFHIE4T make all, j=fT make flash ¥fHshEEESTER—].

R g FoiseE R N TR PP

TERHIMIBERZ G, P AT DAL BIEGESR app, Apes bootloader F14y X 3K:
o make app - {UBIHLY IR .
o make app-flash - {WGESRK N HART .

FHEN} make app-flash #8496 HZhEH app.

AR bootloader Fl4» DX FANAEMIG, XHATHEATE R A A I .

STEE
GiEsE B 5, build” HSRRFEE— 408 “my_app.bin” B ZJE RIS X & —AATH bootloader fliEk
() ESP32 Mg ik SC i

—A~ ESP32 flash FIPAE & 24N HARF, PAREZMEEE (RS, XHRS, S80FEmaE). Hit, 4K
FBFAE flash bl 0x8000 kb IT .

SFRERRENFEEE DR (B55), K80 (app, BRECHAL) , T2RBFNIN AR 2 KRB i
i,
i 73 IR R 15 B Iy YA /2 make menuconfig F-1e— AT TIUE Lo X3

o “Single factory app, no OTA”

e “Factory app, two OTA definitions”
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FEXPIREOL T, ) W AR RYBER S R 0x10000. 1247 make partition_table, W] UAFT By IREAHEL -
WERT o R BEE, ARITeIE A @ rIKER, TSR LA,

1.14.4 Eclipse IDE gyglEf0iERiSE

[English]

%24t Eclipse IDE

Eclipse IDE & ALRI R IOT R FR8E, I T495 . 4ni¥fiiiil ESP-IDF 3H

o B, WEEHTE LR ESP-IDF, A4S HRIES%EM T Windows, OS X FiI Linux A4
[ A IR o

o FRATE, BN EEMAGTEE NI, KEEGEIH WA ERRE. A, BEREM e
17 (make menuconfig) XAy ESP-IDF Ii H #H{7HCE . HAEl, Eclipse A ZEpx ESP-IDF Tii H i
TR E .

o FEAHMNRASH) Eclipse Installer &G, &Sl eclipse.org,

o 1T Eclipse Installer, #%&#¢& “Eclipse for C/C++ Development” (F HAtE A GE R RN CDT).

Windows P

1E Windows “F& _FA#i ] Eclipse IDE [ F, #55% Windows B P 49 Eclipse IDE 1% 35 .

fit& Eclipse IDE

HETFFAEAFY Eclipse IDE, 4518 DA T AT

SAHWmE

« Eclipse IDE FE{#i f§ ESP-IDF [ Makefile Zhfg. i, 7EfH Eclipse Al, &7 2/c0)&# 4~ ESP-IDF
WiH . 7604 ESP-IDF WiHAf, &u A GitHub 1% idf-template 3 H i, s esp-idf T-H
SR> example,

e izaf7 Eclipse, 1%&$% “File” -> “Import-7,
o TEHHMINHEEFERE “C/C++7 -> “Existing Code as Makefile Project”, #R)5 st “Next”,

o YEFANFE R “Existing Code Location” v & # A5 IDF W H ig4a. W, XH )V A ESP-IDF
Ui H f) A2, midE ESP-IDF A BRI GXMREEFEE) o 4, GEen  BirgEr v asah
Makefile (3fiH Makefile) f%3C{4:.

o TEARSFUE, #2F| “Toolchain for Indexer Settings”, #%#t “Cross GCC”, )5 “Finish”,
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I E R

B HRFHHBAE “Project Explorer” R i AMEIXIH , HAEK AR “Properties”,

e St “C/C++ Build” FHJ “Environment” JE4 T, %8 “Add--7, FAEXT W B %i A BATCH_BUILD
1,

o PN “Add--”, FFFE “IDF_PATH” wég A ESP-IDF Fifem)se B2 Az

o EFE “PATH” fEiA g, AEUASERINME. W15 Xtensa THEEMFEEMATE “PATH” 51|34, WK
RHiZ 4% (something/xtensa-esp32-elf/bin) MM ZE % F,

o 7 macOS “F-& L, Hhi—4> “PYTHONPATH” #5545, 4 ® )} /Library/Franevorks/
Python.framework/Versions/2.7/1ib/python2.7/site-packages, {#iF R4 FFISEZL A Python
(T35 pyserial fidt) TTPAZE S Eclipse P B H{E{7] Python,

HifE “C/C++ General” -> “Preprocessor Include Paths” JEH: T,

— 5t “Providers” &I,

* M “Providers” #)3EH%$E “CDT Cross GCC Built-in Compiler Settings”, ¥ “Command to
get compiler specs” BN xtensa-esp32-elf-gcc ${FLAGS} -std=c++11 -E -P -v -dD
"${INPUTS}"

* M “Providers” #l|FEd1i%$E “CDT GCC Build Output Parser” , ¥ “Compiler command
pattern” PN xtensa-esp32-elf-(gcc|g\+\+|c\+\+|cclcpplclang)

o HIfE “C/C++ General” -> “Indexer” JEM:TIH .

— %[ “Allow heuristic resolution of includes” A%, & EWR, Eclipse A i Ioik3e 3] Ea11
SkaCHH sk

iy “C/C++ General” -> “Indexer” JEH4TH .

o ¥EFE “Enable project specific settings” PAJS AT it HAD R E .

R Buliks “Allow heuristic resolution of includes” . [K A8 [ bk in;, A iteSE Eclipse TLVEF
FN APk SO H 5k

B “C/C++ Build” -> “Behavior” JE#TI.

o ¥EH “Enable parallel build” DA H 2415 I 41102 .

7 Eclipse IDE hgJiEmRB

TEH KBTI H A, Eclipse IDE A8 IR K EA KA E AR R AIE L, RIS T I H il i
TR ) — LEJESC 2 A ESP-IDF 31 H G A h [ SR . P, XL A E AR5 7E ESP-IDF Ti H
A e R T 2R -
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o ik “OK”, X[ Eclipse IDE Hiff] “Properties” XJiHHE.

e 1 Eclipse IDE FLii4h, $TIFan4 &gy, dEATH Ht, Hi#d make menuconfig fiydX} 4 AT ESP-
IDF i H #ATECE . BT EL, R ToAE Eclipse H1 58 AR

Yo RIER TR 46098 E F R, ESP-IDF ¥R7 A ¢S AT P70 E - 129 T Eclipse %ot T~ L 4F48%
HEk, Bz B A S 3 AW

o i&[H] Eclipse IDE FEH, ¥ “Project” -> “Build” f@EYIH .

s WS 2FE Eclipse IDE FREE/MIZE T H , WA REFEERE “Project” -> “Clean before choosing
Project” -> “Build”, fi# Eclipse #65 I I SCIF RS IFAR 40, AT IRAE Sk S 5 A .

¥£ Eclipse IDE thigzRInH

] DLRF make flash HFRAE Eclipse Wi H &, i3 Eclipse Ul il esptool.py #ifThest:

o {TJF “Project Explorer”, - AiEMIiH (EEFEA LW H AL, mIEmH T30, &0 Eclipse
I RES T FHE IR Makefile).

o MEBAHPERE “Build Targets” -> “Create”,
o A “flash” HHEFRAFR, HABLEIHERINE.

o EFE “Project” -> “Build Target” -> “Build (PREEHE: Shift + F9)”, G HE LEFHE, HT
Yik. BESRIH .

R, SRR 2l nake menuconfig, W EH TG LA HABFE R EDI . make menuconfig /575 H 1 Ay 1T
BE (WA A5 ) -

WMAFEE, G EMHFESBRI bootloader Al partition_table.

il

R

Eclipse IDE BJBl@IEFRIEM (Windows FE&)

[English]
Windows V& L) Eclipse FLEBSA ARIF, HAALIRE LT 3C.
WE: OS X 1 Linux *F& i) Eclipse IDE B2 E, i W Eclipse IDE page.

%24t Eclipse IDE

Windows “f-5 1 Eclipse %0385 HAWF- G AH[R], 16 W Installing Eclipse IDE,
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Windows & B Eclipse fit &

5S¢ Eclipse IDE f2235 )5, 5% JT O AP IRARSE AR

SAHmE

o Eclipse IDE FEf# f§ ESP-IDF [ Makefile Zhfg. Ft, e A Eclipse B, #7250 @# 4~ ESP-IDF
WiH. #E4)# ESP-IDF WiHA, WA GitHub H1/#) idf-template i HBLR, S esp-idf +H
e EEE— example,

o 14T Eclipse, 1%#% “File” -> “Import--",
o FEFRHBMNHEHEF R “C/C++” -> “Existing Code as Makefile Project”, #RJg 57 “Next”,

o NNFUHE, fE “Existing Code Location” v B A IDF Wi H e, e, X HWIEA ESP-IDF
H Mg fe, Mk ESP-IDF fyste (FEEFHES ). MAh, GHRErHRh WA S 240 “Makefile” (3
H Makefile) {30

o YER—TUE |, ¥ “Toolchain for Indexer Settings” FE(HEH “Show only available toolchains that
support this platform”,

o TEHBUNY REIIFEF, Pt “Cygwin GCC”. AJxiidi “Finish”.

EE MBI REARIA K “RERE Cygwin GOC T A4 w934 XA HEF REhx i, KNMRE THHe
H Eclipse, F+3%F| £ A0y T L4,
mH B
o HIWH¥HIAE “Project Explorer” . iHAMGEFZIE, K HEPE “Properties”,
o fiih “C/C++ Build” JEHT,
— BUEik “Use default build command”, #R 5% A2 TG H € X A8 : python ${IDF_PATH}/

tools/windows/eclipse_make.py
o it “C/C++ Build” TH) “Environment” J&M: T .
— B “Add--7, FFEAER VA B A BATCH_BUILD Al 1.

— FREH “Add-”, #i AR IDF_PATH, F£4H5 ESP-IDF |52 %2205 #% 4% . IDF_PATH H i
TN AE I IE AT, ﬁ'ﬁilFfi?Jr%é, 541 C: /Users/user-name/Development/esp-idf,

- ¥ B PATH 3 55 A8 &, M B BRAfH, JF FfF H B # 5 C:\msys32\usr\bin;
C:\msys32\mingw32\bin;C:\msys32\opt\xtensa-esp32-elf\bin (AR L LK msys32
REFHAE 5, ).

o fiily “C/C++ General” -> “Preprocessor Include Paths, Macros, etc.” JEMHTL .

Eidr “Providers” &R,
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* M “Providers” #1|FE ik “CDT Cross GCC Built-in Compiler Settings”, ¥ “Command to
get compiler specs” BN xtensa-esp32-elf-gcc ${FLAGS} -std=c++11 -E -P -v -dD
"${INPUTS}"

* M “Providers” #|FEFik$E “CDT GCC Build Output Parser” , ¥ “Compiler command
pattern” &k xtensa-esp32-elf-(gcclg\+\+|c\+\+|cclcpplclang)

Ei “C/C++ General” -> “Indexer” JE{4 T,

o % “Enable project specific settings” PAJS AT A HABL K & .

iR BUNkd “Allow heuristic resolution of includes” . K4 IIETAR], HRF£53% Eclipse o,
BRIk SO H 5k

miii “C/C++ Build” -> “Behavior” JEMHTI.
o kit “Enable parallel build” PAJE 2T & HATH % .

o FRfE O E ST iR IR, AR MEAHE Windows M EE B F bR, A id X iE
B R BT A BE A TE 2

7 Eclipse IDE hf)@15H

Windows &) Eclipse Wi H 6] #8255 5 HAWF-SHH 6, 3 W Building in Eclipse.,

BARAT

UL PN IUE Windows P-4 5 s3SI & 45 B i .
Windows -5 Eclipse AMZE| IR, TR ERRN L LERP IR RE, BT L Eclipse (1)

Hb 5L foe
H X Fl;%\o

o HJE, xtensa-esp32-elf-gecc %X X 4iikas 3 Cygwin THEE, AFKATSTE Eclipse g Hl Cyg-
win THH, FEJFERTET: msys2 FEMM Cygwin, I 3HF Unix XAgHEEF, B /c/blah,
MdE c:/blah B c:\\blah, FFH|FEE A, xtensa-esp32-elf-gcc & “4541” Eclipse [
built-in compiler settings IfE, HNE “include” HFEINIT /usr/ BET, XtE Eclipse
ME—T] DAFENTHY Unix/Cygwin KUSE1E. 1l 7F Eclipse 1185 xtensa-esp32-elf-gcc 3 WniFas
N Cygwin Ziidedy, FIPALL Eclipse (/] cygpath 52 AR 7 B3 N AR AEAT B 425«

o TEfEMT ESP-IDF [#) make 455 2 MM EFER AT, Eclipse 7] PA#EHT make FYZ5H, AL
PEE S, E2 TN cygpath, HEMHTML /c/blah [ H 5. Eclipse Build Output Parser ¥
FIARZHLERIAZ S cygpath, Hi TREERF, HEl ESP-IDF FUEH NSk z6E . T
MNEH, 14 eclipse_make.py FAE A make, A5 cygpath AbFH Eclipse HY45ER.
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1.14.5 IDF Monitor
[English]
IDF Monitor THZ7E IDF i “make monitor” H#REHzFTH Python F2)¥.

BRI R AR, HTUCK %R D H T8, IDF Monitor [A]If5EHE IDF [ AR

IDF Monitor ¥{ElhiESE

e Ctrl-] jEH! monitor;
o Ctrl-T Ctrl-H JE/RHS Bl U i A i g ;
o [T Ctrl-1 Fl Ctrl-T, HAMFEE(ES ML N AR HAR .

B ahiga it

2oespidf PA “Ox4 7 EIIFTEA SR AR TS R RS, IDF Monitor $# A addr2line Sk
FRIFACRD 7 BN R LA

M esp-idf BEERFF%LE crash il panic JEPEZ IR, A6 L 01T HIAFAERREE BRI

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 AO : 0x800dbf56 A1l : 0x3££fb7e00
A2 : 0x3ffb136c A3 : 0x00000005 A4 : 0x00000000 A5 : 0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 : 0x3ffb7dd0
A10 : 0x00000003 A11 : 0x00060£f23 A12 : 0x00060£f20 A13 : 0x3ffbab6do
A14 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE: 0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT : 0x00000000

Backtrace: 0x400£360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40,,
—.0x400db£f82:0x3ffb7e60 0x400d071d:0x3ffb7e90

IDF Monitor “N#EfE#N R0 N5 E.:

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 AO : 0x800dbf56 A1l : 0x3ffb7e00
0x400£360d: do_something to_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—»world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/

—main/./hello_world_main.c:52 CFoUaks:)
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(£ k1)
A2 : 0x3ffb136c A3 : 0x00000005 A4 : 0x00000000 A5 : 0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 : 0x3ffb7ddo
A10 : 0x00000003 A1l : 0x00060£23 A12 : 0x00060£f20 A13 : 0x3ffba6do
Al14 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE: 0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46¢c LEND : 0x4000c477 LCOUNT : 0x00000000

Backtrace: 0x400f£360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbfbe:0x3ffb7e40
—0x400db£82:0x3ffb7e60 0x400d4071d:0x3ffb7e90

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—~main/./hello_world_main.c:52

0x400dbf56: still_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world_main.c:47

0x400dbf5e: dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/main/./
—hello_world_main.c:42

0x400dbf82: app_main at /home/gus/esp/32/idf/examples/get-started/hello_world/main/./
—hello_world_main.c:33

0x400d071d: main_task at /home/gus/esp/32/idf/components/esp32/./cpu_start.c:254

1EJ5 %, IDF Monitor jz47 A fir A5 45 ik

xtensa-esp32-elf-addr2line -pfiaC -e build/PROJECT.elf ADDRESS

EiE GDBStub i GDB ifi®

BOATEOLT, W2k esp-idf AT crash, panic ALPReREAT B LR R AP A an MR B 1 . RS EEIS

AT PAESRRIL A panic ALBEpRAL, AUHGZATHATAY “gdb stub”. xARJFAILAS gdb ildnE . feftmqr,
AR, FRWOERUY AR, BEARXAE JTAG FEISHRE ], (RGO 2 AR IRAE 1 o

FE A gdbstub, =47 make menuconfig ¥ CONFIG _ESP32 PANIC i#%Yjii% B 5 Invoke GDBStub,
g

A0SR E H B9 H IDF Monitor A& B gdbstub & hnzk, BFF H &5 1 W45 601 IR0 S 40z 17
GDB., GDBRi/5, HEHCrf@d RTS B4 A (R ER).

IDF Monitor fFJ5 & iafT 212!

xtensa-esp32-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex interrupt,,
—build/PROJECT.elf
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TR FE SR

i P g Ctrl-T Ctrl-A #%/{5 IDF Monitor, Fiz{T make flash H#¥5, &5 IDF Monitor 5tk & 1F
o AT T R URE SO SR 2 B BT o

i I RFESE Ctrl-T Ctrl-A #/{% IDF Monitor, IfizfT make app-flash H#¥R, #&)5 IDF Monitor gi&rik
HIEH . X5 make flash K{, {HEA 3 HEF R EH IR,

REEE

AL PR Ctrl-T Ctrl-R BHMid RTS 4% (WARCiERE:) EEIF AR,

EiENBERF

WA PEERE Ctrl-T Ctrl-P Hg#EA bootloader, FFAEMFFANBITALMBRF . FRFHAM 7 5 sl i ] DASE
FHBLERAE . SR PLbESE Ctrl-T Ctrl-R EH/E3IN HRET .

HHERIFR

R s, DAEBRZ AT HE, AP Ctrl-T Ctrl-Y Yiftld/R (4ERXHEFTE
B ERFTEE ) o XA DME R REE A Hidi, AP R gk v] AR FT B

Simple Monitor

B A ESP-IDF (i [] pySerial fiy4TFEF miniterm {ERRITIES GFEF .
XAFEFASR ] A IS make simple_monitor i&f7.

IDF Monitor }:F miniterm F/{5 FAH [A] Bt fe 4

IDF Monitor 2 %0ia]8%
Windows 3% T E 405 &%
o WA SCRF idf monitor 1) Windows P35, AIKE|45R “winpty: command not found”, #§izf7
pacman -S winpty B .
HF Windows #ifil G R RR ], gdb fi Sk R AL —SERRIR R VEH .
B/RY “make” IR}, WEELRFE idf monitor YK Z HIEE 30 #.

H/RY “gdb” zfTHf, EMRESEE B, RS54 TTHRS gdbstub FEATIELE .

1.14. B3 79


https://github.com/pyserial/pyserial
https://pyserial.readthedocs.org/en/latest/tools.html#module-serial.tools.miniterm

Read the Docs Template Documentation, 4% v3.2.5-1-g110d230e3

1.14.6 Customized Setup of Toolchain
Instead of downloading binary toolchain from Espressif website (see 1% % T £L4%) you may build the toolchain
yourself.

If you can’ t think of a reason why you need to build it yourself, then probably it’ s better to stick with

the binary version. However, here are some of the reasons why you might want to compile it from source:
« if you want to customize toolchain build configuration
o if you want to use a different GCC version (such as 4.8.5)
« if you want to hack gcc or newlib or libstdc++
o if you are curious and/or have time to spare
e if you don’ t trust binaries downloaded from the Internet

In any case, here are the instructions to compile the toolchain yourself.

MEBFIEIZE Linux IF TR TR

Wi 2% T HARRARERIRL IT DA A e S0 Linue 6 T B Afagdmiit 3 SRS, T A4tay g2 Uk
BB SN GMPLERE I T BAT A R E ST HAE

RRVEHIR

FAEEH ESP-IDF #EfT4mi%, BT E3RBPA 4R :
e Ubuntu #1 Debian:

sudo apt-get install gcc git wget make libncurses-dev flex bison gperf python
—python-pip python-setuptools python-serial python-cryptography python-future
—python-pyparsing libffi-dev libssl-dev

e Arch:

sudo pacman -S --needed gcc git make ncurses flex bison gperf python2-pyserial,

—python2-cryptography python2-future python2-pyparsing

M —2IHP (2014 42 11) Linux Z47HOT A pyserial AT g2 2.x , ESP-IDF 3R % . 7F
XMIEN T, S 2 F AR K8y Python ke, By, @i pip THRZEE X FRIRAS .
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MRS T R4

o PO
CentOS 7:

sudo yum install gawk gperf grep gettext ncurses-devel python python-devel,,

—automake bison flex texinfo help2man libtool

Ubuntu pre-16.04:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-dev

—automake bison flex texinfo help2man libtool

Ubuntu 16.04:

sudo apt-get install gawk gperf grep gettext python python-dev automake bison
—flex texinfo help2man libtool libtool-bin

Debian 9:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-dev

—automake bison flex texinfo help2man libtool libtool-bin

— Arch:

TODO

B TAEE S, REdEA:

mkdir -p ~/esp
cd ~/esp

T2k crosstool-NG %X 5 4hi3:

git clone -b xtensa-1.22.x https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

./bootstrap && ./configure --enable-local && make install

g T H e

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R utw builds/xtensa-esp32-elf
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PSRN T HAE S Y173 ~/esp/crosstool-NG/builds/xtensa-esp32-elf ., MR Linur Fi% & 33550
FoirE T R PN, R T HEEANE] PATH H.

T—%

SR IF KRB, WAL FOR ESP-IDF B4,
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CHAPTER 2

Get Started (CMake)

{f#:  This is documentation for the CMake-based build system which is currently in preview release. If

you encounter any gaps or bugs, please report them in the Issues section of the ESP-IDF repository.

The CMake-based build system will become the default build system in ESP-IDF V4.0. The existing GNU
Make based build system will be deprecated in ESP-IDF V5.0.

HP¥: The following features are not yet supported with the CMake-based build system:
e Eclipse IDE Documentation
e Secure Boot
e Flash Encryption

Support for these features will be available before CMake becomes the default build system.

This document is intended to help users set up the software environment for development of applications
using hardware based on the Espressif ESP32. Through a simple example we would like to illustrate how to
use ESP-IDF (Espressif IoT Development Framework), including the menu based configuration, compiling
the ESP-IDF and firmware download to ESP32 boards.
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2.1 Introduction

ESP32 integrates Wi-Fi (2.4 GHz band) and Bluetooth 4.2 solutions on a single chip, along with dual high
performance cores, Ultra Low Power co-processor and several peripherals. Powered by 40 nm technology,
ESP32 provides a robust, highly integrated platform to meet the continuous demands for efficient power

usage, compact design, security, high performance, and reliability.

Espressif provides the basic hardware and software resources that help application developers to build their
ideas around the ESP32 series hardware. The software development framework by Espressif is intended for
rapidly developing Internet-of-Things (IoT) applications, with Wi-Fi, Bluetooth, power management and

several other system features.

2.2 What You Need

To develop applications for ESP32 you need:
e PC loaded with either Windows, Linux or Mac operating system
e Toolchain to compile code for ESP32
¢ Build tools CMake and Ninja to build a full Application for ESP32
o ESP-IDF that essentially contains API for ESP32 and scripts to operate the Toolchain
o A text editor to write programs (Projects) in C, e.g. Eclipse

e The ESP32 board itself and a USB cable to connect it to the PC

CMake / Eclipse

Application

UPLOAD ; ;

e
K 1: Development of applications for ESP32

Steps to set up Development Environment:
1. Setup of Toolchain
2. Getting ESP-IDF from GitHub
Once the development environment is set up, we will follow these steps to create an ESP-IDF application:

1. Configuration of a Project and writing the code
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2. Compilation of the Project and linking it to build an Application
3. Flashing (uploading) the compiled Application to ESP32 over a USB/serial connection

4. Monitoring / debugging of the Application output via USB/serial

2.3 Development Board Guides

If you have one of ESP32 development boards listed below, click on the link for hardware setup:

2.3.1 ESP32-DevKitC V4 Getting Started Guide (CMake)

This user guide shows how to get started with ESP32-DevKitC V4 development board. For description of
other versions of the ESP32-DevKitC check ESP32 Hardware Reference.

What You Need

e 1 x ESP32-DevKitC' V/ board
e 1 x USB A / micro USB B cable

e 1 x PC loaded with Windows, Linux or Mac OS

Overview

ESP32-DevKitC V4 is a small-sized ESP32-based development board produced by Espressif. Most of the
I/0O pins are broken out to the pin headers on both sides for easy interfacing. Developers can connect these
pins to peripherals as needed. Standard headers also make development easy and convenient when using a
breadboard.

The board supports various ESP32 modules, including ESP32-WROOM-532, ESP32-WROOM-32U, ESP32-
WROOM-32D and ESP32-SOLO-1.

Functional Description
The following list and figure below describe key components, interfaces and controls of ESP32-DevKitC V4
board.

ESP-WROOM-32 ESP32-WROOM-32 module soldered to the ESP32-DevKitC V4 board. Optionally
ESP32-WROOM-32D, ESP32-WROOM-32U or ESP32-SOLO-1 module may be soldered instead of
the ESP32-WROOM-32.

USB-UART Bridge A single chip USB-UART bridge provides up to 3 Mbps transfers rates.
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Boot Download button: holding down the Boot button and pressing the EN button initiates the firmware

download mode. Then user can download firmware through the serial port.

Micro USB Port USB interface. It functions as the power supply for the board and the communication
interface between PC and the ESP module.

5V Power On LED This LED lights when the USB or an external 5V power supply is applied to the

board. For details see schematic in Related Documents.
EN Reset button: pressing this button resets the system.

I/0 Most of the pins on the ESP module are broken out to the pin headers on the board. Users can program
ESP32 to enable multiple functions such as PWM, ADC, DAC, 12C, 12S, SPI, etc.

{Ef#:  Some of broken out pins are used internally be the ESP32 module to communicate with SPI
memory. They are grouped on one side of the board besides the USB connector and labeled DO, D1,
D2, D3, CMD and CLK. In general these pins should be left unconnected or access to the SPI flash
memory / SPT RAM may be disturbed.

H:fR: GPIO16 and 17 are used internally by the ESP32-WROVER module. They are broken out and
avialable for use only for boards that have the ESP-WROOM-32 module installed.

5V Power On LED  I/O Connector

CE R EEEEEE T YT LI ELEEREYXY )

AS OW) €0 ZO ET ONO ZT »i L2 9T ST €€ TE€ SE VE NA dA N3 EAE
ey [rrrrrrcryeeC
EN Button ool . r

Micro USB Port ———= ESP32-WROOM-32

Boot Button

L b

USB-to-UART Bridge Optional Space for ESP32-WROVER

K 2: ESP32-DevKitC V4 with ESP-WROOM-32 module soldered
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Power Supply Options

There following options are available to provide power supply to this board:
1. Micro USB port, this is default power supply connection
2. 5V / GND header pins

3. 3V3 / GND header pins

#fe:  Above options are mutually exclusive, i.e. the power supply may be provided using only one of
the above options. Attempt to power the board using more than one connection at a time may damage

the board and/or the power supply source.

Start Application Development
Before powering up the ESP32-DevKitC, please make sure that the board has been received in good condition
with no obvious signs of damage.

To start development of applications, proceed to section Get Started (CMake), that will walk you through
the following steps:

e Setup Toolchain in your PC to develop applications for ESP32 in C language
e Connect the module to the PC and verify if it is accessible

e Build The Project for an example application

e Flash To A Device to run code on the ESP32

e Monitor instantly what the application is doing

Board Dimensions

Related Documents

o ESP32-DevKitC V4 schematic (PDF)

o ESP32 Datasheet (PDF)

ESP-WROOM-32 Datasheet (PDF)

o ESP32-WROVER Datasheet (PDF)

ESP32-DevKitC V2 Getting Started Guide (CMake)

This user guide shows how to get started with ESP32-DevKitC development board.
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2.9 .4 16 17 5 1B 19GND 21 RX TX 22 23 GND

27.9 mm

K 3: ESP32 DevKitC board dimensions - back

What You Need

o 1 x ESP32-DevKitC' V2 board
e 1 x USB A / micro USB B cable

e 1 x PC loaded with Windows, Linux or Mac OS

Overview

ESP32-DevKitC is a small-sized ESP32-based development board produced by Espressif. Most of the I/O
pins are broken out to the pin headers on both sides for easy interfacing. Developers can connect these
pins to peripherals as needed. Standard headers also make development easy and convenient when using a
breadboard.

Functional Description

The following list and figure below describe key components, interfaces and controls of ESP32-DevKitC
board.

ESP-WROOM-32 Standard ESP-WROOM-32 module soldered to the ESP32-DevKitC board.

EN Reset button: pressing this button resets the system.
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Boot Download button: holding down the Boot button and pressing the EN button initiates the firmware

download mode. Then user can download firmware through the serial port.

USB USB interface. It functions as the power supply for the board and the communication interface
between PC and ESP-WROOM-32.

I/O Most of the pins on the ESP-WROOM-32 are broken out to the pin headers on the board. Users can
program ESP32 to enable multiple functions such as PWM, ADC, DAC, 12C, 12S, SPI, etc.

ESP-WROOM-32

K 4: ESP32-DevKitC V2 board layout

Power Supply Options

There following options are available to provide power supply to this board:
1. Micro USB port, this is default power supply connection
2. 5V / GND header pins

3. 3V3 / GND header pins

e Above options are mutually exclusive, i.e. the power supply may be provided using only one of
the above options. Attempt to power the board using more than one connection at a time may damage

the board and/or the power supply source.
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Start Application Development

Before powering up the ESP32-DevKitC, please make sure that the board has been received in good condition

with no obvious signs of damage.

To start development of applications, proceed to section Get Started (CMake), that will walk you through
the following steps:

e Setup Toolchain in your PC to develop applications for ESP32 in C language
e (Connect the module to the PC and verify if it is accessible

e Build The Project for an example application

e Flash To A Device to run code on the ESP32

e Monitor instantly what the application is doing

Related Documents

o ESP32-DevKitC schematic (PDF)
o ESP32 Datasheet (PDF)

o ESP-WROOM-32 Datasheet (PDF)

2.3.2 ESP-WROVER-KIT V3 Getting Started Guide (CMake)

This user guide shows how to get started with ESP-WROVER-KIT V3 development board including descrip-
tion of its functionality and configuration options. For description of other versions of the ESP-WROVER-
KIT check ESP32 Hardware Reference.

If you like to start using this board right now, go directly to section Start Application Development.

What You Need

e 1 x ESP-WROVER-KIT V3 board
e 1 x Micro USB 2.0 Cable, Type A to Micro B

e 1 x PC loaded with Windows, Linux or Mac OS

Overview

The ESP-WROVER-KIT is a development board produced by Espressif built around ESP32. This board
is compatible with ESP32 modules, including the ESP-WROOM-32 and ESP32-WROVER. The ESP-
WROVER-KIT features support for an LCD and MicroSD card. The I/O pins have been broken out from
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the ESP32 module for easy extension. The board carries an advanced multi-protocol USB bridge (the FTDI
FT2232HL), enabling developers to use JTAG directly to debug the ESP32 through the USB interface. The

development board makes secondary development easy and cost-effective.

{Ef#: ESP-WROVER-KIT V3 integrates the ESP32-WROVER module by default.

Functionality Overview

Block diagram below presents main components of ESP-WROVER-KIT and interconnections between com-

ponents.
=
10 expand
ChannelA Lo
use 3.2inch
Connector
[chamers [ Serere
t MicroSD
LDO:
EXT_5V _ | +5y-=43.3V RGB LED
- o] [rerz)

K 5: ESP-WROVER-KIT block diagram

Functional Description

The following list and figures below describe key components, interfaces and controls of ESP-WROVER-KIT
board.

32.768 kHz An external precision 32.768 kHz crystal oscillator provides the chip with a clock of low-power

consumption during the Deep-sleep mode.

OR A zero Ohm resistor intended as a placeholder for a current shunt. May be desoldered or replaced with
a current shunt to facilitate measurement of current required by ESP32 module depending on power

mode.
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ESP32 Module ESP-WROVER-KIT is compatible with both ESP-WROOM-32 and ESP32-WROVER.
The ESP32-WROVER module features all the functions of ESP-WROOM-32 and integrates an external
32-MBit PSRAM for flexible extended storage and data processing capabilities.

{f#:  GPIO16 and GPIO17 are used as the CS and clock signal for PSRAM. To ensure reliable

performance, the two GPIOs are not broken out.

FT2232 The FT2232 chip is a multi-protocol USB-to-serial bridge. Users can control and program the
FT2232 chip through the USB interface to establish communication with ESP32. The FT2232 chip
also features USB-to-JTAG interface. USB-to-JTAG is available on channel A of FT2232, USB-to-serial
on channel B. The embedded FT2232 chip is one of the distinguishing features of the ESPWROVER-
KIT. It enhances users’ convenience in terms of application development and debugging. In addition,
users do not need to buy a JTAG debugger separately, which reduces the development cost, see ESP-
WROVER-KIT V3 schematic.

UART Serial port: the serial TX/RX signals on FT2232HL and ESP32 are broken out to the two sides
of JP11. By default, the two signals are connected with jumpers. To use the ESP32 module serial
interface only, the jumpers may be removed and the module can be connected to another external

serial device.

SPI SPI interface: the SPI interface connects to an external flash (PSRAM). To interface another SPI
device, an extra CS signal is needed. The electrical level on the flash of this module is 1.8V. If an
ESP-WROOM-32 is being used, please note that the electrical level on the flash of this module is 3.3V.

CTS/RTS Serial port flow control signals: the pins are not connected to the circuitry by default. To enable

them, respective pins of JP14 must be shorted with jumpers.

JTAG JTAG interface: the JTAG signals on FT2232HL and ESP32 are broken out to the two sides of JPS.
By default, the two signals are disconnected. To enable JTAG, shorting jumpers are required on the

signals.
EN Reset button: pressing this button resets the system.

Boot Download button: holding down the Boot button and pressing the EN button initiates the firmware

download mode. Then user can download firmware through the serial port.

USB USB interface. It functions as the power supply for the board and the communication interface
between PC and ESP32 module.

Power Select Power supply selection interface: the ESP-WROVER-KIT can be powered through the USB
interface or the 5V Input interface. The user can select the power supply with a jumper. More details

can be found in section Setup Options, jumper header JP7.

Power Key Power on/off button: toggling to the right powers the board on; toggling to the left powers the
board off.

5V Input The 5V power supply interface is used as a backup power supply in case of full-load operation.
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LDO NCP1117(1A). 5V-t0-3.3V LDO. (There is an alternative pin-compatible LDO —LM317DCY, with
an output current of up to 1.5A). NCP1117 can provide a maximum current of 1A. The LDO solutions
are available with both fixed output voltage and variable output voltage. For details please refer to
ESP-WROVER-KIT V3 schematic.

Camera Camera interface: a standard OV7670 camera module is supported.

RGB Red, green and blue (RGB) light emitting diodes (LEDs), which may be controlled by pulse width
modulation (PWM).

I/0 All the pins on the ESP32 module are led out to the pin headers on the ESP-WROVER-KIT. Users
can program ESP32 to enable multiple functions such as PWM, ADC, DAC, 12C, 12S, SPI, etc.

Micro SD Card Micro SD card slot for data storage.

LCD ESP-WROVER-KIT supports mounting and interfacing a 3.2” SPI (standard 4-wire Serial Peripheral
Interface) LCD, as shown on figure ESP-WROVER-KIT board layout - back.

Setup Options

There are five jumper headers available to set up the board functionality. Typical options to select from are

listed in table below.
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K 6: ESP-WROVER-KIT board layout - front
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K 7: ESP-WROVER-KIT board layout - back
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Header

JPT7

JPT7

JP8

96

TD1 1

Description of Functionality

Power ESP-WROVER-KIT board from an external
power supply

Power ESP-WROVER-KIT board from an USB port

Enable JTAG functionality
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Allocation of ESP32 Pins
Several pins / terminals of ESP32 module are allocated to the on board hardware. Some of them, like GPIO0

or GPIO2, have multiple functions. If certain hardware is not installed, e.g. nothing is plugged in to the

Camera / JP4 header, then selected GPIOs may be used for other purposes.

Main 1/0 Connector / JP1

The JP1 connector is shown in two columns in the middle under “I/O” headers. The two columns “Shared

With” outside, describe where else on the board certain GPIO is used.

Shared With 1/O 1/0 Shared With
3.3V | GND
NC/XTAL 1032 | 1033 | NC/XTAL

JTAG, MicroSD | 1012 | 1013 | JTAG, MicroSD
JTAG, MicroSD | 1014 | 1027 | Camera

Camera 1026 | 1025 | Camera, LCD
Camera 1035 | 1034 | Camera
Camera 1039 | 1036 | Camera
JTAG EN 1023 | Camera, LCD

Camera, LCD 1022 | 1021 | Camera, LCD, MicroSD
Camera, LCD 1019 | 1018 | Camera, LCD

Camera, LCD 105 1017 | PSRAM

PSRAM 1016 | 104 LED, Camera, MicroSD
LED, Boot 100 102 LED, Camera, MicroSD
JTAG, MicroSD | 1015 | 5V

Legend:
o NC/XTAL - 32.768 kHz Oscillator
« JTAG - JTAG / JPS
» Boot - Boot button / SW2
o Camera - Camera / JP
e LED - RGB LED
o MicroSD - MicroSD Card / J}
« LCD - LCD / U5

o« PSRAM - ESP32-WROVER’ s PSRAM, if ESP32-WROVER is installed
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32.768 kHz Oscillator

ESP32 Pin

GPIO32

2 | GPIO33

{Efif: As GPIO32 and GPIO33 are connected to the oscillator, to maintain signal integrity, they are not

connected to JP1 I/O expansion connector. This allocation may be changed from oscillator to JP1 by

desoldering OR resistors from positions R11 / R23 and installing them in positions R12 / R24.

SPI Flash / JP13

ESP32 Pin

CLK / GPIO6

SD0 / GPIOT

SD1 / GPIO8

SD2 / GPIO9

SD3 / GPIO10

S| OB | W N

CMD / GPIO11

HP¥: The module’ s flash bus is connected to the pin header JP13 through 0-Ohm resistors R140 ~ R145.
If the flash frequency needs to operate at 80 MHz, to improve integrity of the bus signals, it is recommended

to desolder resistors R140 ~ R145. At this point, the module’ s flash bus is disconnected with the pin header

JP13.
JTAG / JP8
ESP32 Pin JTAG Signal
1| EN TRST_N
2 | MTDO / GPIO15 | TDO
3 | MTDI / GPIO12 | TDI
4 | MTCK / GPIO13 | TCK
5 | MTMS / GPIO14 | TMS
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Camera / JP4

RGB LED

MicroSD Card / J4

ESP32 Pin | Camera Signal
1 | GPIO27 SCCB Clock
2 | GPIO26 SCCB Data
3 GPIO21 System Clock
4 GPIO25 Vertical Sync
5 GPIO23 Horizontal Reference
6 GPIO22 Pixel Clock
7 GPIO4 Pixel Data Bit 0
8 GPIO5 Pixel Data Bit 1
9 | GPIO18 Pixel Data Bit 2
10 | GPIO19 Pixel Data Bit 3
11 | GPIO36 Pixel Data Bit 4
11 | GPIO39 Pixel Data Bit 5
11 | GPIO34 Pixel Data Bit 6
11 | GPIO35 Pixel Data Bit 7
11 | GPIO2 Camera Reset

ESP32 Pin | RGB LED

1 | GPIOO Red

2 | GPIO2 Blue

3 | GPIO4 Green

ESP32 Pin MicroSD Signal

1 | MTDI / GPIO12 | DATA2
2 | MTCK / GPIO13 | CD / DATA3
3 | MTDO / GPIO15 | CMD
4 | MTMS / GPIO14 | CLK
5 | GPIO2 DATAO
6 | GPIO4 DATA1
7 | GPIO21 CD
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LCD / U5

ESP32 Pin | LCD Signal
GPIO18 RESET
GPIO19 SCL
GPIO21 | D/C
GPI1022 CS
GPIO23 SDA
GPIO25 SDO
GPIO5 Backlight

N || O | W N

Start Application Development

Before powering up the ESP-WROVER-KIT, please make sure that the board has been received in good

condition with no obvious signs of damage.

Initial Setup

Select the source of power supply for the board by setting jumper JP7. The options are either USB port or an

external power supply. For this application selection of USB port is sufficient. Enable UART communication

by installing jumpers on JP11. Both selections are shown in table below.

Power up from USB port
=] e

Enable UART communication

Do not install any other jumpers.
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Now to Development

To start development of applications for ESP-WROVER-KIT, proceed to section Get Started (CMake), that
will walk you through the following steps:

e Setup Toolchain in your PC to develop applications for ESP32 in C language
e Connect the module to the PC and verify if it is accessible

e Build The Project for an example application

e Flash To A Device to run code on the ESP32

e Monitor instantly what the application is doing

Related Documents

o ESP-WROVER-KIT V3 schematic (PDF)
o ESP32 Datasheet (PDF)

o ESP32-WROVER Datasheet (PDF)

o ESP-WROOM-32 Datasheet (PDF)

e JTAG Debugging

o ESP32 Hardware Reference

ESP-WROVER-KIT V2 Getting Started Guide (CMake)

This user guide shows how to get started with ESP-WROVER-KIT V2 development board including descrip-
tion of its functionality and configuration options. For description of other versions of the ESP-WROVER-
KIT check ESP32 Hardware Reference.

If you like to start using this board right now, go directly to section Start Application Development.

What You Need

e 1 x ESP-WROVER-KIT V2 board
e 1 x Micro USB 2.0 Cable, Type A to Micro B

e 1 x PC loaded with Windows, Linux or Mac OS
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Overview

The ESP-WROVER-KIT is a development board produced by Espressif built around ESP32. This board
is compatible with ESP32 modules, including the ESP-WROOM-32 and ESP32-WROVER. The ESP-
WROVER-KIT features support for an LCD and MicroSD card. The I/O pins have been broken out from
the ESP32 module for easy extension. The board carries an advanced multi-protocol USB bridge (the FTDI
FT2232HL), enabling developers to use JTAG directly to debug the ESP32 through the USB interface. The

development board makes secondary development easy and cost-effective.

{Ef: ESP-WROVER-KIT V2 integrates the ESP-WROOM-32 module by default.

Functionality Overview

Block diagram below presents main components of ESP-WROVER-KIT and interconnections between com-

ponents.
/O expand
ChannelA " LcD.
uUsBe 3.2inch
Connector

) [ Soree

t MicroSD

LDO:
EXT_SV | +5V->+43.3V . RGB LED
- [<er2]

Kl 8: ESP-WROVER-KIT block diagram

Functional Description

The following list and figures below describe key components, interfaces and controls of ESP-WROVER-KIT
board.

32.768 kHz An external precision 32.768 kHz crystal oscillator provides the chip with a clock of low-power

consumption during the Deep-sleep mode.
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ESP32 Module ESP-WROVER-KIT is compatible with both ESP-WROOM-32 and ESP32-WROVER.
The ESP32-WROVER module features all the functions of ESP-WROOM-32 and integrates an external
32-MBit PSRAM for flexible extended storage and data processing capabilities.

{f#:  GPIO16 and GPIO17 are used as the CS and clock signal for PSRAM. To ensure reliable

performance, the two GPIOs are not broken out.

CTS/RTS Serial port flow control signals: the pins are not connected to the circuitry by default. To enable

them, respective pins of JP14 must be shorted with jumpers.

UART Serial port: the serial TX/RX signals on FT2232HL and ESP32 are broken out to the two sides
of JP11. By default, the two signals are connected with jumpers. To use the ESP32 module serial
interface only, the jumpers may be removed and the module can be connected to another external

serial device.

SPI SPI interface: the SPI interface connects to an external flash (PSRAM). To interface another SPI
device, an extra CS signal is needed. If an ESP32-WROVER is being used, please note that the
electrical level on the flash and SRAM is 1.8V.

JTAG JTAG interface: the JTAG signals on FT2232HL and ESP32 are broken out to the two sides of JP8.
By default, the two signals are disconnected. To enable JTAG, shorting jumpers are required on the

signals.

FT2232 FT2232 chip is a multi-protocol USB-to-serial bridge. The FT2232 chip features USB-to-UART
and USB-to-JTAG functionalities. Users can control and program the FT2232 chip through the USB

interface to establish communication with ESP32.

The embedded FT2232 chip is one of the distinguishing features of the ESP-WROVER-KIT. It en-
hances users’ convenience in terms of application development and debugging. In addition, uses do not
need to buy a JTAG debugger separately, which reduces the development cost, see ESP-WROVER-KIT

V2 schematic.
EN Reset button: pressing this button resets the system.

Boot Download button: holding down the Boot button and pressing the EN button initiates the firmware

download mode. Then user can download firmware through the serial port.

USB USB interface. It functions as the power supply for the board and the communication interface
between PC and ESP32 module.

Power Select Power supply selection interface: the ESP-WROVER-KIT can be powered through the USB
interface or the 5V Input interface. The user can select the power supply with a jumper. More details

can be found in section Setup Options, jumper header JP7.

Power Key Power on/off button: toggling to the right powers the board on; toggling to the left powers the
board off.

5V Input The 5V power supply interface is used as a backup power supply in case of full-load operation.
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LDO NCP1117(1A). 5V-t0-3.3V LDO. (There is an alternative pin-compatible LDO —LM317DCY, with
an output current of up to 1.5A). NCP1117 can provide a maximum current of 1A. The LDO solutions
are available with both fixed output voltage and variable output voltage. For details please refer to
ESP-WROVER-KIT V2 schematic.

Camera Camera interface: a standard OV7670 camera module is supported.

RGB Red, green and blue (RGB) light emitting diodes (LEDs), which may be controlled by pulse width
modulation (PWM).

I/0 All the pins on the ESP32 module are led out to the pin headers on the ESPWROVER-KIT. Users
can program ESP32 to enable multiple functions such as PWM, ADC, DAC, 12C, 12S, SPI, etc.

Micro SD Card Micro SD card slot for data storage: when ESP32 enters the download mode, GPIO2
cannot be held high. However, a pull-up resistor is required on GPIO2 to enable the Micro SD Card.
By default, GPIO2 and the pull-up resistor R153 are disconnected. To enable the SD Card, use jumpers

on JP1 as shown in section Setup Options.

LCD ESP-WROVER-KIT supports mounting and interfacing a 3.2” SPI (standard 4-wire Serial Peripheral
Interface) LCD, as shown on figure ESP-WROVER-KIT board layout - back.

Setup Options

There are five jumper headers available to set up the board functionality. Typical options to select from are

listed in table below.
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K 10: ESP-WROVER-KIT board layout - back
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Header

Jumper Setting

JP1

Description of Functionality

JP1

JPT7

JPT7

2.3. Develgs -l

Enable pull up for the Micro SD Card

Assert GPIO2 low during each download (by jumping it to
GPIOO0)

Power ESP-WROVER-KIT board from an external power sup-
ply

Power ESP-WROVER-KIT board from an USB port
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Start Application Development

Before powering up the ESP-WROVER-KIT, please make sure that the board has been received in good

condition with no obvious signs of damage.

Initial Setup

Select the source of power supply for the board by setting jumper JP7. The options are either USB port or an
external power supply. For this application selection of USB port is sufficient. Enable UART communication

by installing jumpers on JP11. Both selections are shown in table below.

Power up from USB port Enable UART communication

Do not install any other jumpers.

Now to Development

To start development of applications for ESP32-DevKitC, proceed to section Get Started (CMake), that will
walk you through the following steps:

e Setup Toolchain in your PC to develop applications for ESP32 in C language
e Connect the module to the PC and verify if it is accessible

e Build The Project for an example application

e Flash To A Device to run code on the ESP32

e Monitor instantly what the application is doing

Related Documents

o ESP-WROVER-KIT V2 schematic (PDF)

o ESP32 Datasheet (PDF)
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o ESP-WROOM-32 Datasheet (PDF)
o ESP32-WROVER Datasheet (PDF)
e JTAG Debugging

e ESP32 Hardware Reference

2.3.3 ESP32-PICO-KIT V4 Getting Started Guide (CMake)

This user guide shows how to get started with the ESP32-PICO-KIT V4 mini development board. For
description of other versions of the ESP32-PICO-KIT check ESP32 Hardware Reference.

What You Need

e 1 x ESP32-PICO-KIT V} mini development board
e 1 x USB A / Micro USB B cable
e 1 x PC loaded with Windows, Linux or Mac OS

If you like to start using this board right now, go directly to section Start Application Development.

Overview

ESP32-PICO-KIT V4 is a mini development board produced by Espressif. At the core of this board is the
ESP32-PICO-D4, a System-in-Package (SIP) module with complete Wi-Fi and Bluetooth functionalities.
Comparing to other ESP32 chips, the ESP32-PICO-D4 integrates several peripheral components in one single
package, that otherwise would need to be installed separately. This includes a 40 MHz crystal oscillator, 4
MB flash, filter capacitors and RF matching links in. This greatly reduces quantity and costs of additional

components, subsequent assembly and testing cost, as well as overall product complexity.

The development board integrates a USB-UART Bridge circuit, allowing the developers to connect the board
to a PC’ s USB port for downloads and debugging.

For easy interfacing, all the IO signals and system power on ESP32-PICO-D4 are led out through two rows
of 20 x 0.1” pitch header pads on both sides of the development board. To make the ESP32-PICO-KIT V4
fit into mini breadboards, the header pads are populated with two rows of 17 pin headers. Remaining 2 x
3 pads grouped on each side of the board besides the antenna are not populated. The remaining 2 x 3 pin

headers may be soldered later by the user.

{Ef#: The 2 x 3 pads not populated with pin headers are internally connected to the flash memory embedded
in the ESP32-PICO-D4 SIP module. For more details see module’ s datasheet in Related Documents.
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The board dimensions are 52 x 20.3 x 10 mm (2.1”7 x 0.8” x 0.4” ), see section Board Dimensions. An

overview functional block diagram is shown below.
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Pin Header

K 11: ESP32-PICO-KIT V4 functional block diagram

Functional Description

The following list and figure below describe key components, interfaces and controls of ESP32-PICO-KIT
V4 board.

ESP32-PICO-D4 Standard ESP32-PICO-D4 module soldered to the ESP32-PICO-KIT V4 board. The
complete system of the ESP32 chip has been integrated into the SIP module, requiring only external
antenna with LC matching network, decoupling capacitors and pull-up resistors for EN signals to

function properly.
LDO 5V-t0-3.3V Low dropout voltage regulator (LDO).
USB-UART Bridge A single chip USB-UART bridge provides up to 1 Mbps transfers rates.

Micro USB Port USB interface. It functions as the power supply for the board and the communication
interface between PC and ESP32-PICO-KIT V4.

5V Power On LED This light emitting diode lits when the USB or an external 5V power supply is applied

to the board. For details see schematic in Related Documents.

I/0 All the pins on ESP32-PICO-D4 are broken out to the pin headers on the board. Users can program
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ESP32 to enable multiple functions such as PWM, ADC, DAC, 12C, 12S, SPI, etc. For details please

see section Pin Descriptions.

BOOT Button Holding down the Boot button and pressing the EN button initiates the firmware download

mode. Then user can download firmware through the serial port.

EN Button Reset button; pressing this button resets the system.

3D Antenna ‘ ‘ ESP32-PICO-D4 ‘ ‘ LDO ‘ lUSB-UART Bridge |
|

A EEEEEENEENE NN B N XN N

01| FSO3 FCLK 1021 1022 1018 10 108 05 1010 09 RXO TXO 1035 K034 138 1057 EN GND 3V3

ORI S0; svo son 1025 026 ITSS 1027 0% 55 lo1s 02 104 100 3V oM
800 9O Ye O wes e e ®

K 12: ESP32-PICO-KIT V4 board layout

Power Supply Options

There following options are available to provide power supply to the ESP32-PICO-KIT V4:
1. Micro USB port, this is default power supply connection
2. 5V / GND header pins

3. 3V3 / GND header pins

e Above options are mutually exclusive, i.e. the power supply may be provided using only one of
the above options. Attempt to power the board using more than one connection at a time may damage

the board and/or the power supply source.

Start Application Development

Before powering up the ESP32-PICO-KIT V4, please make sure that the board has been received in good

condition with no obvious signs of damage.
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To start development of applications, proceed to section Get Started (CMake), that will walk you through
the following steps:

e Setup Toolchain in your PC to develop applications for ESP32 in C language
e Connect the module to the PC and verify if it is accessible

e Build The Project for an example application

e Flash To A Device to run code on the ESP32

e Monitor instantly what the application is doing

Pin Descriptions

The two tables below provide the Name and Function of I/O headers on both sides of the board, see
ESP32-PICO-KIT VJ board layout. The pin numbering and header names are the same as on a schematic

in Related Documents.
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Header J2

No. Name Type Function

1 FLASH_SD1 (FSD1) I/0
GPIOS8, SD__DATAL,
SPID, HS1_DATA1 (1)
, U2CTS

2 FLASH_SD3 (FSD3) I/0
GPIO7, SD_DATAQO,
SPIQ, HS1_DATAO (1)
, U2RTS

3 FLASH CLK (FCLK) | I/O
GPIO6, SD_ CLK,
SPICLK, HS1_CLK
(1), U1CTS

4 1021 I/0
GPIO21, VSPIHD,
EMAC_TX_EN

5 1022 I/0
GPIO22, VSPIWP,
UORTS, EMAC_TXD1

6 1019 I/0
GPIO19, VSPIQ,
UOCTS, EMAC_TXDO0

7 1023 I/0
GPI1023, VSPID,
HS1_STROBE

8 1018 I/0
GPIO18, VSPICLK,
HS1_DATA7Y
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Header J3

No.

Name

Type

Function

FLASH_CS (FCS)

1/0

GPIO16, HS1 DATA4
(1), U2RXD,
EMAC CLK OUT

FLASH_SDO (FSDO)

1/0

GPIO17, HS1_DATA5
(1), U2TXD,
EMAC_CLK_OUT_ 180

FLASH_SD2 (FSD2)

1/0

GPIO11, SD CMD,
SPICS0, HS1 CMD
(1), UIRTS

SENSOR_VP (FSVP)

GPI036, ADC1_CHO,
ADC_PRE_AMP (2a)
, RTC_GPIOO

SENSOR._ VN (FSVN)

GPIO39, ADC1 CHS3,
ADC_PRE AMP (2))
, RTC_GPIO3

1025

1/0

GPIO25, DAC 1,
ADC2 CHS,
RTC_ GPIOS,
EMAC_RXDO

1026

1/0

GPIO26, DAC 2,
ADC2 CH9,
RTC GPIO7,
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Notes to Pin Descriptions
1. This pin is connected to the flash pin of ESP32-PICO-D4.

2. When used as ADC_PRE__ AMP, connect 270 pF capacitors between: (a) SENSOR,_ VP and 1037,
(b) SENSOR_ VN and I038.

3. 32.768 kHz crystal oscillator: (a) input, (b) output.
4. This pin is connected to the pin of the USB bridge chip on the board.

5. The operating voltage of ESP32-PICO-KIT’ s embedded SPI flash is 3.3V. Therefore, the strapping
pin MTDI should hold bit ” 0” during the module power-on reset.

Board Dimensions

ESP32-PICO-KEIT

A @ i ’ “r ESPRESSIF
il 1o H ESPRESSIF STSTEHS( E .3mm
(SHANGHAT)PTE LTD

FCC ID: 2ACTI-ESPIZPICOEIT

@ @ ESP32-PICO-KIT_V4

K 13: ESP32-PICO-KIT V4 dimensions - back

Related Documents

o ESP32-PICO-KIT V4 schematic (PDF)
o ESP32-PICO-D4 Datasheet (PDF)

e ESP32 Hardware Reference
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L 2 4

& 14: ESP32-PICO-KIT V4 dimensions - side

ESP32-PICO-KIT V3 Getting Started Guide (CMake)

This user guide shows how to get started with the ESP32-PICO-KIT V3 mini development board. For
description of other versions of the ESP32-PICO-KIT check ESP32 Hardware Reference.

What You Need

e 1 x ESP32-PICO-KIT V3 mini development board
e 1 x USB A / Micro USB B cable

e 1 x PC loaded with Windows, Linux or Mac OS

Overview

ESP32-PICO-KIT V3 is a mini development board based on the ESP32-PICO-D4 SIP module produced by
Espressif. All the IO signals and system power on ESP32-PICO-D4 are led out through two standard 20
pin x 0.1” pitch headers on both sides for easy interfacing. The development board integrates a USB-UART
Bridge circuit, allowing the developers to connect the development board to a PC’ s USB port for downloads

and debugging.

Functional Description

The following list and figure below describe key components, interfaces and controls of ESP32-PICO-KIT
V3 board.

ESP32-PICO-D4 Standard ESP32-PICO-D4 module soldered to the ESP32-PICO-KIT V3 board. The
complete system of the ESP32 chip has been integrated into the SIP module, requiring only external

2.3. Development Board Guides 117


https://espressif.com

Read the Docs Template Documentation, 4% v3.2.5-1-g110d230e3

antenna with LC matching network, decoupling capacitors and pull-up resistors for EN signals to

function properly.
USB-UART Bridge A single chip USB-UART bridge provides up to 1 Mbps transfers rates.

I/0 All the pins on ESP32-PICO-D4 are broken out to the pin headers on the board. Users can program
ESP32 to enable multiple functions such as PWM, ADC, DAC, 12C, 12S, SPI, etc.

Micro USB Port USB interface. It functions as the power supply for the board and the communication
interface between PC and ESP32-PICO-KIT V3.

EN Button Reset button; pressing this button resets the system.

BOOT Button Holding down the Boot button and pressing the EN button initiates the firmware download

mode. Then user can download firmware through the serial port.

Start Application Development

Before powering up the ESP32-PICO-KIT V3, please make sure that the board has been received in good

condition with no obvious signs of damage.

To start development of applications, proceed to section Get Started (CMake), that will walk you through
the following steps:

e Setup Toolchain in your PC to develop applications for ESP32 in C language
e Connect the module to the PC and verify if it is accessible

e Build The Project for an example application

e Flash To A Device to run code on the ESP32

e Monitor instantly what the application is doing

Related Documents

o ESP32-PICO-KIT V3 schematic (PDF)
o ESP32-PICO-D4 Datasheet (PDF)
e ESP32 Hardware Reference

If you have different board, move to sections below.

2.4 Setup Toolchain

The quickest way to start development with ESP32 is by installing a prebuilt toolchain. Pick up your OS

below and follow provided instructions.
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2.4.1 Standard Setup of Toolchain for Windows (CMake)

{#f#:  This is documentation for the CMake-based build system which is currently in preview release. If

you encounter any gaps or bugs, please report them in the Issues section of the ESP-IDF repository.

The CMake-based build system will become the default build system in ESP-IDF V4.0. The existing GNU
Make based build system will be deprecated in ESP-IDF V5.0.

{If#: The CMake-based build system is only supported on 64-bit versions of Windows.

Introduction

ESP-IDF requires some prerequisite tools to be installed so you can build firmware for the ESP32. The
prerequisite tools include Git, a cross-compiler and the CMake build tool. We’ 1l go over each one in this

document.

For this Getting Started we’ re going to use a command prompt, but after ESP-IDF is installed you can
use Eclipse or another graphical IDE with CMake support instead.

{Ef#: The GNU Make based build system requires the MSYS2 Unix compatibility environment on Windows.

The CMake-based build system does not require this environment.

ESP-IDF Tools Installer

The easiest way to install ESP-IDF’ s prerequisites is to download the ESP-IDF Tools installer from this
URL:

https://dl.espressif.com/dl/esp-idf-tools-setup-1.2.exe

The installer will automatically install the ESP32 Xtensa gcc toolchain, Ninja build tool, and a configuration
tool called mconf-idf. The installer can also download and run installers for CMake and Python 2.7 if these

are not already installed on the computer.

By default, the installer updates the Windows Path environment variable so all of these tools can be run
from anywhere. If you disable this option, you will need to configure the environment where you are using
ESP-IDF (terminal or chosen IDE) with the correct paths.

Note that this installer is for the ESP-IDF Tools package, it doesn’ t include ESP-IDF itself.
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Installing Git

The ESP-IDF tools installer does not install Git. By default, the getting started guide assumes you will be
using Git on the command line. You can download and install a command line Git for Windows (along with
the “Git Bash” terminal) from Git For Windows.

If you prefer to use a different graphical Git client, then you can install one such as Github Desktop. You

will need to translate the Git commands in the Getting Started guide for use with your chosen Git client.

Using a Terminal
For the remaining Getting Started steps, we’ re going to use a terminal command prompt. It doesn’ t
matter which command prompt you use:

e You can use the built-in Windows Command Prompt, under the Start menu. All Windows command
line instructions in this documentation are “batch” commands for use with the Windows Command

Prompt.

e You can use the “Git Bash” terminal which is part of Git for Windows. This uses the same “bash”
command prompt syntax as is given for Mac OS or Linux. You can find it in the Start menu once

installed.

o If you have MSYS2 installed (maybe from a previous ESP-IDF version), then you can also use the
MSYS terminal.

Next Steps

To carry on with development environment setup, proceed to section Get ESP-IDF.

Related Documents

For advanced users who want to customize the install process:

Setup Windows Toolchain from Scratch (CMake)

{#f#: This is documentation for the CMake-based build system which is currently in preview release. If

you encounter any gaps or bugs, please report them in the Issues section of the ESP-IDF repository.

The CMake-based build system will become the default build system in ESP-IDF V4.0. The existing GNU
Make based build system will be deprecated in ESP-IDF V5.0.
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This is a step-by-step alternative to running the FSP-IDF Tools Installer for the CMake-based build system.
Installing all of the tools by hand allows more control over the process, and also provides the information

for advanced users to customize the install.

To quickly setup the toolchain and other tools in standard way, using the ESP-IDF Tools installer, proceed
to section Standard Setup of Toolchain for Windows (CMake).

{Ef#: The GNU Make based build system requires the MSYS2 Unix compatibility environment on Windows.

The CMake-based build system does not require this environment.

Tools

cmake

Download the latest stable release of C'Make for Windows and run the installer.

When the installer asks for Install Options, choose either “Add CMake to the system PATH for all users”
or “Add CMake to the system PATH for the current user” .

Ninja build

{Ef#:  Ninja currently only provides binaries for 64-bit Windows. It is possible to use CMake and idf .py

with other build tools, such as mingw-make, on 32-bit windows. However this is currently undocumented.

Download the ninja latest stable Windows release from the (download page).

The Ninja for Windows download is a .zip file containing a single ninja.exe file which needs to be unzipped
to a directory which is then added to your Path (or you can choose a directory which is already on your
Path).

Python 2.x

Download the latest Python 2.7 for Windows installer, and run it.

The “Customise” step of the Python installer gives a list of options. The last option is “Add python.exe
to Path” . Change this option to select “Will be installed” .

Once Python is installed, open a Windows Command Prompt from the Start menu and run the following

command:
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pip install --user pyserial

MConf for IDF

Download the configuration tool mconf-idf from the kconfig-frontends releases page. This is the mconf

configuration tool with some minor customizations for ESP-IDF.

This tool will also need to be unzipped to a directory which is then added to your Path.

Toolchain Setup

Download the precompiled Windows toolchain:
https://dl.espressif.com/dl/xtensa-esp32-elf-win32-1.22.0-80-g6c4433a-5.2.0.zip

Unzip the zip file to C:\Program Files (or some other location). The zip file contains a single directory

xtensa-esp32-elf.

Next, the bin subdirectory of this directory must be added to your Path. For example, the directory to add

may be C:\Program Files\xtensa-esp32-elf\bin.

#f#: If you already have the MSYS2 environment (for use with the “GNU Make” build system) installed,
you can skip the separate download and add the directory C:\msys32\opt\xtensa-esp32-elf\bin to the

Path instead, as the toolchain is included in the MSYS2 environment.

Adding Directory to Path

To add any new directory to your Windows Path environment variable:

Open the System control panel and navigate to the Environment Variables dialog. (On Windows 10, this is

found under Advanced System Settings).

Double-click the Path variable (either User or System Path, depending if you want other users to have this

directory on their path.) Go to the end of the value, and append ;<new value>.

Next Steps

To carry on with development environment setup, proceed to section Get ESP-IDF.
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2.4.2 Standard Setup of Toolchain for Linux (CMake)

{#f#:  This is documentation for the CMake-based build system which is currently in preview release. If

you encounter any gaps or bugs, please report them in the Issues section of the ESP-IDF repository.

The CMake-based build system will become the default build system in ESP-IDF V4.0. The existing GNU
Make based build system will be deprecated in ESP-IDF V5.0.

Install Prerequisites

To compile with ESP-IDF you need to get the following packages:

e CentOS T7:

sudo yum install git wget ncurses-devel flex bison gperf python pyserial cmake

—ninja-build ccache

¢ Ubuntu and Debian:

sudo apt-get install git wget libncurses-dev flex bison gperf python python-pip,
—python-setuptools python-serial python-cryptography python-future python-

—pyparsing cmake ninja-build ccache libffi-dev libssl-dev

e Arch:

sudo pacman -S --needed gcc git make ncurses flex bison gperf python2-pyserial,

—python2-cryptography python2-future python2-pyparsing cmake ninja ccache

{Ef#:  CMake version 3.5 or newer is required for use with ESP-IDF. Older Linux distributions may require

ki

updating, enabling of a “backports” repository, or installing of a “cmake3” package rather than “cmake

Toolchain Setup

ESP32 toolchain for Linux is available for download from Espressif website:
e for 64-bit Linux:
https://dl.espressif.com/dl/xtensa-esp32-elf-linux64-1.22.0-80-g6c4433a-5.2.0.tar.gz

o for 32-bit Linux:
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https://dl.espressif.com/dl/xtensa-esp32-elf-linux32-1.22.0-80-g6c4433a-5.2.0.tar.gz
1. Download this file, then extract it in ~/esp directory:

o for 64-bit Linux:

mkdir -p ~/esp
cd ~/esp
tar -xzf ~/Downloads/xtensa-esp32-elf-1linux64-1.22.0-80-g6c4433a-5.2.0.tar.gz

o for 32-bit Linux:

mkdir -p ~/esp
cd ~/esp
tar -xzf ~/Downloads/xtensa-esp32-elf-1linux32-1.22.0-80-g6c4433a-5.2.0.tar.gz

2. The toolchain will be extracted into ~/esp/xtensa-esp32-elf/ directory.

To use it, you will need to update your PATH environment variable in ~/.profile file. To make

xtensa-esp32-elf available for all terminal sessions, add the following line to your ~/.profile file:

export PATH="$HOME/esp/xtensa-esp32-elf/bin:$PATH"

Alternatively, you may create an alias for the above command. This way you can get the toolchain

only when you need it. To do this, add different line to your ~/.profile file:

alias get_esp32='export PATH="$HOME/esp/xtensa-esp32-elf/bin:$PATH""

Then when you need the toolchain you can type get_esp32 on the command line and the toolchain
will be added to your PATH.

{if#:  If you have /bin/bash set as login shell, and both .bash_profile and .profile exist, then
update .bash_profile instead.

3. Log off and log in back to make the .profile changes effective. Run the following command to verify

if PATH is correctly set:

printenv PATH

You are looking for similar result containing toolchain’ s path at the end of displayed string:

$ printenv PATH
/home/user-name/bin: /home/user-name/.local/bin:/usr/local/sbin:/usr/local/bin:/usr/

—sbin:/usr/bin:/sbin:/bin:/usr/games:/usr/local/games:/snap/bin: /home/user-name/

—esp/xtensa-esp32-elf/bin
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Instead of /home/user-name there should be a home path specific to your installation.

Permission issues /dev/ttyUSB0

With some Linux distributions you may get the Failed to open port /dev/ttyUSBO error message when
flashing the ESP32. This can be solved by adding the current user to the dialout group.

Arch Linux Users

To run the precompiled gdb (xtensa-esp32-elf-gdb) in Arch Linux requires ncurses 5, but Arch uses ncurses
6.

Backwards compatibility libraries are available in AUR for native and 1ib32 configurations:
o https://aur.archlinux.org/packages/ncurses5-compat-libs/
o https://aur.archlinux.org/packages/lib32-ncurses5-compat-libs/

Before installing these packages you might need to add the author’ s public key to your keyring as described

in the “Comments” section at the links above.

Alternatively, use crosstool-NG to compile a gdb that links against ncurses 6.

Next Steps

To carry on with development environment setup, proceed to section Get ESP-IDF.

Related Documents

Setup Linux Toolchain from Scratch (CMake)

{Efi#:  This is documentation for the CMake-based build system which is currently in preview release. If

you encounter any gaps or bugs, please report them in the Issues section of the ESP-IDF repository.

The CMake-based build system will become the default build system in ESP-IDF V4.0. The existing GNU
Make based build system will be deprecated in ESP-IDF V5.0.

The following instructions are alternative to downloading binary toolchain from Espressif website. To quickly
setup the binary toolchain, instead of compiling it yourself, backup and proceed to section Standard Setup
of Toolchain for Linuz (CMake).
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Install Prerequisites

To compile with ESP-IDF you need to get the following packages:

e CentOS T7:

sudo yum install git wget ncurses-devel flex bison gperf python pyserial cmake,

—ninja-build ccache

¢ Ubuntu and Debian:

sudo apt-get install git wget libncurses-dev flex bison gperf python python-pip,
—python-setuptools python-serial python-cryptography python-future python-

—pyparsing cmake ninja-build ccache libffi-dev libssl-dev

e Arch:

sudo pacman -S --needed gcc git make ncurses flex bison gperf python2-pyserialy

—python2-cryptography python2-future python2-pyparsing cmake ninja ccache

{Ef#:  CMake version 3.5 or newer is required for use with ESP-IDF. Older Linux distributions may require

updating, enabling of a “backports” repository, or installing of a “cmake3” package rather than “cmake”

Compile the Toolchain from Source

e Install dependencies:

— CentOS 7:

sudo yum install gawk gperf grep gettext ncurses-devel python python-devel

—automake bison flex texinfo help2man libtool make

— Ubuntu pre-16.04:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-dev

—automake bison flex texinfo help2Zman libtool make

— Ubuntu 16.04 or newer:

sudo apt-get install gawk gperf grep gettext python python-dev automake bison

—flex texinfo help2man libtool libtool-bin make
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— Debian 9:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-dev

—automake bison flex texinfo help2man libtool libtool-bin make

— Arch:

TODO

Create the working directory and go into it:

mkdir -p ~/esp
cd ~/esp

Download crosstool-NG and build it:

git clone -b xtensa-1.22.x https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

./bootstrap && ./configure --enable-local && make install

Build the toolchain:

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R utw builds/xtensa-esp32-elf

Toolchain will be built in ~/esp/crosstool-NG/builds/xtensa-esp32-elf. Follow instructions for stan-
dard setup to add the toolchain to your PATH.

Next Steps

To carry on with development environment setup, proceed to section Get ESP-IDF.

2.4.3 Standard Setup of Toolchain for Mac OS (CMake)

{f#:  This is documentation for the CMake-based build system which is currently in preview release. If

you encounter any gaps or bugs, please report them in the Issues section of the ESP-IDF repository.

The CMake-based build system will become the default build system in ESP-IDF V4.0. The existing GNU
Make based build system will be deprecated in ESP-IDF V5.0.
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Install Prerequisites

ESP-IDF will use the version of Python installed by default on Mac OS.

« install pip:

sudo easy_install pip

« install pyserial:

pip install --user pyserial

« install CMake & Ninja build:

— If you have HomeBrew, you can run:

brew install cmake ninja

— If you have MacPorts, you can run:

sudo port install cmake ninja

— Otherwise, consult the CMake and Ninja home pages for Mac OS installation downloads.

o It is strongly recommended to also install ccache for faster builds. If you have HomeBrew, this can be

done via brew install ccache or sudo port install ccache on MacPorts.

{f#:  If an error like this is shown during any step:

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools),,

—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

Then you will need to install the XCode command line tools to continue. You can install,

—these by running "~ “xcode-select --install™".

Toolchain Setup

ESP32 toolchain for macOS is available for download from Espressif website:
https://dl.espressif.com/dl/xtensa-esp32-elf-osx-1.22.0-80-g6c4433a-5.2.0.tar.gz

Download this file, then extract it in ~/esp directory:
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mkdir -p ~/esp
cd ~/esp
tar -xzf ~/Downloads/xtensa-esp32-elf-osx-1.22.0-80-gb6c4433a-5.2.0.tar.gz

The toolchain will be extracted into ~/esp/xtensa-esp32-elf/ directory.

To use it, you will need to update your PATH environment variable in ~/.profile file. To make

xtensa-esp32-elf available for all terminal sessions, add the following line to your ~/.profile file:

export PATH=$HOME/esp/xtensa-esp32-elf/bin:$PATH

Alternatively, you may create an alias for the above command. This way you can get the toolchain only

when you need it. To do this, add different line to your ~/.profile file:

alias get_esp32="export PATH=$HOME/esp/xtensa-esp32-elf/bin:$PATH"

Then when you need the toolchain you can type get_esp32 on the command line and the toolchain will be
added to your PATH.

Log off and log in back to make the .profile changes effective. Run the following command to verify if

PATH is correctly set:

printenv PATH

Next Steps

To carry on with development environment setup, proceed to section Get ESP-IDF.

Related Documents

Setup Toolchain for Mac OS from Scratch (CMake)

{Efi#:  This is documentation for the CMake-based build system which is currently in preview release. If

you encounter any gaps or bugs, please report them in the Issues section of the ESP-IDF repository.

The CMake-based build system will become the default build system in ESP-IDF V4.0. The existing GNU
Make based build system will be deprecated in ESP-IDF V5.0.
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Package Manager

To set up the toolchain from scratch, rather than downloading a pre-compiled toolchain, you will need to

install either the MacPorts or homebrew package manager.

MacPorts needs a full XCode installation, while homebrew only needs XCode command line tools.

See Customized Setup of Toolchain section for some of the reasons why installing the toolchain from scratch

may be necessary.

Install Prerequisites

e install pip:

sudo easy_install pip

e install pyserial:

pip install --user pyserial

« install CMake & Ninja build:

— If you have HomeBrew, you can run:

brew install cmake ninja

— If you have MacPorts, you can run:

sudo port install cmake ninja

Compile the Toolchain from Source

e Install dependencies:

— with MacPorts:

sudo port install gsed gawk binutils gperf grep gettext wget libtool autoconf

—automake make

— with homebrew:

brew install gnu-sed gawk binutils gperftools gettext wget help2man libtool,

—autoconf automake make
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Create a case-sensitive filesystem image:

hdiutil create ~/esp/crosstool.dmg -volname '"ctng" -size 10g -fs "Case-sensitive HFS+"

Mount it:

hdiutil mount ~/esp/crosstool.dmg

Create a symlink to your work directory:

mkdir -p ~/esp
1n -s /Volumes/ctng ~/esp/ctng-volume

Go into the newly created directory:

cd ~/esp/ctng-volume

Download crosstool-NG and build it:

git clone -b xtensa-1.22.x https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

./bootstrap && ./configure --enable-local && make install

Build the toolchain:

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R ut+w builds/xtensa-esp32-elf

Toolchain will be built in ~/esp/ctng-volume/crosstool-NG/builds/xtensa-esp32-elf. Follow instruc-
tions for standard setup to add the toolchain to your PATH.

Next Steps

To carry on with development environment setup, proceed to section Get ESP-IDF.
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Windows Linux Mac OS

{#f:  We are an using esp subdirectory in your user’ s home directory (~/esp on Linux and MacOS,
%userprofile¥\esp on Windows) to install everything needed for ESP-IDF. You can use any different

directory, but will need to adjust the respective commands.

Depending on your experience and preferences, instead of using a prebuilt toolchain, you may want to
customize your environment. To set up the system your own way go to section Customized Setup of Toolchain
(CMake).

Once you are done with setting up the toolchain then go to section Get ESP-IDF'.

2.5 Get ESP-IDF

Besides the toolchain (that contains programs to compile and build the application), you also need ESP32
specific API / libraries. They are provided by Espressif in ESP-IDF repository. To get it, open terminal,

navigate to the directory you want to put ESP-IDF, and clone it using git clone command.

2.5.1 Linux and MacOS

mkdir -p ~/esp
cd ~/esp
git clone --recursive https://github.com/espressif/esp-idf.git

ESP-IDF will be downloaded into ~/esp/esp-idf.
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2.5.2 Windows Command Prompt

mkdir Juserprofile’\esp
cd Juserprofile’\esp
git clone --recursive https://github.com/espressif/esp-idf.git

{Ef#: Do not miss the --recursive option. If you have already cloned ESP-IDF without this option, run

another command to get all the submodules:

cd esp-idf

git submodule update --init

2.6 Setup Environment Variables

ESP-IDF requires two environment variables to be set for normal operation:

e IDF_PATH should be set to the path to the ESP-IDF root directory.

e PATH should include the path to the tools directory inside the same IDF_PATH directory.
These two variables should be set up on your PC, otherwise projects will not build.

Setting may be done manually, each time PC is restarted. Another option is to set them permanently in user
profile. To do this, follow instructions specific to Windows , Linuz and MacOS in section Add IDF PATH
& idf.py PATH to User Profile (CMake).

2.7 Start a Project

Now you are ready to prepare your application for ESP32. To start off quickly, we will use get-

started /helloworld project from examples directory in IDF.

Copy get-started /hello world to ~/esp directory:

2.7.1 Linux and MacOS

cd ~/esp
cp -r $IDF_PATH/examples/get-started/hello_world .
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2.7.2 Windows Command Prompt

cd Juserprofile)\esp
xcopy /e /i 7,IDF_PATH)\examples\get-started\hello_world hello_world

You can also find a range of example projects under the examples directory in ESP-IDF. These example

project directories can be copied in the same way as presented above, to begin your own projects.

It is also possible to build examples in-place, without copying them first.

Ji%: The esp-idf build system does not support spaces in the path to either esp-idf or to projects.

2.8 Connect
You are almost there. To be able to proceed further, connect ESP32 board to PC, check under what serial
port the board is visible and verify if serial communication works. If you are not sure how to do it, check

instructions in section Establish Serial Connection with ESP32 (CMuake). Note the port number, as it will

be required in the next step.

2.9 Configure

Naviagate to the directory of the hello_world application copy, and run the menuconfig project configu-

ration utility:

2.9.1 Linux and MacOS

cd ~/esp/hello_world

idf.py menuconfig

2.9.2 Windows Command Prompt

cd Juserprofile)\esp\hello_world

idf.py menuconfig

{Efi#:  If you get an error about idf.py not being found, check the tools directory is part of your Path

as described above in Setup Environment Variables. If there is no idf.py in the tools directory, check you
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have the correct branch for the CMake preview as shown under Get ESP-IDF.

{Ef#:  Windows users, the Python 2.7 installer will try to configure Windows to associate files with a .py
extension with Python 2. If a separate installed program (such as Visual Studio Python Tools) has created
an association with a different version of Python, then running idf.py may not work (it opens the file in
Visual Studio instead). You can either run C:\Python27\python idf.py each time instead, or change the

association that Windows uses for .py files.

{Ef:  Linux users, if your default version of Python is 3.x then you may need to run python2 idf.py

instead.

If previous steps have been done correctly, the following menu will be displayed:

Espressif IoT Development Framework Configuration 1
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration ---=
footloader config --->
Security features ---=
I
Partition Table --->

optimization level (Debug) --->
Component config ---=

< Exit > < Help > < Save > < Load >

¥ 16: Project configuration - Home window

Here are couple of tips on navigation and use of menuconfig;:
e Use up & down arrow keys to navigate the menu.
e Use Enter key to go into a submenu, Escape key to go up a level or exit.
e Type 7 to see a help screen. Enter key exits the help screen.

o Use Space key, or Y and N keys to enable (Yes) and disable (No) configuration items with checkboxes
49 [*] ”

e Pressing 7 while highlighting a configuration item displays help about that item.

e Type / to search the configuration items.
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{£%: When using ESP32-DevKitC board with ESP32-SOLO-1 module, enable single core mode
(CONFIG _FREERTOS UNICORE) in menuconfig before flashing example applications.

2.10 Build The Project

Now you can build the project. Run:

idf.py build

This command will compile the application and all the ESP-IDF components, generate bootloader, partition

table, and application binaries.

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-- Found Git: /usr/bin/git (found version "2.17.0")

-- Building empty aws_iot component due to configuration

—-- Component names:

—-- Component paths:

(more lines of build system output)

[627/527] Generating hello-world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
../../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash --
—flash_mode dio --flash_size detect --flash_freq 40m 0x10000 build/hello-world.bin
—build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/partition-
—table.bin

or run 'idf.py -p PORT flash'

If there are no errors, the build will finish by generating the firmware binary .bin file.

2.11 Flash To A Device

Now you can flash the application to the ESP32 board. Run:
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idf.py -p PORT flash

Replace PORT with the name of your ESP32 board’ s serial port. On Windows, serial ports have names
like COM1. On MacOS, they start with /dev/cu.. On Linux, they start with /dev/tty. See Establish Serial
Connection with ESP32 (CMake) for full details.

This step will flash the binaries that you just built to your ESP32 board.

{Ef#: Running idf.py build before idf.py flash is not actually necessary, the flash step will automati-
cally build the project if required before flashing.

Running esptool.py in directory [...]/esp/hello_world

Executing "python [...]/esp-idf/components/esptool_py/esptool/esptool.py -b 460800 write_
—flash @flash_project_args"...

esptool.py -b 460800 write_flash --flash_mode dio --flash_size detect --flash_freq 40m
—0x1000 bootloader/bootloader.bin 0x8000 partition_table/partition-table.bin 0x10000,
—hello-world.bin

esptool.py v2.3.1

Connecting. ...

Detecting chip type... ESP32

Chip is ESP32DOWDQ6 (revision 1)

Features: WiFi, BT, Dual Core

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Auto-detected Flash size: 4MB

Flash params set to 0x0220

Compressed 22992 bytes to 13019...

Wrote 22992 bytes (13019 compressed) at 0x00001000 in 0.3 seconds (effective 558.9 kbit/
~8). ..

Hash of data verified.

Compressed 3072 bytes to 82...

Wrote 3072 bytes (82 compressed) at 0x00008000 in 0.0 seconds (effective 5789.3 kbit/s)..
Hash of data verified.

Compressed 136672 bytes to 67544...

Wrote 136672 bytes (67544 compressed) at 0x00010000 in 1.9 seconds (effective 567.5 kbit/

—s). .. (Fogks:)
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(8:EW)

Hash of data verified.

Leaving. ..

Hard resetting via RTS pin...

If there are no issues, at the end of flash process, the module will be reset and “hello_ world” application

will be running there.

2.12 Monitor

To see if “hello_world” application is indeed running, type idf .py -p PORT monitor. This command is

launching IDF Monitor application:

$ idf.py -p /dev/ttyUSBO monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_world/
—build/hello-world.elf"...

--- idf_monitor on /dev/ttyUSBO 115200 ---

—-- Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ---

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

Several lines below, after start up and diagnostic log, you should see “Hello world!” printed out by the

application.

Hello world!

Restarting in 10 seconds...

I (211) cpu_start: Starting scheduler on APP CPU.
Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

To exit the monitor use shortcut Ctrl+].

. If instead of the messages above, you see a random garbage similar to:
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e )(Xn@y.! (PW+) Hn9a /9! t5 P~k eeab jA
~zY Y(1,1 e )(Xn@y.!Dr zY( jpi | +z5Ymvp

or monitor fails shortly after upload, your board is likely using 26MHz crystal. Most development board
designs use 40MHz and the ESP-IDF uses this default value. Exit the monitor, go back to the menuconfig,
change CONFIG ESP32 XTAL FREQ SEL to 26MHz, then build and flash the application again. This
is found under idf.py menuconfig under Component config —> ESP32-specific —> Main XTAL frequency.

{Ef#: You can combine building, flashing and monitoring into one step as follows:

idf.py -p PORT flash monitor

Check the section IDF Monitor for handy shortcuts and more details on using the monitor.
Check the section idf.py for a full reference of idf.py commands and options.
That’ s all what you need to get started with ESP32!

Now you are ready to try some other examples, or go right to developing your own applications.

2.13 Updating ESP-IDF

After some time of using ESP-IDF, you may want to update it to take advantage of new features or bug
fixes. The simplest way to do so is by deleting existing esp-idf folder and cloning it again, exactly as when
doing initial installation described in sections Get ESP-IDF.

Another solution is to update only what has changed. This method is useful if you have a slow connection

to GitHub. To do the update run the following commands:

2.13.1 Linux and MacOS

cd ~/esp/esp-idf
git pull

git submodule update --init --recursive

2.13.2 Windows Command Prompt
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cd Juserprofile),\esp\esp-idf
git pull

git submodule update --init --recursive

The git pull command is fetching and merging changes from ESP-IDF repository on GitHub. Then git
submodule update --init --recursive is updating existing submodules or getting a fresh copy of new
ones. On GitHub the submodules are represented as links to other repositories and require this additional

command to get them onto your PC.

It is also possible to check out a specific release of ESP-IDF, e.g. v2.1.

2.13.3 Linux and MacOS

cd ~/esp

git clone https://github.com/espressif/esp-idf.git esp-idf-v2.1
cd esp-idf-v2.1/

git checkout v2.1

git submodule update --init --recursive

2.13.4 Windows Command Prompt

cd Juserprofile’\esp

git clone https://github.com/espressif/esp-idf.git esp-idf-v2.1
cd esp-idf-v2.1/

git checkout v2.1

git submodule update --init --recursive

After that remember to Add IDF PATH & idf.py PATH to User Profile (CMake), so the toolchain scripts

know where to find the ESP-IDF in it’ s release specific location.

{#fR: Different versions of ESP-IDF may have different setup or prerequisite requirements, or require differ-
ent toolchain versions. If you experience any problems, carefully check the Getting Started documentation

for the version you are switching to.

2.14 Related Documents

2.14.1 Add IDF_PATH & idf.py PATH to User Profile (CMake)
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{f#:  This is documentation for the CMake-based build system which is currently in preview release. If

you encounter any gaps or bugs, please report them in the Issues section of the ESP-IDF repository.

The CMake-based build system will become the default build system in ESP-IDF V4.0. The existing GNU
Make based build system will be deprecated in ESP-IDF V5.0.

To use the CMake-based build system and the idf.py tool, two modifications need to be made to system

environment variables:
e IDF_PATH needs to be set to the path of the directory containing ESP-IDF.
o System PATH variable to include the directory containing the idf.py tool (part of ESP-IDF).

To preserve setting of these variables between system restarts, add them to the user profile by following the

instructions below.

{If#: If using an IDE, you can optionally set these environment variables in your IDE’ s project environment

rather than from the command line as described below.

{Ef#: If you don’ t ever use the command line idf .py tool, but run cmake directly or via an IDE, then it

is not necessary to set the PATH variable - only IDF_PATH. However it can be useful to set both.

{Ef#:  If you only ever use the command line idf . py tool, and never use cmake directly or via an IDE, then
it is not necessary to set the IDF_PATH variable - idf.py will detect the directory it is contained within and
set IDF_PATH appropriately if it is missing.

Windows

To edit Environment Variables on Windows 10, search for “Edit Environment Variables” under the Start

menu.

On earlier Windows versions, open the System Control Panel then choose “Advanced” and look for the

Environment Variables button.

You can set these environment variables for all users, or only for the current user, depending on whether

other users of your computer will be using ESP-IDF.

e Click New... to add a new system variable named IDF_PATH. Set the path to directory containing
ESP-IDF, for example C:\Users\user-name\esp\esp-idf.
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e Locate the Path environment variable and double-click to edit it. Append the following to the end:
; IDF_PATHY%\tools. This will allow you to run idf.py and other tools from Windows Command
Prompt.

If you got here from section Setup Environment Variables, while installing s/w for ESP32 development, then

go back to section Start a Project.

Linux and MacOS

Set up IDF_PATH and add idf.py to the PATH by adding the following two lines to your ~/.profile file:

export IDF_PATH=~/esp/esp-idf
export PATH="$IDF_PATH/tools:$PATH"

{Efi#: ~/.profile means a file named .profile in your user’ s home directory (which is abbreviated ~ in
the shell).

Log off and log in back to make this change effective.

{Efit:  Not all shells use .profile. If you have /bin/bash and .bash_profile exists then update this
file instead. For zsh, update .zprofile. Other shells may use other profile files (consult the shell’ s

documentation).

Run the following command to check if IDF_PATH is set:

printenv IDF_PATH

The path previously entered in ~/.profile file (or set manually) should be printed out.

To verify idf.py is now on the PATH, you can run the following:

which idf.py

A path like ${IDF_PATH}/tools/idf.py should be printed.

If you do not like to have IDF_PATH or PATH modifications set, you can enter it manually in terminal window

on each restart or logout:

export IDF_PATH=~/esp/esp-idf
export PATH="$IDF_PATH/tools:$PATH"

If you got here from section Setup Environment Variables, while installing s/w for ESP32 development, then

go back to section Start a Project.
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2.14.2 Establish Serial Connection with ESP32 (CMake)

This section provides guidance how to establish serial connection between ESP32 and PC.

Connect ESP32 to PC

Connect the ESP32 board to the PC using the USB cable. If device driver does not install automatically,
identify USB to serial converter chip on your ESP32 board (or external converter dongle), search for drivers

in internet and install them.

Below are the links to drivers for ESP32 boards produced by Espressif:
o ESP32-PICO-KIT and ESP32-DevKitC - CP210x USB to UART Bridge VCP Drivers
o ESP32-WROVER-KIT and ESP32 Demo Board - FTDI Virtual COM Port Drivers

Above drivers are primarily for reference. They should already be bundled with the operating system and

installed automatically once one of listed boards is connected to the PC.

Check port on Windows
Check the list of identified COM ports in the Windows Device Manager. Disconnect ESP32 and connect it
back, to verify which port disappears from the list and then shows back again.

Figures below show serial port for ESP32 DevKitC and ESP32 WROVER KIT

Check port on Linux and MacOS

To check the device name for the serial port of your ESP32 board (or external converter dongle), run this
command two times, first with the board / dongle unplugged, then with plugged in. The port which appears

the second time is the one you need:

Linux

1s /dev/ttyx*

MacOS

1ls /dev/cu.*

Adding user to dialout on Linux

The currently logged user should have read and write access the serial port over USB. On most Linux

distributions, this is done by adding the user to dialout group with the following command:
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K| 17: USB to UART bridge of ESP32-DevKitC in Windows Device Manager
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sudo usermod -a -G dialout $USER

Make sure you re-login to enable read and write permissions for the serial port.

Verify serial connection

Now verify that the serial connection is operational. You can do this using a serial terminal program. In

this example we will use PuTTY SSH Client that is available for both Windows and Linux. You can use

other serial program and set communication parameters like below.

Run terminal, set identified serial port, baud rate = 115200, data bits = 8, stop bits = 1, and parity = N.

Below are example screen shots of setting the port and such transmission parameters (in short described as

115200-8-1-N) on Windows and Linux. Remember to select exactly the same serial port you have identified

in steps above.

ﬁ PuTTY Configuration
Categorny:

- Keyboard
- Eell

- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

=~ Connection

.. Data

- Prosy

- Telnet
H].:,gin

- S5H

- Senal

X

Options controling local sedal lines
Select a sedal line
Serial line to connect to Comz
Corfigure the sedal line
Speed |baud) 115200
Data bits g
Stop bits 1
Parity [Nnne v]
Flow cortrol | XON/XOFF |
Open ] [ Cancel

K 19: Setting Serial Communication in PuTTY on Windows

Then open serial port in terminal and check, if you see any log printed out by ESP32. The log contents will

depend on application loaded to ESP32. An example log by ESP32 is shown below.
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PuTTY Configuration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal serial line to connect to [dev/ttyUsBo
Keyboard
Bell

Features
v window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
Selection Flow control XON/XOFF =
Colours

Parity Mane =

Fonts
¥ Connection
Data

Proxy

Telnet

Rlegin
* S5H

About %J Cancel

K 20: Setting Serial Communication in PuTTY on Linux
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ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00
clk_drv:0x00,q_drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00,wp_drv:0x00
mode:DI0, clock div:2

load:0x3f££f0008,1len:8

load:0x3f£f£f0010,1len: 3464

load:0x40078000,1len:7828

load:0x40080000,1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rc1-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

If you see some legible log, it means serial connection is working and you are ready to proceed with installation

and finally upload of application to ESP32.

{if#:  For some serial port wiring configurations, the serial RT'S & DTR pins need to be disabled in the
terminal program before the ESP32 will boot and produce serial output. This depends on the hardware
itself, most development boards (including all Espressif boards) do not have this issue. The issue is present
if RTS & DTR are wired directly to the EN & GPIOO0 pins. See the esptool documentation for more details.

{Efi#:  Close serial terminal after verification that communication is working. In next step we are going to
use another application to upload ESP32. This application will not be able to access serial port while it is

open in terminal.

If you got here from section Connect when installing s/w for ESP32 development, then go back to section

Configure.

2.14.3 Build and Flash with Eclipse IDE (CMake)

{f#:  This is documentation for the CMake-based build system which is currently in preview release. If

you encounter any gaps or bugs, please report them in the Issues section of the ESP-IDF repository.
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The CMake-based build system will become the default build system in ESP-IDF V4.0. The existing GNU
Make based build system will be deprecated in ESP-IDF V5.0.

Documentation for Eclipse setup with CMake-based build system and Eclipse CDT is coming soon.

2.14.4 IDF Monitor (CMake)

The idf monitor tool is a Python program which runs when the idf.py monitor target is invoked in IDF.

It is mainly a serial terminal program which relays serial data to and from the target device’ s serial port,

but it has some other IDF-specific features.

Interacting With IDF Monitor

o Ctrl-] will exit the monitor.
e Ctrl-T Ctrl-H will display a help menu with all other keyboard shortcuts.

e Any other key apart from Ctrl-] and Ctrl-T is sent through the serial port.

Automatically Decoding Addresses

Any time esp-idf prints a hexadecimal code address of the form 0x4 , IDF Monitor will use addr2line

to look up the source code location and function name.

When an esp-idf app crashes and panics a register dump and backtrace such as this is produced:

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 AO : 0x800dbf56 A1l : 0x3ffb7e00
A2 : 0x3ffbl136c A3 : 0x00000005 A4 : 0x00000000 A5 : 0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 : 0x3££fb7ddo
A10 : 0x00000003 A1l : 0x00060£23 A12 : 0x00060f20 A13 : 0x3ffba6do
Al14 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE: 0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46¢c LEND : 0x4000c477 LCOUNT : 0x00000000

Backtrace: 0x400£360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbfbe:0x3ffb7e40,
—0x400db£82:0x3ffb7e60 0x400d4071d:0x3ffb7e90

IDF Monitor will augment the dump:
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Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al : 0x3ffb7e00
0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/

—main/./hello_world_main.c:52

A2 : 0x3ffbl136c A3 : 0x00000005 A4 : 0x00000000 A5 : 0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 : 0x3ffb7dd0
A10 : 0x00000003 A11 : 0x00060£23 A12 : 0x00060£f20 A13 : 0x3ffba6do
Al14 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE: 0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46¢c LEND : 0x4000c477 LCOUNT : 0x00000000

Backtrace: 0x400£360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbfbe:0x3ffb7e40
—0x400db£82:0x3ffb7e60 0x400d4071d:0x3ffb7e90

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world_main.c:52

0x400dbf56: still_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world_main.c:47

0x400dbf5e: dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/main/./
—hello_world_main.c:42

0x400dbf82: app_main at /home/gus/esp/32/idf/examples/get-started/hello_world/main/./
—hello_world_main.c:33

0x400d071d: main_task at /home/gus/esp/32/idf/components/esp32/./cpu_start.c:254

Behind the scenes, the command IDF Monitor runs to decode each address is:

xtensa-esp32-elf-addr2line -pfiaC -e build/PROJECT.elf ADDRESS

Launch GDB for GDBStub

By default, if an esp-idf app crashes then the panic handler prints registers and a stack dump as shown

above, and then resets.

Optionally, the panic handler can be configured to run a serial “gdb stub” which can communicate with a
edb debugger program and allow memory to be read, variables and stack frames examined, etc. This is not

as versatile as JTAG debugging, but no special hardware is required.

To enable the gdbstub, run idf.py menuconfig and set CONFIG _FESP32 PANIC option to Invoke
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GDBStub.

If this option is enabled and IDF Monitor sees the gdb stub has loaded, it will automatically pause serial
monitoring and run GDB with the correct arguments. After GDB exits, the board will be reset via the RTS

serial line (if this is connected.)

Behind the scenes, the command IDF Monitor runs is:

xtensa-esp32-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex interrupt,
—build/PROJECT.elf

Quick Compile and Flash

The keyboard shortcut Ctrl-T Ctrl-F will pause idf monitor, run the idf.py flash target, then resume

idf _monitor. Any changed source files will be recompiled before re-flashing.

The keyboard shortcut Ctrl-T Ctrl-A will pause idf-monitor, run the idf.py app-flash target, then

resume idf monitor. This is similar to idf.py flash, but only the main app is compiled and reflashed.

Quick Reset

The keyboard shortcut Ctrl-T Ctrl-R will reset the target board via the RTS line (if it is connected.)

Pause the Application

The keyboard shortcut Ctrl-T Ctrl-P will reset the target into bootloader, so that the board will run
nothing. This is useful when you want to wait for another device to startup. Then shortcut Ctrl-T Ctrl-R

can be used to restart the application.

Toggle Output Display

Sometimes you may want to stop new output printed to screen, to see the log before. The keyboard shortcut
Ctrl-T Ctrl-Y will toggle the display (discard all serial data when the display is off) so that you can stop

to see the log, and revert again quickly without quitting the monitor.

Simple Monitor

Earlier versions of ESP-IDF used the pySerial command line program miniterm as a serial console program.
This program can still be run, via make simple_monitor.

IDF Monitor is based on miniterm and shares the same basic keyboard shortcuts.
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T firp:

This target only works in the GNU Make based build system, not the CMake-based build system

preview.

Known Issues with IDF Monitor

Issues Observed on Windows

If you are using the supported Windows environment and receive the error “winpty: command not

found” then run pacman -S winpty to fix.
Arrow keys and some other special keys in gdb don’ t work, due to Windows Console limitations.
Occasionally when “make” exits, it may stall for up to 30 seconds before idf monitor resumes.

Occasionally when “gdb” is run, it may stall for a short time before it begins communicating with
the gdbstub.

2.14.5 Customized Setup of Toolchain (CMake)

Instead of downloading binary toolchain from Espressif website (see Setup Toolchain) you may build the

toolchain yourself.

If you can’ t think of a reason why you need to build it yourself, then probably it’ s better to stick with

the binary version. However, here are some of the reasons why you might want to compile it from source:

if you want to customize toolchain build configuration

if you want to use a different GCC version (such as 4.8.5)
if you want to hack gcc or newlib or libstde++

if you are curious and/or have time to spare

if you don’ t trust binaries downloaded from the Internet

In any case, here are the instructions to compile the toolchain yourself.
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CHAPTER 3

API| Reference

3.1 Wi-Fi API

3.1.1 Wi-Fi

Introduction

The WiFi libraries provide support for configuring and monitoring the ESP32 WiF'i networking functionality.

This includes configuration for:

Station mode (aka STA mode or WiFi client mode). ESP32 connects to an access point.
AP mode (aka Soft-AP mode or Access Point mode). Stations connect to the ESP32.

Combined AP-STA mode (ESP32 is concurrently an access point and a station connected to another

access point).
Various security modes for the above (WPA, WPA2, WEP, etc.)
Scanning for access points (active & passive scanning).

Promiscuous mode monitoring of IEEE802.11 WiFi packets.

Application Examples

See wifi directory of ESP-IDF examples that contains the following applications:

Simple application showing how to connect ESP32 module to an Access Point - esp-idf-template.
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o Using power save mode of Wi-Fi - wifi/power_save.

API| Reference

Header File

e esp32/include/esp_ wifi.h

Functions

esp_err_t esp_wifi_init(const wifi_init_config_t *config)
Init WiFi Alloc resource for WiFi driver, such as WiFi control structure, RX/TX buffer, WiFi NVS
structure etc, this WiFi also start WiFi task.

Attention 1. This API must be called before all other WiFi API can be called

Attention 2. Always use WIFI_INIT CONFIG_DEFAULT macro to init the config to default
values, this can guarantee all the fields got correct value when more fields are added into

wifi__init_config_t in future release. If you want to set your owner initial values, overwrite the
default values which are set by WIFI_INIT_CONFIG_DEFAULT, please be notified that the
field ‘magic’ of wifi init config t should always be WIFI_INIT CONFIG_MAGIC!

Return
e ESP OK: succeed
« ESP_ERR_NO_MEM: out of memory
e others: refer to error code esp__err.h
Parameters
e config: pointer to WiF1i init configuration structure; can point to a temporary variable.
esp_err t esp_wifi_deinit (void)
Deinit WiFi Free all resource allocated in esp_ wifi init and stop WiFi task.
Attention 1. This API should be called if you want to remove WiFi driver from the system
Return
« ESP_OK: succeed
« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init

esp_err | esp_wifi_set_mode (wifi_mode t mode)

Set the WiFi operating mode.
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Set the WiFi operating mode as station, soft-AP or station+soft-AP, The default mode is soft-AP
mode.
Return
¢ ESP_ OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_INVALID ARG: invalid argument
o others: refer to error code in esp_ err.h
Parameters
o mode: WiFi operating mode
esp_err t esp_wifi_get_mode (wifi mode ¢ *mode)
Get current operating mode of WiFi.
Return
¢ ESP OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_INVALID ARG: invalid argument
Parameters
o mode: store current WikFi mode
esp_err_t esp_wifi_start (void)
Start WiFi according to current configuration If mode is WIFI_MODE__STA, it create station control
block and start station If mode is WIFI_MODE__AP, it create soft-AP control block and start soft-AP
If mode is WIFI_MODE__APSTA, it create soft-AP and station control block and start soft-AP and
station.
Return
o ESP_ OK: succeed
o« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_INVALID ARG: invalid argument
« ESP_ERR_NO_MEM: out of memory
o« ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong

o« ESP FAIL: other WiFi internal errors
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esp_err_t esp_wifi_stop(void)
Stop WiFi If mode is WIFI__MODE_STA, it stop station and free station control block If mode is
WIFI_MODE_ AP, it stop soft-AP and free soft-AP control block If mode is WIFI_MODE__APSTA,
it stop station/soft-AP and free station/soft-AP control block.
Return
e ESP OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi init
esp_err | esp_wifi_restore(void)
Restore WiFi stack persistent settings to default values.
This function will reset settings made using the following APIs:
e esp_wifi_get_auto_connect,
e esp_wifi_set_ protocol,
e esp_wifi_set_config related

e esp_wifi_set mode

Return
e ESP_OK: succeed
« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init
esp_err _t esp_wifi_connect (void)
Connect the ESP32 WiFi station to the AP.
Attention 1. This API only impact WIFI_MODE_STA or WIFI_ MODE_ APSTA mode
Attention 2. If the ESP32 is connected to an AP, call esp_ wifi_ disconnect to disconnect.

Attention 3. The scanning triggered by esp_wifi start scan() will not be effective until con-
nection between ESP32 and the AP is established. If ESP32 is scanning and connecting at
the same time, ESP32 will abort scanning and return a warning message and error number
ESP_ERR_WIFI_STATE. If you want to do reconnection after ESP32 received disconnect event,
remember to add the maximum retry time, otherwise the called scan will not work. This is es-
pecially true when the AP doesn’ t exist, and you still try reconnection after ESP32 received
disconnect event with the reason code WIFI_ REASON_NO_ AP FOUND.

Return
e ESP OK: succeed
« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init

« ESP_ERR_WIFI_NOT_START: WiFi is not started by esp_ wifi_start
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« ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong
« ESP ERR_ WIFI SSID: SSID of AP which station connects is invalid
esp_err_t esp_wifi_disconnect (void)
Disconnect the ESP32 WiFi station from the AP.
Return
¢ ESP OK: succeed
« ESP_ERR_WIFI_NOT_INIT: WiFi was not initialized by esp_ wifi_init
« ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_ wifi_ start
e ESP_FAIL: other WiF'i internal errors
esp_err | esp_wifi_clear_fast_connect (void)
Currently this API is just an stub APL.
Return
e ESP OK: succeed
o others: fail
esp_err_t esp_wifi_deauth_sta(uintl6_t aid)
deauthenticate all stations or associated id equals to aid
Return
¢ ESP_ OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_ wifi_ start
« ESP_ERR_INVALID ARG: invalid argument
« ESP_ERR_WIFI MODE: WiFi mode is wrong
Parameters
e aid: when aid is 0, deauthenticate all stations, otherwise deauthenticate station whose asso-

ciated id is aid

esp_err_t esp_wifi_scan_start(const wifi scan_ config t *config, bool block)
Scan all available APs.

Attention If this API is called, the found APs are stored in WiFi driver dynamic allo-
cated memory and the will be freed in esp_wifi scan_get_ap_records, so generally, call

esp_ wifi_scan_get_ap_records to cause the memory to be freed once the scan is done
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Attention The values of maximum active scan time and passive scan time per channel are limited to
1500 milliseconds. Values above 1500ms may cause station to disconnect from AP and are not

recommended.
Return
¢ ESP OK: succeed
« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_WIFI _NOT_STARTED: WiFi was not started by esp_ wifi_ start
« ESP_ERR_WIFI _TIMEOUT: blocking scan is timeout
o ESP_ERR_ WIFI_STATE: wifi still connecting when invoke esp_ wifi__scan__start
o others: refer to error code in esp_err.h
Parameters
e config: configuration of scanning
e block: if block is true, this API will block the caller until the scan is done, otherwise it will

return immediately

esp_err 1 esp_wifi_scan_stop(void)
Stop the scan in process.
Return
« ESP_OK: succeed
« ESP_ERR_WIFI _NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_WIFI _NOT_STARTED: WiFi is not started by esp_ wifi_ start
esp_err_t esp_wifi_scan_get_ap_num(uint16_t *number)
Get number of APs found in last scan.
Attention This API can only be called when the scan is completed, otherwise it may get wrong value.
Return
¢ ESP_ OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_ wifi_ start
« ESP_ERR_INVALID ARG: invalid argument
Parameters

e number: store number of APIs found in last scan
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esp_err t esp_wifi_scan_get_ap_records (uintl6_t *number, wifi_ap record t *ap_ records)
Get AP list found in last scan.
Return
¢ ESP_ OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_ WIFI NOT_STARTED: WiFi is not started by esp_wifi_ start
« ESP_ERR_INVALID ARG: invalid argument
« ESP_ERR_NO_MEM: out of memory
Parameters

e number: As input param, it stores max AP number ap_records can hold. As output param,

it receives the actual AP number this API returns.
e ap_records: wifi_ap_ record_t array to hold the found APs
esp_err t esp_wifi_sta_get_ap_info(wifi ap record t *ap_info)
Get information of AP which the ESP32 station is associated with.
Return
¢ ESP_ OK: succeed
« ESP_ERR_WIFI CONN: The station interface don’ t initialized
« ESP _ERR_ WIFI NOT_ CONNECT: The station is in disconnect status
Parameters

e ap_info: the wifi_ap_ record t to hold AP information sta can get the connected ap’ s
phy mode info through the struct member phy 11b, phy 11g, phy 11n, phy_Ir in the
wifi_ap__record_t struct. For example, phy_11b = 1 imply that ap support 802.11b mode

esp_err 1 esp_wifi_set_ps(wifi_ps type 1 type)
Set current WiFi power save type.
Attention Default power save type is WIFI_PS_MIN_MODEM.
Return ESP_OK: succeed
Parameters
e type: power save type

esp_err_t esp_wifi_get_ps(wifi__ps type_t *type)

Get current WiFi power save type.
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Attention Default power save type is WIFI_PS_MIN_MODEM.
Return ESP  OK: succeed
Parameters
e type: store current power save type
esp_err_t esp_wifi_set_protocol (wifi interface t ifx, uint8 t protocol bitmap)
Set protocol type of specified interface The default protocol is
(WIFI_PROTOCOL_11B|WIFI_PROTOCOL_11G|WIFI_PROTOCOL_11N)
Attention Currently we only support 802.11b or 802.11bg or 802.11bgn mode
Return
¢ ESP_ OK: succeed
e« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_ init
« ESP ERR_ WIFI IF: invalid interface
o others: refer to error codes in esp__err.h
Parameters
e ifx: interfaces
e protocol_bitmap: WiFi protocol bitmap
esp_err_t esp_wifi_get_protocol (wifi interface t ifr, uint8_t *protocol bitmap)
Get the current protocol bitmap of the specified interface.
Return
e ESP OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi init
« ESP ERR WIFI IF: invalid interface
o« ESP_ERR_INVALID_ARG: invalid argument
o others: refer to error codes in esp_err.h
Parameters
e ifx: interface
e protocol_bitmap: store current WiFi protocol bitmap of interface ifx

esp_err | esp_wifi_set_bandwidth(wifi interface t ifr, wifi bandwidth t bw)
Set the bandwidth of ESP32 specified interface.

Attention 1. API return false if try to configure an interface that is not enabled
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Attention 2. WIFI_BW__HT40 is supported only when the interface support 11N
Return
o ESP_OK: succeed
« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP ERR WIFI IF: invalid interface
« ESP_ERR_INVALID ARG: invalid argument
o others: refer to error codes in esp_err.h
Parameters
e ifx: interface to be configured
e bw: bandwidth
esp_err_t esp_wifi_get_bandwidth(wifi_interface_t ifr, wifi_bandwidth_t *bw)
Get the bandwidth of ESP32 specified interface.
Attention 1. API return false if try to get a interface that is not enable
Return
¢ ESP OK: succeed
« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init
o« ESP_ERR_WIFI_IF: invalid interface
« ESP_ERR_INVALID_ARG: invalid argument
Parameters
e ifx: interface to be configured
e bw: store bandwidth of interface ifx
esp_err 1 esp_wifi_set_channel (uint8 t primary, wifi second chan t second)
Set primary/secondary channel of ESP32.
Attention 1. This API should be called after esp_ wifi_start()

Attention 2. When ESP32 is in STA mode, this API should not be called when STA is scanning or

connecting to an external AP

Attention 3. When ESP32 is in softAP mode, this API should not be called when softAP has

connected to external STAs

Attention 4. When ESP32 is in STA+soft AP mode, this API should not be called when in the

scenarios described above
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Return
¢ ESP OK: succeed
« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_ init
« ESP ERR_WIFI IF: invalid interface
o ESP_ERR_INVALID_ARG: invalid argument
Parameters
e primary: for HT20, primary is the channel number, for HT40, primary is the primary channel
e second: for HT20, second is ignored, for HT40, second is the second channel
esp_err t esp_wifi_get_channel (uint8_t *primary, wifi second chan_ t *second)
Get the primary/secondary channel of ESP32.
Attention 1. API return false if try to get a interface that is not enable
Return
¢ ESP OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_INVALID ARG: invalid argument
Parameters
e primary: store current primary channel
e second: store current second channel

esp_err_ | esp_wifi_set_country(const wifi_country t *country)

configure country info

Attention 1. The default country is {.ce=" CN” | .schan=1, .nchan=13, pol-
icy=WIFI_COUNTRY_POLICY_AUTO}

Attention 2. When the country policy is WIFI_COUNTRY__POLICY_AUTO, the country info of
the AP to which the station is connected is used. E.g. if the configured country info is {.cc="
USA” |, .schan=1, .nchan=11} and the country info of the AP to which the station is connected
is {.cc=" JP” | .schan=1, .nchan=14} then the country info that will be used is {.cc=" JP”
, .schan=1, .nchan=14}. If the station disconnected from the AP the country info is set back
back to the country info of the station automatically, {.cc=" US” , .schan=1, .nchan=11} in the

example.

Attention 3. When the country policy is WIFI_COUNTRY__POLICY_MANUAL, always use the

configured country info.
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Attention 4. When the country info is changed because of configuration or because the station
connects to a different external AP, the country IE in probe response/beacon of the soft-AP is

changed also.
Attention 5. The country configuration is not stored into flash

Attention 6. This API doesn’ t validate the per-country rules, it’ s up to the user to fill in all fields

according to local regulations.
Return
¢ ESP OK: succeed
e« ESP_ERR_WIFI _NOT_INIT: WiFi is not initialized by esp_ wifi_ init
« ESP_ERR_INVALID ARG: invalid argument
Parameters
o country: the configured country info
esp_err t esp_wifi_get_country (wifi country t *country)
get the current country info
Return
e ESP_ OK: succeed
« ESP_ERR_WIFI _NOT_INIT: WiFi is not initialized by esp_ wifi_init
o« ESP_ERR_INVALID_ARG: invalid argument
Parameters
e country: country info
esp_err_t esp_wifi_set_mac(wifi inlerface ( ifr, const uint8 t mac[6])
Set MAC address of the ESP32 WiFi station or the soft-AP interface.
Attention 1. This API can only be called when the interface is disabled

Attention 2. ESP32 soft-AP and station have different MAC addresses, do not set them to be the

saime.

Attention 3. The bit 0 of the first byte of ESP32 MAC address can not be 1. For example, the MAC
address can set to be “1a:XX:XX:XX:XX:XX” | but can not be “15:XX:XX:XX:XX:XX” .

Return
e ESP OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi_init

« ESP_ERR_INVALID_ARG: invalid argument
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« ESP ERR_WIFI IF: invalid interface
« ESP ERR WIFI MAC: invalid mac address
« ESP_ERR_WIFI_MODE: WiFi mode is wrong
o others: refer to error codes in esp__err.h
Parameters
e ifx: interface
e mac: the MAC address
esp_err_t esp_wifi_get_mac(wifi_interface_t ifr, uint8_t mac[6])
Get mac of specified interface.
Return
e ESP OK: succeed
« ESP_ERR_WIFI _NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_INVALID ARG: invalid argument
« ESP ERR WIFI IF: invalid interface
Parameters
e ifx: interface
e mac: store mac of the interface ifx
esp_err_t esp_wifi_set_promiscuous_rx_cb(wifi _promiscuous_cb_t cb)
Register the RX callback function in the promiscuous mode.

FEach time a packet is received, the registered callback function will be called.

Return
¢ ESP OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi_init
Parameters
e cb: callback
esp_err_t esp_wifi_set_promiscuous(bool en)
Enable the promiscuous mode.

Return

e ESP OK: succeed
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« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init
Parameters
e en: false - disable, true - enable
esp_err t esp_wifi_get_promiscuous(bool *en)
Get the promiscuous mode.
Return
e ESP OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_INVALID ARG: invalid argument
Parameters
e en: store the current status of promiscuous mode
esp_err t esp_wifi_set_promiscuous_filter(const wifi promiscuous filter t *filter)
Enable the promiscuous mode packet type filter.
Note The default filter is to filter all packets except WIFI_PKT MISC
Return
e ESP OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi_init
Parameters
e filter: the packet type filtered in promiscuous mode.
esp_err 1 esp_wifi_get_promiscuous_filter (wifi_ promiscuous filter t *filter)
Get the promiscuous filter.
Return
e ESP_ OK: succeed
« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init
o ESP_ERR_INVALID_ARG: invalid argument
Parameters
e filter: store the current status of promiscuous filter

esp_err_t esp_wifi_set_promiscuous_ctrl_filter(const wifi_promiscuous_filter t *filter)

Enable subtype filter of the control packet in promiscuous mode.
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Note The default filter is to filter none control packet.
Return
o ESP_OK: succeed
« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init
Parameters
e filter: the subtype of the control packet filtered in promiscuous mode.
esp_err t esp_wifi_get_promiscuous_ctrl_filter (wifi promiscuous filter t *filter)
Get the subtype filter of the control packet in promiscuous mode.
Return
¢ ESP OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_WIFI ARG: invalid argument
Parameters
e filter: store the current status of subtype filter of the control packet in promiscuous mode
esp_err tesp_wifi_set_config(uwifi interface t interface, wifi_config t *conf)
Set the configuration of the ESP32 STA or AP.
Attention 1. This API can be called only when specified interface is enabled, otherwise, API fail

Attention 2. For station configuration, bssid_ set needs to be 0; and it needs to be 1 only when users
need to check the MAC address of the AP.

Attention 3. ESP32 is limited to only one channel, so when in the soft-AP+station mode, the soft-AP

will adjust its channel automatically to be the same as the channel of the ESP32 station.

Return

e ESP OK: succeed

« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init

« ESP_ERR_INVALID ARG: invalid argument

o« ESP_ERR_WIFI_IF: invalid interface

« ESP ERR WIFI MODE: invalid mode

« ESP_ERR_WIFI PASSWORD: invalid password

« ESP ERR WIFI NVS: WiFi internal NVS error

o others: refer to the erro code in esp_err.h
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Parameters
e interface: interface
e conf: station or soft-AP configuration
esp_err_t esp_wifi_get_config(wifi interface t interface, wifi__config t *conf)
Get configuration of specified interface.
Return
e ESP OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_INVALID ARG: invalid argument
« ESP ERR WIFI IF: invalid interface
Parameters
e interface: interface
e conf: station or soft-AP configuration
esp_err_t esp_wifi_ap_get_sta_list (wifi_sta_list_t *sta)
Get STAs associated with soft-AP.
Attention SSC only API
Return
e ESP_ OK: succeed
« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_INVALID_ARG: invalid argument
« ESP_ERR_ WIFI_MODE: WiFi mode is wrong
o ESP_ERR_WIFI_CONN: WiFi internal error, the station/soft-AP control block is invalid
Parameters

e sta: station list ap can get the connected sta’ s phy mode info through the struct member
phy_11b, phy_11g, phy_11n, phy_Ir in the wifi sta_info_t struct. For example, phy 11b
= 1 imply that sta support 802.11b mode

esp_err_t esp_wifi_ap_get_sta_aid(const uint8_t mac[6], uint16_t *aid)
Get AID of STA connected with soft-AP.

Return

¢ ESP OK: succeed
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« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init
o ESP_ERR_INVALID_ARG: invalid argument
« ESP_ERR_NOT_FOUND: Requested resource not found
« ESP_ERR_WIFI_MODE: WiFi mode is wrong
o ESP_ERR,_WIFI_CONN: WiFi internal error, the station/soft-AP control block is invalid

Parameters
o mac: STA’ s mac address
e aid: Store the AID corresponding to STA mac

esp_err_t esp_wifi_set_storage (wifi storage t storage)

Set the WiFi API configuration storage type.

Attention 1. The default value is WIFI_STORAGE_FLASH

Return
¢ ESP OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_INVALID ARG: invalid argument

Parameters
e storage: : storage type

esp_err_t esp_wifi_set_auto_connect (bool en)

Set auto connect The default value is true.

Return
o ESP_ OK: succeed
« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init
o ESP_ERR_WIFI_MODE: WiFi internal error, the station/soft-AP control block is invalid
o others: refer to error code in esp_ err.h

Parameters
e en: : true - enable auto connect / false - disable auto connect

esp_err t esp_wifi_get_auto_connect (bool *en)

Get the auto connect flag.

Return
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¢ ESP_ OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_INVALID ARG: invalid argument
Parameters
e en: store current auto connect configuration

esp_err_t esp_wifi_set_vendor_ie(bool enable, wifi vendor ie type t type, wifi _vendor ie_id_t

idz, const void *vnd_ie)
Set 802.11 Vendor-Specific Information Element.

Return
e ESP OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi _init()

« ESP_ERR_INVALID ARG: Invalid argument, including if first byte of vnd_ie is not
WIFI_VENDOR_IE_ELEMENT ID (0xDD) or second byte is an invalid length.

« ESP_ERR_NO_MEM: Out of memory
Parameters
e enable: If true, specified IE is enabled. If false, specified IE is removed.
e type: Information Element type. Determines the frame type to associate with the IE.

o idx: Index to set or clear. Each IE type can be associated with up to two elements (indices
0&1).

» vnd_ie: Pointer to vendor specific element data. First 6 bytes should be a header with fields
matching vendor ie data_t. If enable is false, this argument is ignored and can be NULL.

Data does not need to remain valid after the function returns.

esp_err_t esp_wifi_set_vendor_ie_cb(esp_wvendor ie_cb_t cb, void *ctx)
Register Vendor-Specific Information Element monitoring callback.
Return
¢ ESP OK: succeed
« ESP_ERR_WIFI _NOT_INIT: WiFi is not initialized by esp_ wifi_init
Parameters
e cb: Callback function

e ctx: Context argument, passed to callback function.
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esp_err_t esp_wifi_set_max_tx_power (int8_t power)
Set maximum transmitting power after WiFi start.
Attention 1. Maximum power before wifi startup is limited by PHY init data bin.

Attention 2. The value set by this API will be mapped to the max_tx_power of the structure

wifi__country t variable.

Attention 3. Mapping Table {Power, max_tx_power} = {{8, 2}, {20, 5}, {28, 7}, {34, 8}, {44, 11},
{52, 13}, {56, 14}, {60, 15}, {66, 16}, {72, 18}, {78, 20}}.

Attention 4. Param power unit is 0.25dBm, range is [8, 78] corresponding to 2dBm - 20dBm.

Attention 5. Relationship between set value and actual value. As follows: + + + | set
value | actual value | +============F==============+ | [§,19] | 8 | + +
— | [20, 27] | 20 | + + + | [28,33] |28 | + + + | [34, 43] | 34
| + + — | [44, 51] | 44 | + + —+ | [52, 55] | 52 | + + —+ |
[56, 59] | 56 | + + + | [60, 65] | 60 | + + — | [66, 71] | 66 | + +
+ | [72,77) | 72 | + +—+ | 78] 78|+ + +
Return

e ESP OK: succeed
« ESP_ERR_WIFI _NOT_INIT: WiFi is not initialized by esp_ wifi_init
o« ESP_ERR_ WIFI_NOT_START: WiFi is not started by esp_ wifi_ start
o« ESP_ERR_ WIFI__ARG: invalid argument, e.g. parameter is out of range

Parameters
o power: Maximum WiFi transmitting power.

esp_err_t esp_wifi_get_max_tx_power (int8_t *power)

Get maximum transmiting power after WiFi start.

Return
« ESP_OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi init
« ESP_ERR_WIFI _NOT_START: WiFi is not started by esp_ wifi_start
« ESP_ERR_ WIFI__ARG: invalid argument

Parameters
o power: Maximum WiFi transmitting power, unit is 0.25dBm.

esp_err_t esp_wifi_set_event_mask(uint32_t mask)

Set mask to enable or disable some WiFi events.
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Attention 1. Mask can be created by logical OR of various WIFI_EVENT_ MASK constants.
Events which have corresponding bit set in the mask will not be delivered to the system event
handler.

Attention 2. Default WiFi event mask is WIFI_EVENT MASK AP PROBEREQRECVED.

Attention 3. There may be lots of stations sending probe request data around. Don’ t unmask this

event unless you need to receive probe request data.
Return
¢ ESP OK: succeed
e« ESP_ERR_WIFI _NOT_INIT: WiFi is not initialized by esp_ wifi_ init
Parameters
o mask: WiFi event mask.
esp_err_t esp_wifi_get_event_mask(uint32_t *mask)
Get mask of WiFi events.
Return
« ESP_OK: succeed
« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init
« ESP_ERR_WIFI ARG: invalid argument
Parameters
o mask: WiFi event mask.

esp_err_1 esp_wifi_80211_tx(wifi_interface_t ifz, const void *buffer, int len, bool en_ sys seq)
Send raw ieee80211 data.

Attention Currently only support for sending beacon/probe request/probe response/action and non-
QoS data frame
Return
o ESP_ OK: success
« ESP ERR WIFI IF: Invalid interface
« ESP_ERR _INVALID ARG: Invalid parameter
« ESP_ERR_WIFI_NO__MEM: out of memory
Parameters

o ifx: interface if the Wi-Fi mode is Station, the ifx should be WIFI IF STA. If the Wi-
Fi mode is Soft AP, the ifx should be WIFI_IF AP. If the Wi-Fi mode is Station+SoftAP,
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the ifx should be WIFI_IF_STA or WIFI_IF AP. If the ifx is wrong, the API returns
ESP_ERR_ WIFI IF.

e buffer: raw ieee80211 buffer
e len: the length of raw buffer, the len must be <= 1500 Bytes and >= 24 Bytes

e en_sys_seq: indicate whether use the internal sequence number. If en_sys_seq is false,
the sequence in raw buffer is unchanged, otherwise it will be overwritten by WiFi driver
with the system sequence number. Generally, if esp_ wifi_ 80211_ tx is called before the Wi-
Fi connection has been set up, both en_sys seq==true and en_ sys_seq==false are fine.
However, if the API is called after the Wi-Fi connection has been set up, en_ sys_ seq must
be true, otherwise ESP_ ERR_WIFI ARG is returned.

esp_err tesp_wifi_set_csi_rx_cb(wifi csi cb t cb, void *ctz)
Register the RX callback function of CSI data.

Each time a CSI data is received, the callback function will be called.

Return
¢ ESP OK: succeed
« ESP _ERR_WIFI NOT _INIT: WiFi is not initialized by esp_ wifi_init
Parameters
e cb: callback
e ctx: context argument, passed to callback function
esp_err_t esp_wifi_set_csi_config(const wifi csi config t *config)
Set CSI data configuration.
return
e ESP_ OK: succeed
« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_ init

« ESP_ERR_WIFI_NOT_START: WiFi is not started by esp_ wifi_ start or promiscuous mode

is not enabled

« ESP_ERR_INVALID ARG: invalid argument

Parameters

e config: configuration

esp_err 1 esp_wifi_set_csi(bool en)

Enable or disable CSI.

return
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e ESP_ OK: succeed
« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_init

« ESP_ERR_WIFI_NOT_START: WiFi is not started by esp_ wifi_ start or promiscuous mode

is not enabled

« ESP_ERR_INVALID_ ARG: invalid argument

Parameters
e en: true - enable, false - disable
esp_err_t esp_wifi_set_ant_gpio(const wifi_ant_gpio_ config _t *config)
Set antenna GPIO configuration.
Return
e ESP OK: succeed
« ESP_ERR_WIFI _NOT_INIT: WiFi is not initialized by esp_ wifi_init

« ESP_ERR_WIFI_ARG: Invalid argument, e.g. parameter is NULL, invalid GPIO number

etc
Parameters
e config: Antenna GPIO configuration.
esp_err_t esp_wifi_get_ant_gpio(wifi_ant_gpio_config_t *config)
Get current antenna GPIO configuration.
Return
e ESP OK: succeed
« ESP_ERR_WIFI NOT_INIT: WiFi is not initialized by esp_ wifi init
« ESP_ERR_WIFI_ARG: invalid argument, e.g. parameter is NULL
Parameters
o config: Antenna GPIO configuration.
esp_err_1 esp_wifi_set_ant (const wifi_ant_config _t *config)
Set antenna configuration.
Return
e ESP OK: succeed

« ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_ wifi_ init
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« ESP_ERR_WIFI_ ARG: Invalid argument, e.g. parameter is NULL, invalid antenna mode

or invalid GPIO number
Parameters

e config: Antenna configuration.

esp_err_t esp_wifi_get_ant (wifi_ant_config_t *config)

Get current antenna configuration.

Return

e ESP OK: succeed

« ESP_ERR_WIFI _NOT_INIT: WiFi is not initialized by esp_ wifi_init

« ESP_ERR_WIFI ARG: invalid argument, e.g. parameter is NULL

Parameters

e config: Antenna configuration.

Structures

struct wifi_init_config_t

WiFi stack configuration parameters passed to esp_ wifi _init call.

Public Members
system__event__handler_t event_handler
WiFi event handler

wifi osi funcs t *osi_funcs
WiFi OS functions

wpa_ crypto_ funcs_t wpa_crypto_funcs

WiFi station crypto functions when connect

int static_rx_buf_num
WiFi static RX buffer number

int dynamic_rx_buf_num
WiFi dynamic RX buffer number

int tx_buf_type
WiFi TX buffer type

int static_tx_buf_num
WiFi static TX buffer number
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int dynamic_tx_buf_num
WiFi dynamic TX buffer number

int csi_enable

WiFi channel state information enable flag

int ampdu_rx_enable
WiFi AMPDU RX feature enable flag

int ampdu_tx_enable
WiFi AMPDU TX feature enable flag

int nvs_enable

WiFi NVS flash enable flag

int nano_enable

Nano option for printf/scan family enable flag

int tx_ba_win

WiFi Block Ack TX window size

int rx_ba_win
WiFi Block Ack RX window size

int wifi_task_core_id

WiFi Task Core ID

int beacon_max_len

WiFi soft AP maximum length of the beacon

int mgmt_sbuf_num

WiFi management short buffer number, the minimum value is 6, the maximum value is 32

int magic

WiFi init magic number, it should be the last field

Macros

ESP_ERR_WIFI_NOT_INIT

WiFi driver was not installed by esp_ wifi_init

ESP_ERR_WIFI_NOT_STARTED

WiFi driver was not started by esp_ wifi_ start

ESP_ERR_WIFI_NOT_STOPPED
WiFi driver was not stopped by esp_ wifi_stop

ESP_ERR_WIFI_IF

WiFi interface error
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ESP_ERR_WIFI_MODE

WiFi mode error

ESP_ERR_WIFI_STATE

WiFi internal state error

ESP_ERR_WIFI_CONN

WiFi internal control block of station or soft-AP error

ESP_ERR_WIFI_NVS
WiFi internal NVS module error

ESP_ERR_WIFI_MAC
MAC address is invalid

ESP_ERR_WIFI_SSID
SSID is invalid

ESP_ERR_WIFI_PASSWORD

Password is invalid

ESP_ERR_WIFI_TIMEOUT

Timeout error

ESP_ERR_WIFI_WAKE_FAIL
WiFi is in sleep state(RF closed) and wakeup fail

ESP_ERR_WIFI_WOULD_BLOCK
The caller would block

ESP_ERR_WIFI_NOT_CONNECT

Station still in disconnect status

ESP_ERR_WIFI_POST
Failed to post the event to WiFi task

ESP_ERR_WIFI_INIT_STATE
Invalod WiFi state when init/deinit is called

ESP_ERR_WIFI_STOP_STATE
Returned when WiFi is stopping

WIFI_STATIC_TX_BUFFER_NUM
WIFI_DYNAMIC_TX_BUFFER_NUM
WIFI_CSI_ENABLED
WIFI_AMPDU_RX_ENABLED
WIFI_AMPDU_TX_ENABLED

WIFI_NVS_ENABLED
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WIFI_NANO_FORMAT_ENABLED
WIFI_INIT_CONFIG_MAGIC
WIFI_DEFAULT_TX_BA_WIN
WIFI_DEFAULT_RX_BA_WIN
WIFI_TASK_CORE_ID
WIFI_SOFTAP_BEACON_MAX_LEN
WIFI_MGMT_SBUF_NUM

WIFI_INIT_CONFIG_DEFAULT()

Type Definitions

typedef void (*wifi_promiscuous_cb_t)(void *buf, wifi promiscuous pkt type 1t type)
The RX callback function in the promiscuous mode. Each time a packet is received, the callback
function will be called.

Parameters

o buf: Data received. Type of data in buffer (wifi promiscuous pkt tor wifi _pkt rz_ctrl t)
indicated by ‘type’ parameter.

e type: promiscuous packet type.

typedef void (*esp_vendor_ie_cb_t)(void *ctx, wifi vendor ie type t type, const uint8_t sa[6],

const vendor ie data_t *vnd_ie, int rssi)
Function signature for received Vendor-Specific Information Element callback.

Parameters

o ctx: Context argument, as passed to esp_wifi_set_vendor ie cb() when registering call-
back.

e type: Information element type, based on frame type received.
e sa: Source 802.11 address.
e vnd_ie: Pointer to the vendor specific element data received.
o rssi: Received signal strength indication.
typedef void (*wifi_csi_cb_t)(void *ctx, wifi_csi_info_t *data)
The RX callback function of Channel State Information(CSI) data.

Each time a CSI data is received, the callback function will be called.

Parameters
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o ctx: context argument, passed to esp_wifi_set_csi_rx_cb() when registering callback func-

tion.

e data: CSI data received. The memory that it points to will be deallocated after callback

function returns.

Header File

o esp32/include/esp wifi types.h

Unions

union wifi_config_t
#include <esp_wifi types.h> Configuration data for ESP32 AP or STA.

The usage of this union (for ap or sta configuration) is determined by the accompanying interface

argument passed to esp_ wifi_set_ config() or esp_ wifi_get_ config()

Public Members
wifi_ap__config_t ap
configuration of AP

wifi_sta__config t sta
configuration of STA

Structures

struct wifi_country_t

Structure describing WiFi country-based regional restrictions.

Public Members
char cc[3]
country code string

uint8 t schan

start channel

uint8 t nchan

total channel number
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int8_t max_tx_power
This field is used for getting WiFi —maximum transmitting power, call

esp_ wifi_ set_ max_ tx_power to set the maximum transmitting power.
wifi__country_policy t policy
country policy

struct wifi_active_scan_time_t

Range of active scan times per channel.

Public Members

uint32 t min
minimum active scan time per channel, units: millisecond

uint32 t max
maximum active scan time per channel, units: millisecond, values above 1500ms may cause station

to disconnect from AP and are not recommended.

struct wifi_scan_time_t

Aggregate of active & passive scan time per channel.

Public Members

wifi_active__scan__time_t active

active scan time per channel, units: millisecond.

uint32_t passive
passive scan time per channel, units: millisecond, values above 1500ms may cause station to

disconnect from AP and are not recommended.

struct wifi_scan_config_t

Parameters for an SSID scan.

Public Members
uint8_t *ssid
SSID of AP

uint8 t *bssid

MAC address of AP

uint8 t channel

channel, scan the specific channel

bool show_hidden
enable to scan AP whose SSID is hidden
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wifi__scan__type_t scan_type

scan type, active or passive

wifi_scan_time t scan_time

scan time per channel

struct wifi_ap_record_t
Description of a WiFi AP.

Public Members

uint8_t bssid[6]
MAC address of AP

uint8 t ssid[33]
SSID of AP

uint8__t primary
channel of AP

wifi_second__chan_t second

secondary channel of AP

int8 t rssi

signal strength of AP

wifi__auth__mode { authmode
authmode of AP
wifi__cipher type t pairwise_cipher
pairwise cipher of AP
wifi__cipher__type_t group_cipher
group cipher of AP
wifi _ant t ant
antenna used to receive beacon from AP

uint32_t phy_11b
bit: 0 flag to identify if 11b mode is enabled or not

uint32_t phy_11g
bit: 1 flag to identify if 11g mode is enabled or not

uint32_t phy_11n
bit: 2 flag to identify if 11n mode is enabled or not

uint32_t phy_1r
bit: 3 flag to identify if low rate is enabled or not
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uint32_t wps

bit: 4 flag to identify if WPS is supported or not

uint32_ t reserved
bit: 5..31 reserved

wifi__country_t country

country information of AP

struct wifi_fast_scan_threshold_t

Structure describing parameters for a WiFi fast scan.

Public Members
int8 t rssi
The minimum rssi to accept in the fast scan mode

wifi__auth_mode_t authmode

The weakest authmode to accept in the fast scan mode

struct wifi_ap_config_t

Soft-AP configuration settings for the ESP32.

Public Members

uint8_t ssid[32]
SSID of ESP32 soft-AP

uint8_t password[64]
Password of ESP32 soft-AP

uint8 t ssid_len
Length of SSID. If softap_ config.ssid_len==0, check the SSID until there is a termination char-

acter; otherwise, set the SSID length according to softap_ config.ssid_ len.

uint8_t channel
Channel of ESP32 soft-AP

wifi__auth__mode t authmode
Auth mode of ESP32 soft-AP. Do not support AUTH_ WEP in soft-AP mode

uint8 t ssid_hidden
Broadcast SSID or not, default 0, broadcast the SSID

uint8 t max_connection

Max number of stations allowed to connect in, default 4, max 10

uintl6 t beacon_interval
Beacon interval, 100 ~ 60000 ms, default 100 ms
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struct wifi_sta_config_t
STA configuration settings for the ESP32.

Public Members

uint8 t ssid[32]
SSID of target AP

uint8_t password[64]
password of target AP

wifi__scan__method_t scan_method

do all channel scan or fast scan

bool bssid_set
whether set MAC address of target AP or not. Generally, station_ config.bssid__set needs to be
0; and it needs to be 1 only when users need to check the MAC address of the AP.

uint8_t bssid[6]
MAC address of target AP

uint8 t channel
channel of target AP. Set to 1~13 to scan starting from the specified channel before connecting
to AP. If the channel of AP is unknown, set it to 0.

uintl6 t listen_interval
Listen interval for ESP32 station to receive beacon when WIFI PS MAX MODEM is set. Units:
AP beacon intervals. Defaults to 3 if set to 0.

wifi_sort_method_t sort_method

sort the connect AP in the list by rssi or security mode

wifi__scan__threshold t threshold
When scan_method is set, only APs which have an auth mode that is more secure than the

selected auth mode and a signal stronger than the minimum RSSI will be used.

struct wifi_sta_info_t
Description of STA associated with AP.

Public Members
uint8_t mac[6]
mac address

int8 t rssi

current average rssi of sta connected
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uint32_t phy_11b
bit: 0 flag to identify if 11b mode is enabled or not

uint32_t phy_11g
bit: 1 flag to identify if 11g mode is enabled or not

uint32_t phy_11n
bit: 2 flag to identify if 11n mode is enabled or not

uint32_t phy_1r
bit: 3 flag to identify if low rate is enabled or not

uint32 t reserved

bit: 4..31 reserved

struct wifi_sta_list_t

List of stations associated with the ESP32 Soft-AP.

Public Members
wifi_sta_info_t sta[ESP_WIFI_MAX_CONN_NUM|
station list

int num

number of stations in the list (other entries are invalid)

struct vendor_ie_data_t

Vendor Information Element header.

The first bytes of the Information Element will match this header. Payload follows.

Public Members
uint8 t element_id
Should be set to WIFI_VENDOR_IE_ELEMENT_ID (0xDD)

uint8_t length
Length of all bytes in the element data following this field. Minimum 4.

uint8_t vendor_ouil[3]

Vendor identifier (OUT).

uint8_t vendor_oui_type
Vendor-specific OUI type.
uint8_t payload[0]
Payload. Length is equal to value in ‘length’ field, minus 4.
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struct wifi_pkt_rx_ctrl_t
Received packet radio metadata header, this is the common header at the beginning of all promiscuous
mode RX callback buffers.

Public Members

signed rssi

Received Signal Strength Indicator(RSSI) of packet. unit: dBm

unsigned rate
PHY rate encoding of the packet. Only valid for non HT(11bg) packet

unsigned __padO__

reserve

unsigned sig_mode
0: non HT(11bg) packet; 1: HT(11n) packet; 3: VHT(11ac) packet

unsigned __padl__

reserve

unsigned mcs
Modulation Coding Scheme. If is HT(11n) packet, shows the modulation, range from 0 to
76(MSC0 ~ MCS76)

unsigned cwb
Channel Bandwidth of the packet. 0: 20MHz; 1: 40MHz

unsigned __pad2__

reserve

unsigned smoothing

reserve

unsigned not_sounding

reserve

unsigned __pad3__

reserve

unsigned aggregation
Aggregation. 0: MPDU packet; 1: AMPDU packet

unsigned stbc
Space Time Block Code(STBC). 0: non STBC packet; 1: STBC packet

unsigned fec_coding
Flag is set for 11n packets which are LDPC
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unsigned sgi
Short Guide Interval(SGI). 0: Long GI; 1: Short GI

signed noise_floor
noise floor of Radio Frequency Module(RF). unit: 0.25dBm

unsigned ampdu_cnt

ampdu cnt

unsigned channel

primary channel on which this packet is received

unsigned secondary_channel

secondary channel on which this packet is received. 0: none; 1: above; 2: below

unsigned __pad4__

reserve

unsigned timestamp
timestamp. The local time when this packet is received. It is precise only if modem sleep or light

sleep is not enabled. unit: microsecond

unsigned __pad5__

reserve

unsigned __pad6__

reserve

unsigned ant

antenna number from which this packet is received. 0: WiFi antenna 0; 1: WiFi antenna 1

unsigned sig_len

length of packet including Frame Check Sequence(FCS)

unsigned __pad7__

reserve

unsigned rx_state

state of the packet. 0: no error; others: error numbers which are not public

struct wifi_promiscuous_pkt_t

Payload passed to ‘buf’ parameter of promiscuous mode RX callback.

Public Members
wifi _pkt _rr_ctrl_t rx_ctrl
metadata header

uint8_t payload[0]
Data or management payload. Length of payload is described by rx_ ctrl.sig_ len. Type of content
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determined by packet type argument of callback.

struct wifi_promiscuous_filter_t

Mask for filtering different packet types in promiscuous mode.

Public Members

uint32_t filter_mask
OR of one or more filter values WIFI _PROMIS_ FILTER_*

struct wifi_csi_config_t

Channel state information(CSI) configuration type.

Public Members

bool 11tf_en
enable to receive legacy long training field(lltf) data. Default enabled

bool htltf_en
enable to receive HT long training field(htltf) data. Default enabled

bool stbc_htltf2_en
enable to receive space time block code HT long training field(stbe-htltf2) data. Default enabled

bool 1tf_merge_en
enable to generate htlft data by averaging lltf and ht_ 1tf data when receiving HT packet. Other-
wise, use ht_ 1tf data directly. Default enabled

bool channel_filter_en
enable to turn on channel filter to smooth adjacent sub-carrier. Disable it to keep independence

of adjacent sub-carrier. Default enabled

bool manu_scale
manually scale the CSI data by left shifting or automatically scale the CSI data. If set true, please

set the shift bits. false: automatically. true: manually. Default false

uint8 t shift
manually left shift bits of the scale of the CSI data. The range of the left shift bits is 0~15

struct wifi_csi_info_t

CSI data type.

Public Members

wifi_pkt _rr_ctrl trx_ctrl
received packet radio metadata header of the CSI data
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uint8_t mac[6]
source MAC address of the CSI data

bool first_word_invalid
first four bytes of the CSI data is invalid or not

int8 t *buf
buffer of CSI data

uintl6_t len
length of CSI data

struct wifi_ant_gpio_t

WiFi GPIO configuration for antenna selection.

Public Members
uint8_t gpio_select
Whether this GPIO is connected to external antenna switch

uint8_t gpio_num
The GPIO number that connects to external antenna switch

struct wifi_ant_gpio_config_t

WiFi GPIOs configuration for antenna selection.

Public Members

wifi_ant__gpio_t gpio_cfgl4]
The configurations of GPIOs that connect to external antenna switch

struct wifi_ant_config_t

WiFi antenna configuration.

Public Members

wifi_ant _mode t rx_ant_mode

WiFi antenna mode for receiving

wifi_ant t rx_ant_default
Default antenna mode for receiving, it’ s ignored if rx_ant _mode is not

WIFI_ANT MODE_AUTO

wifi_ant_mode_t tx_ant_mode
WiFi antenna mode for transmission, it can be set to WIFI_ANT_MODE_AUTO only if

rx_ant_mode is set to WIFI_ANT MODE_AUTO
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uint8 t enabled_ant0
Index (in antenna GPIO configuration) of enabled WIFI_ANT_MODE__ANTO

uint8_t enabled_ant1
Index (in antenna GPIO configuration) of enabled WIFI_ANT MODE_ANT1

struct wifi_ht2040_coex_t
Configuration for STA’ s HT2040 coexist management.

Public Members
int enable
Indicate whether STA’ s HT2040 coexist management is enabled or not

struct wifi_ioctl_config_t

Configuration for WiFi ioctl.

Public Members
wifi_ht2040 coex_t ht2040_coex
Configuration of STA’ s HT2040 coexist management

union wifi_ioctl_config_t:[anonymous] data

Configuration of ioctl command

Macros

WIFI_IF_STA
WIFI_IF_AP
WIFI_PS_MODEM
WIFI_PROTOCOL_11B
WIFI_PROTOCOL_11G
WIFI_PROTOCOL_11N
WIFI_PROTOCOL_LR

ESP_WIFI_MAX_CONN_NUM

max number of stations which can connect to ESP32 soft-AP
WIFI_VENDOR_IE_ELEMENT_ID

WIFI_PROMIS_FILTER_MASK_ALL
filter all packets
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WIFI_PROMIS_FILTER_MASK_MGMT
filter the packets with type of WIFI_PKT MGMT

WIFI_PROMIS_FILTER_MASK_CTRL
filter the packets with type of WIFI_PKT CTRL

WIFI_PROMIS_FILTER_MASK_DATA
filter the packets with type of WIFI_PKT__DATA

WIFI_PROMIS_FILTER_MASK_MISC
filter the packets with type of WIFI_PKT MISC

WIFI_PROMIS_FILTER_MASK_DATA_MPDU
filter the MPDU which is a kind of WIFI _PKT DATA

WIFI_PROMIS_FILTER_MASK_DATA_AMPDU
filter the AMPDU which is a kind of WIFI_PKT DATA

WIFI_PROMIS_CTRL_FILTER_MASK_ALL

filter all control packets

WIFI_PROMIS_CTRL_FILTER_MASK_WRAPPER
filter the control packets with subtype of Control Wrapper

WIFI_PROMIS_CTRL_FILTER_MASK_BAR
filter the control packets with subtype of Block Ack Request

WIFI_PROMIS_CTRL_FILTER_MASK_BA
filter the control packets with subtype of Block Ack

WIFI_PROMIS_CTRL_FILTER_MASK_PSPOLL
filter the control packets with subtype of PS-Poll

WIFI_PROMIS_CTRL_FILTER_MASK_RTS
filter the control packets with subtype of RTS

WIFI_PROMIS_CTRL_FILTER_MASK_CTS
filter the control packets with subtype of CTS

WIFI_PROMIS_CTRL_FILTER_MASK_ACK
filter the control packets with subtype of ACK

WIFI_PROMIS_CTRL_FILTER_MASK_CFEND
filter the control packets with subtype of CF-END

WIFI_PROMIS_CTRL_FILTER_MASK_CFENDACK
filter the control packets with subtype of CF-END+CF-ACK

WIFI_EVENT_MASK_ALL

mask all WiFi events
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WIFI_EVENT_MASK_NONE

mask none of the WiFi events

WIFI_EVENT_MASK_AP_PROBEREQRECVED
mask SYSTEM_EVENT_ AP PROBEREQRECVED event

Type Definitions

typedef esp_ interface t wifi_interface_t

typedef wifi_fast scan_ threshold t wifi_scan_threshold_t
wifi__fast__scan_threshold t only used in fast scan mode once, now it enabled in all channel scan, the

wifi_fast _scan__threshold_t will be remove in version 4.0

Enumerations

enum wifi_mode_t

Values:

WIFI_MODE_NULL = 0

null mode

WIFI_MODE_STA

WiFi station mode

WIFI_MODE_AP
WiFi soft-AP mode

WIFI_MODE_APSTA
WiFi station + soft-AP mode

WIFI_MODE_MAX

enum wifi_country_policy_t

Values:

WIFI_COUNTRY_POLICY_AUTO

Country policy is auto, use the country info of AP to which the station is connected

WIFI_COUNTRY_POLICY_MANUAL

Country policy is manual, always use the configured country info

enum wifi_auth_mode_t

Values:

WIFI_AUTH_OPEN = 0

authenticate mode : open
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enum

WIFI_AUTH_WEP
authenticate mode : WEP

WIFI_AUTH_WPA_PSK
authenticate mode : WPA_ PSK

WIFI_AUTH_WPA2_PSK
authenticate mode : WPA2 PSK

WIFI_AUTH_WPA_WPA2_ PSK
authenticate mode : WPA__ WPA2 PSK

WIFI_AUTH_WPA2_ENTERPRISE
authenticate mode : WPA2 ENTERPRISE

WIFI_AUTH_MAX

wifi_err_reason_t

Values:

WIFI_REASON_UNSPECIFIED = 1
WIFI_REASON_AUTH_EXPIRE = 2
WIFI_REASON_AUTH_LEAVE = 3
WIFI_REASON_ASSOC_EXPIRE = 4
WIFI_REASON_ASSOC_TOOMANY = 5
WIFI_REASON_NOT_AUTHED = 6
WIFI_REASON_NOT_ASSOCED = 7
WIFI_REASON_ASSOC_LEAVE = 8
WIFI_REASON_ASSOC_NOT_AUTHED = 9
WIFI_REASON_DISASSOC_PWRCAP_BAD = 10
WIFI_REASON_DISASSOC_SUPCHAN_BAD = 11
WIFI_REASON_IE_INVALID = 13
WIFI_REASON_MIC_FAILURE = 14
WIFI_REASON_4WAY_HANDSHAKE_TIMEOUT = 15
WIFI_REASON_GROUP_KEY_UPDATE_TIMEOUT = 16
WIFI_REASON_IE_IN_4WAY_DIFFERS = 17
WIFI_REASON_GROUP_CIPHER_INVALID = 18
WIFI_REASON_PAIRWISE_CIPHER_INVALID = 19

WIFI_REASON_AKMP_INVALID = 20
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enum

enum

enum

WIFI_REASON_UNSUPP_RSN_IE_VERSION = 21
WIFI_REASON_INVALID_RSN_IE_CAP = 22
WIFI_REASON_802_1X_AUTH_FAILED = 23
WIFI_REASON_CIPHER_SUITE_REJECTED = 24
WIFI_REASON_BEACON_TIMEOUT = 200
WIFI_REASON_NO_AP_FOUND = 201
WIFI_REASON_AUTH_FAIL = 202
WIFI_REASON_ASSOC_FAIL = 203
WIFI_REASON_HANDSHAKE_TIMEOUT = 204
WIFI_REASON_CONNECTION_FAIL = 205
WIFI_REASON_AP_TSF_RESET = 206

wifi_second_chan_t

Values:

WIFI_SECOND_CHAN_NONE = 0
the channel width is HT20

WIFI_SECOND_CHAN_ABOVE

the channel width is HT40 and the secondary channel is above the primary channel

WIFI_SECOND_CHAN_BELOW

the channel width is HT40 and the secondary channel is below the primary channel

wifi_scan_type_t

Values:

WIFI_SCAN_TYPE_ACTIVE = 0

active scan

WIFI_SCAN_TYPE_PASSIVE
passive scan
wifi_cipher_type_t

Values:

WIFI_CIPHER_TYPE_NONE = (

the cipher type is none

WIFI_CIPHER_TYPE_WEP40
the cipher type is WEP40

WIFI_CIPHER_TYPE_WEP104
the cipher type is WEP104
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enum

enum

enum

enum

WIFI_CIPHER_TYPE_TKIP
the cipher type is TKIP

WIFI_CIPHER_TYPE_CCMP
the cipher type is CCMP

WIFI_CIPHER_TYPE_TKIP_CCMP
the cipher type is TKIP and CCMP

WIFI_CIPHER_TYPE_UNKNOWN

the cipher type is unknown

wifi_ant_t

WiFi antenna.
Values:

WIFI_ANT_ANTO
WiFi antenna 0

WIFI_ANT_ANT1

WiFi antenna 1

WIFI_ANT_MAX

Invalid WiFi antenna

wifi_scan_method_t

Values:

WIFI_FAST_SCAN = 0

Do fast scan, scan will end after find SSID match AP

WIFI_ALL_CHANNEL_SCAN

All channel scan, scan will end after scan all the channel

wifi_sort_method_t

Values:

WIFI_CONNECT_AP_BY_SIGNAL = 0
Sort match AP in scan list by RSSI

WIFI_CONNECT_AP_BY_SECURITY

Sort match AP in scan list by security mode

wifi_ps_type_t

Values:

WIFI_PS_NONE

No power save

WIFI_PS_MIN_MODEM

Minimum modem power saving. In this mode, station wakes up to receive beacon every DTIM
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period

WIFI_PS_MAX_MODEM
Maximum modem power saving. In this mode, interval to receive beacons is determined by the

listen__interval parameter in wifi sta_ config t

enum wifi_bandwidth_t

Values:
WIFI_BW_HT20 =1
WIFI_BW_HT40

enum wifi_storage_t

Values:

WIFI_STORAGE_FLASH

all configuration will strore in both memory and flash

WIFI_STORAGE_RAM

all configuration will only store in the memory

enum wifi_vendor_ie_type_t

Vendor Information Element type.

Determines the frame type that the IE will be associated with.
Values:

WIFI_VND_IE_TYPE_BEACON

WIFI_VND_IE_TYPE_PROBE_REQ
WIFI_VND_IE_TYPE_PROBE_RESP
WIFI_VND_IE_TYPE_ASSOC_REQ
WIFI_VND_IE_TYPE_ASSOC_RESP

enum wifi_vendor_ie_id_t

Vendor Information Element index.

Each IE type can have up to two associated vendor ID elements.
Values:

WIFI_VND_IE_ID O

WIFI_VND_IE_ID_1

enum wifi_promiscuous_pkt_type_t

Promiscuous frame type.
Passed to promiscuous mode RX callback to indicate the type of parameter in the buffer.

Values:
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WIFI_PKT_MGMT

Management frame, indicates ‘buf’ argument is wifi _promiscuous pkt t

WIFI_PKT_CTRL

Control frame, indicates ‘buf’ argument is wifi promiscuous pkt 1t

WIFI_PKT_DATA

Data frame, indiciates ‘buf’ argument is wifi promiscuous pkt t

WIFI_PKT_MISC
Other type, such as MIMO etc. ‘buf’ argument is wifi _promiscuous pkt t but the payload is

zero length.

enum wifi_ant_mode_t

WiFi antenna mode.
Values:

WIFI_ANT_MODE_ANTO
Enable WiFi antenna 0 only

WIFI_ANT_MODE_ANT1
Enable WiFi antenna 1 only

WIFI_ANT_MODE_AUTO

Enable WiFi antenna 0 and 1, automatically select an antenna

WIFI_ANT_MODE_MAX

Invalid WiFi enabled antenna

enum wifi_phy_rate_t
WiFi PHY rate encodings.

Values:

WIFI_PHY_RATE_1M_L = 0x00
1 Mbps with long preamble

WIFI_PHY_RATE_2M_L = 0x01
2 Mbps with long preamble

WIFI_PHY_RATE_5M_L = 0x02
5.5 Mbps with long preamble

WIFI_PHY_RATE_11M_L = 0x03
11 Mbps with long preamble

WIFI_PHY_RATE_2M_S = 0x05
2 Mbps with short preamble

WIFI_PHY_RATE_5M_S = 0x06
5.5 Mbps with short preamble
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WIFI_PHY_RATE_11M_S = 0x07
11 Mbps with short preamble

WIFI_PHY_RATE_48M = 0x08
48 Mbps

WIFI_PHY_RATE_24M = 0x09
24 Mbps

WIFI_PHY_RATE_12M = Ox0A
12 Mbps

WIFI_PHY_RATE_6M = 0x0B
6 Mbps

WIFI_PHY_RATE_54M = 0x0C
54 Mbps

WIFI_PHY_RATE_36M = 0x0D
36 Mbps

WIFI_PHY_RATE_18M = 0x0E
18 Mbps

WIFI_PHY_RATE_9M = 0xOF
9 Mbps

WIFI_PHY_RATE_MCSO_LGI = 0x10
MCS0 with long GI, 6.5 Mbps for 20MHz, 13.5 Mbps for 40MHz

WIFI_PHY_RATE_MCS1_LGI = Ox11
MCS1 with long GI, 13 Mbps for 20MHz, 27 Mbps for 40MHz

WIFI_PHY_RATE_MCS2_LGI = 0x12
MCS2 with long GI, 19.5 Mbps for 20MHz, 40.5 Mbps for 40MHz

WIFI_PHY_RATE_MCS3_LGI = 0x13
MCS3 with long GI, 26 Mbps for 20MHz, 54 Mbps for 40MHz

WIFI_PHY_RATE_MCS4_LGI = 0x14
MCS4 with long GI, 39 Mbps for 20MHz, 81 Mbps for 40MHz

WIFI_PHY_RATE_MCS5_LGI = 0x15
MCS5 with long GI, 52 Mbps for 20MHz, 108 Mbps for 40MHz

WIFI_PHY_RATE_MCS6_LGI = 0x16
MCS6 with long GI, 58.5 Mbps for 20MHz, 121.5 Mbps for 40MHz

WIFI_PHY_RATE_MCS7_LGI = 0x17
MCS7 with long GI, 65 Mbps for 20MHz, 135 Mbps for 40MHz
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WIFI_PHY_RATE_MCSO_SGI = 0x18
MCSO0 with short GI, 7.2 Mbps for 20MHz, 15 Mbps for 40MHz

WIFI_PHY_RATE_MCS1_SGI = 0x19
MCS1 with short GI, 14.4 Mbps for 20MHz, 30 Mbps for 40MHz

WIFI_PHY_RATE_MCS2_SGI = Ox1A
MCS2 with short GI, 21.7 Mbps for 20MHz, 45 Mbps for 40MHz

WIFI_PHY_RATE_MCS3_SGI = 0x1B
MCS3 with short GI, 28.9 Mbps for 20MHz, 60 Mbps for 40MHz

WIFI_PHY RATE_MCS4_SGI = 0x1C
MCS4 with short GI, 43.3 Mbps for 20MHz, 90 Mbps for 40MHz

WIFI_PHY_RATE_MCS5_SGI = 0x1D
MCS5 with short GI, 57.8 Mbps for 20MHz, 120 Mbps for 40MHz

WIFI_PHY_RATE_MCS6_SGI = Ox1E
MCS6 with short GI, 65 Mbps for 20MHz, 135 Mbps for 40MHz

WIFI_PHY_RATE_MCS7_SGI = Ox1F
MCS7 with short GI, 72.2 Mbps for 20MHz, 150 Mbps for 40MHz

WIFI_PHY_RATE_LORA_250K = 0x29
250 Kbps

WIFI_PHY_RATE_LORA_500K = 0Ox2A
500 Kbps

WIFI_PHY_RATE_MAX

enum wifi_ioctl_cmd_t

WiFi ioctl command type.
Values:

WIFI_IOCTL_SET_STA_HT2040_COEX =1
Set the configuration of STA’ s HT2040 coexist management

WIFI_IOCTL_GET STA_HT2040_COEX
Get the configuration of STA’ s HT2040 coexist management

WIFI_IOCTL_MAX

3.1.2 Smart Config
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Header File

o esp32/include/esp_smartconfig.h

Functions

const char *esp_smartconfig_get_version(void)
Get the version of SmartConfig.
Return
e SmartConfig version const char.
esp_err 1 esp_smartconfig_start(sc callback t cb, ...)
Start SmartConfig, config ESP device to connect AP. You need to broadcast information by phone
APP. Device sniffer special packets from the air that containing SSID and password of target AP.
Attention 1. This API can be called in station or soft AP-station mode.

Attention 2. Can not call esp_smartconfig start twice before it finish, please call

esp_ smartconfig stop first.
Return
¢ ESP_ OK: succeed
e others: fail
Parameters
e cb: SmartConfig callback function.
e ...:log 1: UART output logs; 0: UART only outputs the result.

esp__err_1 esp_smartconfig_stop (void)

Stop SmartConlfig, free the buffer taken by esp_ smartconfig_start.
Attention Whether connect to AP succeed or not, this API should be called to free memory taken
by smartconfig start.
Return
¢ ESP_ OK: succeed
e others: fail

esp_err_t esp_esptouch_set_timeout (uint8_t time s)

Set timeout of SmartConfig process.
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Attention Timing starts from SC_STATUS_ FIND_CHANNEL status. SmartConfig will restart if

timeout.
Return
e ESP_ OK: succeed
e others: fail
Parameters

e time_s: range 15s~255s, offset:45s.

esp__err | esp_smartconfig_set_type(smartconfig type t type)

Set protocol type of SmartConfig.
Attention If wusers mneed to set the SmartConfig type,
esp_ smartconfig_start.
Return
e ESP_ OK: succeed
e others: fail
Parameters

e type: Choose from the smartconfig type_ t.

esp__err | esp_smartconfig_fast_mode (bool enable)

Set mode of SmartConfig. default normal mode.

Attention 1. Please call it before API esp_smartconfig start.
Attention 2. Fast mode have corresponding APP(phone).
Attention 3. Two mode is compatible.
Return

e ESP OK: succeed

o others: fail
Parameters

o enable: false-disable(default); true-enable;

Type Definitions

please set it before calling

typedef void (*sc_callback_t)(smartconfig status t status, void *pdata)

The callback of SmartConfig, executed when smart-config status changed.
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Parameters
e status: Status of SmartConfig:

— SC_STATUS_ GETTING_SSID_PSWD : pdata is a pointer of smartconfig_type_t,

means config type.
— SC_STATUS_LINK : pdata is a pointer to wifi_config_t.

— SC_STATUS_LINK_ OVER : pdata is a pointer of phone’ s IP address(4 bytes) if pdata
unequal NULL.

— otherwise : parameter void *pdata is NULL.

e pdata: According to the different status have different values.

Enumerations

enum smartconfig_status_t

Values:

SC_STATUS_WAIT = 0

Waiting to start connect

SC_STATUS_FIND_CHANNEL
Finding target channel

SC_STATUS_GETTING_SSID_PSWD
Getting SSID and password of target AP

SC_STATUS_LINK
Connecting to target AP

SC_STATUS_LINK_OVER
Connected to AP successfully

enum smartconfig_type_t

Values:

SC_TYPE_ESPTOUCH = 0
protocol: ESPTouch

SC_TYPE_AIRKISS
protocol: AirKiss

SC_TYPE_ESPTOUCH_AIRKISS
protocol: ESPTouch and AirKiss

3.1.3 ESP-NOW
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Overview

ESP-NOW is a kind of connectionless WiFi communication protocol which is defined by Espressif. In ESP-
NOW, application data is encapsulated in vendor-specific action frame and then transmitted from one WiFi
device to another without connection. CTR with CBC-MAC Protocol(CCMP) is used to protect the action

frame for security. ESP-NOW is widely used in smart light, remote controlling, sensor, etc.

Frame Format

ESP-NOW uses vendor-specific action frame to transmit ESP-NOW data. The format of vendor-specific

action frame is as follows:

1 byte 3 bytes 7~255 bytes

o Category Code: The Category field is set to the value(127) indicating the vendor-specific category.

o Organization Identifier: The Organization Identifier contains a unique identifier (0x18fe34) which is the
of MAC address applied by Espressif.

e Vendor Specific Content: The Vendor Specific Content contains vendor-specific field as follows:

1 byte 1 byte 3 bytes 1 byte 1 byte 0~250 bytes

o Element ID: The Element ID field is set to the value(221) indicating the vendor-specific element.
e Length: The length is the total length of Organization Identifier, Type, Version and Body.

o Organization Identifier: The Organization Identifier contains a unique identifier (0x18fe34) which is the
of MAC address applied by Espressif.

o Type: The Type field is set to the value(4) indicating ESP-NOW.
e Version: The Version field is set to the version of ESP-NOW.
e Body: The Body contains the ESP-NOW data.

As ESP-NOW is connectionless, the MAC header is a little different from that of standard frames. The
FromDS and ToDS bits of FrameControl field are both 0. The first address field is set to the destination
address. The second address field is set to the source address. The third address field is set to broadcast
address(0xff:0x{f: 0xff:0x{F: 0xff: 0xff).
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Security

ESP-NOW use CCMP method which can be referenced in IEEE Std. 802.11-2012 to protect the vendor-
specific action frame. The WiFi device maintains a Primary Master Key(PMK) and several Local Master
Keys(LMK). The lengths of them are 16 bytes. PMK is used to encrypt LMK with AES-128 algorithm.
Call esp_now_set_pmk () to set PMK. If PMK is not set, a default PMK will be used. If LMK of the paired
device is set, it will be used to encrypt the vendor-specific action frame with CCMP method. The maximum

number of different LMKs is six. Do not support encrypting multicast vendor-specific action frame.

Initialization and De-initialization

Call esp_now_init () to initialize ESP-NOW and esp_now_deinit () to de-initialize ESP-NOW. ESP-NOW
data must be transmitted after WiFi is started, so it is recommended to start WiFi before initializing
ESP-NOW and stop WiFi after de-initializing ESP-NOW. When esp_now_deinit() is called, all of the

information of paired devices will be deleted.

Add Paired Device

Before sending data to other device, call esp_now_add_peer () to add it to the paired device list first. The
maximum number of paired devices is twenty. If security is enabled, the LMK must be set. ESP-NOW
data can be sent from station or softap interface. Make sure that the interface is enabled before sending
ESP-NOW data. A device with broadcast MAC address must be added before sending broadcast data. The
range of the channel of paired device is from 0 to 14. If the channel is set to 0, data will be sent on the

current channel. Otherwise, the channel must be set as the channel that the local device is on.

Send ESP-NOW Data

Call esp_now_send () to send ESP-NOW data and esp_now_register_send_cb to register sending callback
function. It will return ESP__NOW_SEND SUCCESS in sending callback function if the data is received
successfully on MAC layer. Otherwise, it will return ESP_NOW_SEND__FAIL. There are several reasons
failing to send ESP-NOW data, for example, the destination device doesn’ t exist, the channels of the
devices are not the same, the action frame is lost when transmiting on the air, etc. It is not guaranteed that
application layer can receive the data. If necessary, send back ack data when receiving ESP-NOW data.
If receiving ack data timeout happens, retransmit the ESP-NOW data. A sequence number can also be
assigned to ESP-NOW data to drop the duplicated data.

If there is a lot of ESP-NOW data to send, call esp_now_send() to send less than or equal to 250 bytes of
data once a time. Note that too short interval between sending two ESP-NOW datas may lead to disorder
of sending callback function. So, it is recommended that sending the next ESP-NOW data after the sending
callback function of previous sending has returned. The sending callback function runs from a high-priority
WiFi task. So, do not do lengthy operations in the callback function. Instead, post necessary data to a

queue and handle it from a lower priority task.
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Receiving ESP-NOW Data

Call esp_now_register_recv_cb to register receiving callback function. When receiving ESP-NOW data,

receiving callback function is called. The receiving callback function also runs from WiFi task. So, do not

do lengthy operations in the callback function. Instead, post necessary data to a queue and handle it from

a lower priority task.

API| Reference

Header File

o esp32/include/esp_now.h

Functions

esp__err_t esp_now_init (void)
Initialize ESPNOW function.
Return
e ESP OK : succeed
« ESP ERR ESPNOW INTERNAL
esp_err_t esp_now_deinit (void)
De-initialize ESPNOW function.
Return

e ESP OK : succeed

: Internal error

esp_err | esp_now_get_version(uint32_t *version)

Get the version of ESPNOW.

Return

¢ ESP OK : succeed

« ESP_ERR_ESPNOW_ARG : invalid argument

Parameters

e version: ESPNOW version

esp__err _t esp_now_register_recv_cb(esp _now recv cb _t cb)

Register callback function of receiving ESPNOW data.
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Return
e ESP OK : succeed
« ESP_ERR_ESPNOW_NOT _INIT : ESPNOW is not initialized
« ESP ERR_ESPNOW_INTERNAL : internal error
Parameters
e cb: callback function of receiving ESPNOW data
esp__err_l esp_now_unregister_recv_cb(void)
Unregister callback function of receiving ESPNOW data.
Return
e ESP OK : succeed
« ESP__ERR ESPNOW_NOT _INIT : ESPNOW is not initialized
esp__err_t esp_now_register_send_cb(esp_now send_cb_t cb)
Register callback function of sending ESPNOW data.
Return
e« ESP_OK : succeed
« ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
« ESP ERR_ ESPNOW_INTERNAL : internal error
Parameters
e cb: callback function of sending ESPNOW data
esp__err 1 esp_now_unregister_send_cb(void)
Unregister callback function of sending ESPNOW data.
Return
e ESP OK : succeed
« ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
esp_err_t esp_now_send(const uint8_t *peer_addr, const uint8_t *data, size_t len)
Send ESPNOW data.
Attention 1. If peer addr is not NULL, send data to the peer whose MAC address matches peer__addr
Attention 2. If peer_addr is NULL, send data to all of the peers that are added to the peer list

Attention 3. The maximum length of data must be less than ESP_ NOW__MAX_ DATA_LEN
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Attention 4. The buffer pointed to by data argument does not need to be valid after esp_ now_ send

returns
Return
o ESP_OK : succeed
« ESP ERR ESPNOW_ NOT INIT : ESPNOW is not initialized
« ESP_ERR_ESPNOW_ ARG : invalid argument
« ESP_ERR_ESPNOW_INTERNAL : internal error
« ESP_ERR_ESPNOW_NO_MEM : out of memory
« ESP_ERR_ESPNOW_NOT_ FOUND : peer is not found
« ESP_ERR_ESPNOW_IF : current WiFi interface doesn’ t match that of peer
Parameters
e peer_addr: peer MAC address
e data: data to send
e len: length of data
esp_err_t esp_now_add_peer (const esp now_peer info_t *peer)
Add a peer to peer list.
Return
¢ ESP OK : succeed
o ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
o« ESP_ERR_ESPNOW_ARG : invalid argument
« ESP_ERR_ESPNOW_ FULL : peer list is full
« ESP_ERR_ESPNOW_NO_MEM : out of memory
« ESP_ERR_ESPNOW__EXIST : peer has existed
Parameters
e peer: peer information
esp_err_1 esp_now_del_peer (const uint8_t *peer_addr)
Delete a peer from peer list.
Return
e ESP OK : succeed

« ESP_ERR ESPNOW_NOT _INIT : ESPNOW is not initialized
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« ESP_ERR_ESPNOW_ ARG : invalid argument
« ESP_ERR_ESPNOW_NOT_ FOUND : peer is not found
Parameters
e peer_addr: peer MAC address
esp__err_t esp_now_mod_peer (const esp_now_peer info 1 *peer)
Modify a peer.
Return
e ESP OK : succeed
« ESP_ERR_ESPNOW_NOT INIT : ESPNOW is not initialized
« ESP_ERR_ESPNOW_ ARG : invalid argument
« ESP_ERR_ESPNOW_FULL : peer list is full
Parameters
o peer: peer information
esp_err_1 esp_now_get_peer (const uint8_t *peer_addr, esp__now_peer_info_t *peer)
Get a peer whose MAC address matches peer_addr from peer list.
Return
¢ ESP OK : succeed
« ESP_ERR_ESPNOW_NOT INIT : ESPNOW is not initialized
« ESP_ERR_ESPNOW_ ARG : invalid argument
« ESP_ERR_ESPNOW_NOT_ FOUND : peer is not found
Parameters
e peer_addr: peer MAC address
e peer: peer information
esp_err t esp_now_fetch_peer (bool from_head, esp now peer info t *peer)
Fetch a peer from peer list.
Return
¢ ESP OK : succeed
« ESP ERR ESPNOW_NOT INIT : ESPNOW is not initialized

« ESP_ERR_ ESPNOW_ ARG : invalid argument
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« ESP_ERR_ESPNOW_NOT_FOUND : peer is not found
Parameters
e from_head: fetch from head of list or not
e peer: peer information
bool esp_now_is_peer_exist(const uint8_t *peer_addr)
Peer exists or not.
Return
e true : peer exists
o false : peer not exists

Parameters

e peer_addr: peer MAC address

esp_err t esp_now_get_peer_num(esp now peer num,_ t *num)

Get the number of peers.

Return
e ESP OK : succeed

« ESP ERR ESPNOW_NOT INIT : ESPNOW is not initialized
« ESP_ERR_ESPNOW_ ARG : invalid argument
Parameters

e num: number of peers

esp_err_ 1 esp_now_set_pmk(const uint8_t *pmk)

Set the primary master key.

Attention 1. primary master key is used to encrypt local master key

Return
¢ ESP OK : succeed
« ESP ERR ESPNOW_ NOT INIT : ESPNOW is not initialized
« ESP__ERR ESPNOW_ ARG : invalid argument

Parameters

e pmk: primary master key
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Structures

struct esp_now_peer_info

ESPNOW peer information parameters.

Public Members

uint8_t peer_addr[ESP_NOW_ETH_ALEN]
ESPNOW peer MAC address that is also the MAC address of station or softap

uint8_t 1mk[ESP_NOW_KEY_LEN]
ESPNOW peer local master key that is used to encrypt data

uint8 t channel
Wi-Fi channel that peer uses to send/receive ESPNOW data. If the value is 0, use the current
channel which station or softap is on. Otherwise, it must be set as the channel that station or
softap is on.

wifi_interface_t ifidx
Wi-Fi interface that peer uses to send/receive ESPNOW data

bool encrypt
ESPNOW data that this peer sends/receives is encrypted or not

void *priv
ESPNOW peer private data

struct esp_now_peer_num
Number of ESPNOW peers which exist currently.

Public Members
int total_num
Total number of ESPNOW peers, maximum value is ESP_ NOW_MAX TOTAL_PEER_NUM

int encrypt_num
Number of encrypted ESPNOW peers, maximum value is
ESP_NOW_MAX_ENCRYPT_ PEER_NUM

Macros

ESP_ERR_ESPNOW_BASE
ESPNOW error number base.

ESP_ERR_ESPNOW_NOT_INIT
ESPNOW is not initialized.

210 Chapter 3. API Reference



Read the Docs Template Documentation, A% v3.2.5-1-g110d230e3

ESP_ERR_ESPNOW_ARG

Invalid argument

ESP_ERR_ESPNOW_NO_MEM

Out of memory

ESP_ERR_ESPNOW_FULL
ESPNOW peer list is full

ESP_ERR_ESPNOW_NOT_FQOUND
ESPNOW peer is not found

ESP_ERR_ESPNOW_INTERNAL

Internal error

ESP_ERR_ESPNOW_EXIST
ESPNOW peer has existed

ESP_ERR_ESPNOW_IF

Interface error

ESP_NOW_ETH_ALEN
Length of ESPNOW peer MAC address

ESP_NOW_KEY_ LEN
Length of ESPNOW peer local master key

ESP_NOW_MAX_TOTAL_PEER_NUM
Maximum number of ESPNOW total peers

ESP_NOW_MAX_ENCRYPT_PEER_NUM
Maximum number of ESPNOW encrypted peers

ESP_NOW_MAX_DATA_LEN
Maximum length of ESPNOW data which is sent very time

Type Definitions

typedef struct esp now peer info esp_now_peer_info_t

ESPNOW peer information parameters.

typedef struct esp now peer num esp_now_peer_num_t
Number of ESPNOW peers which exist currently.

typedef void (*esp_now_recv_cb_t)(const uint8 t *mac_addr, const uint8 t *data, int data_len)
Callback function of receiving ESPNOW data.

Parameters

e mac_addr: peer MAC address
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e data: received data

e data_len: length of received data

typedef void (*esp_now_send_cb_t)(const uint8 t *mac_addr, esp now send_status ( status)

Callback function of sending ESPNOW data.

Parameters
e mac_addr: peer MAC address

o status: status of sending ESPNOW data (succeed or fail)

Enumerations

enum esp_now_send_status_t

Status of sending ESPNOW data, .
Values:

ESP_NOW_SEND_SUCCESS = 0
Send ESPNOW data successfully

ESP_NOW_SEND_FAIL
Send ESPNOW data fail

Example code for this API section is provided in wifi directory of ESP-IDF examples.

3.2 Mesh API

3.2.1 ESP-MESH Programming Guide

This is a programming guide for ESP-MESH, including the API reference and coding examples. This guide

is split into the following parts:

1.

2.

3.

4.

ESP-MESH Programming Model
Writing an ESP-MESH Application
Application Examples

API Reference

For documentation regarding the ESP-MESH protocol, please see the ESP-MESH API Guide.
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ESP-MESH Programming Model

Software Stack

The ESP-MESH software stack is built atop the Wi-Fi Driver /FreeRTOS and may use the LwIP Stack in

some instances (i.e. the root node). The following diagram illustrates the ESP-MESH software stack.

Application
Mesh Stack Frotocol:
(self-organized HTTP, DNS, Other
i DHCP, ...
RTOS :;::’g:;i'; gg Components
(freeRTOS) | fow control, ...) | Network Stack(LwIP)
WiFi Driver
Platform HAL

System Events

K 1: ESP-MESH Software Stack

An application interfaces with ESP-MESH via ESP-MESH Events. Since ESP-MESH is built atop the
Wi-Fi stack, it is also possible for the application to interface with the Wi-Fi driver via the Wi-Fi Event

Task. The following diagram illustrates the interfaces for the various System Events in an ESP-MESH

System default handler

Event Task

Mesh event callback handler

Application Task

application.
i ™
WiFi Stack WiFi evenls
J L
) IP events
LwiF Stack
IP events .
8 A
g ) Mesh events
Mesh Stack ]

\

Kl 2: ESP-MESH System Events Delivery

The mesh_event_id_t defines all possible ESP-MESH system events and can indicate events such as the
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connection/disconnection of parent/child. Before ESP-MESH system events can be used, the application
must register a Meesh Event Callback via esp_mesh_set_config (). The callback is used to receive events
from the ESP-MESH stack as well as the LwIP Stack and should contain handlers for each event relevant
to the application.

Typical use cases of system events include using events such as MESH EVENT PARENT CONNECTED and
MESH_EVENT_CHILD_CONNECTED to indicate when a node can begin transmitting data upstream and down-
stream respectively. Likewise, MESH EVENT ROOT_GOT_IP and MESH EVENT ROOT_LOST_IP can be used to

indicate when the root node can and cannot transmit data to the external IP network.

M. When using ESP-MESH under self-organized mode, users must ensure that no calls to Wi-Fi
API are made. This is due to the fact that the self-organizing mode will internally make Wi-Fi API
calls to connect/disconnect/scan etc. Any Wi-Fi calls from the application (including calls from
callbacks and handlers of Wi-Fi events) may interfere with ESP-MESH’ s self-organizing
behavior. Therefore, user’ s should not call Wi-Fi APIs after esp_mesh_start () is called, and before

esp_mesh_stop () is called.

LwIP & ESP-MESH

The application can access the ESP-MESH stack directly without having to go through the LwIP stack.
The LwIP stack is only required by the root node to transmit/receive data to/from an external IP network.
However, since every node can potentially become the root node (due to automatic root node selection),

ecach node must still initialize the LwIP stack.

Each node is required to initialize LwIP by calling tcpip_adapter_init(). In order to prevent

non-root node access to LwIP, the application should stop the following services after LwIP initialization:
e DHCP server service on the soft AP interface.
o DHCP client service on the station interface.

The following code snippet demonstrates how to initialize LwIP for ESP-MESH applications.

/* tepip initialization */
tcpip_adapter_init();
/*
* for mesh
* stop DHCP server on softAP interface by default
* stop DHCP client on station interface by default
*/
ESP_ERROR_CHECK (tcpip_adapter_dhcps_stop (TCPIP_ADAPTER_IF_AP));
ESP_ERROR_CHECK (tcpip_adapter_dhcpc_stop (TCPIP_ADAPTER_IF_STA));
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(8:EW)

/* do not specify system event callback, use NULL instead. */
ESP_ERROR_CHECK (esp_event_loop_init(NULL, NULL));

{if#t: ESP-MESH requires a root node to be connected with a router. Therefore, in the event that a node

becomes the root, the corresponding handler must start the DHCP client service and immediately

obtain an IP address. Doing so will allow other nodes to begin transmitting/receiving packets to/from

the external IP network. However, this step is unnecessary if static IP settings are used.

Writing an ESP-MESH Application

The prerequisites for starting ESP-MESH is to initialize LwIP and Wi-Fi, The following code snippet demon-

strates the necessary prerequisite steps before ESP-MESH itself can be initialized.

tcpip_adapter_init();
/*

* for mesh

* stop DHCP server on softAP interface by default

* stop DHCP client on station interface by default

*/
ESP_ERROR_CHECK (tcpip_adapter_dhcps_stop (TCPIP_ADAPTER_IF_AP));
ESP_ERROR_CHECK (tcpip_adapter_dhcpc_stop(TCPIP_ADAPTER_IF_STA));
/* do not specify system event callback, use NULL instead. */
ESP_ERROR_CHECK (esp_event_loop_init (NULL, NULL));

/* Wi-Fi initialization */

wifi_init_config t config = WIFI_INIT_CONFIG_DEFAULT(Q);
ESP_ERROR_CHECK (esp_wifi_init(&config));

ESP_ERROR_CHECK (esp_wifi_set_storage (WIFI_STORAGE_FLASH)) ;
ESP_ERROR_CHECK (esp_wifi_start());

After initializing LwIP and Wi-Fi, the process of getting an ESP-MESH network up and running can be

summarized into the following three steps:
1. Initialize Mesh
2. Configuring an ESP-MESH Network

3. Start Mesh

3.2. Mesh API
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Initialize Mesh

The following code snippet demonstrates how to initialize ESP-MESH

/* mesh initialization */

ESP_ERROR_CHECK (esp_mesh_init());

Configuring an ESP-MESH Network

ESP-MESH is configured via esp_mesh_set_config () which receives its arguments using the mesh_cfg_t

structure. The structure contains the following parameters used to configure ESP-MESH:

Parameter Description

Channel Range from 1 to 14

Event Callback Callback for Mesh Events, see mesh_event_cb_t

Mesh ID ID of ESP-MESH Network, see mesh_addr_t

Router Router Configuration, see mesh_router_t

Mesh AP Mesh AP Configuration, see mesh_ap_cfg_t

Crypto Functions | Crypto Functions for Mesh IE, see mesh_crypto_funcs_t

The following code snippet demonstrates how to configure ESP-MESH.

/* Enable the Mesh IE encryption by default */

mesh_cfg_t cfg = MESH_INIT_CONFIG_DEFAULTQ);

/* mesh ID */

memcpy ((uint8_t *) &cfg.mesh_id, MESH_ID, 6);

/* mesh event callback */

cfg.event_cb = &mesh_event_handler;

/* channel (must match the router's channel) */

cfg.channel = CONFIG_MESH_CHANNEL;

/* router */

cfg.router.ssid_len = strlen(CONFIG_MESH_ROUTER_SSID);

memcpy ((uint8_t *) &cfg.router.ssid, CONFIG_MESH_ROUTER_SSID, cfg.router.ssid_len);

memcpy ((uint8_t *) &cfg.router.password, CONFIG_MESH_ROUTER_PASSWD,
strlen(CONFIG_MESH ROUTER_PASSWD));

/* mesh softAP */

cfg.mesh_ap.max_connection = CONFIG_MESH_AP_CONNECTIONS;

memcpy ((uint8_t *) &cfg.mesh_ap.password, CONFIG_MESH_AP_PASSWD,
strlen(CONFIG_MESH AP_PASSWD));

ESP_ERROR_CHECK (esp_mesh_set_config(&cfg));
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Start Mesh

The following code snippet demonstrates how to start ESP-MESH.

/* mesh start */
ESP_ERROR_CHECK (esp_mesh_start());

After starting ESP-MESH, the application should check for ESP-MESH events to determine when it has
connected to the network. After connecting, the application can start transmitting and receiving packets

over the ESP-MESH network using esp_mesh_send () and esp_mesh_recv().

Application Examples

ESP-IDF contains these ESP-MESH example projects:

The Internal Communication Example demonstrates how to setup a ESP-MESH network and have the root

node send a data packet to every node within the network.

The Manual Networking Example demonstrates how to use ESP-MESH without the self-organizing features.
This example shows how to program a node to manually scan for a list of potential parent nodes and select

a parent node based on custom criteria.

API| Reference

Header File

e esp32/include/esp_mesh.h

Functions

esp_err_t esp_mesh_init (void)

Mesh initialization.

e Check whether Wi-Fi is started.

« Initialize mesh global variables with default values.

Attention This API shall be called after Wi-Fi is started.
Return
« ESP OK

o« ESP_FAIL
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esp__err_t esp_mesh_deinit (void)

Mesh de-initialization.

¢ Release resources and stop the mesh

Return
« ESP_OK
« ESP_FAIL
esp_err | esp_mesh_start (void)
Start mesh.
o Initialize mesh IE.
e Start mesh network management service.
e Create TX and RX queues according to the configuration.

o Register mesh packets receive callback.

Attention This API shall be called after mesh initialization and configuration.
Return
« ESP_OK
« ESP_FAIL
« ESP_ERR_MESH_ NOT_INIT
« ESP_ERR_MESH NOT_ CONFIG
« ESP_ERR_MESH_ NO_MEMORY
esp_err_t esp_mesh_stop (void)
Stop mesh.
e Deinitialize mesh IE.
e Disconnect with current parent.
o Disassociate all currently associated children.
e Stop mesh network management service.
o Unregister mesh packets receive callback.
e Delete TX and RX queues.
o Release resources.

¢ Restore Wi-Fi softAP to default settings if Wi-Fi dual mode is enabled.
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Return
« ESP OK
« ESP FAIL

esp_err_| esp_mesh_send(const mesh_addr_t *to, const mesh_data_t *data, int flag, const

mesh__opt__t opt[], int opt_count)
Send a packet over the mesh network.

e Send a packet to any device in the mesh network.

e Send a packet to external IP network.

Attention This API is not reentrant.
Return
« ESP_OK
o ESP_FAIL
« ESP_ERR_MESH_ ARGUMENT
« ESP_ERR_MESH NOT_ START
« ESP_ERR_MESH DISCONNECTED
« ESP_ERR_MESH_OPT_UNKNOWN
« ESP_ERR_MESH_ EXCEED_MTU
« ESP_ERR_MESH NO_MEMORY
« ESP_ERR_MESH_TIMEOUT
« ESP_ERR_MESH_ QUEUE_FULL
« ESP_ERR_MESH NO_ROUTE_FOUND
« ESP_ERR_MESH_DISCARD
Parameters
e to: the address of the final destination of the packet
— If the packet is to the root, set this parameter to NULL.

— If the packet is to an external IP network, set this parameter to the IPv4:PORT combi-
nation. This packet will be delivered to the root firstly, then the root will forward this
packet to the final IP server address.

e data: pointer to a sending mesh packet

— Field size should not exceed MESH_ MPS. Note that the size of one mesh packet should
not exceed MESH_MTU.
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— Field proto should be set to data protocol in use (default is MESH_ PROTO_BIN for
binary).

— Field tos should be set to transmission tos (type of service) in use (default is
MESH_TOS_P2P for point-to-point reliable).

o flag: bitmap for data sent
— Speed up the route search
* If the packet is to the root and “to” parameter is NULL, set this parameter to 0.
* If the packet is to an internal device, MESH DATA P2P should be set.

* If the packet is to the root ( “to” parameter isn’ t NULL) or to external IP network,
MESH_DATA_ TODS should be set.

* If the packet is from the root to an internal device, MESH__DATA_FROMDS should
be set.

— Specify whether this API is block or non-block, block by default
* If needs non-block, MESH DATA NONBLOCK should be set.

— In the situation of the root change, MESH_DATA_DROP identifies this packet can be
dropped by the new root for upstream data to external IP network, we try our best to
avoid data loss caused by the root change, but there is a risk that the new root is running
out of memory because most of memory is occupied by the pending data which isn’ t

read out in time by esp_mesh_recv_toDS().

Generally, we suggest esp_ mesh_ recv_ toDS() is called after a connection with IP network
is created. Thus data outgoing to external IP network via socket is just from reading
esp_mesh_recv_toDS() which avoids unnecessary memory copy.

« opt: options

— In case of sending a packet to a certain group, MESH__OPT_SEND_ GROUP is a good

choice. In this option, the value field should be set to the target receiver addresses in this
group.

— Root sends a packet to an internal device, this packet is from external IP network in case
the receiver device responds this packet, MESH OPT_ RECV_DS ADDR is required
to attach the target DS address.

e opt_count: option count
— Currently, this API only takes one option, so opt_ count is only supported to be 1.

esp_err_t esp_mesh_recv(mesh_addr_t *from, mesh_data_t *data, int timeout_ms, int *flag,

mesh__opt__t opt[], int opt_count)
Receive a packet targeted to self over the mesh network.

flag could be MESH_DATA_FROMDS or MESH_DATA_TODS.
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Attention Mesh RX queue should be checked regularly to avoid running out of memory.

e Use esp_mesh_get rx_pending() to check the number of packets available in the queue

waiting to be received by applications.
Return
« ESP_OK
« ESP_ERR_MESH ARGUMENT
« ESP_ERR_MESH NOT_START
« ESP_ERR_MESH_ TIMEOUT
« ESP_ERR_MESH DISCARD
Parameters
e from: the address of the original source of the packet
e data: pointer to the received mesh packet
— Field proto is the data protocol in use. Should follow it to parse the received data.
— Field tos is the transmission tos (type of service) in use.

o timeout_ms: wait time if a packet isn’ t immediately available (0:no wait, port-

MAX_DELAY:wait forever)
o flag: bitmap for data received
— MESH_DATA_ FROMDS represents data from external IP network
— MESH_DATA_TODS represents data directed upward within the mesh network
Parameters
e opt: options desired to receive
— MESH_OPT RECV_DS ADDR attaches the DS address
e opt_count: option count desired to receive
— Currently, this API only takes one option, so opt__count is only supported to be 1.

esp_err t esp_mesh_recv_toDS(mesh_addr t *from, mesh addr t *to, mesh data_t *data, int

timeout__ms, int *flag, mesh__opt_t opt[], int opt_count)
Receive a packet targeted to external IP network.

e Root uses this API to receive packets destined to external IP network
¢ Root forwards the received packets to the final destination via socket.

« If no socket connection is ready to send out the received packets and this esp_ mesh_recv_ toDS()
hasn’ t been called by applications, packets from the whole mesh network will be pending in toDS

queue.
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Use esp_mesh__get_ rx_ pending() to check the number of packets available in the queue waiting to be

received by applications in case of running out of memory in the root.

Using esp_mesh_set_xon_ gsize() users may configure the RX queue size, default:32. If this size is
too large, and esp_mesh_recv_ toDS() isn’ t called in time, there is a risk that a great deal of memory
is occupied by the pending packets. If this size is too small, it will impact the efficiency on upstream.

How to decide this value depends on the specific application scenarios.
flag could be MESH_DATA_TODS.
Attention This API is only called by the root.
Return
« ESP_OK
« ESP_ERR MESH ARGUMENT
« ESP_ERR_MESH NOT_ START
« ESP_ERR_MESH_ TIMEOUT
« ESP_ERR_MESH DISCARD
« ESP_ERR_MESH RECV_RELEASE
Parameters
e from: the address of the original source of the packet
e to: the address contains remote IP address and port (IPv4:PORT)
e data: pointer to the received packet
— Contain the protocol and applications should follow it to parse the data.

e timeout_ms: wait time if a packet isn’ t immediately available (0:no wait, port-
MAX_DELAY:wait forever)

e flag: bitmap for data received

— MESH_DATA_TODS represents the received data target to external IP network. Root

shall forward this data to external IP network via the association with router.
Parameters
e opt: options desired to receive
e opt_count: option count desired to receive
esp_err | esp_mesh_set_config(const mesh cfg t *config)

Set mesh stack configuration.

e Use MESH_INIT CONFIG_DEFAULT() to initialize the default values, mesh IE is encrypted
by default.
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o Mesh network is established on a fixed channel (1-14).
e Mesh event callback is mandatory.

o Mesh ID is an identifier of an MBSS. Nodes with the same mesh ID can communicate with each

other.
e Regarding to the router configuration, if the router is hidden, BSSID field is mandatory.
If BSSID field isn’ t set and there exists more than one router with same SSID, there is a risk that more

roots than one connected with different BSSID will appear. It means more than one mesh network is
established with the same mesh ID.

Root conflict function could eliminate redundant roots connected with the same BSSID, but couldn’ t
handle roots connected with different BSSID. Because users might have such requirements of setting up
routers with same SSID for the future replacement. But in that case, if the above situations happen,
please make sure applications implement forward functions on the root to guarantee devices in different
mesh networks can communicate with each other. max_ connection of mesh soft AP is limited by the
max number of Wi-Fi soft AP supported (max:10).
Attention This API shall be called before mesh is started after mesh is initialized.
Return

« ESP_OK

« ESP_ERR_MESH_ ARGUMENT

o« ESP_ERR_MESH_NOT_ALLOWED
Parameters

e config: pointer to mesh stack configuration

esp_err_t esp_mesh_get_config(mesh_cfg _t *config)

Get mesh stack configuration.
Return

« ESP_OK

« ESP_ERR_MESH_ ARGUMENT
Parameters

e config: pointer to mesh stack configuration

esp__err_1 esp_mesh_set_router(const mesh_router 1 *router)

Get router configuration.

Attention This API is used to dynamically modify the router configuration after mesh is configured.
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Return
« ESP_OK
« ESP_ERR_MESH_ ARGUMENT
Parameters
e router: pointer to router configuration
esp_err | esp_mesh_get_router (mesh_router t *router)
Get router configuration.
Return
« ESP_OK
« ESP_ERR_MESH ARGUMENT
Parameters
e router: pointer to router configuration
esp_err_| esp_mesh_set_id(const mesh__addr_t *id)
Set mesh network ID.
Attention This API is used to dynamically modify the mesh network ID.
Return
« ESP_OK
« ESP_ERR_MESH_ ARGUMENT: invalid argument
Parameters
e id: pointer to mesh network ID
esp_err t esp_mesh_get_id(mesh addr t *id)
Get mesh network ID.
Return
« ESP_OK
« ESP_ERR_MESH_ ARGUMENT
Parameters
e id: pointer to mesh network ID

esp__err 1 esp_mesh_set_type (mesh_type t type)

Designate device type over the mesh network.
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« MESH_IDLE: designates a device as a self-organized node for a mesh network
« MESH_ROOT: designates the root node for a mesh network
« MESH_LEAF: designates a device as a standalone Wi-Fi station that connects to a parent

o MESH_STA: designates a device as a standalone Wi-Fi station that connects to a router

Return

« ESP_OK

« ESP_ERR_MESH_NOT_ALLOWED
Parameters

e type: device type

mesh__type_t esp_mesh_get_type (void)

Get device type over mesh network.

Attention This API shall be called after having received the event
MESH_EVENT_PARENT_CONNECTED.

Return mesh type

esp__err_t esp_mesh_set_max_layer (int max_layer)

Set network max layer value (max:25, default:25)
e Network max layer limits the max hop count.

Attention This API shall be called before mesh is started.
Return

« ESP_OK

« ESP_ERR_ MESH ARGUMENT

« ESP_ERR_MESH NOT_ALLOWED
Parameters

e max_layer: max layer value

int esp_mesh_get_max_layer (void)

Get max layer value.
Return max layer value

esp_err_1 esp_mesh_set_ap_password(const uint8_t *pwd, int len)

Set mesh soft AP password.
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Attention This API shall be called before mesh is started.
Return

« ESP_OK

« ESP_ERR_ MESH ARGUMENT

« ESP_ERR_MESH NOT_ALLOWED
Parameters

o pwd: pointer to the password

e len: password length

esp_err | esp_mesh_set_ap_authmode (wifi auth mode_t authmode)

Set mesh soft AP authentication mode.
Attention This API shall be called before mesh is started.
Return

« ESP_OK

« ESP_ERR_MESH ARGUMENT

« ESP_ERR_MESH NOT_ALLOWED
Parameters

o authmode: authentication mode

wifi__auth_mode_t esp_mesh_get_ap_authmode (void)

Get mesh soft AP authentication mode.
Return authentication mode

esp__err_t esp_mesh_set_ap_connections (int connections)
Set mesh soft AP max connection value.
Attention This API shall be called before mesh is started.
Return
« ESP_OK
« ESP_ERR_MESH ARGUMENT
Parameters

e connections: the number of max connections
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int esp_mesh_get_ap_connections (void)

Get mesh soft AP max connection configuration.
Return the number of max connections

int esp_mesh_get_layer (void)

Get current layer value over the mesh network.

Attention This API shall be called after
MESH EVENT PARENT CONNECTED.

Return layer value

esp_err | esp_mesh_get_parent_bssid(mesh addr t *bssid)
Get the parent BSSID.

Attention This API shall be called after
MESH EVENT PARENT_ CONNECTED.
Return
« ESP_OK
o ESP_FAIL
Parameters
e bssid: pointer to parent BSSID

bool esp_mesh_is_root (void)

Return whether the device is the root node of the network.

Return true/false

having

having

esp__err_t esp_mesh_set_self_organized(bool enable, bool select parent)

Enable/disable self-organized networking.

received

received

the

the

event

event

¢ Self-organized networking has three main functions: select the root node; find a preferred parent;

initiate reconnection if a disconnection is detected.

¢ Self-organized networking is enabled by default.

o If self-organized is disabled, users should set a parent for the device via esp_ mesh_set_ parent().

Attention This API is used to dynamically modify whether to enable the self organizing.

Return
« ESP OK

« ESP_FAIL
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Parameters
e emnable: enable or disable self-organized networking
e select_parent: Only valid when self-organized networking is enabled.
— if select_ parent is set to true, the root will give up its mesh root status and search for a

new parent like other non-root devices.

bool esp_mesh_get_self_organized (void)

Return whether enable self-organized networking or not.
Return true/false

esp_err | esp_mesh_waive_root (const mesh wvote t *vote, int reason)
Cause the root device to give up (waive) its mesh root status.
e A device is elected root primarily based on RSSI from the external router.
o If external router conditions change, users can call this API to perform a root switch.

o In this API, users could specify a desired root address to replace itself or specify an attempts value
to ask current root to initiate a new round of voting. During the voting, a better root candidate

would be expected to find to replace the current one.

o If no desired root candidate, the vote will try a specified number of attempts (at least 15). If
no better root candidate is found, keep the current one. If a better candidate is found, the new
better one will send a root switch request to the current root, current root will respond with a

root switch acknowledgment.
o After that, the new candidate will connect to the router to be a new root, the previous root will
disconnect with the router and choose another parent instead.

Root switch is completed with minimal disruption to the whole mesh network.

Attention This API is only called by the root.
Return
« ESP_OK
« ESP_ERR_MESH_QUEUE_FULL
« ESP_ERR_MESH DISCARD
o ESP_FAIL
Parameters
e vote: vote configuration

— If this parameter is set NULL, the vote will perform the default 15 times.
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— Field percentage threshold is 0.9 by default.
— Field is_ rc_ specified shall be false.
— Field attempts shall be at least 15 times.
e reason: only accept MESH_VOTE_REASON_ROOT__INITIATED for now

esp_err | esp_mesh_set_vote_percentage (float percentage)

Set vote percentage threshold for approval of being a root.

e During the networking, only obtaining vote percentage reaches this threshold, the device could

be a root.

Attention This API shall be called before mesh is started.
Return

« ESP_OK

o ESP_FAIL
Parameters

e percentage: vote percentage threshold

float esp_mesh_get_vote_percentage (void)

Get vote percentage threshold for approval of being a root.
Return percentage threshold

esp__err_t esp_mesh_set_ap_assoc_expire(int seconds)

Set mesh soft AP associate expired time (default:10 seconds)
o If mesh soft AP hasn’ t received any data from an associated child within this time, mesh soft AP
will take this child inactive and disassociate it.

o If mesh softAP is encrypted, this value should be set a greater value, such as 30 seconds.

Return
« ESP_OK
o ESP_FAIL
Parameters
e seconds: the expired time

int esp_mesh_get_ap_assoc_expire (void)

Get mesh soft AP associate expired time.
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Return seconds

int esp_mesh_get_total_node_num(void)
Get total number of devices in current network (including the root)
Attention The returned value might be incorrect when the network is changing.
Return total number of devices (including the root)

int esp_mesh_get_routing_table_size(void)

Get the number of devices in this device’ s sub-network (including self)
Return the number of devices over this device’ s sub-network (including self)

esp__err t esp_mesh_get_routing_table(mesh addr t *mac, int len, int *size)

Get routing table of this device’ s sub-network (including itself)

Return
« ESP_OK
« ESP_ERR_MESH ARGUMENT
Parameters
e mac: pointer to routing table
e len: routing table size(in bytes)
o size: pointer to the number of devices in routing table (including itself)
esp_err _t esp_mesh_post_toDS_state (bool reachable)
Post the toDS state to the mesh stack.
Attention This API is only for the root.
Return
« ESP_OK
« ESP_FAIL
Parameters
e reachable: this state represents whether the root is able to access external IP network

esp_err | esp_mesh_get_tx_pending(mesh tx pending t *pending)

Return the number of packets pending in the queue waiting to be sent by the mesh stack.

Return

« ESP_OK
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« ESP_FAIL
Parameters
e pending: pointer to the TX pending

esp_err t esp_mesh_get_rx_pending(mesh rx pending t *pending)

Return the number of packets available in the queue waiting to be received by applications.

Return
« ESP_OK
o ESP_FAIL
Parameters
o pending: pointer to the RX pending
int esp_mesh_available_txupQ_num(const mesh_addr_t *addr, uint32_t *zseqno__in)
Return the number of packets could be accepted from the specified address.
Return the number of upQ for a certain address
Parameters
e addr: self address or an associate children address
e xseqno_in: sequence number of the last received packet from the specified address
esp_err_t esp_mesh_set_xon_qgsize(int gsize)
Set the number of queue.
Attention This API shall be called before mesh is started.
Return
« ESP_OK
o ESP_FAIL
Parameters
o gsize: default:32 (min:16)

int esp_mesh_get_xon_gsize (void)

Get queue size.
Return the number of queue

esp_err 1 esp_mesh_allow_root_conflicts(bool allowed)

Set whether allow more than one root existing in one network.
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Return

« ESP_OK

o« ESP_WIFI_ERR_NOT_INIT

« ESP_WIFI _ERR_NOT_ START
Parameters

e allowed: allow or not

bool esp_mesh_is_root_conflicts_allowed (void)

Check whether allow more than one root to exist in one network.
Return true/false

esp_err t esp_mesh_set_group_id(const mesh addr t *addr, int num)

Set group ID addresses.

Return
« ESP_OK
« ESP. MESH ERR_ARGUMENT
Parameters
e addr: pointer to new group ID addresses
e num: the number of group ID addresses

esp_err t esp_mesh_delete_group_id(const mesh addr t *addr, int num)

Delete group ID addresses.

Return
« ESP_OK
« ESP_ MESH ERR_ARGUMENT
Parameters
e addr: pointer to deleted group ID address
e num: the number of group ID addresses

int esp_mesh_get_group_num(void)

Get the number of group ID addresses.

Return the number of group ID addresses
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esp_err t esp_mesh_get_group_list (mesh addr ¢ *addr, int num)

Get group ID addresses.

Return

« ESP_OK

« ESP_ MESH ERR_ARGUMENT
Parameters

e addr: pointer to group ID addresses

e num: the number of group ID addresses

bool esp_mesh_is_my_group(const mesh addr t *addr)

Check whether the specified group address is my group.
Return true/false

esp__err_t esp_mesh_set_capacity_num(int num)
Set mesh network capacity (max:1000, default:300)
Attention This API shall be called before mesh is started.
Return
« ESP_OK
« ESP_ERR_MESH NOT_ ALLOWED
« ESP. MESH ERR_ARGUMENT
Parameters
e num: mesh network capacity

int esp_mesh_get_capacity_num(void)

Get mesh network capacity.
Return mesh network capacity

esp_err t esp_mesh_set_ie_crypto_funcs(const mesh_crypto_funcs t *crypto_ funcs)
Set mesh IE crypto functions.
Attention This API can be called at any time after mesh is initialized.
Return
« ESP_OK

Parameters
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e crypto_funcs: crypto functions for mesh IE
— If crypto_ funcs is set to NULL, mesh IE is no longer encrypted.
esp_err | esp_mesh_set_ie_crypto_key(const char *key, int len)

Set mesh IE crypto key.
Attention This API can be called at any time after mesh is initialized.
Return

« ESP_OK

« ESP. MESH ERR_ARGUMENT
Parameters

e key: ASCII crypto key

e len: length in bytes, range:8~64

esp_err | esp_mesh_get_ie_crypto_key(char *key, int len)
Get mesh IE crypto key.

Return

« ESP_OK

o« ESP_MESH_ERR_ARGUMENT
Parameters

e key: ASCII crypto key

e len: length in bytes, range:8~64

esp__err_t esp_mesh_set_root_healing_delay(int delay ms)

Set delay time before starting root healing.
Return

« ESP_OK
Parameters

o delay_ms: delay time in milliseconds

int esp_mesh_get_root_healing_delay(void)

Get delay time before network starts root healing.

Return delay time in milliseconds
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esp__err_1 esp_mesh_set_event_cb(const mesh_event cb_t event_cb)

Set mesh event callback.

Return
« ESP_ OK
Parameters
e event_cb: mesh event call back
esp_err_t esp_mesh_fix_root(bool enable)
Enable network Fixed Root Setting.
o Enabling fixed root disables automatic election of the root node via voting.
o All devices in the network shall use the same Fixed Root Setting (enabled or disabled).

o If Fixed Root is enabled, users should make sure a root node is designated for the network.

Return
« ESP OK
Parameters
e enable: enable or not
bool esp_mesh_is_root_fixed(void)
Check whether network Fixed Root Setting is enabled.
« Enable/disable network Fixed Root Setting by API esp_mesh_ fix_root().

o Network Fixed Root Setting also changes with the “flag” value in parent networking IE.
Return true/false

esp_err | esp_mesh_set_parent (const wifi__config t *parent, const mesh__addr_t

*parent__mesh__id, mesh__type_t my_ type, int my_ layer)
Set a specified parent for the device.

Attention This API can be called at any time after mesh is configured.
Return

« ESP_OK

« ESP_ERR ARGUMENT

« ESP_ERR_MESH_ NOT_CONFIG

Parameters
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parent: parent configuration, the SSID and the channel of the parent are mandatory.

— If the BSSID is set, make sure that the SSID and BSSID represent the same parent,

otherwise the device will never find this specified parent.
parent_mesh_id: parent mesh ID,
— If this value is not set, the original mesh ID is used.
my_type: mesh type

— If the parent set for the device is the same as the router in the network configuration,
then my_ type shall set MESH_ROOT and my_ layer shall set MESH_ROOT_LAYER.

my_layer: mesh layer
— my_ layer of the device may change after joining the network.

— If my_type is set MESH NODE, my_layer shall be greater than
MESH_ROOT_LAYER.

— If my_ type is set MESH_ LEAF, the device becomes a standalone Wi-Fi station and no
longer has the ability to extend the network.

esp_err_| esp_mesh_scan_get_ap_ie_len(int *len)

Get mesh networking IE length of one AP.

Return

ESP_OK
ESP_ERR_WIFI NOT_INIT
ESP_ERR_WIFI ARG

ESP_ERR_WIFI_FAIL

Parameters

len: mesh networking IE length

esp_err_t esp_mesh_scan_get_ap_record (wifi_ap_record_t *ap_ record, void *buffer)

Get AP record.

Attention Different from esp_ wifi_scan_get_ap_records(), this API only gets one of APs scanned

each time. See “manual_networking” example.

Return

ESP_OK
ESP_ERR_WIFI_NOT_INIT

ESP_ERR WIFI ARG
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« ESP_ERR_WIFI_ FAIL
Parameters
e ap_record: pointer to one AP record
e buffer: pointer to the mesh networking IE of this AP
esp_err_t esp_mesh_flush_upstream_packets (void)
Flush upstream packets pending in to_ parent queue and to_parent_ p2p queue.
Return
« ESP_OK
esp_err | esp_mesh_get_subnet_nodes_num(const mesh_addr t *child_mac, int *nodes_num)
Get the number of nodes in the subnet of a specific child.
Return
« ESP_OK
« ESP_ERR_MESH NOT_START
« ESP_ERR_MESH ARGUMENT
Parameters
e child_mac: an associated child address of this device
e nodes_num: pointer to the number of nodes in the subnet of a specific child

esp_err t esp_mesh_get_subnet_nodes_list(const mesh addr t *child_mac, mesh_addr t

*nodes, int nodes num)
Get nodes in the subnet of a specific child.

Return
« ESP_OK
« ESP_ERR_MESH NOT_START
« ESP_ERR_MESH_ ARGUMENT
Parameters
e child_mac: an associated child address of this device
e nodes: pointer to nodes in the subnet of a specific child
e nodes_num: the number of nodes in the subnet of a specific child

esp__err_t esp_mesh_disconnect (void)

Disconnect from current parent.
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Return

« ESP_OK

esp__err_t esp_mesh_connect (void)

Connect to current parent.

Return

« ESP_OK

esp_err t esp_mesh_flush_scan_result (void)

Flush scan result.

Return

« ESP_OK

esp_err | esp_mesh_switch_channel (const uint8_t *new_ bssid, int csa_newchan, int csa__count)
Cause the root device to add Channel Switch Announcement Element (CSA IE) to beacon.
e Set the new channel
e Set how many beacons with CSA IE will be sent before changing a new channel

¢ Enable the channel switch function

Attention This API is only called by the root.
Return
« ESP_OK
Parameters
e new_bssid: the new router BSSID if the router changes
o csa_newchan: the new channel number to which the whole network is moving
e csa_count: channel switch period(beacon count), unit is based on beacon interval of its

soft AP, the default value is 15.

esp_err t esp_mesh_get_router_bssid(uint8_t *router bssid)
Get the router BSSID.

Return
« ESP OK
« ESP ERR_WIFI NOT INIT

« ESP_ERR WIFI ARG
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Parameters

e router_bssid: pointer to the router BSSID

int64_t esp_mesh_get_tsf_time(void)

Get the TSF time.

Return the TSF time

Unions

union mesh_addr_t

#include <esp__mesh.h> Mesh address.

Public Members
uint8 t addr[6]
mac address

mip__t mip

mip address

union mesh_event_info_t

#include <esp__mesh.h> Mesh event information.

Public Members
mesh__event channel switch t channel_switch
channel switch

mesh__event child_connected_t child_connected

child connected

mesh__event child disconnected t child_disconnected

child disconnected

mesh__event__routing_table_change t routing_table

routing table change

mesh__event connected t connected

parent connected

mesh__event disconnected_t disconnected

parent disconnected

mesh__event_no__parent _found t no_parent

no parent found
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mesh__event_layer change 1 layer_change

layer change

mesh__event _toDS state t toDS_state
toDS state, devices shall check this state firstly before trying to send packets to external IP
network. This state indicates right now whether the root is capable of sending packets out. If
not, devices had better to wait until this state changes to be MESH_TODS_REACHABLE.

mesh__event _wvote started t vote_started

vote started

mesh__event__root__got_ip_ 1 got_ip

root obtains IP address

mesh__event root address t root_addr

root address

mesh__event_root swilch req t switch_req

root, switch request

mesh__event_root_conflict _t root_conflict

other powerful root

mesh__event_root_fixed t root_fixed

fixed root

mesh__event scan_done | scan_done

scan done

mesh__event network state { network_state

network state, such as whether current mesh network has a root.

mesh__event_find_network t find_network

network found that can join

mesh__event router switch t router_switch

new router information

union mesh_rc_config_t

#include <esp__mesh.h> Vote address configuration.

Public Members

int attempts
max vote attempts before a new root is elected automatically by mesh network. (min:15, 15 by
default)

mesh__addr t rc_addr

a new root address specified by users for API esp_mesh_waive_ root()
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Structures

struct mip_t

IP address and port.

Public Members
ip4d_addr_t ip4
IP address

uint16_t port
port

struct mesh_event_channel_switch_t

Channel switch information.

Public Members
uint8 t channel
new channel

struct mesh_event_connected_t

Parent connected information.

Public Members
system__event_ sta_ connected_t connected
parent information, same as Wi-Fi event SYSTEM_EVENT_ STA CONNECTED does

uint8_t self_layer

layer

struct mesh_event_no_parent_found_t

No parent found information.

Public Members
int scan_times
scan times being through

struct mesh_event_layer_change_t

Layer change information.
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Public Members
uint8_t new_layer
new layer

struct mesh_event_vote_started_t

vote started information

Public Members

int reason
vote reason, vote could be initiated by children or by the root itself

int attempts

max vote attempts before stopped

mesh__addr _t rc_addr

root address specified by users via API esp_mesh_waive root()

struct mesh_event_find_network_t

find a mesh network that this device can join

Public Members
uint8 t channel
channel number of the new found network

uint8_t router_bssid[6]
router BSSID

struct mesh_event_root_switch_req_t

Root switch request information.

Public Members

int reason
root switch reason, generally root switch is initialized by users via API esp_mesh_ waive_root()

mesh__addr 1t rc_addr

the address of root switch requester

struct mesh_event_root_conflict_t

Other powerful root address.
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Public Members
int8 t rssi
rssi with router

uintl6_t capacity

the number of devices in current network

uint8_t addr|6]

other powerful root address

struct mesh_event_routing_table_change_t

Routing table change.

Public Members
uintl6_t rt_size_new
the new value

uintl6_t rt_size_change

the changed value

struct mesh_event_root_fixed_t

Root fixed.

Public Members
bool is_fixed
status

struct mesh_event_scan_done_t

Scan done event information.

Public Members

uint8 t number

the number of APs scanned

struct mesh_event_network_state_t

Network state information.

Public Members

bool is_rootless

whether current mesh network has a root
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struct mesh_event_t

Mesh event.

Public Members
mesh__event id_t id
mesh event id

mesh__event info t info

mesh event info

struct mesh_opt_t

Mesh option.

Public Members

uint8_t type
option type

uintl6_t len
option length

uint8_t *val

option value

struct mesh_data_t

Mesh data for esp__mesh_send() and esp_mesh_ recv()

Public Members
uint8 t *data
data

uintl6 t size

data size

mesh__proto__t proto

data protocol

mesh_tos t tos

data type of service

struct mesh_router_t

Router configuration.

244 Chapter 3. API Reference



Read the Docs Template Documentation, A% v3.2.5-1-g110d230e3

Public Members

uint8_t ssid[32]
SSID

uint8 t ssid_len
length of SSID

uint8 t bssid[6]

BSSID, if this value is specified, users should also specify “allow_ router_switch” .

uint8_t password[64]

password

bool allow_router_switch
if the BSSID is specified and this value is also set, when the router of this specified BSSID fails to
be found after “fail” (mesh_ attempts_t) times, the whole network is allowed to switch to another
router with the same SSID. The new router might also be on a different channel. The default
value is false. There is a risk that if the password is different between the new switched router
and the previous one, the mesh network could be established but the root will never connect to

the new switched router.

struct mesh_ap_cfg_t
Mesh soft AP configuration.

Public Members
uint8_t password[64]
mesh soft AP password

uint8 t max_connection

max number of stations allowed to connect in, max 10

struct mesh_cfg_t

Mesh initialization configuration.

Public Members

uint8 t channel

channel, the mesh network on

bool allow_channel_switch
if this value is set, when “fail” (mesh_ attempts_t) times is reached, device will change to a full

channel scan for a network that could join. The default value is false.

mesh__event cb_t event_cb

mesh event callback
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mesh__addr ¢ mesh_id

mesh network identification

mesh__router t router

router configuration

mesh__ap__cfg_t mesh_ap

mesh soft AP configuration

const mesh_ crypto_funcs_t *crypto_funcs

crypto functions

struct mesh_vote_t

Vote.

Public Members

float percentage

vote percentage threshold for approval of being a root

bool is_rc_specified

if true, rc_ addr shall be specified (Unimplemented). if false, attempts value shall be specified to

make network start root election.

mesh_rc_config t config

vote address configuration

struct mesh_tx_pending_t
The number of packets pending in the queue waiting to be sent by the mesh stack.

Public Members
int to_parent
to parent queue

int to_parent_p2p
to parent (P2P) queue

int to_child
to child queue

int to_child_p2p
to child (P2P) queue

int mgmt

management queue

int broadcast

broadcast and multicast queue
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struct mesh_rx_pending_t

The number of packets available in the queue waiting to be received by applications.

Public Members

int toDS

to external DS

int toSelf
to self

Macros

MESH_ROOT_LAYER

root layer value

MESH_MTU

max transmit unit(in bytes)

MESH_MPS

max payload size(in bytes)

ESP_ERR_MESH_WIFI_NOT_START

Mesh error code definition.
Wi-Fi isn’ t started

ESP_ERR_MESH_NOT_INIT
mesh isn’ t initialized
ESP_ERR_MESH_NOT_CONFIG

mesh isn’ t configured

ESP_ERR_MESH_NOT_START

mesh isn’ t started

ESP_ERR_MESH_NOT_SUPPORT
not supported yet

ESP_ERR_MESH_NOT_ALLOWED

operation is not allowed

ESP_ERR_MESH_NO_MEMORY

out of memory

ESP_ERR_MESH_ARGUMENT

illegal argument

3.2. Mesh API 247



Read the Docs Template Documentation, 4% v3.2.5-1-g110d230e3

ESP_ERR_MESH_EXCEED_MTU

packet size exceeds MTU

ESP_ERR_MESH_TIMEQUT

timeout

ESP_ERR_MESH_DISCONNECTED

disconnected with parent on station interface

ESP_ERR_MESH_QUEUE_FAIL

queue fail

ESP_ERR_MESH_QUEUE_FULL

queue full

ESP_ERR_MESH_NO_PARENT_FOUND

no parent found to join the mesh network

ESP_ERR_MESH_NO_ROUTE_FOUND

no route found to forward the packet

ESP_ERR_MESH_OPTION_NULL

no option found

ESP_ERR_MESH_OPTION_UNKNOWN

unknown option

ESP_ERR_MESH_XON_NO_WINDOW

no window for software flow control on upstream

ESP_ERR_MESH_INTERFACE

low-level Wi-Fi interface error

ESP_ERR_MESH_DISCARD_DUPLICATE

discard the packet due to the duplicate sequence number

ESP_ERR_MESH_DISCARD

discard the packet

ESP_ERR_MESH_VOTING

vote in progress

ESP_ERR_MESH_XMIT

XMIT

ESP_ERR_MESH_QUEUE_READ

error in reading queue

ESP_ERR_MESH_RECV_RELEASE

release esp__mesh_recv_toDS
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MESH_DATA_ENC

Flags bitmap for esp_ mesh_send() and esp_mesh_recv()
data encrypted (Unimplemented)

MESH_DATA_P2P

point-to-point delivery over the mesh network

MESH_DATA_FROMDS

receive from external IP network

MESH_DATA_TODS
identify this packet is target to external IP network

MESH_DATA_NONBLOCK

esp_mesh_ send() non-block

MESH_DATA_DROP
in the situation of the root having been changed, identify this packet can be dropped by new root

MESH_DATA_GROUP
identify this packet is target to a group address

MESH_OPT_SEND_GROUP

Option definitions for esp_ mesh_send() and esp_mesh_recv()
data transmission by group; used with esp_mesh send() and shall have payload

MESH_OPT_RECV_DS_ADDR

return a remote IP address; used with esp__mesh_send() and esp_mesh_ recv()

MESH_ASSOC_FLAG_VOTE_IN_PROGRESS
Flag of mesh networking IE.

vote in progress

MESH_ASSOC_FLAG_NETWORK_FREE

no root in current network

MESH_ASSOC_FLAG_ROOTS_FOUND

root conflict is found

MESH_ASSOC_FLAG_ROOT_FIXED

fixed root

MESH_INIT_CONFIG_DEFAULT()

Type Definitions

typedef system_event sta got_ip_ t mesh_event_root_got_ip_t
IP settings from LwIP stack.
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typedef mesh addr t mesh_event_root_address_t
Root address.

typedef system_event_sta_ disconnected_t mesh_event_disconnected_t

Parent disconnected information.

typedef system_ event_ap_staconnected_t mesh_event_child_connected_t

Child connected information.

typedef system_ event_ap_ stadisconnected t mesh_event_child_disconnected_t

Child disconnected information.

typedef system_event_sta_connected t mesh_event_router_switch_t

New router information.

typedef void (*mesh_event_cb_t)(mesh event t event)

Mesh event callback handler prototype definition.

Parameters

e event: mesh event t

Enumerations

enum mesh_event_id_t

Enumerated list of mesh event id.
Values:

MESH_EVENT_STARTED

mesh is started

MESH_EVENT_STOPPED
mesh is stopped

MESH_EVENT_CHANNEL_SWITCH

channel switch

MESH_EVENT_CHILD_CONNECTED

a child is connected on soft AP interface

MESH_EVENT_CHILD_DISCONNECTED

a child is disconnected on soft AP interface

MESH_EVENT_ROUTING_TABLE_ADD
routing table is changed by adding newly joined children

MESH_EVENT_ROUTING_TABLE_REMOVE

routing table is changed by removing leave children
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MESH_EVENT_PARENT_CONNECTED

parent is connected on station interface

MESH_EVENT_PARENT_DISCONNECTED

parent is disconnected on station interface

MESH_EVENT_NO_PARENT_FOUND

no parent found

MESH_EVENT_LAYER_CHANGE

layer changes over the mesh network

MESH_EVENT_TODS_STATE

state represents whether the root is able to access external IP network

MESH_EVENT_VOTE_STARTED

the process of voting a new root is started either by children or by the root

MESH_EVENT_VOTE_STOPPED

the process of voting a new root is stopped

MESH_EVENT_ROOT_ADDRESS

the root address is obtained. It is posted by mesh stack automatically.

MESH_EVENT_ROOT_SWITCH_REQ

root switch request sent from a new voted root candidate

MESH_EVENT_ROOT_SWITCH_ACK

root switch acknowledgment responds the above request sent from current root

MESH_EVENT_ROOT_GOT_IP
the root obtains the IP address. It is posted by LwIP stack automatically

MESH_EVENT_ROOT_LOST_IP
the root loses the IP address. It is posted by LwIP stack automatically

MESH_EVENT_ROOT_ASKED_YIELD
the root is asked yield by a more powerful existing root. If self organized is disabled and this
device is specified to be a root by users, users should set a new parent for this device. if self

organized is enabled, this device will find a new parent by itself, users could ignore this event.

MESH_EVENT_ROOT_FIXED
when devices join a network, if the setting of Fixed Root for one device is different from that of
its parent, the device will update the setting the same as its parent’ s. Fixed Root Setting of

each device is variable as that setting changes of the root.

MESH_EVENT_SCAN_DONE
if self-organized networking is disabled, user can call esp_ wifi__scan_ start() to trigger this event,

and add the corresponding scan done handler in this event.
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enum

enum

MESH_EVENT_NETWORK_STATE

network state, such as whether current mesh network has a root.

MESH_EVENT_STOP_RECONNECTION

the root stops reconnecting to the router and non-root devices stop reconnecting to their parents.

MESH_EVENT_FIND_NETWORK
when the channel field in mesh configuration is set to zero, mesh stack will perform a full channel

scan to find a mesh network that can join, and return the channel value after finding it.

MESH_EVENT_ROUTER_SWITCH
if users specify BSSID of the router in mesh configuration, when the root connects to another

router with the same SSID, this event will be posted and the new router information is attached.
MESH_EVENT_MAX

mesh_type_t
Device type.

Values:

MESH_IDLE

hasn’ t joined the mesh network yet

MESH_ROOT

the only sink of the mesh network. Has the ability to access external IP network

MESH_NODE

intermediate device. Has the ability to forward packets over the mesh network

MESH_LEAF

has no forwarding ability

MESH_STA

connect to router with a standlone Wi-Fi station mode, no network expansion capability

mesh_proto_t

Protocol of transmitted application data.
Values:

MESH_PROTO_BIN

binary

MESH_PROTO_HTTP
HTTP protocol

MESH_PROTO_JSON
JSON format

MESH_PROTO_MQTT
MQTT protocol
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enum mesh_tos_t

For reliable transmission, mesh stack provides three type of services.
Values:

MESH_TOS_P2P

provide P2P (point-to-point) retransmission on mesh stack by default

MESH_TOS_E2F

provide E2E (end-to-end) retransmission on mesh stack (Unimplemented)

MESH_TOS_DEF

no retransmission on mesh stack

enum mesh_vote_reason_t

Vote reason.
Values:

MESH_VOTE_REASON_ROOT_INITIATED = 1

vote is initiated by the root

MESH_VOTE_REASON_CHILD_INITIATED

vote is initiated by children

enum mesh_disconnect_reason_t

Mesh disconnect reason code.
Values:

MESH_REASON_CYCLIC = 100

cyclic is detected

MESH_REASON_PARENT_IDLE

parent is idle

MESH_REASON_LEAF

the connected device is changed to a leaf

MESH_REASON_DIFF_ID
in different mesh ID

MESH_REASON_ROOTS

root conflict is detected

MESH_REASON_PARENT_STOPPED
parent has stopped the mesh

MESH_REASON_SCAN_FAIL

scan fail

MESH_REASON_IE_UNKNOWN

unknown IE
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MESH_REASON_WAIVE_ROOT

waive root

MESH_REASON_PARENT_WORSE
parent with very poor RSSI

MESH_REASON_EMPTY_PASSWORD

use an empty password to connect to an encrypted parent

MESH_REASON_PARENT_UNENCRYPTED

connect to an unencrypted parent/router

enum mesh_event_toDS_state_t

The reachability of the root to a DS (distribute system)
Values:

MESH_TODS_UNREACHABLE

the root isn’ t able to access external IP network

MESH_TODS_REACHABLE

the root is able to access external IP network

Example code for this API section is provided in mesh directory of ESP-IDF examples.

3.3 Bluetooth API

3.3.1 Controller && VHCI

Overview

Instructions

Application Example

Check bluetooth folder in ESP-IDF examples, which contains the following application:

e This is a BLE advertising demo with virtual HCI interface. Send  Re-
set/ADV_PARAM/ADV_DATA/ADV_ENABLE HCI command for BLE advertising - blue-
tooth/ble_adv.

API Reference

Header File

e bt/include/esp_bt.h
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Functions

esp__err_t esp_ble_tx_power_set (esp_ble_power type t power__type, esp__power _level t

power__level)
Set BLE TX power Connection Tx power should only be set after connection created.

Return ESP_ OK - success, other - failed
Parameters

o power_type: : The type of which tx power, could set Advertising/Connection/Default and

etc

o power_level: Power level(index) corresponding to absolute value(dbm)

esp__power__level _t esp_ble_tx_power_get (esp_ ble_ power type_t power__type)
Get BLE TX power Connection Tx power should only be get after connection created.

Return >= 0 - Power level, < 0 - Invalid
Parameters

o power_type: : The type of which tx power, could set Advertising/Connection/Default and

etc

esp__err_t esp_bredr_tx_power_set(esp_power level t  min_power level, esp__power _level t

max__power__level)
Set BR/EDR TX power BR/EDR power control will use the power in range of minimum value and

maximum value. The power level will effect the global BR/EDR TX power, such inquire, page, con-
nection and so on. Please call the function after esp_ bt_ controller_ enable and before any function
which cause RF do TX. So you can call the function before doing discovery, profile init and so on.
For example, if you want BR/EDR use the new TX power to do inquire, you should call this function
before inquire. Another word, If call this function when BR/EDR is in inquire(ING), please do inquire
again after call this function. Default minimum power level is ESP_ PWR,_ LVL_NO, and maximum
power level is ESP. PWR_LVL_ P3.

Return ESP_OK - success, other - failed
Parameters
e min_power_level: The minimum power level
o max_power_level: The maximum power level

esp_err_1 esp_bredr_tx_power_get (esp_power level _t  *min_power level, esp_power level t

*maz__power__level)
Get BR/EDR TX power If the argument is not NULL, then store the corresponding value.

Return ESP_ OK - success, other - failed
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Parameters
e min_power_level: The minimum power level

e max_power_level: The maximum power level

esp_err 1 esp_bredr_sco_datapath_set(esp sco data_path t data_ path)

set default SCO data path Should be called after controller is enabled, and before (¢)SCO link is
established

Return ESP_ OK - success, other - failed
Parameters

e data_path: SCO data path

esp_err_1 esp_bt_controller_init(esp bt controller _config_t *cfg)

esp__

Initialize BT controller to allocate task and other resource. This function should be called only once,
before any other BT functions are called.

Return ESP_ OK - success, other - failed

Parameters

e cfg: Initial configuration of BT controller. Different from previous version, there’ s a mode
and some connection configuration in “cfg” to configure controller work mode and allocate

the resource which is needed.

err_t esp_bt_controller_deinit (void)

De-initialize BT controller to free resource and delete task.

This function should be called only once, after any other BT functions are called. This function is not

whole completed, esp_bt_ controller init cannot called after this function.

Return ESP_ OK - success, other - failed

esp_err _t esp_bt_controller_enable(esp bt mode t mode)

esp_

Enable BT controller. Due to a known issue, you cannot call esp_bt_controller enable()
a second time to change the controller mode dynamically. To change controller mode, call

esp_ bt_ controller disable() and then call esp_bt_ controller_enable() with the new mode.

Return ESP_ OK - success, other - failed
Parameters

o mode: : the mode(BLE/BT/BTDM) to enable. For compatible of API, retain this argument.

This mode must be equal as the mode in  “cfg” of esp_bt_ controller_ init().

err_1 esp_bt_controller_disable(void)

Disable BT controller.
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Return ESP_ OK - success, other - failed

esp_ bt__controller status | esp_bt_controller_get_status (void)

Get BT controller is initialised /de-initialised /enabled /disabled.
Return status value

bool esp_vhci_host_check_send_available (void)
esp_ vhei host_check send available used for check actively if the host can send packet to controller

or not.
Return true for ready to send, false means cannot send packet
void esp_vhci_host_send_packet (uint8 t *data, uint16_t len)

esp_ vhci__host__send_ packet host send packet to controller

Should not call this function from within a critical section or when the scheduler is suspended.

Parameters
e data: the packet point
e len: the packet length
esp_err t esp_vhci_host_register_callback(const esp whci host callback t *callback)
esp_vhci__host_register_callback register the vhci reference callback struct defined by
vhei host  callback structure.
Return ESP_OK - success, ESP_ FAIL - failed
Parameters
e callback: esp wvhci host callback type variable
esp__err_t esp_bt_controller_mem_release(esp bl mode t mode)
esp_ bt_ controller _mem_ release release the controller memory as per the mode

This function releases the BSS, data and other sections of the controller to heap. The total size is
about 70k bytes.

esp__bt__controller__mem_ release(mode) should be called only before esp_ bt__controller__init() or after

esp__bt__controller_ deinit().

Note that once BT controller memory is released, the process cannot be reversed. It means you cannot

use the bluetooth mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled ->

enabled) then do not call this function.
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If the app calls esp_ bt_ controller _enable(ESP_BT_MODE_BLE) to use BLE only then it is safe
to call esp_bt_ controller_mem_ release(ESP_BT_MODE_CLASSIC_BT) at initialization time to

free unused BT Classic memory.

If the mode is ESP_BT MODE_ BTDM, then it may be wuseful to call API
esp_ bt_mem_ release(ESP_BT_MODE_BTDM) instead, which internally calls
esp__bt__controller_mem_ release(ESP_BT_MODE_BTDM) and additionally releases the BSS
and data consumed by the BT/BLE host stack to heap. For more details about usage please refer to

the documentation of esp_ bt_mem_ release() function

Return ESP_ OK - success, other - failed
Parameters

e mode: : the mode want to release memory

esp_err | esp_bt_mem_release(esp_ bt _mode_t mode)

esp_ bt_mem_ release release controller memory and BSS and data section of the BT/BLE host stack

as per the mode

This function first releases controller memory by internally calling esp_ bt__controller__mem_ release().
Additionally, if the mode is set to ESP_BT_MODE_BTDM, it also releases the BSS and data con-
sumed by the BT/BLE host stack to heap

Note that once BT memory is released, the process cannot be reversed. It means you cannot use the

bluetooth mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled ->

enabled) then do not call this function.

If you never intend to wuse bluetooth in a current boot-up cycle, you can call
esp_ bt_mem_ release(ESP_BT_MODE_BTDM)  before esp_bt_controller init or  after

esp_ bt_ controller_ deinit.

For example, if a user only uses bluetooth for setting the WiFi configuration, and does not use bluetooth
in the rest of the product operation” . In such cases, after receiving the WiFi configuration, you can
disable/deinit bluetooth and release its memory. Below is the sequence of APIs to be called for such

scenarios:

esp_bluedroid_disable();
esp_bluedroid_deinit();
esp_bt_controller_disable();
esp_bt_controller_deinit();

esp_bt_mem_release (ESP_BT_MODE_BTDM) ;

Return ESP_ OK - success, other - failed

Parameters
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e mode: : the mode whose memory is to be released
esp__err 1 esp_bt_sleep_enable (void)
enable bluetooth to enter modem sleep
Note that this function shall not be invoked before esp_ bt__controller__enable()

There are currently two options for bluetooth modem sleep, one is ORIG mode, and another is EVED
Mode. EVED Mode is intended for BLE only.

For ORIG mode: Bluetooth modem sleep is enabled in controller start up by default if CON-
FIG BTDM_ CONTROLLER MODEM SLEEP is set and “ORIG mode” is selected. In ORIG

modem sleep mode, bluetooth controller will switch off some components and pause to work ev-
ery now and then, if there is no event to process; and wakeup according to the scheduled in-
terval and resume the work. It can also wakeup earlier upon external request using function
“esp_ bt_ controller_ wakeup_request” .
Return
e ESP_OK : success
e other : failed
esp_err_t esp_bt_sleep_disable(void)
disable bluetooth modem sleep
Note that this function shall not be invoked before esp_ bt__controller__enable()

If esp_bt_sleep_ disable() is called, bluetooth controller will not be allowed to enter modem sleep;
If ORIG modem sleep mode is in use, if this function is called, bluetooth controller may not immediately
wake up if it is dormant then. In this case, esp_bt_controller_wakeup_request() can be used to
shorten the time for wakeup.
Return
e ESP OK : success
e other : failed
bool esp_bt_controller_is_sleeping(void)
to check whether bluetooth controller is sleeping at the instant, if modem sleep is enabled
Note that this function shall not be invoked before esp_ bt_ controller_ enable() This function is sup-
posed to be used ORIG mode of modem sleep

Return true if in modem sleep state, false otherwise

void esp_bt_controller_wakeup_request (void)

request controller to wakeup from sleeping state during sleep mode
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Note that this function shall not be invoked before esp_ bt__controller__enable() Note that this function
is supposed to be used ORIG mode of modem sleep Note that after this request, bluetooth controller

may again enter sleep as long as the modem sleep is enabled

Profiling shows that it takes several milliseconds to wakeup from modem sleep after this request.
Generally it takes longer if 32kHz XTAL is used than the main XTAL, due to the lower frequency of

the former as the bluetooth low power clock source.

esp_err 1 esp_ble_scan_dupilcate_list_flush(void)

Manually clear scan duplicate list.
Note that scan duplicate list will be automatically cleared when the maximum amount of device in the
filter is reached the amount of device in the filter can be configured in menuconfig.
Return
e ESP OK : success

o other : failed

Structures

struct esp_bt_controller_config_t
Controller config options, depend on config mask. Config mask indicate which functions enabled, this

means some options or parameters of some functions enabled by config mask.

Public Members
uintl6_t controller_task_stack_size
Bluetooth controller task stack size

uint8 t controller_task_prio

Bluetooth controller task priority

uint8_t hci_uart_no
If use UART1/2 as HCI IO interface, indicate UART number

uint32_t hci_uart_baudrate
If use UART1/2 as HCI 10O interface, indicate UART baudrate

uint8_t scan_duplicate_mode

scan duplicate mode

uint8_t scan_duplicate_type

scan duplicate type

uintl6_t normal_adv_size

Normal adv size for scan duplicate
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uint1l6 t mesh_adv_size

Mesh adv size for scan duplicate

uintl6_t send_adv_reserved_size

Controller minimum memory value

uint32_t controller_debug_flag
Controller debug log flag

uint8_ t mode
Controller mode: BR/EDR, BLE or Dual Mode

uint8_t ble_max_conn

BLE maximum connection numbers

uint8_t bt_max_acl_conn

BR/EDR maximum ACL connection numbers

uint8_t bt_sco_datapath
SCO data path, i.e. HCI or PCM module

bool auto_latency

BLE auto latency, used to enhance classic BT performance

bool bt_legacy_auth_vs_evt
BR/EDR Legacy auth complete event required to protect from BIAS attack

uint8_ t bt_max_sync_conn

BR/EDR maximum ACL connection numbers. Effective in menuconfig

uint32_t magic

Magic number

struct esp_vhci_host_callback

esp__wvhci__host_callback used for vhei call host function to notify what host need to do

Public Members

void (*notify_host_send_available)(void)

callback used to notify that the host can send packet to controller

int (*notify_host_recv)(uint8_t *data, uint16_t len)
callback used to notify that the controller has a packet to send to the host

Macros

ESP_BT_CONTROLLER_CONFIG_MAGIC_VAL

BT_CONTROLLER_INIT_CONFIG_DEFAULT()
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Type Definitions

typedef struct esp vhci host_callback esp_vhci_host_callback_t

esp__vhei_host_callback used for vhei call host function to notify what host need to do

Enumerations

enum

enum

enum

esp_bt_mode_t

Bluetooth mode for controller enable/disable.
Values:

ESP_BT_MODE_IDLE = 0x00

Bluetooth is not running

ESP_BT_MODE_BLE = 0x01
Run BLE mode

ESP_BT_MODE_CLASSIC_BT = 0x(2
Run Classic BT mode

ESP_BT_MODE_BTDM = 0x03

Run dual mode

esp_bt_controller_status_t

Bluetooth controller enable/disable/initialised /de-initialised status.
Values:

ESP_BT_CONTROLLER_STATUS_IDLE = 0
ESP_BT_CONTROLLER_STATUS_INITED
ESP_BT_CONTROLLER_STATUS_ENABLED
ESP_BT_CONTROLLER_STATUS_NUM

esp_ble_power_type_t
BLE tx power type ESP_BLE PWR_TYPE CONN_HDLO0-8:

for each connection, and only

be set after connection completed. when disconnect, the correspond TX power is not effected.
ESP_BLE_PWR_TYPE_ ADV : for advertising/scan response. ESP_BLE_PWR_TYPE_SCAN
: for scan. ESP_BLE_PWR_TYPE_ DEFAULT : if each connection’ s TX power is not set, it will
use this default value. if neither in scan mode nor in adv mode, it will use this default value. If none
of power type is set, system will use ESP_PWR_LVL_P3 as default for ADV/SCAN/CONNO-9.

Values:

ESP_BLE_PWR_TYPE_CONN_HDLO = 0

For connection handle 0
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ESP_BLE_PWR_TYPE_CONN_HDL1 =1

For connection handle 1

ESP_BLE_PWR_TYPE_CONN_HDL2 = 2

For connection handle 2

ESP_BLE_PWR_TYPE_CONN_HDL3 = 3

For connection handle 3

ESP_BLE_PWR_TYPE_CONN_HDL4 = 4

For connection handle 4

ESP_BLE_PWR_TYPE_CONN_HDL5 = 5

For connection handle 5

ESP_BLE_PWR_TYPE_CONN_HDL6 = 6

For connection handle 6

ESP_BLE_PWR_TYPE_CONN_HDL7 = 7

For connection handle 7

ESP_BLE_PWR_TYPE_CONN_HDL8 = 8

For connection handle 8

ESP_BLE_PWR_TYPE_ADV = 9

For advertising

ESP_BLE_PWR_TYPE_SCAN = 10

For scan

ESP_BLE_PWR_TYPE_DEFAULT = 11

For default, if not set other, it will use default value

ESP_BLE_PWR_TYPE_NUM = 12
TYPE numbers

enum esp_power_level_t

Bluetooth TX power level(index), it” s just a index corresponding to power(dbm).
Values:

ESP_PWR_LVL_N12 =0
Corresponding to -12dbm

ESP_PWR_LVL_N9 = 1
Corresponding to -9dbm

ESP_PWR_LVL_N6 = 2
Corresponding to -6dbm

ESP_PWR_LVL_N3 =3
Corresponding to -3dbm
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ESP_PWR_LVL_NO =4
Corresponding to 0dbm

ESP_PWR_LVL_P3 = 5
Corresponding to +3dbm

ESP_PWR_LVL_P6 = 6
Corresponding to +6dbm

ESP_PWR_LVL_P9 =7
Corresponding to +9dbm

ESP_PWR_LVL_N14 = ESP_ PWR_ LVL_NI12
Backward compatibility! Setting to -14dbm will actually result to -12dbm

ESP_PWR_LVL_N11 = ESP_ PWR_LVL_N9
Backward compatibility! Setting to -11dbm will actually result to -9dbm

ESP_PWR_LVL_N8 = ESP PWR_LVL N6
Backward compatibility! Setting to -8dbm will actually result to -6dbm

ESP_PWR_LVL_N5 = ESP. PWR_LVL N3
Backward compatibility! Setting to -5dbm will actually result to -3dbm

ESP_PWR_LVL_N2 = ESP_ PWR_LVL_NO
Backward compatibility! Setting to -2dbm will actually result to 0dbm

ESP_PWR_LVL_P1 = ESP_ PWR_LVL_P3
Backward compatibility! Setting to +1dbm will actually result to +3dbm

ESP_PWR_LVL_P4 = ESP_PWR_LVL_P6
Backward compatibility! Setting to +4dbm will actually result to +6dbm

ESP_PWR_LVL_P7 = ESP_ PWR_LVL_P9
Backward compatibility! Setting to +7dbm will actually result to +9dbm

enum esp_sco_data_path_t

Bluetooth audio data transport path.
Values:

ESP_SCO_DATA_PATH_HCI =0
data over HCI transport

ESP_SCO_DATA_PATH_PCM = 1
data over PCM interface

3.3.2 BT COMMON

BT GENERIC DEFINES
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Overview

Instructions

Application Example

Instructions

API| Reference

Header File

¢ bt/bluedroid/api/include/api/esp bt _defs.h

Structures

struct esp_bt_uuid_t
UUID type.

Public Members
uintl6 t len
UUID length, 16bit, 32bit or 128bit

union esp bt wuuid_{:[anonymous| uuid

UUID

Macros

ESP_BLUEDROID_STATUS_CHECK (status)
ESP_BT_OCTET16_LEN
ESP_BT_OCTET8_LEN

ESP_DEFAULT GATT_IF
Default GATT interface id.

ESP_BLE_CONN_INT_MIN
relate to BTM_BLE__CONN_INT_ MIN in stack/btm_ ble api.h

ESP_BLE_CONN_INT_MAX
relate to BTM_BLE__CONN_INT_MAX in stack/btm_ble_api.h
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ESP_BLE_CONN_LATENCY_MAX
relate to ESP_ BLE__CONN_LATENCY_MAX in stack/btm__ble_api.h

ESP_BLE_CONN_SUP_TOUT_MIN
relate to BTM_BLE_CONN_SUP_TOUT_MIN in stack/btm_ble api.h

ESP_BLE_CONN_SUP_TOUT_MAX
relate to ESP_BLE__CONN_SUP_TOUT_MAX in stack/btm_ble api.h

ESP_BLE_CONN_PARAM_UNDEF
ESP_BLE_SCAN_PARAM_UNDEF

ESP_BLE_IS_VALID_PARAM(x, min, max)

Check the param is valid or not.
ESP_UUID_LEN_16
ESP_UUID_LEN_32
ESP_UUID_LEN_ 128

ESP_BD_ADDR_LEN
Bluetooth address length.

ESP_BLE_ENC_KEY_MASK
Used to exchange the encryption key in the init key & response key.

ESP_BLE_ID_KEY_MASK
Used to exchange the IRK key in the init key & response key.

ESP_BLE_CSR_KEY_MASK
Used to exchange the CSRK key in the init key & response key.

ESP_BLE_LINK_KEY_MASK
Used to exchange the link key(this key just used in the BLE & BR/EDR coexist mode) in the init key
& response key.

ESP_APP_ID_MIN

Minimum of the application id.

ESP_APP_ID_MAX

Maximum of the application id.
ESP_BD_ADDR_STR

ESP_BD_ADDR_HEX (addr)

Type Definitions

typedef uint8 t esp_bt_octet16_t|[ESP_BT_OCTET16_LEN]
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typedef uint8_t esp_bt_octet8_t[ESP_BT_OCTETS_LEN]
typedef uint8_t esp_link_key[ESP_BT_OCTET16_LEN]

typedef uint8 t esp_bd_addr_t[ESP_BD_ADDR_LEN]

Bluetooth device address.

typedef uint8_+t esp_ble_key_mask_t

Enumerations

enum esp_bt_status_t
Status Return Value.

Values:

ESP_BT_STATUS_SUCCESS = 0
ESP_BT_STATUS_FAIL
ESP_BT_STATUS_NOT_READY
ESP_BT_STATUS_NOMEM

ESP_BT_STATUS_BUSY

ESP_BT_STATUS_DONE = 5
ESP_BT_STATUS_UNSUPPORTED
ESP_BT_STATUS_PARM_INVALID
ESP_BT_STATUS_UNHANDLED
ESP_BT_STATUS_AUTH_FAILURE
ESP_BT_STATUS_RMT_DEV_DOWN = 10
ESP_BT_STATUS_AUTH_REJECTED
ESP_BT_STATUS_INVALID_STATIC_RAND_ADDR
ESP_BT_STATUS_PENDING
ESP_BT_STATUS_UNACCEPT_CONN_INTERVAL
ESP_BT_STATUS_PARAM_OUT_OF _RANGE
ESP_BT_STATUS_TIMEOUT
ESP_BT_STATUS_PEER_LE_DATA_LEN_UNSUPPORTED
ESP_BT_STATUS_CONTROL_LE_DATA_LEN_UNSUPPORTED
ESP_BT_STATUS_ERR_ILLEGAL_PARAMETER_FMT

ESP_BT_STATUS_MEMORY_FULL
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enum esp_bt_dev_type_t
Bluetooth device type.

Values:
ESP_BT_DEVICE_TYPE_BREDR = 0x01
ESP_BT_DEVICE_TYPE_BLE = 0x02
ESP_BT_DEVICE_TYPE_DUMO = 0x03

enum esp_ble_addr_type_t
BLE device address type.

Values:

BLE_ADDR_TYPE_PUBLIC = 0x00
BLE_ADDR_TYPE_RANDOM = 0x01
BLE_ADDR_TYPE_RPA_PUBLIC = 0x02

BLE_ADDR_TYPE_RPA_RANDOM = 0x03

BT MAIN API

Overview

Instructions

Application Example

Instructions

API| Reference
Header File

o bt/bluedroid/api/include/api/esp_bt_main.h

Functions

esp__bluedroid__status_t esp_bluedroid_get_status (void)
Get bluetooth stack status.

Return Bluetooth stack status
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esp__err_t esp_bluedroid_enable (void)
Enable bluetooth, must after esp_ bluedroid__init()

Return
¢ ESP OK : Succeed
e Other : Failed

esp__err_t esp_bluedroid_disable (void)
Disable bluetooth, must prior to esp_ bluedroid__deinit()

Return
¢ ESP OK : Succeed
e Other : Failed
esp__err 1 esp_bluedroid_init (void)
Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.
Return
¢ ESP OK : Succeed
e Other : Failed

esp__err_t esp_bluedroid_deinit (void)

Deinit and free the resource for bluetooth, must be after every bluetooth stuff.

Return
¢ ESP OK : Succeed

e Other : Failed

Enumerations

enum esp_bluedroid_status_t

Bluetooth stack status type, to indicate whether the bluetooth stack is ready.

Values:

ESP_BLUEDROID_STATUS_UNINITIALIZED = 0

Bluetooth not initialized

ESP_BLUEDROID_STATUS_INITIALIZED
Bluetooth initialized but not enabled
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ESP_BLUEDROID_STATUS_ENABLED
Bluetooth initialized and enabled

BT DEVICE APIs

Overview

Bluetooth device reference APIs.

Instructions

Application Example

Instructions

API| Reference

Header File

e bt/bluedroid/api/include/api/esp bt _device.h

Functions

const uint8 t *esp_bt_dev_get_address(void)

Get bluetooth device address. Must use after “esp_ bluedroid_enable” .
Return bluetooth device address (six bytes), or NULL if bluetooth stack is not enabled

esp_err_| esp_bt_dev_set_device_name(const char *name)
Set bluetooth device name. This function should be called after esp_bluedroid_enable() completes
successfully. A BR/EDR/LE device type shall have a single Bluetooth device name which shall be
identical irrespective of the physical channel used to perform the name discovery procedure.
Return
¢ ESP OK : Succeed
« ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of
limit
o« ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled
« ESP FAIL : others

Parameters
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e name: : device name to be set

3.3.3 BT LE

GAP API

Overview

Instructions

Application Example

Check bluetooth folder in ESP-IDF examples, which contains the following demos and their tutorials:

e This is a SMP security client demo and its tutorial. This demo initiates its security parameters and
acts as a GATT client, which can send a security request to the peer device and then complete the

encryption procedure.
— bluetooth/gatt_security_ client
— GATT Security Client Example Walkthrough

e This is a SMP security server demo and its tutorial. This demo initiates its security parameters and acts
as a GATT server, which can send a pair request to the peer device and then complete the encryption

procedure.
— bluetooth/gatt_ security server

— GATT Security Server Example Walkthrough

API| Reference

Header File

e bt/bluedroid/api/include/api/esp gap ble api.h

Functions

esp_err_t esp_ble_gap_register_callback(esp gap ble cb t callback)
This function is called to occur gap event, such as scan result.
Return
« ESP OK : success

e other : failed

3.3. Bluetooth API 271


../template.html
https://github.com/espressif/esp-idf/tree/110d230e3/examples/bluetooth
https://github.com/espressif/esp-idf/tree/110d230e3/examples/bluetooth/gatt_security_client
https://github.com/espressif/esp-idf/blob/110d230e3/examples/bluetooth/gatt_security_client/tutorial/Gatt_Security_Client_Example_Walkthrough.md
https://github.com/espressif/esp-idf/tree/110d230e3/examples/bluetooth/gatt_security_server
https://github.com/espressif/esp-idf/blob/110d230e3/examples/bluetooth/gatt_security_server/tutorial/Gatt_Security_Server_Example_Walkthrough.md
https://github.com/espressif/esp-idf/blob/110d230e3/components/bt/bluedroid/api/include/api/esp_gap_ble_api.h

Read the Docs Template Documentation, 4% v3.2.5-1-g110d230e3

Parameters
e callback: callback function
esp_err | esp_ble_gap_config_adv_data(esp ble adv data t *adv_data)
This function is called to override the BTA default ADV parameters.
Return
« ESP_OK : success
e other : failed
Parameters
e adv_data: Pointer to User defined ADV data structure. This memory space can not be freed

until callback of config adv_ data is received.

esp_err_t esp_ble_gap_set_scan_params (esp_ ble_scan__params_t *scan__params)
This function is called to set scan parameters.
Return
e ESP OK : success
e other : failed
Parameters
e scan_params: Pointer to User defined scan_ params data structure. This memory space can

not be freed until callback of set_ scan_ params

esp__err_1 esp_ble_gap_start_scanning(uint32_t duration)
This procedure keep the device scanning the peer device which advertising on the air.
Return
e ESP OK : success
e other : failed
Parameters
e duration: Keeping the scanning time, the unit is second.
esp__err_t esp_ble_gap_stop_scanning(void)
This function call to stop the device scanning the peer device which advertising on the air.
Return
e ESP OK : success

— other : failed
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esp_err t esp_ble_gap_start_advertising(esp ble adv params t *adv_params)
This function is called to start advertising.
Return
¢ ESP OK : success
e other : failed
Parameters
e adv_params: pointer to User defined adv__params data structure.
esp__err_1 esp_ble_gap_stop_advertising(void)
This function is called to stop advertising.
Return
e ESP OK : success
o other : failed
esp_err | esp_ble_gap_update_conn_params (esp ble conn_update params t *params)
Update connection parameters, can only be used when connection is up.
Return
e ESP OK : success
e other : failed
Parameters
e params: - connection update parameters

esp_err 1 esp_ble_gap_set_pkt_data_len(esp bd addr t remote__device, uint16_t

tz_data_length)
This function is to set maximum LE data packet size.

Return
e ESP_OK : success
e other : failed
esp_err 1 esp_ble_gap_set_rand_addr(esp_bd_addr t rand_addr)
This function sets the random address for the application.
Return
¢ ESP_ OK : success

e other : failed
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Parameters
e rand_addr: the random address which should be setting
esp__err_t esp_ble_gap_clear_rand_addr (void)
This function clears the random address for the application.
Return
e ESP OK : success
e other : failed
esp_err 1 esp_ble_gap_config_local_privacy (bool privacy_enable)
Enable/disable privacy on the local device.
Return
« ESP_ OK : success
o other : failed
Parameters
e privacy_enable: - enable/disable privacy on remote device.
esp__err_1 esp_ble_gap_config_local_icon(uintl6_t ¢con)
set local gap appearance icon
Return
¢ ESP OK : success
e other : failed
Parameters

e icon: - External appearance value, these values are defined by the Bluetooth SIG, please refer
to https://www.bluetooth.com/specifications/gatt/viewer?attributeXmlFile=org.bluetooth.

characteristic.gap.appearance.xml

esp__err_t esp_ble_gap_update_whitelist(bool add_remove, esp_bd_addr_t remote_bda)

Add or remove device from white list.

Return
e ESP OK : success
o other : failed

Parameters
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e add_remove: the value is true if added the ble device to the white list, and false remove to
the white list.

o remote_bda: the remote device address add/remove from the white list.
esp_err t esp_ble_gap_get_whitelist_size(uintl6_t *length)
Get the whitelist size in the controller.
Return
¢ ESP OK : success
e other : failed
Parameters
e length: the white list length.
esp_err 1 esp_ble_gap_set_prefer_conn_params(esp_ bd_addr t bd__addr, uint16_t
min__conn__int, uintl6_t maz__conn__int,

uintl6_t slave_latency, uintl6_t  supervi-

ston__tout)
This function is called to set the preferred connection parameters when default connection parameter

is not desired before connecting. This API can only be used in the master role.

Return
¢ ESP OK : success
e other : failed
Parameters
e bd_addr: BD address of the peripheral
e min_conn_int: minimum preferred connection interval
e max_conn_int: maximum preferred connection interval
e slave_latency: preferred slave latency
e supervision_tout: preferred supervision timeout
esp_err_ 1 esp_ble_gap_set_device_name (const char *name)
Set device name to the local device.
Return
e ESP OK : success
e other : failed

Parameters
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e name: - device name.

esp_err | esp_ble_gap_get_local_used_addr(esp bd_addr t local_used__addr, uint8 t
*addr_type)
This function is called to get local wused address and adress type. uint8_t

*esp_ bt_dev__get_address(void) get the public address.

Return - ESP__OK : success
o other : failed
Parameters
e local_used_addr: - current local used ble address (six bytes)
e addr_type: - ble address type
uint8_t *esp_ble_resolve_adv_data(uint8_t *adv data, uint8 t type, uint8 t *length)
This function is called to get ADV data for a specific type.
Return pointer of ADV data
Parameters
e adv_data: - pointer of ADV data which to be resolved
e type: - finding ADV data type
e length: - return the length of ADV data not including type
esp_err_ 1 esp_ble_gap_config_adv_data_raw(uint8_t *raw_ data, uint32_t raw_data_len)
This function is called to set raw advertising data. User need to fill ADV data by self.
Return
« ESP OK : success
o other : failed
Parameters
e raw_data: : raw advertising data
e raw_data_len: : raw advertising data length , less than 31 bytes
esp_err_1 esp_ble_gap_config_scan_rsp_data_raw(uint8_t *raw_ data, uint32_t raw_data_len)
This function is called to set raw scan response data. User need to fill scan response data by self.
Return
e ESP OK : success

e other : failed
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Parameters
e raw_data: : raw scan response data
e raw_data_len: : raw scan response data length , less than 31 bytes
esp__err_1 esp_ble_gap_read_rssi(esp_bd_addr_t remote__addr)
This function is called to read the RSSI of remote device. The address of link policy results are returned
in the gap callback function with ESP_ GAP_BLE_READ_RSSI_ COMPLETE_EVT event.
Return
e ESP OK : success
e other : failed
Parameters
e remote_addr: : The remote connection device address.
esp__err_t esp_ble_gap_add_duplicate_scan_exceptional_device(esp_ble duplicate exceptional info type t

type, esp__duplicate_info_t

device__info)
This function is called to add a device info into the duplicate scan exceptional list.

Return
e ESP OK : success
o other : failed
Parameters

e type: device info type, it is defined in esp_ble_duplicate_exceptional info_type_t
when type is MESH_ BEACON_TYPE, MESH PROV_SRV_ADV or
MESH_PROXY_SRV__ADV , device_info is invalid.

e device_info: the device information.
esp_err | esp_ble_gap_remove_duplicate_scan_exceptional_device(esp ble duplicate exceptional info_ type t

type, esp__duplicate_info t

device__info)
This function is called to remove a device info from the duplicate scan exceptional list.

Return
e ESP OK : success
e other : failed

Parameters
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e type: device info type, it is defined in esp_ble_duplicate_exceptional info_type_t
when type is MESH_BEACON_TYPE, MESH_ PROV_SRV_ADV or
MESH_PROXY_ SRV__ADV , device_info is invalid.

e device_info: the device information.

esp_err_1 esp_ble_gap_clean_duplicate_scan_exceptional_list(esp_ duplicate scan__exceptional list_type 1

list__type)
This function is called to clean the duplicate scan exceptional list. This API will delete all device

information in the duplicate scan exceptional list.
Return
e ESP OK : success
o other : failed
Parameters
e list_type: duplicate scan exceptional list type, the value can be one or more of

esp__duplicate_scan_ exceptional_list_ type_ t.

esp_err | esp_ble_gap_set_security_param(esp ble sm_param_t param_type, void *value,

uint8 t len)
Set a GAP security parameter value. Overrides the default value.

Return - ESP_ OK : success
e other : failed
Parameters
e param_type: : the type of the param which to be set
e value: : the param value
e len: : the length of the param value
esp__err_t esp_ble_gap_security_rsp(esp_bd_addr_t bd__addr, bool accept)
Grant security request access.
Return - ESP_OK : success
e other : failed
Parameters
e bd_addr: : BD address of the peer
e accept: : accept the security request or not

esp_err 1 esp_ble_set_encryption(esp bd addr t bd_addr, esp _ble sec act t sec_act)

Set a gap parameter value. Use this function to change the default GAP parameter values.
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Return - ESP_OK : success
e other : failed
Parameters
e bd_addr: : the address of the peer device need to encryption
e sec_act: : This is the security action to indicate what kind of BLE security level is required

for the BLE link if the BLE is supported

esp__err_1 esp_ble_passkey_reply(esp_ bd_addr_t bd__addr, bool accept, uint32_t passkey)
Reply the key value to the peer device in the legacy connection stage.
Return - ESP_OK : success
e other : failed
Parameters
e bd_addr: : BD address of the peer
e accept: : passkey entry successful or declined.
o passkey: : passkey value, must be a 6 digit number, can be lead by 0.
esp_err_t esp_ble_confirm_reply(esp_bd_addr t bd__addr, bool accept)
Reply the confirm value to the peer device in the legacy connection stage.
Return - ESP__OK : success
o other : failed
Parameters
e bd_addr: : BD address of the peer device
e accept: : numbers to compare are the same or different.
esp_err | esp_ble_remove_bond_device(esp bd addr t bd_addr)
Removes a device from the security database list of peer device. It manages unpairing event while
connected.
Return - ESP_OK : success
e other : failed
Parameters

e bd_addr: : BD address of the peer device
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int esp_ble_get_bond_device_num(void)
Get the device number from the security database list of peer device. It will return the device bonded
number immediately.
Return - >= 0 : bonded devices number.
« ESP FAIL : failed
esp_err 1 esp_ble_get_bond_device_list(int *dev_num, esp_ ble_bond_dev_t *dev_list)
Get the device from the security database list of peer device. It will return the device bonded infor-
mation immediately.
Return - ESP_OK : success
e other : failed

Parameters

e dev_num: Indicate the dev_list array(buffer) size as input. If dev_num is large
enough, it means the actual number as output. Suggest that dev_num value equal to

esp_ble_get_bond_ device_ num().
e dev_list: an array(buffer) of esp_ble_bond_dev_t type. Use for storing the bonded devices

address. The dev_ list should be allocated by who call this API.

esp_err_1 esp_ble_gap_disconnect(esp_bd_addr_t remote_device)
This function is to disconnect the physical connection of the peer device gattc may have mul-
tiple virtual GATT server connections when multiple app_id registered. esp_ble_ gattc_close
(esp_gatt_if t gattc_if, uintl6_t conn_ id) only close one virtual GATT server connection. if
there exist other virtual GATT server connections, it does not disconnect the physical connec-
tion. esp_ble_gap_ disconnect(esp_bd_addr_t remote_device) disconnect the physical connection

directly.

Return - ESP_OK : success
o other : failed
Parameters

e remote_device: : BD address of the peer device

Unions

union esp_ble_key_value_t

#include <esp__gap__ble__api.h> union type of the security key value
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Public Members
esp_ ble_penc_keys t penc_key
received peer encryption key

esp_ble pesrk _keys t pcsrk_key

received peer device SRK

esp_ ble_pid_keys t pid_key
peer device ID key

esp_ble_lenc_keys 1 lenc_key
local encryption reproduction keys LTK = = d1(ER,DIV,0)

esp__ble_lcsrk _keys lesrk_key
local device CSRK = d1(ER,DIV,1)

union esp_ble_sec_t

#include <esp__gap__ble _api.h> union associated with ble security

Public Members
esp_ble_sec_key mnotif t key_notif
passkey notification

esp_ble sec_req tble_req
BLE SMP related request

esp_ ble key tble_key
BLE SMP keys used when pairing

esp__ble_local id_keys t ble_id_keys
BLE IR event

esp__ble_auth _cmpl t auth_cmpl

Authentication complete indication.

union esp_ble_gap_cb_param_t

#include <esp__gap_ble__api.h> Gap callback parameters union.

Public Members

struct esp ble gap cb_param t::ble adv data cmpl evt param adv_data_cmpl

Event parameter of ESP_ GAP_BLE_ADV_DATA_ SET COMPLETE_ EVT

struct esp_ble _gap_cb_param_t::ble_scan_rsp__data__cmpl _evt _param scan_rsp_data_cmpl
Event parameter of ESP_ GAP_BLE_SCAN_RSP_DATA_ SET COMPLETE_EVT
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struct esp_ble _gap_cb_param__t::ble__scan__param__cmpl__evt param scan_param_cmpl
Event parameter of ESP_ GAP_BLE_SCAN_PARAM_SET COMPLETE_ EVT

struct esp ble gap cb_param_t::ble scan_result evt param scan_rst

Event parameter of ESP_ GAP_BLE_ SCAN_RESULT_ EVT

struct esp ble gap cb_param _t::ble adv data raw cmpl evt param adv_data_raw_cmpl
Event parameter of ESP_ GAP_BLE_ADV_DATA RAW_SET COMPLETE_EVT

struct esp ble gap cb_param_t::ble _scan_ rsp_data_raw cmpl evt param scan_rsp_data_raw_cmpl

Event parameter of ESP_ GAP_BLE_SCAN_RSP_DATA RAW_SET COMPLETE_EVT

struct esp ble gap cb_param _t:ble adv start cmpl evt param adv_start_cmpl

Event parameter of ESP_ GAP_BLE_ADV_START COMPLETE_EVT

struct esp_ble _gap_cb_param_t::ble__scan__start _cmpl _evt param scan_start_cmpl
Event parameter of ESP. GAP_BLE_SCAN_START COMPLETE_EVT

esp_ ble_sec_t ble_security

ble gap security union type

struct esp ble _gap cb_param_ t::ble scan_ stop__cmpl_evt param scan_stop_cmpl
Event parameter of ESP_ GAP_BLE_SCAN_STOP_COMPLETE_EVT

struct esp ble gap cb_param_ t::ble _adv stop cmpl evt param adv_stop_cmpl
Event parameter of ESP_ GAP_BLE_ADV_STOP_COMPLETE_EVT

struct esp ble gap cb_param _t::ble set rand cmpl evt param set_rand_addr_cmpl
Event parameter of ESP_ GAP_BLE_SET STATIC_RAND ADDR_EVT

struct esp ble _gap cb_param_ t::ble_update _conn__params__evt param update_conn_params
Event parameter of ESP_ GAP_BLE_UPDATE_CONN_PARAMS_EVT

struct esp_ble _gap_cb_param_ t::ble_pkt data_length _cmpl evt param pkt_data_lenth_cmpl
Event parameter of ESP_ GAP_BLE_SET PKT LENGTH_ COMPLETE_ EVT

struct esp_ble_gap_cb_param__t::ble_local privacy__cmpl_evt param local_privacy_cmpl
Event parameter of ESP_ GAP_BLE_SET LOCAL_PRIVACY COMPLETE_EVT

struct esp ble gap cb_param_ t::ble_remove bond_dev cmpl evt param remove_bond_dev_cmpl

Event parameter of ESP_ GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT

struct esp ble _gap cb_param_t::ble clear bond dev cmpl evt param clear_bond_dev_cmpl
Event parameter of ESP_ GAP_BLE CLEAR_BOND DEV_COMPLETE EVT

struct esp ble gap c¢b param_t::ble get bond dev cmpl evt param get_bond_dev_cmpl
Event parameter of ESP_ GAP_BLE_GET_ BOND_DEV_COMPLETE_EVT

struct esp ble gap cb_param _t::ble read rssi _cmpl evt param read_rssi_cmpl
Event parameter of ESP_ GAP_BLE_READ_ RSSI COMPLETE_EVT
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struct esp_ble_gap_cb_param_ t::ble_update _whitelist _cmpl _evt param update_whitelist_cmpl
Event parameter of ESP_ GAP_BLE_UPDATE_WHITELIST COMPLETE_ EVT

struct esp ble gap cb_param_ t::ble _update duplicate exceptional list _cmpl evt param update_duplicate_exc

Event parameter of ESP_ GAP_BLE_UPDATE_DUPLICATE EXCEPTIONAL_ LIST COMPLETE_ EVT
struct ble_adv_data_cmpl_evt_param

#include <esp__gap_ ble_api.h> ESP_GAP_BLE_ADV_DATA_ SET COMPLETE_EVT.

Public Members

esp bt status t status

Indicate the set advertising data operation success status

struct ble_adv_data_raw_cmpl_evt_param
#include <esp__gap_ble api.h>ESP_GAP_BLE_ADV_DATA RAW_SET_ COMPLETE_EVT.

Public Members

esp bt status t status

Indicate the set raw advertising data operation success status
struct ble_adv_start_cmpl_evt_param

#include <esp__gap_ ble_api.h> ESP_GAP_BLE_ADV_START COMPLETE_EVT.

Public Members

esp bt status t status

Indicate advertising start operation success status
struct ble_adv_stop_cmpl_evt_param

#include <esp__gap_ ble_api.h> ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT.

Public Members

esp bt status t status

Indicate adv stop operation success status

struct ble_clear_bond_dev_cmpl_evt_param
#include <esp__gap_ble_api.h>ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT.
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Public Members

esp_ bt _status t status

Indicate the clear bond device operation success status

struct ble_get_bond_dev_cmpl_evt_param
#include <esp__gap_ ble_api.h> ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT.

Public Members
esp bt status t status
Indicate the get bond device operation success status

uint8 t dev_num

Indicate the get number device in the bond list

espble bond dev t *bond_dev

the pointer to the bond device Structure

struct ble_local_privacy_cmpl_evt_param
#include <esp__gap_ble_api.h>ESP_GAP_BLE_SET LOCAL_PRIVACY_COMPLETE_EVT.

Public Members

esp bt status t status

Indicate the set local privacy operation success status

struct ble_pkt_data_length_cmpl_evt_param
#include <esp__gap_ble_api.h>ESP_GAP_BLE_SET PKT LENGTH_COMPLETE_EVT.

Public Members

esp bt status t status

Indicate the set pkt data length operation success status

esp_ ble _pkt data length params t params

pkt data length value

struct ble_read_rssi_cmpl_evt_param
#include <esp__gap_ ble__api.h> ESP_GAP_BLE_READ_RSSI COMPLETE_EVT.

Public Members

esp bt _status t status

Indicate the read adv tx power operation success status
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int8 t rssi
The ble remote device rssi value, the range is from -127 to 20, the unit is dbm, if the RSSI
cannot be read, the RSSI metric shall be set to 127.

esp_bd_addr t remote_addr

The remote device address

struct ble_remove_bond_dev_cmpl_evt_param
#include <esp__gap_ble api.h>ESP_GAP_BLE_REMOVE_BOND_ DEV_COMPLETE_ EVT.

Public Members
esp bt status t status
Indicate the remove bond device operation success status

esp _bd__addr t bd_addr

The device address which has been remove from the bond list

struct ble_scan_param_cmpl_evt_param
#include <esp__gap_ble _api.h>ESP_GAP_BLE_SCAN_PARAM_ SET COMPLETE_ EVT.

Public Members

esp bt _status t status

Indicate the set scan param operation success status

struct ble_scan_result_evt_param
#include <esp__gap_ble_api.h> ESP_GAP_BLE_SCAN_RESULT_ EVT.

Public Members
esp__gap_search__evt t search_evt
Search event type

esp__bd__addr _t bda

Bluetooth device address which has been searched

esp_ bt _dev type t dev_type
Device type

esp _ble addr type 1 ble_addr_type
Ble device address type

esp_ble_evt type 1 ble_evt_type

Ble scan result event type
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int rssi
Searched device’ s RSSI

uint8_t ble_adv[ESP_BLE_ADV_DATA_LEN_MAX + ESP_BLE_SCAN_RSP_DATA_LEN_MAX]
Received EIR

int flag
Advertising data flag bit

int num_resps

Scan result number

uint8_t adv_data_len
Adv data length

uint8_t scan_rsp_len

Scan response length

uint32_ t num_dis

The number of discard packets
struct ble_scan_rsp_data_cmpl_evt_param

#include <esp__gap ble api.h>ESP_GAP_BLE_SCAN_RSP_DATA_ SET COMPLETE_EVT.

Public Members

esp bt _status t status

Indicate the set scan response data operation success status
struct ble_scan_rsp_data_raw_cmpl_evt_param

#include <esp__gap_ble _api.h>ESP_GAP_BLE_SCAN_RSP_DATA_ RAW_SET COMPLETE_EVT.

Public Members

esp bt status t status

Indicate the set raw advertising data operation success status
struct ble_scan_start_cmpl_evt_param

#include <esp__gap_ ble_api.h> ESP_ GAP_BLE_SCAN_START COMPLETE_EVT.

Public Members

esp bt status t status

Indicate scan start operation success status

struct ble_scan_stop_cmpl_evt_param
#include <esp__gap_ble_api.h> ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT.
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Public Members

esp_ bt _status t status

Indicate scan stop operation success status

struct ble_set_rand_cmpl_evt_param
#include <esp__gap_ ble_api.h> ESP_GAP_BLE_SET STATIC_ RAND_ADDR_EVT.

Public Members

esp bt status t status

Indicate set static rand address operation success status

struct ble_update_conn_params_evt_param
#include <esp__gap_ ble_api.h> ESP_GAP_BLE_UPDATE_CONN_PARAMS EVT.

Public Members

esp bt _status t status

Indicate update connection parameters success status

esp__bd__addr t bda

Bluetooth device address

uintl6_t min_int

Min connection interval

uintl6 t max_int

Max connection interval

uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t conn_int

Current connection interval

uintl6 t timeout
Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A
to 0x0C80 Time = N * 10 msec

struct ble_update_duplicate_exceptional_list_cmpl_evt_param

#include <esp__gap__ble_api.h>ESP_GAP_BLE_UPDATE_DUPLICATE EXCEPTIONAL_LIST COMPL

Public Members

esp_ bt status t status

Indicate update duplicate scan exceptional list operation success status
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uint8 t subcode

Define in esp_ bt_ duplicate_exceptional subcode_ type_t

uintl6_t length
The length of device info

esp__duplicate__info_t device_info
device information, when subcode is ESP_ BLE_ DUPLICATE EXCEPTIONAL_ LIST CLEAN,

the value is invalid

struct ble_update_whitelist_cmpl_evt_param
#include <esp__gap ble _api.h>ESP_GAP_BLE_UPDATE_WHITELIST COMPLETE_EVT.

Public Members

esp bt status t status

Indicate the add or remove whitelist operation success status

esp__ble_wl_opration_t wl_opration
The value is ESP_ BLE__WHITELIST ADD if add address to whitelist operation success,
ESP_BLE_WHITELIST REMOVE if remove address from the whitelist operation success

Structures

struct esp_ble_adv_params_t

Advertising parameters.

Public Members

uintl6_t adv_int_min
Minimum advertising interval for undirected and low duty cycle directed advertising. Range:
0x0020 to 0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms
to 10.24 sec

uintl6_t adv_int_max
Maximum advertising interval for undirected and low duty cycle directed advertising. Range:
0x0020 to 0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms

to 10.24 sec Advertising max interval

esp_ ble _adv_type t adv_type
Advertising type

esp__ble__addr_type_t own_addr_type

Owner bluetooth device address type

288 Chapter 3. API Reference



Read the Docs Template Documentation, A% v3.2.5-1-g110d230e3

esp__bd__addr_t peer_addr

Peer device bluetooth device address

esp_ ble_addr type t peer_addr_type
Peer device bluetooth device address type, only support public address type and random address

type

esp_ble adv channel t channel_map

Advertising channel map

esp__ble_adv_filter t adv_filter_policy
Advertising filter policy

struct esp_ble_adv_data_t

Advertising data content, according to “Supplement to the Bluetooth Core Specification” .

Public Members

bool set_scan_rsp

Set this advertising data as scan response or not

bool include_name

Advertising data include device name or not

bool include_txpower

Advertising data include TX power

int min_interval
Advertising data show slave preferred connection min interval. The connection interval in the
following manner: connlntervalmin = Conn_ Interval Min * 1.25 ms Conn_ Interval Min range:
0x0006 to 0x0C80 Value of OxFFFF indicates no specific minimum. Values not defined above are

reserved for future use.

int max_interval
Advertising data show slave preferred connection max interval. The connection interval in the
following manner: connlntervalmax = Conn_ Interval_Max * 1.25 ms Conn__Interval _Max range:
0x0006 to 0x0C80 Conn__ Interval Max shall be equal to or greater than the Conn_ Interval Min.
Value of OxFFFF indicates no specific maximum. Values not defined above are reserved for future

use.

int appearance

External appearance of device

uint16_ t manufacturer_len

Manufacturer data length

uint8_ t *p_manufacturer_data

Manufacturer data point
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uintl6 t service_data_len

Service data length

uint8_t *p_service_data

Service data point

uintl6_t service_uuid_len

Service uuid length

uint8_t *p_service_uuid

Service uuid array point

uint8_t flag
Advertising flag of discovery mode, see BLE__ ADV_DATA_FLAG detail

struct esp_ble_scan_params_t

Ble scan parameters.

Public Members

esp__ble_scan_type t scan_type
Scan type

esp_ble addr type 1 own_addr_type
Owner address type

esp__ble_scan_ filter t scan_filter_policy
Scan filter policy

uintl6_t scan_interval
Scan interval. This is defined as the time interval from when the Controller started its last LE
scan until it begins the subsequent LE scan. Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms)
Time = N * 0.625 msec Time Range: 2.5 msec to 10.24 seconds

uintl6_t scan_window
Scan window. The duration of the LE scan. LE_Scan_Window shall be less than or equal to
LE_Scan_ Interval Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625 msec
Time Range: 2.5 msec to 10240 msec

esp_ ble_scan_duplicate t scan_duplicate
The Scan_ Duplicates parameter controls whether the Link Layer should filter out duplicate ad-
vertising reports (BLE_SCAN_DUPLICATE_ENABLE) to the Host, or if the Link Layer should

generate advertising reports for each packet received

struct esp_ble_conn_update_params_t

Connection update parameters.
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Public Members
esp_bd__addr _t bda
Bluetooth device address

uintl6 t min_int

Min connection interval

uintl6 t max_int

Max connection interval

uint16_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6 _t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to

0x0C80 Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_pkt_data_length_params_t

BLE pkt date length keys.

Public Members
uintl6_t rx_len
pkt rx data length value

uintl6 t tx_len
pkt tx data length value

struct esp_ble_penc_keys_t

BLE encryption keys.

Public Members

esp_ bt _octetl6 t 1tk
The long term key

esp bt _octet8 t rand

The random number

uintl6 t ediv

The ediv value

uint8_t sec_level

The security level of the security link

uint8__t key_size
The key size(7~16) of the security link
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struct esp_ble_pcsrk_keys_t
BLE CSRK keys.

Public Members
uint32 t counter
The counter

esp bt _octet16 t csrk
The csrk key

uint8 t sec_level

The security level

struct esp_ble_pid_keys_t
BLE pid keys.

Public Members
esp bt _octetl6 t irk
The irk value

esp__ble__addr_type_t addr_type
The address type

esp _bd_addr t static_addr
The static address

struct esp_ble_lenc_keys_t
BLE Encryption reproduction keys.

Public Members

esp__bt_octetl16 _t 1tk
The long term key

uintl6 t div

The div value

uint8_t key_size

The key size of the security link

uint8 t sec_level

The security level of the security link

struct esp_ble_lcsrk_keys
BLE SRK keys.
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Public Members
uint32_t counter
The counter value

uintl6 t div

The div value

uint8 t sec_level

The security level of the security link

esp bt _octet16 t csrk
The csrk key value

struct esp_ble_sec_key_notif_t
Structure associated with ESP_ KEY NOTIF EVT.

Public Members
esp bd addr t bd_addr
peer address

uint32__t passkey

the numeric value for comparison. If just_ works, do not show this number to Ul

struct esp_ble_sec_req_t

Structure of the security request.

Public Members
esp_bd_addr t bd_addr
peer address

struct esp_ble_bond_key_info_t

struct type of the bond key information value

Public Members
esp_ ble key mask t key_mask
the key mask to indicate witch key is present

esp__ble_penc__keys_t penc_key
received peer encryption key
esp_ ble_pesrk_keys t pcsrk_key

received peer device SRK
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esp__ble_pid_keys t pid_key
peer device ID key

struct esp_ble_bond_dev_t

struct type of the bond device value

Public Members
esp bd_addr tbd_addr
peer address

esp__ble_bond__key_info_t bond_key

the bond key information

struct esp_ble_key_t

union type of the security key value

Public Members
esp__bd_addr t bd_addr
peer address

esp__ble__key_type_t key_type
key type of the security link

esp_ ble_key wvalue t p_key_value
the pointer to the key value

struct esp_ble_local_id_keys_t
structure type of the ble local id keys value

Public Members
esp_bt_octetl6 t ir
the 16 bits of the ir value

esp bt _octetl6 t irk
the 16 bits of the ir key value

esp bt _octet16 t dhk
the 16 bits of the dh key value

struct esp_ble_auth_cmpl_t
Structure associated with ESP__ AUTH CMPL_EVT.
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Public Members
esp__bd_addr t bd_addr
BD address peer device.

bool key_present
Valid link key value in key element

esp_link_key key

Link key associated with peer device.

uint8_t key_type
The type of Link Key

bool success
TRUE of authentication succeeded, FALSE if failed.

uint8_t fail_reason

The HCI reason/error code for when success=FALSE

esp__ble__addr_type_t addr_type

Peer device address type

esp_ bt _dev type t dev_type
Device type

esp_ble _auth_req t auth_mode

authentication mode

Macros

ESP_BLE_ADV_FLAG_LIMIT DISC
BLE_ADV_DATA_ FLAG data flag bit definition used for advertising data flag

ESP_BLE_ADV_FLAG_GEN_DISC
ESP_BLE_ADV_FLAG_BREDR_NOT_SPT
ESP_BLE_ADV_FLAG_DMT_CONTROLLER_SPT
ESP_BLE_ADV_FLAG_DMT_HOST_SPT
ESP_BLE_ADV_FLAG_NON_LIMIT_DISC
ESP_LE_KEY_NONE

ESP_LE_KEY_PENC

ESP_LE_KEY_PID

ESP_LE_KEY_PCSRK
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ESP_LE_KEY_PLK

ESP_LE_KEY_LLK

ESP_LE_KEY_LENC

ESP_LE_KEY_LID

ESP_LE_KEY_LCSRK

ESP_LE_AUTH_NO_BOND

ESP_LE_AUTH_BOND

ESP_LE_AUTH_REQ_MITM
ESP_LE_AUTH_REQ_SC_ONLY
ESP_LE_AUTH_REQ_SC_BOND
ESP_LE_AUTH_REQ_SC_MITM
ESP_LE_AUTH_REQ_SC_MITM_BOND
ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_DISABLE
ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_ENABLE
ESP_I0_CAP_OUT

ESP_I0_CAP_IO

ESP_IO_CAP_IN

ESP_I0_CAP_NONE

ESP_I0_CAP_KBDISP
ESP_BLE_APPEARANCE_UNKNOWN
ESP_BLE_APPEARANCE_GENERIC_PHONE
ESP_BLE_APPEARANCE_GENERIC_COMPUTER
ESP_BLE_APPEARANCE_GENERIC_WATCH
ESP_BLE_APPEARANCE_SPORTS_WATCH
ESP_BLE_APPEARANCE_GENERIC_CLOCK
ESP_BLE_APPEARANCE_GENERIC_DISPLAY
ESP_BLE_APPEARANCE_GENERIC_REMOTE
ESP_BLE_APPEARANCE_GENERIC_EYEGLASSES
ESP_BLE_APPEARANCE_GENERIC_TAG

ESP_BLE_APPEARANCE_GENERIC_KEYRING
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ESP_BLE_APPEARANCE_GENERIC_MEDIA_PLAYER
ESP_BLE_APPEARANCE_GENERIC_BARCODE_SCANNER
ESP_BLE_APPEARANCE_GENERIC_THERMOMETER
ESP_BLE_APPEARANCE_THERMOMETER_EAR
ESP_BLE_APPEARANCE_GENERIC_HEART_RATE
ESP_BLE_APPEARANCE_HEART_RATE_BELT
ESP_BLE_APPEARANCE_GENERIC_BLOOD_PRESSURE
ESP_BLE_APPEARANCE_BLOOD_PRESSURE_ARM
ESP_BLE_APPEARANCE_BLOOD_PRESSURE_WRIST
ESP_BLE_APPEARANCE_GENERIC_HID
ESP_BLE_APPEARANCE_HID_KEYBOARD
ESP_BLE_APPEARANCE_HID_MOUSE
ESP_BLE_APPEARANCE_HID_JOYSTICK
ESP_BLE_APPEARANCE_HID_GAMEPAD
ESP_BLE_APPEARANCE_HID_DIGITIZER_TABLET
ESP_BLE_APPEARANCE_HID_CARD_READER
ESP_BLE_APPEARANCE_HID_DIGITAL_PEN
ESP_BLE_APPEARANCE_HID_BARCODE_SCANNER
ESP_BLE_APPEARANCE_GENERIC_GLUCOSE
ESP_BLE_APPEARANCE_GENERIC_WALKING
ESP_BLE_APPEARANCE_WALKING_IN_SHOE
ESP_BLE_APPEARANCE_WALKING_ON_SHOE
ESP_BLE_APPEARANCE_WALKING_ON_HIP
ESP_BLE_APPEARANCE_GENERIC_CYCLING
ESP_BLE_APPEARANCE_CYCLING_COMPUTER
ESP_BLE_APPEARANCE_CYCLING_SPEED
ESP_BLE_APPEARANCE_CYCLING_CADENCE
ESP_BLE_APPEARANCE_CYCLING_POWER
ESP_BLE_APPEARANCE_CYCLING_SPEED_CADENCE

ESP_BLE_APPEARANCE_GENERIC_PULSE_OXIMETER
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ESP_BLE_APPEARANCE_PULSE_OXIMETER_FINGERTIP
ESP_BLE_APPEARANCE_PULSE_OXIMETER_WRIST
ESP_BLE_APPEARANCE_GENERIC_WEIGHT
ESP_BLE_APPEARANCE_GENERIC_PERSONAL_MOBILITY_DEVICE
ESP_BLE_APPEARANCE_POWERED_WHEELCHAIR
ESP_BLE_APPEARANCE_MOBILITY_SCOOTER
ESP_BLE_APPEARANCE_GENERIC_CONTINUOUS_GLUCOSE_MONITOR
ESP_BLE_APPEARANCE_GENERIC_INSULIN_PUMP
ESP_BLE_APPEARANCE_INSULIN_PUMP_DURABLE_PUMP
ESP_BLE_APPEARANCE_INSULIN_PUMP_PATCH_PUMP
ESP_BLE_APPEARANCE_INSULIN_PEN
ESP_BLE_APPEARANCE_GENERIC_MEDICATION_DELIVERY
ESP_BLE_APPEARANCE_GENERIC_OUTDOOR_SPORTS
ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION
ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_AND_NAV
ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD
ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD_AND_NAV

ESP_GAP_BLE_ADD_WHITELIST_COMPLETE_EVT

This is the old name, just for backwards compatibility.

ESP_BLE_ADV_DATA_LEN_MAX

Advertising data maximum length.

ESP_BLE_SCAN_RSP_DATA_LEN_MAX

Scan response data maximum length.

BLE_BIT(n)

Type Definitions

typedef uint8_t esp_ble_key_type_t

typedef uint8 t esp_ble_auth_req_t

combination of the above bit pattern

typedef uint8_t esp_ble_io_cap_t

combination of the io capability
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typedef uint8_t esp_duplicate_info_t[ESP_BD_ADDR_LEN]

typedef void (*esp_gap_ble_cb_t)(esp gap ble cb event t event, esp ble gap cb_param t

*param)
GAP callback function type.

Parameters
e event: : Event type

e param: : Point to callback parameter, currently is union type

Enumerations

enum esp_gap_ble_cb_event_t
GAP BLE callback event type.

Values:

ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT = 0

When advertising data set complete, the event comes

ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT

When scan response data set complete, the event comes

ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT

When scan parameters set complete, the event comes

ESP_GAP_BLE_SCAN_RESULT_EVT

When one scan result ready, the event comes each time

ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT

When raw advertising data set complete, the event comes

ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT

When raw advertising data set complete, the event comes

ESP_GAP_BLE_ADV_START_COMPLETE_EVT

When start advertising complete, the event comes

ESP_GAP_BLE_SCAN_START_COMPLETE_EVT

When start scan complete, the event comes
ESP_GAP_BLE_AUTH_CMPL_EVT
ESP_GAP_BLE_KEY_ EVT
ESP_GAP_BLE_SEC_REQ_EVT
ESP_GAP_BLE_PASSKEY_NOTIF_EVT

ESP_GAP_BLE_PASSKEY REQ_EVT
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ESP_GAP_BLE_00B_REQ_EVT
ESP_GAP_BLE_LOCAL_IR_EVT
ESP_GAP_BLE_LOCAL_ER_EVT
ESP_GAP_BLE_NC_REQ_EVT

ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT

When stop adv complete, the event comes

ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT

When stop scan complete, the event comes

ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT

When set the static rand address complete, the event comes

ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT

When update connection parameters complete, the event comes

ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT
When set pkt length complete, the event comes

ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT

When Enable/disable privacy on the local device complete, the event comes

ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT

When remove the bond device complete, the event comes

ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT

When clear the bond device clear complete, the event comes

ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT

When get the bond device list complete, the event comes

ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT

When read the rssi complete, the event comes

ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT

When add or remove whitelist complete, the event comes

ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT

When update duplicate exceptional list complete, the event comes
ESP_GAP_BLE_EVT_MAX

enum esp_ble_adv_data_type

The type of advertising data(not adv__type)
Values:
ESP_BLE_AD_TYPE_FLAG = 0x01

ESP_BLE_AD_TYPE_16SRV_PART = 0x02
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ESP_BLE_AD_TYPE_16SRV_CMPL = 0x03
ESP_BLE_AD_TYPE_32SRV_PART = 0x04
ESP_BLE_AD_TYPE_32SRV_CMPL = 0x05
ESP_BLE_AD_TYPE_128SRV_PART = 0x06
ESP_BLE_AD_TYPE_128SRV_CMPL = 0x07
ESP_BLE_AD_TYPE_NAME_SHORT = 0x08
ESP_BLE_AD_TYPE_NAME_CMPL = 0x09
ESP_BLE_AD_TYPE_TX_PWR = 0x0A
ESP_BLE_AD_TYPE_DEV_CLASS = 0x0D
ESP_BLE_AD_TYPE_SM_TK = 0x10
ESP_BLE_AD_TYPE_SM_00B_FLAG = 0x11
ESP_BLE_AD_TYPE_INT_RANGE = 0x12
ESP_BLE_AD_TYPE_SOL_SRV_UUID = 0x14
ESP_BLE_AD_TYPE_128SOL_SRV_UUID = 0x15
ESP_BLE_AD_TYPE_SERVICE_DATA = 0x16
ESP_BLE_AD_TYPE_PUBLIC_TARGET = 0x17
ESP_BLE_AD_TYPE_RANDOM_TARGET = 0x18
ESP_BLE_AD_TYPE_APPEARANCE = 0x19
ESP_BLE_AD_TYPE_ADV_INT = Ox1A
ESP_BLE_AD_TYPE_LE_DEV_ADDR = 0Ox1b
ESP_BLE_AD_TYPE_LE_ROLE = Oxlc
ESP_BLE_AD_TYPE_SPAIR_C256 = Ox1d
ESP_BLE_AD_TYPE_SPAIR_R256 = Oxle
ESP_BLE_AD_TYPE_32S0L_SRV_UUID = Ox1f
ESP_BLE_AD_TYPE_32SERVICE_DATA = 0x20
ESP_BLE_AD_TYPE_128SERVICE_DATA = 0x21
ESP_BLE_AD_TYPE_LE_SECURE_CONFIRM = 0x22
ESP_BLE_AD_TYPE_LE_SECURE_RANDOM = 0x23
ESP_BLE_AD_TYPE_URI = 0x24

ESP_BLE_AD_TYPE_INDOOR_POSITION = 0x25
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ESP_BLE_AD_TYPE_TRANS_DISC_DATA = 0x26
ESP_BLE_AD_TYPE_LE_SUPPORT_FEATURE = 0x27
ESP_BLE_AD_TYPE_CHAN_MAP_UPDATE = (x28
ESP_BLE_AD_MANUFACTURER_SPECIFIC_TYPE = O0xFF

enum esp_ble_adv_type_t

Advertising mode.

Values:

ADV_TYPE_IND = 0x00
ADV_TYPE_DIRECT_IND_HIGH = 0x01
ADV_TYPE_SCAN_IND = 0x02
ADV_TYPE_NONCONN_IND = 0x03
ADV_TYPE_DIRECT_IND_LOW = 0x04

enum esp_ble_adv_channel_t

Advertising channel mask.
Values:

ADV_CHNL_37 = 0x01
ADV_CHNL_38 = 0x02
ADV_CHNL_39 = 0x04
ADV_CHNL_ALL = 0x07

enum esp_ble_adv_filter_t

Values:

ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY = 0x00

Allow both scan and connection requests from anyone.

ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY

Allow both scan req from White List devices only and connection req from anyone.

ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST

Allow both scan req from anyone and connection req from White List devices only.

ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST

Allow scan and connection requests from White List devices only.

enum esp_ble_sec_act_t

Values:

ESP_BLE_SEC_ENCRYPT = 1
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ESP_BLE_SEC_ENCRYPT_NO_MITM
ESP_BLE_SEC_ENCRYPT_MITM

enum esp_ble_sm_param_t

Values:

ESP_BLE_SM_PASSKEY = 0
ESP_BLE_SM_AUTHEN REQ_MODE
ESP_BLE_SM_IOCAP_MODE
ESP_BLE_SM_SET_INIT_KEY
ESP_BLE_SM_SET_RSP_KEY
ESP_BLE_SM_MAX_KEY_SIZE
ESP_BLE_SM_MIN_KEY_SIZE
ESP_BLE_SM_SET_STATIC_PASSKEY
ESP_BLE_SM_CLEAR_STATIC_PASSKEY
ESP_BLE_SM_ONLY_ACCEPT_SPECIFIED_SEC_AUTH
ESP_BLE_SM_MAX_PARAM

enum esp_ble_scan_type_t

Ble scan type.
Values:

BLE_SCAN_TYPE_PASSIVE = 0x0

Passive scan

BLE_SCAN_TYPE_ACTIVE = Ox1

Active scan

enum esp_ble_scan_filter_t

Ble scan filter type.
Values:

BLE_SCAN_FILTER_ALLOW_ALL = 0x0
Accept all :

1. advertisement packets except directed advertising packets not addressed to this device (de-
fault).

BLE_SCAN_FILTER_ALLOW_ONLY_WLST = Ox1
Accept only :

1. advertisement packets from devices where the advertiser’ s address is in the White list.
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2. Directed advertising packets which are not addressed for this device shall be ignored.

BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR = 0x2
Accept all :

1. undirected advertisement packets, and
2. directed advertising packets where the initiator address is a resolvable private address, and
3. directed advertising packets addressed to this device.

BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR = 0x3
Accept all :

1. advertisement packets from devices where the advertiser’ s address is in the White list, and
2. directed advertising packets where the initiator address is a resolvable private address, and
3. directed advertising packets addressed to this device.

enum esp_ble_scan_duplicate_t

Ble scan duplicate type.
Values:

BLE_SCAN_DUPLICATE_DISABLE = 0x0

the Link Layer should generate advertising reports to the host for each packet received

BLE_SCAN_DUPLICATE_ENABLE = (Ox1
the Link Layer should filter out duplicate advertising reports to the Host

BLE_SCAN_DUPLICATE_MAX = 0x2
0x02 — OxFF, Reserved for future use

enum esp_gap_search_evt_t
Sub Event of ESP_ GAP_BLE_ SCAN_ RESULT_EVT.

Values:

ESP_GAP_SEARCH_INQ_RES_EVT = 0

Inquiry result for a peer device.

ESP_GAP_SEARCH_INQ_CMPL_EVT = 1

Inquiry complete.

ESP_GAP_SEARCH_DISC_RES_EVT = 2

Discovery result for a peer device.

ESP_GAP_SEARCH_DISC_BLE_RES_EVT = 3

Discovery result for BLE GATT based service on a peer device.

ESP_GAP_SEARCH_DISC_CMPL_EVT = 4

Discovery complete.
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ESP_GAP_SEARCH_DI_DISC_CMPL_EVT = 5

Discovery complete.

ESP_GAP_SEARCH_SEARCH_CANCEL_CMPL_EVT = 6

Search cancelled

ESP_GAP_SEARCH_INQ_DISCARD_NUM_EVT = 7
The number of pkt discarded by flow control

enum esp_ble_evt_type_t

Ble scan result event type, to indicate the result is scan response or advertising data or other.
Values:

ESP_BLE_EVT_CONN_ADV = 0x00
Connectable undirected advertising (ADV__IND)

ESP_BLE_EVT_CONN_DIR_ADV = 0x01
Connectable directed advertising (ADV_DIRECT_IND)

ESP_BLE_EVT_DISC_ADV = 0x02
Scannable undirected advertising (ADV_SCAN_IND)

ESP_BLE_EVT_NON_CONN_ADV = 0x03
Non connectable undirected advertising (ADV_NONCONN__IND)

ESP_BLE_EVT_SCAN_RSP = 0x04
Scan Response (SCAN_RSP)

enum esp_ble_wl_opration_t

Values:

ESP_BLE_WHITELIST_REMOVE = 0X00

remove mac from whitelist

ESP_BLE_WHITELIST_ADD = 0X01
add address to whitelist

enum esp_bt_duplicate_exceptional_subcode_type_t

Values:

ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST_ADD =0

Add device info into duplicate scan exceptional list

ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST_REMOVE

Remove device info from duplicate scan exceptional list

ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST_CLEAN

Clean duplicate scan exceptional list

enum esp_ble_duplicate_exceptional_info_type_t

Values:
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ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_ADV_ADDR = 0
BLE advertising address , device info will be added into
ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ADDR_ LIST

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_LINK_ID
BLE mesh link ID, it is for BLE mesh, device info will be added into
ESP_BLE DUPLICATE SCAN EXCEPTIONAL MESH LINK ID LIST

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL INFO_MESH_ BEACON TYPE
BLE mesh beacon AD type, the format is | Len | 0x2B | Beacon Type | Beacon Data |

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_PROV_SRV_ADV
BLE mesh provisioning service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 | 0x1827 | -

.
ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_PROXY_SRV_ADV
BLE mesh adv with proxy service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 | 0x1828

| |‘

enum esp_duplicate_scan_exceptional_list_type_t

Values:

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ADDR_LIST = BLE_BIT(0)

duplicate scan exceptional addr list

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_LINK_ID_LIST = BLE_BIT(1)

duplicate scan exceptional mesh link ID list

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_BEACON_TYPE_LIST = BLE_BIT(2)

duplicate scan exceptional mesh beacon type list

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_PROV_SRV_ADV_LIST = BLE BIT(3)

duplicate scan exceptional mesh adv with provisioning service uuid

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_PROXY_SRV_ADV_LIST = BLE_ BIT(4)

duplicate scan exceptional mesh adv with provisioning service uuid

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ALL_LIST = OxFFFF

duplicate scan exceptional all list

GATT DEFINES

Overview

Instructions
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Application Example

Instructions

API| Reference

Header File

e bt/bluedroid/api/include/api/esp gatt_defs.h

Unions

union esp_gatt_rsp_t

#include <esp__gatt defs.h> GATT remote read request response type.

Public Members
esp_gatt _walue t attr_value
Gatt attribute structure

uint16_t handle
Gatt attribute handle

Structures

struct esp_gatt_id_t

Gatt id, include uuid and instance id.

Public Members
esp bt wuid t uuid
UUID

uint8 t inst_id

Instance id

struct esp_gatt_srvc_id_t

Gatt service id, include id (uuid and instance id) and primary flag.
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Public Members
esp_gatt_id_tid
Gatt id, include uuid and instance

bool is_primary

This service is primary or not

struct esp_attr_desc_t

Attribute description (used to create database)

Public Members

uintl6_t uuid_length
UUID length

uint8 t *uuid_p
UUID value

uintl6_t perm

Attribute permission

uint16_t max_length

Maximum length of the element

uintl6_t length
Current length of the element

uint8 t *value

Element value array

struct esp_attr_control_t

attribute auto response flag

Public Members

uint8_t auto_rsp
if auto_rsp set to ESP_ GATT_RSP_BY_APP, means the response of Write/Read operation
will by replied by application. if auto_rsp set to ESP_ GATT__ AUTO_ RSP, means the response
of Write/Read operation will be replied by GATT stack automatically.

struct esp_gatts_attr_db_t
attribute type added to the gatt server database
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Public Members
esp__attr _control t attr_control
The attribute control type

esp_attr _desc t att_desc

The attribute type

struct esp_attr_value_t

set the attribute value type

Public Members
uintl6_t attr_max_len
attribute max value length

uintl6_t attr_len

attribute current value length

uint8 t *attr_value

the pointer to attribute value

struct esp_gatts_incl_svc_desc_t

Gatt include service entry element.

Public Members
uint16_t start_hdl
Gatt start handle value of included service

uintl6 t end_hdl

Gatt end handle value of included service

uintl6_t uuid
Gatt attribute value UUID of included service

struct esp_gatts_incl128_svc_desc_t

Gatt include 128 bit service entry element.

Public Members
uintl6 t start_hdl
Gatt start handle value of included 128 bit service

uintl6_t end_hdl
Gatt end handle value of included 128 bit service
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struct esp_gatt_value_t
Gatt attribute value.

Public Members
uint8 t value[ESP_GATT_MAX_ATTR_LEN]
Gatt attribute value

uintl6_t handle
Gatt attribute handle

uintl6 t offset
Gatt attribute value offset

uintl6_t len
Gatt attribute value length

uint8_t auth_req

Gatt authentication request

struct esp_gattc_multi_t

read multiple attribute

Public Members
uint8_t num_attr
The number of the attribute

uint16_t handles[ESP_GATT_MAX_READ_MULTI_HANDLES]
The handles list

struct esp_gattc_db_elem_t

data base attribute element

Public Members

esp__gatt_db_attr_type t type
The attribute type

uintl6_t attribute_handle
The attribute handle, it’ s valid for all of the type

uint1l6 t start_handle
The service start handle, it’ s valid only when the type =
ESP_GATT_DB_ PRIMARY_SERVICE or ESP_GATT_DB_SECONDARY_ SERVICE
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uint1l6 t end_handle
The service end handle, it’s valid only when the type = ESP_ GATT_DB_ PRIMARY__ SERVICE
or ESP_GATT_DB_SECONDARY_ SERVICE

esp__gatt__char_prop_t properties
The characteristic properties, it’ s valid only when the type =
ESP_GATT_DB_CHARACTERISTIC

esp bt wuid tuuid
The attribute uuid, it’ s valid for all of the type

struct esp_gattc_service_elem_t

service element

Public Members

bool is_primary

The service flag, true if the service is primary service, else is secondary service

uintl6_t start_handle

The start handle of the service

uint1l6 t end_handle
The end handle of the service

esp bt wwuid tuuid

The uuid of the service

struct esp_gattc_char_elem_t

characteristic element

Public Members
uintl6_t char_handle
The characteristic handle

esp__gatt__char_prop_t properties

The characteristic properties

esp bt wuid tuuid

The characteristic uuid

struct esp_gattc_descr_elem_t

descriptor element
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Public Members
uintl6_t handle
The characteristic descriptor handle

esp bt _wwuid_t uuid

The characteristic descriptor uuid

struct esp_gattc_incl_svc_elem_t

include service element

Public Members
uintl6_t handle
The include service current attribute handle

uintl6_t incl_srvc_s_handle

The start handle of the service which has been included

uintl6_t incl_srvc_e_handle

The end handle of the service which has been included

esp bt wuid t uuid

The include service uuid

Macros

ESP_GATT_UUID_IMMEDIATE_ALERT_SVC
All “ESP_GATT_UUID_xxx” is attribute types

ESP_GATT_UUID_LINK_LOSS_SVC
ESP_GATT_UUID_TX_POWER_SVC
ESP_GATT_UUID_CURRENT_TIME_SVC
ESP_GATT_UUID_REF_TIME_UPDATE_SVC
ESP_GATT_UUID_NEXT_DST_CHANGE_SVC
ESP_GATT_UUID_GLUCOSE_SVC
ESP_GATT_UUID_HEALTH_THERMOM_SVC
ESP_GATT_UUID_DEVICE_INFO_SVC
ESP_GATT_UUID_HEART_RATE_SVC
ESP_GATT_UUID_PHONE_ALERT_STATUS_SVC

ESP_GATT_UUID_BATTERY_SERVICE_SVC
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ESP_GATT_UUID_BLOOD_PRESSURE_SVC
ESP_GATT_UUID_ALERT_NTF_SVC
ESP_GATT_UUID_HID_SVC
ESP_GATT_UUID_SCAN_PARAMETERS_SVC
ESP_GATT_UUID_RUNNING_SPEED_CADENCE_SVC
ESP_GATT_UUID_CYCLING_SPEED_CADENCE_SVC
ESP_GATT_UUID_CYCLING_POWER_SVC
ESP_GATT_UUID_LOCATION_AND_NAVIGATION_SVC
ESP_GATT_UUID_USER_DATA_SVC
ESP_GATT_UUID_WEIGHT_SCALE_SVC
ESP_GATT_UUID_PRI_SERVICE
ESP_GATT_UUID_SEC_SERVICE
ESP_GATT_UUID_INCLUDE_SERVICE
ESP_GATT_UUID_CHAR_DECLARE
ESP_GATT_UUID_CHAR_EXT_PROP
ESP_GATT_UUID_CHAR_DESCRIPTION
ESP_GATT_UUID_CHAR_CLIENT_CONFIG
ESP_GATT_UUID_CHAR_SRVR_CONFIG
ESP_GATT_UUID_CHAR_PRESENT_FORMAT
ESP_GATT_UUID_CHAR_AGG_FORMAT
ESP_GATT_UUID_CHAR_VALID_RANGE
ESP_GATT_UUID_EXT_RPT_REF_DESCR
ESP_GATT_UUID_RPT_REF_DESCR
ESP_GATT_UUID_NUM_DIGITALS_DESCR
ESP_GATT_UUID_VALUE_TRIGGER_DESCR
ESP_GATT_UUID_ENV_SENSING_CONFIG_DESCR
ESP_GATT_UUID_ENV_SENSING_MEASUREMENT DESCR
ESP_GATT_UUID_ENV_SENSING_TRIGGER_DESCR
ESP_GATT_UUID_TIME_TRIGGER_DESCR

ESP_GATT_UUID_GAP_DEVICE_NAME
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ESP_GATT_UUID_GAP_ICON
ESP_GATT_UUID_GAP_PREF_CONN_PARAM
ESP_GATT_UUID_GAP_CENTRAL_ADDR_RESOL
ESP_GATT_UUID_GATT_SRV_CHGD
ESP_GATT_UUID_ALERT_LEVEL
ESP_GATT_UUID_TX_POWER_LEVEL
ESP_GATT_UUID_CURRENT_TIME
ESP_GATT_UUID_LOCAL_TIME_INFO
ESP_GATT_UUID_REF_TIME_INFO
ESP_GATT_UUID_NW_STATUS
ESP_GATT_UUID_NW_TRIGGER
ESP_GATT_UUID_ALERT_STATUS
ESP_GATT_UUID_RINGER_CP
ESP_GATT_UUID_RINGER_SETTING
ESP_GATT_UUID_GM_MEASUREMENT
ESP_GATT_UUID_GM_CONTEXT
ESP_GATT_UUID_GM_CONTROL_POINT
ESP_GATT_UUID_GM_FEATURE
ESP_GATT_UUID_SYSTEM_ID
ESP_GATT_UUID_MODEL_NUMBER_STR
ESP_GATT_UUID_SERIAL_NUMBER_STR
ESP_GATT_UUID_FW_VERSION_STR
ESP_GATT_UUID_HW_VERSION_STR
ESP_GATT_UUID_SW_VERSION_STR
ESP_GATT_UUID_MANU_NAME
ESP_GATT_UUID_IEEE_DATA
ESP_GATT_UUID_PNP_ID
ESP_GATT_UUID_HID_INFORMATION
ESP_GATT_UUID_HID_REPORT_MAP

ESP_GATT_UUID_HID_CONTROL_POINT
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ESP_GATT_UUID_HID_REPORT
ESP_GATT_UUID_HID_PROTO_MODE
ESP_GATT_UUID_HID_BT_KB_INPUT
ESP_GATT_UUID_HID_BT_KB_OUTPUT
ESP_GATT_UUID_HID_BT_MOUSE_INPUT

ESP_GATT_HEART_RATE_MEAS

Heart Rate Measurement.

ESP_GATT_BODY_SENSOR_LOCATION

Body Sensor Location.

ESP_GATT_HEART_RATE_CNTL_POINT
Heart Rate Control Point.

ESP_GATT_UUID_BATTERY_LEVEL
ESP_GATT_UUID_SC_CONTROL_POINT
ESP_GATT_UUID_SENSOR_LOCATION
ESP_GATT_UUID_RSC_MEASUREMENT
ESP_GATT_UUID_RSC_FEATURE
ESP_GATT_UUID_CSC_MEASUREMENT
ESP_GATT_UUID_CSC_FEATURE
ESP_GATT_UUID_SCAN_INT_WINDOW
ESP_GATT_UUID_SCAN_REFRESH

ESP_GATT_ILLEGAL_UUID
GATT INVALID UUID.

ESP_GATT_ILLEGAL_HANDLE
GATT INVALID HANDLE.

ESP_GATT_ATTR_HANDLE_MAX
GATT attribute max handle.

ESP_GATT_MAX_READ_MULTI_HANDLES

ESP_GATT_PERM_READ

Attribute permissions.
ESP_GATT_PERM_READ_ENCRYPTED
ESP_GATT_PERM_READ_ENC_MITM

ESP_GATT_PERM_WRITE
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ESP_GATT_PERM_WRITE_ENCRYPTED
ESP_GATT_PERM_WRITE_ENC_MITM
ESP_GATT_PERM_WRITE_SIGNED
ESP_GATT_PERM_WRITE_SIGNED_MITM
ESP_GATT_CHAR_PROP_BIT_BROADCAST
ESP_GATT_CHAR_PROP_BIT_READ
ESP_GATT_CHAR_PROP_BIT_WRITE_NR
ESP_GATT_CHAR_PROP_BIT_WRITE
ESP_GATT_CHAR_PROP_BIT_NOTIFY
ESP_GATT_CHAR_PROP_BIT_INDICATE
ESP_GATT_CHAR_PROP_BIT_AUTH
ESP_GATT_CHAR_PROP_BIT_EXT_PROP

ESP_GATT_MAX_ATTR_LEN
GATT maximum attribute length.

ESP_GATT_RSP_BY_APP
ESP_GATT_AUTO_RSP

ESP_GATT_IF_NONE

If callback report gattc_if/gatts_if as this macro, means this event is not correspond to any app

Type Definitions

typedef uintl6_t esp_gatt_perm_t
typedef uint8 t esp_gatt_char_prop_t

typedef uint8_ t esp_gatt_if_t
Gatt interface type, different application on GATT client use different gatt__ if

Enumerations

enum esp_gatt_prep_write_type

Attribute write data type from the client.
Values:

ESP_GATT_PREP_WRITE_CANCEL = 0x00

Prepare write cancel
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enum

ESP_GATT_PREP_WRITE_EXEC = 0x01

Prepare write execute

esp_gatt_status_t

GATT success code and error codes.
Values:

ESP_GATT_OK = 0x0
ESP_GATT_INVALID_HANDLE = 0x01
ESP_GATT_READ_NOT_PERMIT = 0x02
ESP_GATT_WRITE_NOT_PERMIT = 0x03
ESP_GATT_INVALID_PDU = 0x04
ESP_GATT_INSUF_AUTHENTICATION = 0x05
ESP_GATT_REQ_NOT_SUPPORTED = 0x06
ESP_GATT_INVALID_OFFSET = 0x07
ESP_GATT_INSUF_AUTHORIZATION = 0x08
ESP_GATT_PREPARE_Q_FULL = 0x09
ESP_GATT_NOT_FOUND = Ox0a
ESP_GATT_NOT_LONG = 0x0b
ESP_GATT_INSUF_KEY_SIZE = 0x0c
ESP_GATT_INVALID_ATTR_LEN = 0x0d
ESP_GATT_ERR_UNLIKELY = 0x0e
ESP_GATT_INSUF_ENCRYPTION = 0xOf
ESP_GATT_UNSUPPORT_GRP_TYPE = (0x10
ESP_GATT_INSUF_RESOURCE = 0x11
ESP_GATT_NO_RESOURCES = 0x80
ESP_GATT_INTERNAL_ERROR = 0x81
ESP_GATT_WRONG_STATE = 0x82
ESP_GATT_DB_FULL = 0x83
ESP_GATT_BUSY = 0x84
ESP_GATT_ERROR = 0x85
ESP_GATT_CMD_STARTED = 0x86

ESP_GATT_ILLEGAL_PARAMETER = 0x87
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ESP_GATT_PENDING = 0x88
ESP_GATT_AUTH_FAIL = 0x89
ESP_GATT_MORE = 0x8a
ESP_GATT_INVALID_CFG = 0x8b
ESP_GATT_SERVICE_STARTED = 0x8c
ESP_GATT_ENCRYPED_MITM = ESP_GATT OK
ESP_GATT_ENCRYPED_NO_MITM = 0x8d
ESP_GATT_NOT_ENCRYPTED = Ox8e
ESP_GATT_CONGESTED = 0x8f
ESP_GATT_DUP_REG = 0x90
ESP_GATT_ALREADY_OPEN = 0x91
ESP_GATT_CANCEL = 0x92
ESP_GATT_STACK_RSP = Oxel
ESP_GATT_APP_RSP = Oxel
ESP_GATT_UNKNOWN_ERROR = Oxef
ESP_GATT_CCC_CFG_ERR = Oxfd
ESP_GATT_PRC_IN_PROGRESS = Oxfe
ESP_GATT_OUT_OF_RANGE = Oxff

enum esp_gatt_conn_reason_t

Gatt Connection reason enum.
Values:

ESP_GATT_CONN_UNKNOWN = 0O

Gatt connection unknown

ESP_GATT_CONN_L2C_FAILURE = 1

General L2cap failure

ESP_GATT_CONN_TIMEOUT = 0x08

Connection timeout

ESP_GATT_CONN_TERMINATE_PEER_USER = 0x13

Connection terminate by peer user

ESP_GATT_CONN_TERMINATE_LOCAL_HOST = 0x16

Connection terminated by local host
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ESP_GATT_CONN_FAIL_ESTABLISH = Ox3e

Connection fail to establish

ESP_GATT_CONN_LMP_TIMEQUT = (x22

Connection fail for LMP response tout

ESP_GATT_CONN_CONN_CANCEL = 0x0100

L2CAP connection cancelled

ESP_GATT_CONN_NONE = 0x0101

No connection to cancel

enum esp_gatt_auth_req_t

Gatt authentication request type.

Values:

ESP_GATT_AUTH_REQ_NONE = 0
ESP_GATT_AUTH_REQ_NO_MITM = 1
ESP_GATT_AUTH_REQ_MITM = 2
ESP_GATT_AUTH_REQ_SIGNED_NO_MITM = 3
ESP_GATT_AUTH_REQ_SIGNED_MITM = 4

enum esp_service_source_t

Values:
ESP_GATT_SERVICE_FROM_REMOTE_DEVICE = 0
ESP_GATT_SERVICE_FROM_NVS_FLASH = 1
ESP_GATT_SERVICE_FROM_UNKNOWN = 2

enum esp_gatt_write_type_t

Gatt write type.
Values:

ESP_GATT_WRITE_TYPE_NO_RSP = 1

Gatt write attribute need no response

ESP_GATT_WRITE_TYPE_RSP

Gatt write attribute need remote response

enum esp_gatt_db_attr_type_t
the type of attribute element

Values:

ESP_GATT_DB_PRIMARY_SERVICE

Gattc primary service attribute type in the cache
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ESP_GATT_DB_SECONDARY_SERVICE

Gattc secondary service attribute type in the cache

ESP_GATT_DB_CHARACTERISTIC

Gattc characteristic attribute type in the cache

ESP_GATT_DB_DESCRIPTOR

Gattc characteristic descriptor attribute type in the cache

ESP_GATT_DB_INCLUDED_SERVICE

Gattc include service attribute type in the cache

ESP_GATT_DB_ALL
Gattc all the attribute (primary service & secondary service & include service & char & descriptor)

type in the cache

GATT SERVER API

Overview

Instructions

Application Example

Check bluetooth folder in ESP-IDF examples, which contains the following demos and their tutorials:

e This is a GATT sever demo and its tutorial. This demo creates a GATT service with an attribute

table, which releases the user from adding attributes one by one. This is the recommended method of

adding attributes.
— bluetooth/gatt_server service_table
— GATT Server Service Table Example Walkthrough

This is a GATT server demo and its tutorial. This demo creates a GATT service by adding attributes
one by one as defined by Bluedroid. The recommended method of adding attributes is presented in

example above.
— bluetooth/gatt_ server
— GATT Server Example Walkthrough

This is a BLE SPP-Like demo. This demo, which acts as a GATT server, can receive data from UART

and then send the data to the peer device automatically.

— bluetooth/ble_spp_ server

320

Chapter 3. API Reference


../template.html
https://github.com/espressif/esp-idf/tree/110d230e3/examples/bluetooth
https://github.com/espressif/esp-idf/tree/110d230e3/examples/bluetooth/gatt_server_service_table
https://github.com/espressif/esp-idf/blob/110d230e3/examples/bluetooth/gatt_server_service_table/tutorial/Gatt_Server_Service_Table_Example_Walkthrough.md
https://github.com/espressif/esp-idf/tree/110d230e3/examples/bluetooth/gatt_server
https://github.com/espressif/esp-idf/blob/110d230e3/examples/bluetooth/gatt_server/tutorial/Gatt_Server_Example_Walkthrough.md
https://github.com/espressif/esp-idf/tree/110d230e3/examples/bluetooth/ble_spp_server

Read the Docs Template Documentation, A% v3.2.5-1-g110d230e3

API| Reference

Header File

e bt/bluedroid/api/include/api/esp gatts_api.h

Functions

esp__err_t esp_ble_gatts_register_callback(esp_galts cb_t callback)
This function is called to register application callbacks with BTA GATTS module.
Return
e ESP_OK : success
e other : failed
esp__err_1 esp_ble_gatts_app_register (uintl6_t app_id)
This function is called to register application identifier.
Return
« ESP OK : success
e other : failed
esp_err | esp_ble_gatts_app_unregister(esp gatt if t gatts if)
unregister with GATT Server.
Return
e ESP OK : success
e other : failed
Parameters
o gatts_if: GATT server access interface

esp_err_t esp_ble_gatts_create_service(esp_ gatlt if i gatts_if, esp__gatt_srvc_id_t

*service id, uint1l6 t num_ handle)
Create a  service. When  service creation is  done, a  callback

BTA_GATTS_CREATE_SRVC_EVT is called to report status and service ID to the profile.

The service ID obtained in the callback function needs to be used when adding included service and

characteristics/descriptors into the service.

Return

e ESP OK : success
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e other : failed
Parameters
o gatts_if: GATT server access interface
e service_id: service ID.
e num_handle: number of handle requested for this service.
esp__err_t esp_ble_gatts_create_attr_tab(const esp__gatts _attr _db_t *gatts__attr__db,

esp_gatt_if t  gatts if, uint8_t  max_nb_ attr,

uint8 t srvc_inst_id)
Create a service attribute tab.

Return
¢ ESP OK : success
e other : failed
Parameters
e gatts_attr_db: the pointer to the service attr tab
e gatts_if: GATT server access interface
e max_nb_attr: the number of attribute to be added to the service database.
e srvc_inst_id: the instance id of the service

esp_err_1 esp_ble_gatts_add_included_service(uint16_t service__handle, uintl6_t in-

cluded__service__handle)
This function is called to add an included service. This function have to be called between

‘esp__ble_ gatts_ create_service’ and ‘esp_ble_gatts_add_ char’ . After included service is included,
a callback event BTA__ GATTS_ADD_INCL_SRVC_EVT is reported the included service ID.

Return
e ESP OK : success

e other : failed

Parameters

e service_handle: service handle to which this included service is to be added.

e included_service_handle: the service ID to be included.

esp_err_1 esp_ble_gatts_add_char(uintl6_t  service_handle, esp_ bt wuwid t  *char_uuid,
esp__gatt_perm_t perm, esp_gatl char prop t property,

esp_attr_wvalue_t *char_wval, esp__attr _control_t *control)
This function is called to add a characteristic into a service.
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Return
e ESP OK : success
o other : failed

Parameters
e service_handle: service handle to which this included service is to be added.
e char_uuid: : Characteristic UUID.
e perm: : Characteristic value declaration attribute permission.
e property: : Characteristic Properties
e char_val: : Characteristic value
e control: : attribute response control byte

esp_err_t esp_ble_gatts_add_char_descr(uint16_t service_handle, esp_bt_uuid_t *descr__uuid,

esp__gatt_perm_t perm, esp__attr_value_t

*char descr _wal, esp attr control t *control)
This function is called to add characteristic descriptor. When it’ s done, a callback event

BTA_GATTS_ADD_DESCR_EVT is called to report the status and an ID number for this de-
scriptor.
Return
¢ ESP OK : success
e other : failed
Parameters
e service_handle: service handle to which this characteristic descriptor is to be added.
e perm: descriptor access permission.
e descr_uuid: descriptor UUID.
e char_descr_val: : Characteristic descriptor value
e control: : attribute response control byte
esp_err 1 esp_ble_gatts_delete_service(uintl6_t service handle)
This function is called to delete a service. When this is done, a callback event
BTA_GATTS_DELETE_EVT is report with the status.
Return
e ESP OK : success

o other : failed
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Parameters
e service_handle: service handle to be deleted.
esp__err_t esp_ble_gatts_start_service(uintl6_t service handle)
This function is called to start a service.
Return
« ESP_OK : success
e other : failed
Parameters
e service_handle: the service handle to be started.
esp__err_t esp_ble_gatts_stop_service(uintl6_t service_handle)
This function is called to stop a service.
Return
e ESP OK : success
e other : failed
Parameters
e service_handle: - service to be topped.
esp__err_t esp_ble_gatts_send_indicate(esp gatt if t gatts if, uintl6_t conn_id, uintl6_t

attr_handle, uintl6_t wvalue_len, uint8 t *wvalue, bool

need__confirm)
Send indicate or notify to GATT client. Set param need_ confirm as false will send notification,

otherwise indication.
Return
¢ ESP OK : success
e other : failed
Parameters
o gatts_if: GATT server access interface
e conn_id: - connection id to indicate.
e attr_handle: - attribute handle to indicate.
e value_len: - indicate value length.

e value: value to indicate.

324 Chapter 3. API Reference



Read the Docs Template Documentation, A% v3.2.5-1-g110d230e3

e need_confirm: - Whether a confirmation is required. false sends a GATT notification, true
sends a GATT indication.

esp_err_t esp_ble_gatts_send_response(esp gatt if t gatts if, uintl6_t conn_id, uint32_t
trans_id, esp_ gatt status t status, esp _gatt rsp t

*rsp)
This function is called to send a response to a request.

Return
e ESP OK : success
o other : failed
Parameters
o gatts_if: GATT server access interface
e conn_id: - connection identifier.
e trans_id: - transfer id
e status: - response status

e rsp: - response data.

esp_err_1 esp_ble_gatts_set_attr_value(uintl6_t atir_handle, uint1l6_t length, const uint8_t
*value)
This function is called to set the attribute value by the application.

Return
e ESP OK : success
e other : failed
Parameters
e attr_handle: the attribute handle which to be set
e length: the value length
e value: the pointer to the attribute value

esp__gatt_status_t esp_ble_gatts_get_attr_value(uintl6_t attr_handle, uint16_t *length, const

uint8 t **value)
Retrieve attribute value.

Return
e ESP GATT OK : success
o other : failed

Parameters
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e attr_handle: Attribute handle.
e length: pointer to the attribute value length

e value: Pointer to attribute value payload, the value cannot be modified by user

esp__err_1 esp_ble_gatts_open(esp_galt if t  gatts_if, esp_bd_addr t remote_bda, bool

is__direct)
Open a direct open connection or add a background auto connection.

Return
e ESP_OK : success
e other : failed
Parameters
o gatts_if: GATT server access interface
e remote_bda: remote device bluetooth device address.
e is_direct: direct connection or background auto connection
esp__err_t esp_ble_gatts_close(esp_gatl if t gatts if, uint16_t conn_id)
Close a connection a remote device.
Return
¢ ESP_ OK : success
e other : failed
Parameters
e gatts_if: GATT server access interface
e conn_id: connection ID to be closed.

esp__err_t esp_ble_gatts_send_service_change_indication(esp_gatt if ¢ gatts_if,

esp_bd__addr t remote__bda)
Send service change indication.

Return
e ESP OK : success
o other : failed
Parameters
o gatts_if: GATT server access interface

e remote_bda: remote device bluetooth device address. If remote bda is NULL then it will

send service change indication to all the connected devices and if not then to a specific device
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Unions

union esp_ble_gatts_cb_param_t

#include <esp__gatts api.h> Gatt server callback parameters union.

Public Members
struct esp_ble gatts cb_param__t::gatts req evt param reg
Gatt server callback param of ESP_ GATTS REG_EVT

struct esp ble gatts cb_param _t::gatts read_evt param read

Gatt server callback param of ESP_ GATTS READ_ EVT

struct esp ble gatts cb_param_ t::gatts write _evt param write
Gatt server callback param of ESP. GATTS WRITE EVT

struct esp ble gatts cb_param_ t::gatts evec write evt param exec_write

Gatt server callback param of ESP_ GATTS EXEC_ WRITE_EVT

struct esp ble gatts cb_param_ t::gatts miu_evt param mtu
Gatt server callback param of ESP_ GATTS MTU_EVT

struct esp ble gatts cb_param_ t::gatts conf evt param conf
Gatt server callback param of ESP_ GATTS_CONF_EVT (confirm)

struct esp ble gatts cb_param_ t::gatts create evt param create

Gatt server callback param of ESP_ GATTS CREATE_EVT

struct esp ble gatts cb_param_ t::gatts add_incl _srvc _evt param add_incl_srvc
Gatt server callback param of ESP_GATTS ADD_INCL_SRVC_EVT

struct esp ble gatts cb_param_ t::gatts add_char evt param add_char

Gatt server callback param of ESP_ GATTS ADD CHAR_EVT

struct esp ble gatts cb_param_t::gatts add_char descr evt param add_char_descr
Gatt server callback param of ESP_ GATTS ADD CHAR_ DESCR_EVT

struct esp ble gatts cb_param_t::gatts delete evt param del
Gatt server callback param of ESP_ GATTS DELETE_EVT

struct esp ble gatlts cb_param_t:gatts start evt param start
Gatt server callback param of ESP_ GATTS START EVT

struct esp ble gatts cb_param_ t::gatts stop evt param stop
Gatt server callback param of ESP_ GATTS STOP_EVT

struct esp ble gatts cb_param_ t::gatts connect evt param connect

Gatt server callback param of ESP_ GATTS CONNECT_ EVT
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struct esp ble gatts cb_param_ t::gatts disconnect evt param disconnect
Gatt server callback param of ESP_ GATTS_DISCONNECT_EVT

struct esp ble gatts cb param_t::gatts open evt param open

Gatt server callback param of ESP_ GATTS OPEN_EVT

struct esp ble gatts cb_param _t::gatts cancel _open__evt param cancel_open
Gatt server callback param of ESP_ GATTS CANCEL_OPEN_EVT

struct esp ble gatts cb_param_ t::gatts close evt param close

Gatt server callback param of ESP_ GATTS_ CLOSE_EVT

struct esp_ble_gatts _cb_param__t::gatts congest__evt _param congest

Gatt server callback param of ESP_ GATTS CONGEST_EVT

struct esp_ble gatts cb_param__t::gatts rsp__evt param rsp
Gatt server callback param of ESP_ GATTS RESPONSE_EVT

struct esp ble gatts cb_param_ t::gatts add_attr tab evt param add_attr_tab
Gatt server callback param of ESP_ GATTS CREAT ATTR_TAB_ EVT

struct esp ble gatts cb_param_ t::gatts set attr wval evt param set_attr_val
Gatt server callback param of ESP_ GATTS SET ATTR_VAL_ EVT

struct esp ble gatts cb param_t::gatts send service change evt param service_change

Gatt server callback param of ESP_ GATTS SEND_ SERVICE_ CHANGE_EVT

struct gatts_add_attr_tab_evt_param
#include <esp__gatts _api.h> ESP__GATTS_CREAT_ ATTR_TAB_EVT.

Public Members
esp__gatt_status t status
Operation status

esp_ bt _wuid_t sve_uuid

Service uuid type

uint1l6 t num_handle
The number of the attribute handle to be added to the gatts database

uintl6_t *handles
The number to the handles

struct gatts_add_char_descr_evt_param
#include <esp__gatts _api.h> ESP__GATTS_ADD_CHAR_DESCR_EVT.
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Public Members

esp__gatt _status t status

Operation status

uintl6 t attr_handle
Descriptor attribute handle

uintl6 t service_handle

Service attribute handle

esp bt _wuuid t descr_uuid

Characteristic descriptor uuid

struct gatts_add_char_evt_param
#include <esp__gatts _api.h> ESP__GATTS_ ADD_CHAR_EVT.

Public Members

esp__gatt__status 1 status

Operation status

uintl6 t attr_handle

Characteristic attribute handle

uint16_t service_handle

Service attribute handle

esp_ bt _wuid_t char_uuid

Characteristic uuid

struct gatts_add_incl_srvc_evt_param

#include <esp__gatts _api.h> ESP__GATTS ADD_INCL_SRVC_EVT.

Public Members

esp__gatt _status 1 status

Operation status

uintl6 t attr_handle

Included service attribute handle

uintl6_t service_handle

Service attribute handle

struct gatts_cancel_open_evt_param
#include <esp__gatts _api.h> ESP_GATTS_ CANCEL_OPEN_EVT.
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Public Members

esp__gatt _status t status

Operation status

struct gatts_close_evt_param
#include <esp__gatts _api.h> ESP__GATTS_CLOSE_EVT.

Public Members
esp_gatt_status t status
Operation status

uintl6_t conn_id

Connection id

struct gatts_conf_evt_param

#include <esp__gatts _api.h> ESP__GATTS_ CONF_EVT.

Public Members
esp__gatt_status 1 status
Operation status

uintl6 t conn_id

Connection id

uintl6_t handle
attribute handle

uintl6 t len

The indication or notification value length, len is valid when send notification or indication

failed

uint8 t *value

The indication or notification value , value is valid when send notification or indication failed

struct gatts_congest_evt_param
#include <esp__gatts _api.h> ESP_GATTS_LISTEN_EVT.

ESP GATTS CONGEST EVT
Public Members

uintl6_t conn_id

Connection id
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bool congested

Congested or not

struct gatts_connect_evt_param
#include <esp__gatts _api.h> ESP_GATTS_CONNECT_EVT.

Public Members
uintl6 t conn_id
Connection id

esp bd_addr t remote_bda

Remote bluetooth device address

struct gatts_create_evt_param
#include <esp__gatts _api.h> ESP__GATTS_UNREG_EVT.

ESP_GATTS_CREATE_EVT

Public Members
esp__gatt__status _t status
Operation status

uint16_t service_handle

Service attribute handle

esp_gatt srvc id_t service_id

Service id, include service uuid and other information

struct gatts_delete_evt_param

#include <esp__gatts _api.h> ESP_GATTS_DELETE_EVT.

Public Members
esp__gatt status 1 status
Operation status

uintl6 t service_handle

Service attribute handle

struct gatts_disconnect_evt_param
#include <esp__gatts _api.h> ESP__GATTS_ DISCONNECT_EVT.
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Public Members
uintl6_t conn_id
Connection id

esp_bd_addr t remote_bda

Remote bluetooth device address

esp__gatt _conn__reason_t reason

Indicate the reason of disconnection

struct gatts_exec_write_evt_param

#include <esp__gatts _api.h> ESP_GATTS EXEC_WRITE_EVT.

Public Members
uintl6 t conn_id
Connection id

uint32_t trans_id

Transfer id

esp_bd__addr t bda

The bluetooth device address which been written

uint8_t exec_write_flag

Execute write flag

struct gatts_mtu_evt_param
#include <esp__gatts _api.h> ESP_GATTS_MTU_EVT.

Public Members

uintl6_t conn_id

Connection id

uintl6_t mtu
MTU size

struct gatts_open_evt_param

#include <esp_gatts api.h> ESP__GATTS_OPEN_EVT.

Public Members

esp__gatt_status_t status

Operation status
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struct gatts_read_evt_param
#include <esp__gatts _api.h> ESP__GATTS_READ_EVT.

Public Members

uintl6 t conn_id

Connection id

uint32_t trans_id

Transfer id

esp_bd__addr t bda

The bluetooth device address which been read

uintl6_t handle
The attribute handle

uintl6 t offset
Offset of the value, if the value is too long

bool is_long

The value is too long or not

bool need_rsp

The read operation need to do response

struct gatts_reg_evt_param
#include <esp__gatts _api.h> ESP__GATTS_ REG_EVT.

Public Members
esp__gatt__status_t status
Operation status

uintl6_t app_id
Application id which input in register API

struct gatts_rsp_evt_param
#include <esp__gatts_api.h> ESP_GATTS_RESPONSE_EVT.

Public Members

esp__gatt__status t status

Operation status

uintl6_t handle

Attribute handle which send response
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struct gatts_send_service_change_evt_param
#include <esp__gatts _api.h> ESP__GATTS_SEND_SERVICE_CHANGE_EVT.

Public Members

esp__gatt status t status

Operation status

struct gatts_set_attr_val_evt_param
#include <esp__gatts _api.h> ESP__GATTS_SET_ ATTR_VAL_EVT.

Public Members
uintl6 t srvc_handle
The service handle

uintl6_t attr_handle
The attribute handle

esp__gatt_status t status

Operation status

struct gatts_start_evt_param
#include <esp__gatts _api.h> ESP_GATTS_START_EVT.

Public Members
esp__gatt_status t status
Operation status

uint16_t service_handle

Service attribute handle

struct gatts_stop_evt_param
#include <esp__gatts _api.h> ESP_GATTS_STOP_EVT.

Public Members
esp__gatt_status 1 status
Operation status

uintl6 t service_handle

Service attribute handle

struct gatts_write_evt_param
#include <esp__gatts _api.h> ESP_GATTS_WRITE_EVT.
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Public Members

uintl6_t conn_id

Connection id

uint32_ t trans_id

Transfer id

esp__bd__addr _t bda

The bluetooth device address which been written

uintl6_t handle
The attribute handle

uintl6 t offset

Offset of the value, if the value is too long

bool need_rsp

The write operation need to do response

bool is_prep

This write operation is prepare write

uintl6_t len
The write attribute value length

uint8 t *value

The write attribute value

Macros

ESP_GATT_PREP_WRITE_CANCEL

Prepare write flag to indicate cancel prepare write

ESP_GATT_PREP_WRITE_EXEC

Prepare write flag to indicate execute prepare write

Type Definitions

typedef void (*esp_gatts_cb_t)(esp_galts cb_event t event, esp__gatt_if t gatts_ if,

esp_ble gatts cb _param t *param)
GATT Server callback function type.

Parameters
e event: : Event type

o gatts_if: : GATT server access interface, normally different gatts_ if correspond to different

profile
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o param: : Point to callback parameter, currently is union type

Enumerations

enum esp_gatts_cb_event_t

GATT Server callback function events.
Values:

ESP_GATTS_REG_EVT = 0

When register application id, the event comes

ESP_GATTS_READ_EVT = 1

When gatt client request read operation, the event comes

ESP_GATTS_WRITE_EVT = 2

When gatt client request write operation, the event comes

ESP_GATTS_EXEC_WRITE_EVT = 3

When gatt client request execute write, the event comes

ESP_GATTS_MTU_EVT = 4

When set mtu complete, the event comes

ESP_GATTS_CONF_EVT = 5

When receive confirm, the event comes

ESP_GATTS_UNREG_EVT = 6

When unregister application id, the event comes

ESP_GATTS_CREATE_EVT =7

When create service complete, the event comes

ESP_GATTS_ADD_INCL_SRVC_EVT = 8

When add included service complete, the event comes

ESP_GATTS_ADD_CHAR_EVT = 9

When add characteristic complete, the event comes

ESP_GATTS_ADD_CHAR_DESCR_EVT = 10

When add descriptor complete, the event comes

ESP_GATTS_DELETE_EVT = 11

When delete service complete, the event comes

ESP_GATTS_START_EVT = 12

When start service complete, the event comes

ESP_GATTS_STOP_EVT = 13

When stop service complete, the event comes
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ESP_GATTS_CONNECT_EVT = 14

When gatt client connect, the event comes

ESP_GATTS_DISCONNECT_EVT = 15

When gatt client disconnect, the event comes

ESP_GATTS_OPEN_EVT = 16

When connect to peer, the event comes

ESP_GATTS_CANCEL_OPEN_EVT = 17

When disconnect from peer, the event comes

ESP_GATTS_CLOSE_EVT = 18

When gatt server close, the event comes

ESP_GATTS_LISTEN_EVT = 19

When gatt listen to be connected the event comes

ESP_GATTS_CONGEST_EVT = 20

When congest happen, the event comes

ESP_GATTS_RESPONSE_EVT = 21

When gatt send response complete, the event comes

ESP_GATTS_CREAT_ATTR_TAB_EVT = 22

When gatt create table complete, the event comes

ESP_GATTS_SET_ATTR_VAL_EVT = 23

When gatt set attr value complete, the event comes

ESP_GATTS_SEND_SERVICE_CHANGE_EVT = 24

When gatt send service change indication complete, the event comes

GATT CLIENT API

Overview

Instructions

Application Example

Check bluetooth folder in ESP-IDF examples, which contains the following demos and their tutorials:

e This is a GATT client demo and its tutorial. This demo can scan for devices, connect to the GATT

server and discover its services.
— bluetooth/gatt_ client

— GATT Client Example Walkthrough
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e This is a multiple connection demo and its tutorial. This demo can connect to multiple GATT server

devices and discover their services.
— bluetooth/gattc_multi connect

— GATT Client Multi-connection Example Walkthrough

e This is a BLE SPP-Like demo. This demo, which acts as a GATT client, can receive data from UART

and then send the data to the peer device automatically.

— bluetooth/ble_spp_ client

API| Reference

Header File

e bt/bluedroid/api/include/api/esp gattc api.h

Functions

esp__err_t esp_ble_gattc_register_callback(esp_ gattc cb_t callback)
This function is called to register application callbacks with GATTC module.

Return
e ESP_ OK: success
e other: failed
Parameters
e callback: : pointer to the application callback function.

esp_err | esp_ble_gattc_app_register (uintl6_t app_ id)
This function is called to register application callbacks with GATTC module.

Return
e ESP OK: success
e other: failed
Parameters
e app_id: : Application Identify (UUID), for different application

esp__err 1 esp_ble_gattc_app_unregister (esp_ gatt if t gattc if)

This function is called to unregister an application from GATTC module.

Return
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¢ ESP_ OK: success
o other: failed
Parameters
e gattc_if: Gatt client access interface.

esp_err 1 esp_ble_gattc_open(esp_gatlt if i gattc_if, esp_bd_addr_t remote__bda,

esp_ble__addr _type t remote__addr_type, bool is_direct)
Open a direct connection or add a background auto connection.

Return
« ESP_OK: success
e other: failed
Parameters
o gattc_if: Gatt client access interface.
e remote_bda: remote device bluetooth device address.
e remote_addr_type: remote device bluetooth device the address type.
e is_direct: direct connection or background auto connection
esp__err_t esp_ble_gattc_close(esp_gatlt if t gattc_if, uintl6_t conn_id)
Close the virtual connection to the GATT server. gattc may have multiple virtual GATT server connec-
tions when multiple app__id registered, this API only close one virtual GATT server connection. if there
exist other virtual GATT server connections, it does not disconnect the physical connection. if you want
to disconnect the physical connection directly, you can use esp_ ble gap_ disconnect(esp_bd_addr_t
remote__device).
Return
e ESP_ OK: success
e other: failed
Parameters
e gattc_if: Gatt client access interface.
e conn_id: connection ID to be closed.
esp_err_t esp_ble_gattc_send_mtu_req(esp gatt if t gattc if, uintl6_t conn_id)

Configure the MTU size in the GATT channel. This can be done only once per connection. Before

using, use esp_ ble_gatt_set_local mtu() to configure the local MTU size.

Return
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¢ ESP_ OK: success
o other: failed
Parameters
e gattc_if: Gatt client access interface.
e conn_id: connection ID.

esp_err_t esp_ble_gattc_search_service(esp_gatt if i gattc__if, uintl6_t conn__id,

esp_bt_wuid_t *filter _uuid)
This function is called to get service from local cache. If it does not exist, request a GATT service

discovery on a GATT server. This function report service search result by a callback event, and followed
by a service search complete event.
Return
e ESP_ OK: success
e other: failed
Parameters
o gattc_if: Gatt client access interface.
e conn_id: connection ID.

e filter_uuid: a UUID of the service application is interested in. If Null, discover for all

services.
esp__gatl__status 1 esp_ble_gattc_get_service(esp_galt if t gattc_if, uintl6_t
conn__id, esp bt _uuid_t *sve__uuid,
esp_gattc__service__elem_t  *result, uintl6_t

*count, uint16_t offset)
Find all the service with the given service uuid in the gattc cache, if the svc_uuid is NULL, find all

the service. Note: It just get service from local cache, won’ t get from remote devices. If want to get
it from remote device, need to used the esp_ ble_ gattc_ search_ service.
Return
e ESP OK: success
o other: failed
Parameters
e gattc_if: Gatt client access interface.
e conn_id: connection ID which identify the server.
e svc_uuid: the pointer to the service uuid.

e result: The pointer to the service which has been found in the gattc cache.
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e count: input the number of service want to find, it will output the number of service has

been found in the gattc cache with the given service uuid.
e offset: Offset of the service position to get.
esp__gatlt_status 1 esp_ble_gattc_get_all_char(esp_gatt if t gattc_if, uintl6_t conn_id,
uintl6_t start _handle, uintl6_t end handle,

esp_gattc_char elem_t *result, uint1l6_t *count,

uintl6_t offset)
Find all the characteristic with the given service in the gattc cache Note: It just get characteristic from

local cache, won’ t get from remote devices.
Return
e ESP_ OK: success
e other: failed
Parameters
o gattc_if: Gatt client access interface.
e conn_id: connection ID which identify the server.
e start_handle: the attribute start handle.
e end_handle: the attribute end handle
e result: The pointer to the characteristic in the service.

e count: input the number of characteristic want to find, it will output the number of charac-

teristic has been found in the gattc cache with the given service.
o offset: Offset of the characteristic position to get.
esp__gatt_status 1 esp_ble_gattc_get_all_descr(esp gatlt if t gattc if, uintl6_t conn_id,

uintl6_t char_handle, esp gattc descr elem t

*result, uint16_t *count, uint16_t offset)
Find all the descriptor with the given characteristic in the gattc cache Note: It just get descriptor from

local cache, won’ t get from remote devices.
Return
« ESP OK: success
o other: failed
Parameters
e gattc_if: Gatt client access interface.
e conn_id: connection ID which identify the server.

e char_handle: the given characteristic handle
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result: The pointer to the descriptor in the characteristic.

count: input the number of descriptor want to find, it will output the number of descriptor

has been found in the gattc cache with the given characteristic.

offset: Offset of the descriptor position to get.

esp__gatt_status | esp_ble_gattc_get_char_by_uuid(esp gatlt if t gattc__if, uintl6 t

conn__id, uintl6_t start handle, uintl6_t
end__handle, esp bt _wuuid_t  char_uuid,
esp__gattc__char_elem_t *result, uintl6_t

*count)

Find the characteristic with the given characteristic uuid in the gattc cache Note: It just get charac-

teristic from local cache, won’ t get from remote devices.

¢ ESP OK: success
o other: failed

Parameters

gattc_if: Gatt client access interface.

conn_id: connection ID which identify the server.
start_handle: the attribute start handle

end_handle: the attribute end handle

char_uuid: the characteristic uuid

result: The pointer to the characteristic in the service.

count: input the number of characteristic want to find, it will output the number of charac-

teristic has been found in the gattc cache with the given service.

esp__gatt_status t esp_ble_gattc_get_descr_by_uuid(esp_gatlt if t gattc__if, uintl6_t

conn,__id, uintl6 t start__handle,
uintl6_t  end_handle, esp_ bt _uuid_t
char _uuid, esp bt wuwid t descr _uuid,
esp__gattc_descr _elem t *result, uintl6_t

*count)

Find the descriptor with the given characteristic uuid in the gattc cache Note: It just get descriptor

from local cache, won’ t get from remote devices.

e ESP_ OK: success

o other: failed
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Parameters

gattc_if: Gatt client access interface.

conn_id: connection ID which identify the server.
start_handle: the attribute start handle

end_handle: the attribute end handle

char_uuid: the characteristic uuid.

descr_uuid: the descriptor uuid.

result: The pointer to the descriptor in the given characteristic.

count: input the number of descriptor want to find, it will output the number of descriptor

has been found in the gattc cache with the given characteristic.

esp__gatt_status 1 esp_ble_gattc_get_descr_by_char_handle(esp gatt if ¢ gattc if, uintl6_t

conn_id, uintl6_t char_handle,
esp bt _uuid_t descr_uuid,
esp_gattc_descr_elem_t  *result,

uintl6_t *count)

Find the descriptor with the given characteristic handle in the gattc cache Note: It just get descriptor

from local cache, won’ t get from remote devices.

Return

ESP_OK: success

other: failed

Parameters

gattc_if: Gatt client access interface.

conn_id: connection ID which identify the server.

char_handle: the characteristic handle.

descr_uuid: the descriptor uuid.

result: The pointer to the descriptor in the given characteristic.

count: input the number of descriptor want to find, it will output the number of descriptor

has been found in the gattc cache with the given characteristic.

esp__gatlt_status 1 esp_ble_gattc_get_include_service(esp_gatt if t gattc if, uintl6 t

conn__id, uintl6_t start__handle,
uintl6_t end_handle, esp bt uuid t
*incl_uuid, esp gattc incl svc elem t

*result, uint16_t *count)
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Find the include service with the given service handle in the gattc cache Note: It just get include

service from local cache, won’ t get from remote devices.

Return

ESP_ OK: success

other: failed

Parameters

gattc_if: Gatt client access interface.

conn_id: connection ID which identify the server.
start_handle: the attribute start handle

end_handle: the attribute end handle

incl_uuid: the include service uuid

result: The pointer to the include service in the given service.

count: input the number of include service want to find, it will output the number of include

service has been found in the gattc cache with the given service.

esp__gatt status 1 esp_ble_gattc_get_attr_count(esp galt if t gattc if, uintl6_t conn_ id,

esp__gatt_db__attr type t type, uintl6 t
start_handle, uintl6_t end_handle, uintl6_t

char_handle, uintl6_t *count)

Find the attribute count with the given service or characteristic in the gattc cache.

Return

ESP_ OK: success

other: failed

Parameters

gattc_if: Gatt client access interface.
conn_id: connection ID which identify the server.
type: the attribute type.

start_handle: the attribute start handle, if the type is ESP_ GATT DB_DESCRIPTOR,

this parameter should be ignore

end_handle: the attribute end handle, if the type is ESP_ GATT_ DB_DESCRIPTOR, this

parameter should be ignore
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e char_handle: the characteristic handle, this parameter valid when the type is
ESP_GATT_DB_DESCRIPTOR. If the type isn’ t ESP_ GATT__DB_ DESCRIPTOR, this

parameter should be ignore.
e count: output the number of attribute has been found in the gattc cache with the given

attribute type.

esp__gatt_status t esp_ble_gattc_get_db(esp gatt if t gattc_if, uintl6_t conn,__id,
uintl6_t start__handle, uintl6_t end__handle,

esp__gattc_db__elem__t *db, uint16_t *count)
This function is called to get the GATT database. Note: It just get attribute data base from local

cache, won’ t get from remote devices.
Return
« ESP_OK: success
e other: failed
Parameters
o gattc_if: Gatt client access interface.
e start_handle: the attribute start handle
e end_handle: the attribute end handle
e conn_id: connection ID which identify the server.

e db: output parameter which will contain the GATT database copy. Caller is responsible for

freeing it.
e count: number of elements in database.

esp__err_t esp_ble_gattc_read_char (esp_ gatt if t gattc if, uintl6_t conn_id, uintl6_t handle,

esp__gatlt__auth_req t auth_req)
This function is called to read a service’ s characteristics of the given characteristic handle.

Return
« ESP_ OK: success
e other: failed
Parameters
e gattc_if: Gatt client access interface.
e conn_id: : connection ID.
e handle: : characteritic handle to read.

e auth_req: : authenticate request type
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esp_err_1 esp_ble_gattc_read_multiple(esp gatt if t gattc_if, uintl6 t conn,__id,
esp__gattc_multi_t *read__multi, esp_gatl_auth_req 1

auth__req)
This function is called to read multiple characteristic or characteristic descriptors.

Return
¢ ESP OK: success
e other: failed
Parameters
o gattc_if: Gatt client access interface.
e conn_id: : connection ID.
e read_multi: : pointer to the read multiple parameter.
e auth_req: : authenticate request type

esp_err_1 esp_ble_gattc_read_char_descr(esp gatt if t gattc_if, uintl6_t conn_id, uintl6_t

handle, esp__gatlt _auth req t auth_req)
This function is called to read a characteristics descriptor.

Return
e ESP OK: success
e other: failed

Parameters
o gattc_if: Gatt client access interface.
e conn_id: : connection ID.
e handle: : descriptor handle to read.
e auth_req: : authenticate request type

esp__err_ 1 esp_ble_gattc_write_char(esp gatt if t gattc_if, uintl6_t conn_id, uint16_t handle,

uint16_t value_len, uint8_t *value, esp gatt__write_type_t

write__type, esp_gatt _auth_req t auth_req)
This function is called to write characteristic value.

Return
e ESP OK: success
o other: failed
Parameters

e gattc_if: Gatt client access interface.
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e conn_id: : connection ID.
e handle: : characteristic handle to write.
e value_len: length of the value to be written.
o value: : the value to be written.
e write_type: : the type of attribute write operation.
e auth_req: : authentication request.
esp__err_t esp_ble_gattc_write_char_descr(esp_gatt if t gattc__if, uintl6_t conn__td,
uintl6_t handle, uintl6_t walue len, uint8 t

*value, esp__gatt _write type t write__type,

esp_gatt _auth_req t auth__req)
This function is called to write characteristic descriptor value.

Return
¢ ESP OK: success
e other: failed

Parameters
o gattc_if: Gatt client access interface.
e conn_id: : connection ID
e handle: : descriptor hadle to write.
e value_len: length of the value to be written.
o value: : the value to be written.
e write_type: : the type of attribute write operation.
e auth_req: : authentication request.

esp__err_t esp_ble_gattc_prepare_write(esp_galt if t gattc_if, uintl6_t conn_id, uint16_t han-

dle, uint16_t offset, uint16_t value len, uint8_t *value,

esp_gatt _auth_req t auth__req)
This function is called to prepare write a characteristic value.

Return
e ESP OK: success
e other: failed
Parameters

o gattc_if: Gatt client access interface.
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e conn_id: : connection ID.
e handle: : characteristic handle to prepare write.
e offset: : offset of the write value.
e value_len: length of the value to be written.
e value: : the value to be written.
e auth_req: : authentication request.
esp__err_1 esp_ble_gattc_prepare_write_char_descr(esp gatt if t gattc_if, uintl6_t conn_id,
uintl6_t handle, uintl6_t offset,

uintl6_t  wvalue_len, uint8 t  *wvalue,

esp_gatt _auth__req t auth__req)
This function is called to prepare write a characteristic descriptor value.

Return
¢ ESP OK: success
e other: failed
Parameters
o gattc_if: Gatt client access interface.
e conn_id: : connection ID.
e handle: : characteristic descriptor handle to prepare write.
e offset: : offset of the write value.
e value_len: length of the value to be written.
e value: : the value to be written.
e auth_req: : authentication request.

esp_err_t esp_ble_gattc_execute_write(esp galt if t gattc_if, uintl6_t conn_id, bool

is__execute)
This function is called to execute write a prepare write sequence.

Return
e ESP_ OK: success
e other: failed
Parameters
o gattc_if: Gatt client access interface.

e conn_id: : connection ID.
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e is_execute: : execute or cancel.

esp_err | esp_ble_gattc_register_for_notify(esp gatl if t gattc_if, esp_bd__addr_t

server__bda, uint16_t handle)
This function is called to register for notification of a service.

Return
o« ESP_OK: registration succeeds
e other: failed
Parameters
e gattc_if: Gatt client access interface.
e server_bda: : target GATT server.
e handle: : GATT characteristic handle.

esp__err_1 esp_ble_gattc_unregister_for_notify(esp_gatt if t gattc_if, esp__bd__addr t

server__bda, uint16_t handle)
This function is called to de-register for notification of a service.

Return
o ESP_ OK: unregister succeeds
e other: failed
Parameters
o gattc_if: Gatt client access interface.
e server_bda: : target GATT server.
e handle: : GATT characteristic handle.
esp_err_t esp_ble_gattc_cache_refresh(esp bd addr t remote__bda)
Refresh the server cache store in the gattc stack of the remote device.
Return
e ESP_ OK: success
e other: failed
Parameters
e remote_bda: remote device BD address.

esp__err_1 esp_ble_gattc_cache_assoc(esp_gatt _if t  gattc_if, esp _bd_addr t  src_addr,

esp__bd__addr _t assoc__addr, bool is__assoc)
Add or delete the associated address with the source address. Note: The role of this API is mainly
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when the client side has stored a server-side database, when it needs to connect another device, but
the device’ s attribute database is the same as the server database stored on the client-side, calling
this API can use the database that the device has stored used as the peer server database to reduce
the attribute database search and discovery process and speed up the connection time. The associated
address mains that device want to used the database has stored in the local cache. The source address

mains that device want to share the database to the associated address device.

Return
¢ ESP_ OK: success
o other: failed
Parameters
e gattc_if: Gatt client access interface.
e src_addr: the source address which provide the attribute table.

e assoc_addr: the associated device address which went to share the attribute table with the

source address.
e is_assoc: true add the associated device address, false remove the associated device address.
esp_err_t esp_ble_gattc_cache_get_addr_list(esp gatt if t gattc if)

Get the address list which has store the attribute table in the gattc cache. There will callback
ESP_GATTC_GET_ADDR_LIST_EVT event when get address list complete.

Return
o ESP_OK: success
e other: failed
Parameters

o gattc_if: Gatt client access interface.

Unions

union esp_ble_gattc_cb_param_t

#include <esp__gattc _api.h> Gatt client callback parameters union.

Public Members

struct esp_ble gattc_cb_param_ t::gattc _reqg evt param reg
Gatt client callback param of ESP_ GATTC_REG_EVT
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struct esp_ble gatic_cb__param__t::galtc__open__evt param open
Gatt client callback param of ESP_ GATTC_OPEN_EVT

struct esp ble gattc _cb param_ t::gattc close evt param close

Gatt client callback param of ESP_ GATTC_CLOSE_EVT

struct esp_ble_gatic_cb_param_ t::gattc_cfg _mtu_evt param cfg_mtu
Gatt client callback param of ESP_ GATTC_ CFG_MTU_EVT

struct esp ble gattc cb_param_ t::gattc search cmpl evt param search_cmpl

Gatt client callback param of ESP_ GATTC_SEARCH_CMPL_EVT

struct esp ble gattc cb param_t::gatic search res evt param search_res

Gatt client callback param of ESP_ GATTC_SEARCH RES_ EVT

struct esp ble gattc _cb_param_ t::gattc_read_char evt param read
Gatt client callback param of ESP_ GATTC_READ CHAR_EVT

struct esp ble gattc _cb param_ t::gattc _write _evt param write

Gatt client callback param of ESP_ GATTC WRITE DESCR_EVT

struct esp ble gattc _cb_param_ t::gattc_exec cmpl evt param exec_cmpl
Gatt client callback param of ESP_ GATTC_EXEC_EVT

struct esp ble gattc cb_param_ t:gattc notify evt param notify
Gatt client callback param of ESP_ GATTC_NOTIFY_EVT

struct esp_ble_gattc_cb__param__t::gattc_srvc_chg_evt param srvc_chg
Gatt client callback param of ESP_ GATTC SRVC_CHG_EVT

struct esp ble gattc_cb_param_ t::galtc _congest evt param congest
Gatt client callback param of ESP_ GATTC_CONGEST_EVT

struct esp ble gattc_cb_param_ t::gattc_reg for notify evt param reg_for_notify

Gatt client callback param of ESP_ GATTC_ REG_FOR_NOTIFY_EVT

struct esp_ble gattc cb_param_t:gattc _unreq for notify evt param unreg_for_notify
Gatt client callback param of ESP_ GATTC_UNREG_FOR_NOTIFY_EVT

struct esp ble gattc _cb param_ t::gattc _connect evt param connect

Gatt client callback param of ESP_ GATTC_CONNECT_EVT

struct esp ble gattc _cb_param_ t::gattc disconnect evt param disconnect
Gatt client callback param of ESP_ GATTC_DISCONNECT EVT

struct esp ble gattc cb_param_ t::gattc set assoc__addr cmp evt param set_assoc_cmp

Gatt client callback param of ESP_ GATTC_SET ASSOC_EVT

struct esp_ble_gattc_cb__param__t::gattc_get addr_list _evl param get_addr_list
Gatt client callback param of ESP_ GATTC GET_ADDR_LIST EVT
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struct esp_ble gattc_cb_param_t:gattc queue full _evt param queue_full
Gatt client callback param of ESP_ GATTC_QUEUE_FULL_EVT

struct gattc_cfg_mtu_evt_param
#include <esp__gattc_api.h> ESP__GATTC_CFG_MTU_EVT.

Public Members
esp__gatt__status t status
Operation status

uint16_t conn_id

Connection id

uintl6_t mtu
MTU size

struct gattc_close_evt_param

#include <esp_ gattc _api.h> ESP__GATTC CLOSE_EVT.

Public Members
esp__gatt _status 1 status
Operation status

uintl6 t conn_id

Connection id

esp_bd__addr t remote_bda

Remote bluetooth device address

esp__gatt__conn__reason__t reason

The reason of gatt connection close

struct gattc_congest_evt_param
#include <esp__gattc_api.h> ESP_GATTC_CONGEST_EVT.

Public Members
uintl6 t conn_id
Connection id

bool congested

Congested or not

struct gattc_connect_evt_param
#include <esp__gattc__api.h> ESP__GATTC_CONNECT_EVT.
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Public Members
uintl6_t conn_id
Connection id

esp_bd_addr t remote_bda

Remote bluetooth device address

struct gattc_disconnect_evt_param

#include <esp__gattc_api.h> ESP__GATTC_DISCONNECT_EVT.

Public Members

esp__gatt__conn__reason__t reason

disconnection reason

uintl6 t conn_id

Connection id

esp_bd__addr t remote_bda

Remote bluetooth device address

struct gattc_exec_cmpl_evt_param
#include <esp__gattc _api.h> ESP__GATTC_EXEC_EVT.

Public Members
esp__gatt_status 1 status
Operation status

uintl6 t conn_id

Connection id

struct gattc_get_addr_list_evt_param
#include <esp__gattc_api.h> ESP_GATTC_GET_ADDR_LIST_EVT.

Public Members

esp__gatt__status t status

Operation status

uint8_ t num_addr

The number of address in the gattc cache address list

esp_bd addr t *addr_list
The pointer to the address list which has been get from the gattc cache
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struct gattc_notify_evt_param
#include <esp__gattc _api.h> ESP_GATTC_NOTIFY_EVT.

Public Members
uintl6 t conn_id
Connection id

esp bd_addr t remote_bda

Remote bluetooth device address

uint1l6 t handle

The Characteristic or descriptor handle

uint16_t value_len

Notify attribute value

uint8 t *value

Notify attribute value

bool is_notify

True means notify, false means indicate

struct gattc_open_evt_param
#include <esp__gattc _api.h> ESP_GATTC_OPEN_EVT.

Public Members
esp_gatt status t status
Operation status

uint1l6_t conn_id

Connection id

esp_bd_addr t remote_bda

Remote bluetooth device address

uintl6_t mtu
MTU size

struct gattc_queue_full_evt_param
#include <esp__gattc_api.h> ESP_GATTC_QUEUE_FULL_EVT.

Public Members

esp__gatt status t status

Operation status
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uintl6 t conn_id

Connection id

bool is_full

The gattc command queue is full or not

struct gattc_read_char_evt_param
#include <esp__gattc_api.h> ESP_GATTC_READ_ CHAR_EVT,

ESP_GATTC_READ_DESCR_EVT.

Public Members
esp_gatt status t status
Operation status

uint1l6_t conn_id

Connection id

uintl6 t handle

Characteristic handle

uint8 t *value

Characteristic value

uintl6 t value_len

Characteristic value length
struct gattc_reg_evt_param

#include <esp__gattc_api.h> ESP_GATTC_REG_EVT.

Public Members

esp__gatt status 1 status

Operation status

uintl6_t app_id
Application id which input in register API

struct gattc_reg_for_notify_evt_param
#include <esp__gattc _api.h> ESP_GATTC_REG_FOR_NOTIFY_EVT.

Public Members

esp_gatt status t status

Operation status
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uintl6 t handle

The characteristic or descriptor handle

struct gattc_search_cmpl_evt_param
#include <esp__gattc_api.h> ESP_GATTC_SEARCH_CMPL_EVT.

Public Members
esp__gatt__status t status
Operation status

uint16_t conn_id

Connection id

esp__service__source 1 searched_service_source

The source of the service information

struct gattc_search_res_evt_param

#include <esp__gattc _api.h> ESP_GATTC_ SEARCH_ RES EVT.

Public Members

uintl6 t conn_id

Connection id

uintl6 t start_handle

Service start handle

uintl6_t end_handle

Service end handle

esp_gatt _id_t srve_id

Service id, include service uuid and other information

bool is_primary

True if this is the primary service
struct gattc_set_assoc_addr_cmp_evt_param

#include <esp__gattc _api.h> ESP_GATTC_SET ASSOC_EVT.

Public Members

esp_gatt_status t status

Operation status

struct gattc_srvc_chg_evt_param
#include <esp__gattc _api.h> ESP_GATTC_SRVC_CHG_EVT.
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Public Members

esp__bd_addr t remote_bda

Remote bluetooth device address

struct gattc_unreg_for_notify_evt_param
#include <esp__gattc _api.h> ESP_GATTC_UNREG_FOR_NOTIFY_EVT.

Public Members

esp_gatt_status t status

Operation status
uintl6 t handle

The characteristic or descriptor handle

struct gattc_write_evt_param
#include <esp__gattc__api.h> ESP__GATTC_ WRITE CHAR_EVT,
ESP_GATTC_PREP_WRITE_EVT, ESP_GATTC_WRITE_DESCR_EVT.

Public Members

esp__gatt_status t status

Operation status

uintl6 t conn_id

Connection id

uintl6_t handle

The Characteristic or descriptor handle

uintl6_t offset

The prepare write offset, this value is valid only when prepare write

Type Definitions

typedef void (*esp_gattc_cb_t)(esp_ galtc cb_event t event, esp_gatt_if t gatte_if,

esp__ble_gattc _cb__param__t *param)
GATT Client callback function type.

Parameters
e event: : Event type

e gatts_if: : GATT client access interface, normally different gattc_if correspond to different

profile
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o param: : Point to callback parameter, currently is union type

Enumerations

enum esp_gattc_cb_event_t
GATT Client callback function events.

Values:

ESP_GATTC_REG_EVT = 0
When GATT client is registered, the event comes

ESP_GATTC_UNREG_EVT = 1

When GATT client is unregistered, the event comes

ESP_GATTC_OPEN_EVT = 2

When GATT virtual connection is set up, the event comes

ESP_GATTC_READ_CHAR_EVT = 3

When GATT characteristic is read, the event comes

ESP_GATTC_WRITE_CHAR_EVT = 4

When GATT characteristic write operation completes, the event comes

ESP_GATTC_CLOSE_EVT = 5

When GATT virtual connection is closed, the event comes

ESP_GATTC_SEARCH_CMPL_EVT = 6

When GATT service discovery is completed, the event comes

ESP_GATTC_SEARCH_RES_EVT =7

When GATT service discovery result is got, the event comes

ESP_GATTC_READ_DESCR_EVT = 8

When GATT characteristic descriptor read completes, the event comes

ESP_GATTC_WRITE_DESCR_EVT = 9

When GATT characteristic descriptor write completes, the event comes

ESP_GATTC_NOTIFY_EVT = 10

When GATT notification or indication arrives, the event comes

ESP_GATTC_PREP_WRITE_EVT = 11

When GATT prepare-write operation completes, the event comes

ESP_GATTC_EXEC_EVT = 12

When write execution completes, the event comes

ESP_GATTC_ACL_EVT = 13

When ACL connection is up, the event comes
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ESP_GATTC_CANCEL_OPEN_EVT = 14

When GATT client ongoing connection is cancelled, the event comes

ESP_GATTC_SRVC_CHG_EVT = 15

When “service changed” occurs, the event comes

ESP_GATTC_ENC_CMPL_CB_EVT = 17

When encryption procedure completes, the event comes

ESP_GATTC_CFG_MTU_EVT = 18

When configuration of MTU completes, the event comes

ESP_GATTC_ADV_DATA_EVT = 19

When advertising of data, the event comes

ESP_GATTC_MULT_ADV_ENB_EVT = 20

When multi-advertising is enabled, the event comes

ESP_GATTC_MULT_ADV_UPD_EVT = 21

When multi-advertising parameters are updated, the event comes

ESP_GATTC_MULT_ADV_DATA_EVT = 22

When multi-advertising data arrives, the event comes

ESP_GATTC_MULT_ADV_DIS_EVT = 23

When multi-advertising is disabled, the event comes

ESP_GATTC_CONGEST_EVT = 24

When GATT connection congestion comes, the event comes

ESP_GATTC_BTH_SCAN_ENB_EVT = 25

When batch scan is enabled, the event comes

ESP_GATTC_BTH_SCAN_CFG_EVT = 26

When batch scan storage is configured, the event comes

ESP_GATTC_BTH_SCAN_RD_EVT = 27

When Batch scan read event is reported, the event comes

ESP_GATTC_BTH_SCAN_THR_EVT = 28

When Batch scan threshold is set, the event comes

ESP_GATTC_BTH_SCAN_PARAM_EVT = 29

When Batch scan parameters are set, the event comes

ESP_GATTC_BTH_SCAN_DIS_EVT = 30

When Batch scan is disabled, the event comes

ESP_GATTC_SCAN_FLT_CFG_EVT = 31

When Scan filter configuration completes, the event comes
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ESP_GATTC_SCAN_FLT_PARAM_EVT = 32

When Scan filter parameters are set, the event comes

ESP_GATTC_SCAN_FLT_STATUS_EVT = 33

When Scan filter status is reported, the event comes

ESP_GATTC_ADV_VSC_EVT = 34

When advertising vendor spec content event is reported, the event comes

ESP_GATTC_REG_FOR_NOTIFY_EVT = 38

When register for notification of a service completes, the event comes

ESP_GATTC_UNREG_FOR_NOTIFY_EVT = 39

When unregister for notification of a service completes, the event comes

ESP_GATTC_CONNECT_EVT = 40

When the ble physical connection is set up, the event comes

ESP_GATTC_DISCONNECT_EVT = 41

When the ble physical connection disconnected, the event comes

ESP_GATTC_READ_MULTIPLE_EVT = 42

When the ble characteristic or descriptor multiple complete, the event comes

ESP_GATTC_QUEUE_FULL_EVT = 43

When the gattc command queue full, the event comes

ESP_GATTC_SET_ASSOC_EVT = 44

When the ble gattc set the associated address complete, the event comes

ESP_GATTC_GET_ADDR_LIST_EVT = 45

When the ble get gattc address list in cache finish, the event comes

BLUFI API

Overview

BLUFI is a profile based GATT to config ESP32 WIFI to connect/disconnect AP or setup a softap and etc.

Use should concern these things:
1. The event sent from profile. Then you need to do something as the event indicate.

2. Security reference. You can write your own Security functions such as symmetrical encryp-

)

tion/decryption and checksum functions. Even you can define the “Key Exchange/Negotiation’

procedure.

Application Example

Check bluetooth folder in ESP-IDF examples, which contains the following application:

360 Chapter 3. API Reference


https://github.com/espressif/esp-idf/tree/110d230e3/examples/bluetooth

Read the Docs Template Documentation, A% v3.2.5-1-g110d230e3

o This is a BLUFI demo. This demo can set ESP32’ s wifi to softap/station/softap&station mode and

config wifi connections - bluetooth/blufi

API| Reference

Header File

e bt/bluedroid/api/include/api/esp_blufi_api.h

Functions

esp_err t esp_blufi_register_callbacks(esp blufi callbacks t *callbacks)
This function is called to receive blufi callback event.
Return ESP_ OK - success, other - failed
Parameters
e callbacks: callback functions

esp_err_t esp_blufi_profile_init (void)

This function is called to initialize blufi_ profile.
Return ESP_OK - success, other - failed

esp__err_t esp_blufi_profile_deinit (void)

This function is called to de-initialize blufiprofile.
Return ESP_OK - success, other - failed

esp_err | esp_blufi_send_wifi_conn_report (wifi mode t opmode, esp_blufi sta_conn_state t
sta__conn__state, uint8 t softap__conn__num,

esp_ blufi_extra_info t *extra_info)
This function is called to send wifi connection report.

Return ESP_ OK - success, other - failed

Parameters
e opmode: : wifi opmode
e sta_conn_state: : station is already in connection or not
e softap_conn_num: : softap connection number

e extra_info: : extra information, such as sta_ ssid, softap_ ssid and etc.
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esp_err t esp_blufi_send_wifi_list(uintl6_t apCount, esp_ blufi _ap record t *list)
This function is called to send wifi list.
Return ESP_OK - success, other - failed
Parameters
e apCount: : wifi list count
e list: : wifi list

uint16_t esp_blufi_get_version(void)
Get BLUFT profile version.

Return Most 8bit significant is Great version, Least 8bit is Sub version

esp_err 1 esp_blufi_close(esp gatt if t gatts if, uintl6_t conn_id)
Close a connection a remote device.
Return
e ESP OK : success
o other : failed
Parameters
e gatts_if: GATT server access interface
e conn_id: connection ID to be closed.
esp_err_t esp_blufi_send_error_info(esp blufi error state_t state)
This function is called to send blufi error information.
Return ESP_OK - success, other - failed
Parameters
e state: : error state
esp_err t esp_blufi_send_custom_data(uint8_t *data, uint32_t data_len)
This function is called to custom data.
Return ESP_ OK - success, other - failed
Parameters
e data: : custom data value

e data_len: : the length of custom data
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Unions

union esp_blufi_cb_param_t

#include <esp_ blufi _api.h> BLUFI callback parameters union.

Public Members
struct esp  blufi_cb_param_ t::blufi _init_finish _evt param init_finish
Blufi callback param of ESP. BLUFI EVENT INIT FINISH

struct esp blufi _cb_param_ t:blufi deinit_finish _evt param deinit_finish

Blufi callback param of ESP_ BLUFI_EVENT_DEINIT FINISH

struct esp  blufi_cb_param_ t::blufi _set _wifi _mode__evt param wifi_mode
Blufi callback param of ESP__ BLUFI_EVENT INIT FINISH

struct esp blufi _cb_param_ t::blufi _connect evt param connect

Blufi callback param of ESP_ BLUFI_EVENT CONNECT

struct esp_ blufi_cb_param_ t::blufi disconnect evt param disconnect
Blufi callback param of ESP_ BLUFI_EVENT_DISCONNECT

struct esp blufi_cb_param_ t:blufi _recv sta_ bssid__evt param sta_bssid
Blufi callback param of ESP_ BLUFI_EVENT_ RECV_STA_BSSID

struct esp blufi _cb _param_ t::blufi _recv sta ssid__evt param sta_ssid

Blufi callback param of ESP_ BLUFI_EVENT RECV_STA_ SSID

struct esp_ blufi_cb__param__ t::blufi_recv sta__passwd__evt param sta_passwd
Blufi callback param of ESP_BLUFI_EVENT RECV_STA_ PASSWD

struct esp blufi _cb_param_ t:blufi recv softap ssid__evt param softap_ssid

Blufi callback param of ESP_ BLUFI_EVENT_RECV_SOFTAP_SSID

struct esp blufi_cb_param__t:blufi _recv softap passwd__evlt param softap_passwd
Blufi callback param of ESP_ BLUFI_EVENT_ RECV_SOFTAP_PASSWD

struct esp blufi _cb_param_ t:blufi _recv softap max conn_num__evt param softap_max_conn_num

Blufi callback param of ESP_ BLUFI _EVENT RECV_SOFTAP_ MAX CONN_NUM

struct esp_ blufi_cb_param__ t:blufi _recv softap _auth__mode evt param softap_auth_mode
Blufi callback param of ESP_. BLUFI_EVENT RECV_SOFTAP_AUTH_ MODE

struct esp blufi_cb_param_ t::blufi _recv softap channel evt param softap_channel
Blufi callback param of ESP_ BLUFI_EVENT RECV_SOFTAP_CHANNEL

struct esp blufi _cb_param_ t::blufi _recv _username__evt param username

Blufi callback param of ESP_ BLUFI_EVENT RECV_USERNAME
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struct esp blufi_cb_param_ t::blufi _recv ca__evt _param ca
Blufi callback param of ESP_ BLUFI_EVENT RECV_CA_CERT

struct esp blufi _cb_param_ t::blufi _recv client cert evt param client_cert

Blufi callback param of ESP_ BLUFI_EVENT_RECV_CLIENT CERT

struct esp blufi_cb_param_ t::blufi _recv server cert evl param server_cert
Blufi callback param of ESP_ BLUFI_EVENT RECV_SERVER_ CERT

struct esp blufi _cb_param_ t:blufi _recv client pkey evt param client_pkey
Blufi callback param of ESP_ BLUFI_EVENT_RECV_ CLIENT_ PRIV_KEY

struct esp_ blufi_cb_param_ t::blufi _recv server pkey evt param server_pkey

Blufi callback param of ESP_ BLUFI_EVENT_RECV_SERVER_PRIV_KEY

struct esp_ blufi_cb_param__t::blufi _get error__evt_param report_error
Blufi callback param of ESP_ BLUFI_EVENT_ REPORT ERROR

struct esp blufi _cb_param_ t:blufi _recv custom _data evt param custom_data

Blufi callback param of ESP_ BLUFI _EVENT RECV__CUSTOM_DATA

struct blufi_connect_evt_param
#include <esp_blufi _api.h> ESP_BLUFI_EVENT_ CONNECT.

Public Members
esp_bd__addr t remote_bda
Blufi Remote bluetooth device address

uint8 t server_if

server interface

uintl6_t conn_id

Connection id

struct blufi_deinit_finish_evt_param
#include <esp_ blufi _api.h> ESP_BLUFI_EVENT DEINIT FINISH.

Public Members

esp_ blufi _deinit_state_t state

De-initial status

struct blufi_disconnect_evt_param
#include <esp_ blufi _api.h> ESP_BLUFI_EVENT DISCONNECT.
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Public Members

esp_bd__addr t remote_bda
Blufi Remote bluetooth device address

struct blufi_get_error_evt_param
#include <esp_ blufi _api.h> ESP_BLUFI_EVENT_ REPORT_ERROR.

Public Members

esp_ blufi _error _state t state

Blufi error state

struct blufi_init_finish_evt_param
#include <esp_ blufi _api.h> ESP_BLUFI_EVENT INIT FINISH.

Public Members

esp_blufi_init_state t state

Initial status

struct blufi_recv_ca_evt_param
#include <esp_ blufi _api.h> ESP_BLUFI_EVENT_ RECV_CA_CERT.

Public Members
uint8 t *cert
CA certificate point

int cert_len

CA certificate length
struct blufi_recv_client_cert_evt_param

#include <esp blufi _api.h> ESP_BLUFI _EVENT RECV_CLIENT CERT

Public Members

uint8 t *cert

Client certificate point

int cert_len

Client certificate length

struct blufi_recv_client_pkey_evt_param

#include <esp__blufi _api.h> ESP_BLUFI_EVENT_RECV_CLIENT_ PRIV_KEY

3.3.

Bluetooth API

365



Read the Docs Template Documentation, 4% v3.2.5-1-g110d230e3

Public Members
uint8_t *pkey
Client Private Key point, if Client certificate not contain Key

int pkey_len
Client Private key length

struct blufi_recv_custom_data_evt_param

#include <esp blufi_api.h>ESP_BLUFI_EVENT RECV_ CUSTOM DATA.

Public Members
uint8 t *data
Custom data

uint32 t data_len
Custom data Length

struct blufi_recv_server_cert_evt_param
#include <esp_blufi _api.h> ESP_BLUFI_EVENT RECV_SERVER_CERT

Public Members
uint8 t *cert
Client certificate point

int cert_len

Client certificate length

struct blufi_recv_server_pkey_evt_param
#include <esp_ blufi _api.h> ESP_BLUFI_EVENT RECV_SERVER_PRIV_KEY

Public Members
uint8 _t *pkey
Client Private Key point, if Client certificate not contain Key

int pkey_len
Client Private key length

struct blufi_recv_softap_auth_mode_evt_param
#include <esp_ blufi _api.h> ESP_BLUFI_EVENT RECV_SOFTAP_AUTH_ MODE.
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Public Members

wifi__auth__mode_t auth_mode

Authentication mode

struct blufi_recv_softap_channel_evt_param
#include <esp_ blufi _api.h> ESP_BLUFI_EVENT RECV_SOFTAP_CHANNEL.

Public Members

uint8_t channel

Authentication mode

struct blufi_recv_softap_max_conn_num_evt_param
#include <esp_ blufi _api.h> ESP_BLUFI_EVENT RECV_SOFTAP_MAX CONN_NUM.

Public Members

int max_conn_num

SSID

struct blufi_recv_softap_passwd_evt_param
#include <esp_ blufi _api.h> ESP_BLUFI_EVENT RECV_SOFTAP_PASSWD.

Public Members
uint8_ t *passwd
Password

int passwd_len

Password Length

struct blufi_recv_softap_ssid_evt_param
#include <esp_ blufi _api.h> ESP_BLUFI_EVENT RECV_SOFTAP_SSID.

Public Members

uint8_t *ssid

SSID

int ssid_len
SSID length

struct blufi_recv_sta_bssid_evt_param
#include <esp_ blufi _api.h> ESP_BLUFI_EVENT_ RECV_STA_BSSID.
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Public Members

uint8_t bssid[6]
BSSID

struct blufi_recv_sta_passwd_evt_param
#include <esp_ blufi _api.h> ESP_BLUFI_EVENT RECV_STA_ PASSWD.

Public Members
uint8_t *passwd
Password

int passwd_len

Password Length

struct blufi_recv_sta_ssid_evt_param

#include <esp_ blufi _api.h> ESP_BLUFI_EVENT RECV_STA_ SSID.

Public Members
uint8 t *ssid
SSID

int ssid_len
SSID length

struct blufi_recv_username_evt_param
#include <esp_ blufi _api.h> ESP_BLUFI_EVENT_RECV_USERNAME.

Public Members

uint8_t *name

Username point

int name_len

Username length

struct blufi_set_wifi_mode_evt_param
#include <esp_ blufi _api.h> ESP_BLUFI_EVENT SET_ WIFI MODE.

Public Members

wifi_mode_t op_mode

Wifi operation mode
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Structures

struct esp_blufi_extra_info_t

BLUFT extra information structure.

Public Members
uint8_t sta_bssid[6]
BSSID of station interface

bool sta_bssid_set
is BSSID of station interface set

uint8® t *sta_ssid
SSID of station interface

int sta_ssid_len
length of SSID of station interface

uint8_t *sta_passwd

password of station interface

int sta_passwd_len

length of password of station interface

uint8_t *softap_ssid
SSID of softap interface

int softap_ssid_len
length of SSID of softap interface

uint8 t *softap_passwd

password of station interface

int softap_passwd_len

length of password of station interface

uint8_t softap_authmode

authentication mode of softap interface

bool softap_authmode_set

is authentication mode of softap interface set

uint8_t softap_max_conn_num

max connection number of softap interface

bool softap_max_conn_num_set

is max connection number of softap interface set
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uint8_t softap_channel

channel of softap interface

bool softap_channel_set

is channel of softap interface set

struct esp_blufi_ap_record_t
Description of an WiFi AP.

Public Members
uint8_t ssid[33]
SSID of AP

int8 t rssi

signal strength of AP

struct esp_blufi_callbacks_t
BLUFT callback functions type.

Public Members
esp_ blufi _event cb 1 event_cb
BLUFTI event callback

esp_ blufi _negotiate data_handler t negotiate_data_handler
BLUFI negotiate data function for negotiate share key

esp_ blufi_encrypt_func_t encrypt_func

BLUFT encrypt data function with share key generated by negotiate data_handler

esp__blufi _decrypt_func_t decrypt_func
BLUFI decrypt data function with share key generated by negotiate data__handler

esp_blufi _checksum__ func_t checksum_func

BLUFT check sum function (FCS)

Type Definitions

typedef void (*esp_blufi_event_cb_t)(esp blufi cb_event ¢  event, esp_blufi_cb _param_t

*param)
BLUFT event callback function type.

Parameters
e event: : Event type

e param: : Point to callback parameter, currently is union type
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typedef void (*esp_blufi_negotiate_data_handler_t)(uint8 t *data, int len, uint8 t **out-
put_ data, int  *output_len, bool

*need_ free)
BLUFT negotiate data handler.

Parameters
e data: : data from phone
e len: : length of data from phone
e output_data: : data want to send to phone
e output_len: : length of data want to send to phone
typedef int (*esp_blufi_encrypt_func_t)(uint8_t iv8, uint8_t *crypt_data, int cyprt_len)
BLUFT encrypt the data after negotiate a share key.
Return Nonnegative number is encrypted length, if error, return negative number;
Parameters
e iv8: : initial vector(8bit), normally, blufi core will input packet sequence number

e crypt_data: : plain text and encrypted data, the encrypt function must support au-

tochthonous encrypt
e crypt_len: : length of plain text
typedef int (*esp_blufi_decrypt_func_t)(uint8 t iv8, uint8 t *crypt_data, int crypt_len)
BLUFTI decrypt the data after negotiate a share key.
Return Nonnegative number is decrypted length, if error, return negative number;
Parameters
o iv8: : initial vector(8bit), normally, blufi core will input packet sequence number

e crypt_data: : encrypted data and plain text, the encrypt function must support au-

tochthonous decrypt
e crypt_len: : length of encrypted text
typedef uintl6_t (*esp_blufi_checksum_func_t)(uint8_t iv8, uint8_t *data, int len)
BLUFI checksum.
Parameters
e iv8: : initial vector(8bit), normally, blufi core will input packet sequence number
e data: : data need to checksum

e len: : length of data
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Enumerations

enum esp_blufi_cb_event_t

Values:

ESP_BLUFI_EVENT_INIT_FINISH = 0
ESP_BLUFI_EVENT_DEINIT_FINISH
ESP_BLUFI_EVENT_SET_WIFI_OPMODE
ESP_BLUFI_EVENT BLE_CONNECT
ESP_BLUFI_EVENT_BLE_DISCONNECT
ESP_BLUFI_EVENT_REQ_CONNECT_TO_AP
ESP_BLUFI_EVENT_ REQ_DISCONNECT FROM_AP
ESP_BLUFI_EVENT_GET_WIFI_STATUS
ESP_BLUFI_EVENT_DEAUTHENTICATE_STA
ESP_BLUFI_EVENT_ RECV_STA_BSSID
ESP_BLUFI_EVENT_RECV_STA_SSID
ESP_BLUFI_EVENT_RECV_STA_PASSWD
ESP_BLUFI_EVENT_ RECV_SOFTAP_SSID
ESP_BLUFI_EVENT_RECV_SOFTAP_PASSWD
ESP_BLUFI_EVENT_RECV_SOFTAP_MAX_CONN_NUM
ESP_BLUFI_EVENT_ RECV_SOFTAP_AUTH_MODE
ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL
ESP_BLUFI_EVENT_RECV_USERNAME
ESP_BLUFI_EVENT_ RECV_CA_CERT
ESP_BLUFI_EVENT_RECV_CLIENT_CERT
ESP_BLUFI_EVENT RECV_SERVER_CERT
ESP_BLUFI_EVENT RECV_CLIENT PRIV KEY
ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY
ESP_BLUFI_EVENT_RECV_SLAVE_DISCONNECT_BLE
ESP_BLUFI_EVENT GET_WIFI_LIST
ESP_BLUFI_EVENT_REPORT_ERROR

ESP_BLUFI_EVENT_RECV_CUSTOM_DATA
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enum

enum

enum

enum

esp_blufi_sta_conn_state_t
BLUPFT config status.

Values:
ESP_BLUFI_STA_CONN_SUCCESS = 0x00
ESP_BLUFI_STA_CONN_FAIL = 0x01

esp_blufi_init_state_t
BLUFT init status.

Values:
ESP_BLUFI_INIT_OK = 0
ESP_BLUFI_INIT_FAILED

esp_blufi_deinit_state_t
BLUFTI deinit status.

Values:
ESP_BLUFI_DEINIT_OK = 0
ESP_BLUFI_DEINIT_FAILED

esp_blufi_error_state_t

Values:
ESP_BLUFI_SEQUENCE_ERROR = (
ESP_BLUFI_CHECKSUM_ERROR
ESP_BLUFI_DECRYPT_ERROR
ESP_BLUFI_ENCRYPT_ERROR
ESP_BLUFI_INIT_SECURITY_ERROR
ESP_BLUFI_DH_MALLOC_ERROR
ESP_BLUFI_DH_PARAM_ERROR
ESP_BLUFI_READ_PARAM_ERROR
ESP_BLUFI_MAKE_PUBLIC_ERROR

ESP_BLUFI_DATA_FORMAT_ERROR

3.3.4 CLASSIC BT

CLASSIC BLUETOOTH GAP API
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Overview

Instructions

Application Example

Instructions

API| Reference

Header File

e bt/bluedroid/api/include/api/esp gap_ bt_api.h

Functions

uint32_t esp_bt_gap_get_cod_srvc(uint32_t cod)
get major service field of COD
Return major service bits
Parameters
e cod: Class of Device
uint32_t esp_bt_gap_get_cod_major_dev(uint32_t cod)
get major device field of COD
Return major device bits
Parameters
e cod: Class of Device
uint32_t esp_bt_gap_get_cod_minor_dev(uint32_t cod)
get minor service field of COD
Return minor service bits
Parameters
e cod: Class of Device

uint32_t esp_bt_gap_get_cod_format_type (uint32_t cod)
get format type of COD
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Return format type
Parameters
e cod: Class of Device
bool esp_bt_gap_is_valid_cod (uint32_t cod)
decide the integrity of COD
Return
e true if cod is valid
« false otherise
Parameters
e cod: Class of Device
esp_err | esp_bt_gap_register_callback(esp bt gap cb t callback)
register callback function. This function should be called after esp_ bluedroid_enable() completes
successfully
Return
¢ ESP OK : Succeed
o ESP FAIL: others
esp__err_t esp_bt_gap_set_scan_mode(esp bt scan_mode t mode)
Set discoverability and connectability mode for legacy bluetooth. This function should be called after
esp_ bluedroid__enable() completes successfully.
Return
e« ESP_OK : Succeed
« ESP_ERR_INVALID ARG: if argument invalid
o ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
o ESP FAIL: others
Parameters
e mode: : one of the enums of bt _scan__mode_t

esp__err_t esp_bt_gap_start_discovery(esp bt ing mode_t mode, uint8_t ing len, uint8_t

num,__rsps)
Start device discovery. This function should be called after esp_ bluedroid_enable() completes success-

fully. esp_bt_gap_ cb_t will is called with ESP_ BT GAP_DISC_STATE_CHANGED_EVT if dis-
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covery is started or halted. esp_bt_gap cb_t will is called with ESP_ BT _GAP_DISC_RES_EVT

if discovery result is got.

Return
¢ ESP OK : Succeed
o« ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_ERR_INVALID ARG: if invalid parameters are provided
« ESP_ FAIL: others
Parameters
e mode: - inquiry mode
e inq_len: - inquiry duration in 1.28 sec units, ranging from 0x01 to 0x30
e num_rsps: - number of inquiry responses that can be received, value 0 indicates an unlimited

number of responses

esp__err_t esp_bt_gap_cancel_discovery(void)
Cancel device discovery. This function should be called after esp_bluedroid__enable() completes suc-
cessfully esp_bt_gap_ cb_t will is called with ESP_BT__GAP_DISC_STATE_CHANGED_EVT if

discovery is stopped.
Return
e ESP_ OK : Succeed
o« ESP_ERR_INVALID STATE: if bluetooth stack is not yet enabled
« ESP FAIL: others
esp_err_t esp_bt_gap_get_remote_services(esp bd addr t remote_bda)

Start SDP to get remote services. This function should be called after esp_bluedroid_ enable() com-
pletes successfully. esp_bt_gap_cb_t will is called with ESP_ BT GAP_RMT_SRVCS_EVT after

service discovery ends.

Return
e ESP OK : Succeed
o« ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e« ESP_FAIL: others

esp_err_t esp_bt_gap_get_remote_service_record(esp bd_addr_t remote_bda, esp bt _uuid 1

*uuid)
Start SDP to look up the service matching uuid on the remote device. This function should be called

after esp_ bluedroid__enable() completes successfully.
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esp_bt_gap_cb_t will is called with ESP_ BT _GAP_RMT_SRVC_REC_EVT after service discov-

ery ends
Return
e ESP_OK : Succeed
« ESP_ERR_INVALID STATE: if bluetooth stack is not yet enabled
« ESP_ FAIL: others
uint8 t *esp_bt_gap_resolve_eir_data(uint8_t *eir, esp_ bt cir type t type, uint8_t *length)
This function is called to get EIR data for a specific type.
Return pointer of starting position of eir data excluding eir data type, NULL if not found
Parameters
e eir: - pointer of raw eir data to be resolved
e type: - specific EIR data type

e length: - return the length of EIR data excluding fields of length and data type

esp_err 1 esp_bt_gap_set_cod(esp_ bt cod_t cod, esp__ bt _cod mode_t mode)

This function is called to set class of device. esp_bt_gap_ cb_t will is called with
ESP_BT_GAP_SET COD_EVT after set COD ends Some profile have special restrictions on class

of device, changes may cause these profile do not work.

Return
o« ESP_OK : Succeed
« ESP_ERR_INVALID STATE: if bluetooth stack is not yet enabled
« ESP_ERR _INVALID ARG: if param is invalid
« ESP FAIL: others
Parameters
e cod: - class of device
e mode: - setting mode

esp_err 1 esp_bt_gap_get_cod(esp bt cod t *cod)

This function is called to get class of device.

Return
¢ ESP OK : Succeed

« ESP_FAIL: others
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Parameters
e cod: - class of device
esp_err_t esp_bt_gap_read_rssi_delta(esp bd addr t remote addr)
This function is called to read RSSI delta by address after connected. The RSSI value returned by
ESP_BT_GAP_READ_RSSI_DELTA_EVT.
Return
¢ ESP OK : Succeed
« ESP_ FAIL: others
Parameters
e remote_addr: - remote device address, corresponding to a certain connection handle.
esp_err 1 esp_bt_gap_remove_bond_device(esp bd addr t bd_addr)
Removes a device from the security database list of peer device.
Return - ESP_OK : success
o« ESP FAIL : failed
Parameters
e bd_addr: : BD address of the peer device
int esp_bt_gap_get_bond_device_num(void)
Get the device number from the security database list of peer device. It will return the device bonded
number immediately.
Return - >= 0: bonded devices number.
e ESP_FAIL : failed
esp_err | esp_bt_gap_get_bond_device_list(int *dev_num, esp bd_addr t *dev_list)
Get the device from the security database list of peer device. It will return the device bonded infor-
mation immediately.
Return
¢ ESP OK : Succeed
o« ESP_ERR_INVALID STATE: if bluetooth stack is not yet enabled
« ESP FAIL: others

Parameters
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o dev_num: Indicate the dev_list array(buffer) size as input. If dev_num is large
enough, it means the actual number as output. Suggest that dev_num value equal to

esp_ ble_get_bond_ device num().
o dev_list: an array(buffer) of esp_bd_addr_t type. Use for storing the bonded devices
address. The dev_list should be allocated by who call this API.

esp_err 1 esp_bt_gap_set_pin(esp_ bt pin_type 1 pin__type, uint8_t pin__code__len,

esp bt _pin__code_t pin__code)
Set pin type and default pin code for legacy pairing.

Return - ESP_OK : success
o« ESP_ERR_INVALID STATE: if bluetooth stack is not yet enabled
o other : failed

Parameters

e pin_type: Use variable or fixed pin. If pin_type is ESP_ BT PIN_TYPE_VARIABLE,
pin__code and pin__code_len will be ignored, and ESP_BT_GAP_PIN_REQ_EVT will
come when control requests for pin code. Else, will use fixed pin code and not callback to

users.
e pin_code_len: Length of pin_code
e pin_code: Pin_code

esp_err 1 esp_bt_gap_pin_reply(esp bd_addr 1 bd_addr, bool accept, uint8_t pin_code len,

esp_ bt _pin__code t pin__code)
Reply the pin_ code to the peer device for legacy pairing when ESP_BT_ GAP_PIN_REQ_EVT is

coming.
Return - ESP_ OK : success
« ESP_ERR_INVALID STATE: if bluetooth stack is not yet enabled
e other : failed
Parameters
e bd_addr: BD address of the peer
e accept: Pin_ code reply successful or declined.
e pin_code_len: Length of pin_ code

e pin_code: Pin_code

esp_err 1 esp_bt_gap_set_security_param(esp bt sp_param_t param_ type, void *value, uint8_t

n)
Set a GAP security parameter value. Overrides the default value.
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Return - ESP_OK : success
o« ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled

e other : failed

Parameters

e param_type: : the type of the param which is to be set
e value: : the param value

e len: : the length of the param value

esp__err 1 esp_bt_gap_ssp_passkey_reply(esp_ bd_addr t bd_addr, bool accept, uint32_t passkey)

Reply the key value to the peer device in the legacy connection stage.

Return - ESP_OK : success
o« ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed
Parameters
e bd_addr: : BD address of the peer
e accept: : passkey entry successful or declined.
o passkey: : passkey value, must be a 6 digit number, can be lead by 0.

esp__err 1 esp_bt_gap_ssp_confirm_reply(esp bd addr t bd_addr, bool accept)

Reply the confirm value to the peer device in the legacy connection stage.

Return - ESP__OK : success
o« ESP_ERR_INVALID STATE: if bluetooth stack is not yet enabled

e other : failed

Parameters
e bd_addr: : BD address of the peer device

e accept: : numbers to compare are the same or different.

Unions

union esp_bt_gap_cb_param_t
#include <esp__gap_ bt _api.h> A2DP state callback parameters.
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Public Members
struct esp bt _gap cb param_ t::disc_res param disc_res
discovery result parameter struct

struct esp_bt_gap_ cb_param__t::disc_state__changed_param disc_st_chg

discovery state changed parameter struct

struct esp bt _gap cb _param_ t:rmt_srves  param rmt_srvcs

services of remote device parameter struct

struct esp bt _gap cb_param_ t::rmt_srvc_rec_param rmt_srvc_rec

specific service record from remote device parameter struct

struct esp bt _gap cb param_ t:read rssidelta_param read_rssi_delta

read rssi parameter struct

struct esp bt gap_ cb_param_t:auth cmpl param auth_cmpl

authentication complete parameter struct

struct esp bt _gap cb param_t:pin_req param pin_req

pin request parameter struct

struct esp bt gap_cb_param_t:cfm_ req param cfm_req

confirm request parameter struct

struct esp bt _gap_cb_param_t:key notif param key_notif

passkey notif parameter struct
struct esp_ bt _gap_cb_param__t::key req param key_req

passkey request parameter struct

struct auth_cmpl_param
#include <esp__gap_ bt _api.h> ESP_BT GAP_AUTH_CMPL_EVT.

Public Members

esp__bd__addr _t bda

remote bluetooth device address

esp bt _status t stat

authentication complete status
uint8_t device_name[ESP_BT_GAP_MAX_BDNAME_LEN + 1]

device name

struct cfm_req_param
#include <esp__gap_ bt_api.h> ESP_BT GAP_CFM_REQ_EVT.
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Public Members
esp _bd__addr _t bda
remote bluetooth device address

uint32 t num_val

the numeric value for comparison.

struct disc_res_param

#include <esp__gap_ bt _api.h> ESP_BT_ GAP_DISC_RES EVT.

Public Members
esp__bd__addr_t bda
remote bluetooth device address

int num_prop

number of properties got

esp__bt_gap_dev_prop_t *prop

properties discovered from the new device

struct disc_state_changed_param
#include <esp__gap_ bt _api.h> ESP_BT GAP_DISC_STATE CHANGED_EVT.

Public Members

esp__bt_gap_discovery state t state

discovery state

struct key_notif_param
#include <esp__gap_bt_api.h> ESP_BT GAP_KEY_NOTIF_EVT.

Public Members
esp _bd__addr _t bda
remote bluetooth device address

uint32_t passkey

the numeric value for passkey entry.

struct key_req_param
#include <esp__gap_ bt _api.h> ESP_BT_GAP_KEY_REQ_EVT.
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Public Members

esp _bd__addr _t bda

remote bluetooth device address

struct pin_req_param
#include <esp__gap_ bt _api.h>ESP_BT GAP_PIN_REQ_EVT.

Public Members
esp _bd__addr _t bda

remote bluetooth device address
bool min_16_digit

TRUE if the pin returned must be at least 16 digits

struct read_rssi_delta_param

#include <esp _gap_ bt _api.h> ESP_BT GAP_READ_RSSI DELTA_ EVT *

Public Members

esp__bd__addr_t bda

remote bluetooth device address

esp bt status t stat

read rssi status

int8_t rssi_delta
rssi delta value range -128 ~127, The value zero indicates that the RSSI is in-
side the Golden Receive Power Range, the Golden Receive Power Range is from
ESP_BT_GAP_RSSI_LOW_THRLD to ESP_BT_GAP_RSSI_HIGH_THRLD

struct rmt_srvc_rec_param

#include <esp__gap_ bt_api.h> ESP_BT_GAP_RMT_SRVC_REC_EVT.

Public Members
esp_bd__addr t bda
remote bluetooth device address

esp bt _status t stat

service search status

struct rmt_srvcs_param
#include <esp__gap_ bt _api.h> ESP_BT GAP_RMT_ SRVCS_EVT.
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Public Members
esp _bd__addr _t bda
remote bluetooth device address

esp_ bt status t stat

service search status

int num_uuids
number of UUID in uuid_ list

esp_ bt wuwid t *uuid_list

list of service UUIDs of remote device

Structures

struct esp_bt_cod_t

Class of device.

Public Members
uint32_t reserved_2
undefined

uint32 t minor

minor class

uint32_t major

major class

uint32 t service

service class

uint32 t reserved_8

undefined

struct esp_bt_gap_dev_prop_t
Bluetooth Device Property Descriptor.

Public Members
esp_ bt _gap__dev_prop_type t type
device property type

int len

device property value length
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void *val

device property value

Macros

ESP_BT_GAP_RSSI_HIGH_THRLD
RSSI threshold.

High RSSI threshold

ESP_BT_GAP_RSSI_LOW_THRLD
Low RSSI threshold

ESP_BT_GAP_MAX_BDNAME_LEN

Maximum bytes of Bluetooth device name.

ESP_BT_GAP_EIR_DATA_LEN

Maximum size of EIR Significant part.

ESP_BT_PIN_CODE_LEN
Max pin code length

ESP_BT_I0_CAP_OUT
ESP_BT_IO0_CAP_IO
ESP_BT_IO_CAP_IN
ESP_BT_I0_CAP_NONE

ESP_BT_COD_SRVC_BIT_MASK

Bits of major service class field.
Major service bit mask

ESP_BT_COD_SRVC_BIT_OFFSET

Major service bit offset

ESP_BT_COD_MAJOR_DEV_BIT_MASK

Bits of major device class field.
Major device bit mask

ESP_BT_COD_MAJOR_DEV_BIT_OFFSET
Major device bit offset

ESP_BT_COD_MINOR_DEV_BIT_MASK

Bits of minor device class field.

Minor device bit mask
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ESP_BT_COD_MINOR_DEV_BIT_OFFSET

Minor device bit offset

ESP_BT_COD_FORMAT_TYPE_BIT_MASK
Bits of format type.

Format type bit mask

ESP_BT_COD_FORMAT_TYPE_BIT_OFFSET
Format type bit offset

ESP_BT_COD_FORMAT_TYPE_1

Class of device format type 1.

ESP_BT_GAP_MIN_INQ_LEN

Minimum and Maximum inquiry length Minimum inquiry duration, unit is 1.28s

ESP_BT_GAP_MAX_INQ_LEN

Maximum inquiry duration, unit is 1.28s

Type Definitions

typedef uint8 t esp_bt_pin_code_t[ESP_BT_PIN_CODE_LEN]
Pin Code (upto 128 bits) MSB is 0

typedef uint8_ t esp_bt_io_cap_t

combination of the io capability

typedef void (*esp_bt_gap_cb_t)(esp bl gap cb event event,

*param)
bluetooth GAP callback function type

Parameters
e event: : Event type

o param: : Pointer to callback parameter

Enumerations

enum esp_bt_cod_mode_t

class of device settings
Values:

ESP_BT_SET_COD_MAJOR_MINOR = 0x01

overwrite major, minor class

ESP_BT_SET_COD_SERVICE_CLASS = 0x(2

set the bits in the input, the current bit will remain

esp_bt_gap_cb_param_t
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ESP_BT_CLR_COD_SERVICE_CLASS = 0x04

clear the bits in the input, others will remain

ESP_BT_SET_COD_ALL = 0x08

overwrite major, minor, set the bits in service class

ESP_BT_INIT_COD = Ox0a

overwrite major, minor, and service class

enum esp_bt_scan_mode_t

Discoverability and Connectability mode.
Values:

ESP_BT_SCAN_MODE_NONE = 0

Neither discoverable nor connectable

ESP_BT_SCAN_MODE_CONNECTABLE

Connectable but not discoverable

ESP_BT_SCAN_MODE_CONNECTABLE_DISCOVERABLE

both discoverable and connectable

enum esp_bt_gap_dev_prop_type_t
Bluetooth Device Property type.

Values:

ESP_BT_GAP_DEV_PROP_BDNAME = 1

Bluetooth device name, value type is int8 t |]

ESP_BT_GAP_DEV_PROP_COD

Class of Device, value type is uint32_t

ESP_BT_GAP_DEV_PROP_RSSI
Received Signal strength Indication, value type is int8_t, ranging from -128 to 127

ESP_BT_GAP_DEV_PROP_EIR
Extended Inquiry Response, value type is uint8_t ||

enum esp_bt_eir_type_t

Extended Inquiry Response data type.
Values:

ESP_BT_EIR_TYPE_FLAGS = 0x01
Flag with information such as BR/EDR and LE support

ESP_BT_EIR_TYPE_INCMPL_16BITS_UUID = 0x02
Incomplete list of 16-bit service UUIDs

ESP_BT_EIR_TYPE_CMPL_16BITS_UUID = 0x03
Complete list of 16-bit service UUIDs
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ESP_BT_EIR_TYPE_INCMPL_32BITS_UUID = 0x04
Incomplete list of 32-bit service UUIDs

ESP_BT_EIR_TYPE_CMPL_32BITS_UUID = 0x05
Complete list of 32-bit service UUIDs

ESP_BT_EIR_TYPE_INCMPL_128BITS_UUID = 0x06
Incomplete list of 128-bit service UUIDs

ESP_BT_EIR_TYPE_CMPL_128BITS_UUID = 0x07
Complete list of 128-bit service UUIDs

ESP_BT_EIR_TYPE_SHORT_LOCAL_NAME = 0x08

Shortened Local Name

ESP_BT_EIR_TYPE_CMPL_LOCAL_NAME = 0x09

Complete Local Name

ESP_BT_EIR_TYPE_TX_POWER_LEVEL = 0x0a

Tx power level, value is 1 octet ranging from -127 to 127, unit is dBm

ESP_BT_EIR_TYPE_MANU_SPECIFIC = Oxff

Manufacturer specific data

enum esp_bt_cod_srvc_t

Major service class field of Class of Device, mutiple bits can be set.
Values:

ESP_BT_COD_SRVC_NONE = 0

None indicates an invalid value

ESP_BT_COD_SRVC_LMTD_DISCOVER = Ox1
Limited Discoverable Mode

ESP_BT_COD_SRVC_POSITIONING = 0x8

Positioning (Location identification)

ESP_BT_COD_SRVC_NETWORKING = 0x10
Networking, e.g. LAN, Ad hoc

ESP_BT_COD_SRVC_RENDERING = 0x20
Rendering, e.g. Printing, Speakers

ESP_BT_COD_SRVC_CAPTURING = 0x40

Capturing, e.g. Scanner, Microphone

ESP_BT_COD_SRVC_O0BJ_TRANSFER = 0x80
Object Transfer, e.g. v-Inbox, v-Folder

ESP_BT_COD_SRVC_AUDIO = 0x100

Audio, e.g. Speaker, Microphone, Headset service
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ESP_BT_COD_SRVC_TELEPHONY = 0x200
Telephony, e.g. Cordless telephony, Modem, Headset service

ESP_BT_COD_SRVC_INFORMATION = 0x400
Information, e.g., WEB-server, WAP-server

enum esp_bt_pin_type_t

Values:

ESP_BT_PIN_TYPE_VARIABLE = 0
Refer to BTM_PIN_TYPE_ VARIABLE

ESP_BT_PIN_TYPE_FIXED = 1
Refer to BTM_PIN TYPE FIXED

enum esp_bt_sp_param_t

Values:

ESP_BT_SP_IOCAP_MODE = (
Set 10 mode

enum esp_bt_cod_major_dev_t

Major device class field of Class of Device.
Values:

ESP_BT_COD_MAJOR_DEV_MISC = 0

Miscellaneous

ESP_BT_COD_MAJOR_DEV_COMPUTER = 1

Computer

ESP_BT_COD_MAJOR_DEV_PHONE = 2

Phone(cellular, cordless, pay phone, modem

ESP_BT_COD_MAJOR_DEV_LAN_NAP = 3
LAN, Network Access Point

ESP_BT_COD_MAJOR_DEV_AV = 4
Audio/Video(headset, speaker, stereo, video display, VCR

ESP_BT_COD_MAJOR_DEV_PERIPHERAL = 5
Peripheral(mouse, joystick, keyboard)

ESP_BT_COD_MAJOR_DEV_IMAGING = 6

Imaging(printer, scanner, camera, display

ESP_BT_COD_MAJOR_DEV_WEARABLE = 7
Wearable

ESP_BT_COD_MAJOR_DEV_TOY = 8
Toy
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enum

enum

ESP_BT_COD_MAJOR_DEV_HEALTH = 9
Health

ESP_BT_COD_MAJOR_DEV_UNCATEGORIZED = 31

Uncategorized: device not specified

esp_bt_gap_discovery_state_t

Bluetooth Device Discovery state
Values:

ESP_BT_GAP_DISCOVERY_STOPPED

device discovery stopped

ESP_BT_GAP_DISCOVERY_STARTED

device discovery started

esp_bt_gap_cb_event_t
BT GAP callback events.

Values:

ESP_BT_GAP_DISC_RES_EVT = 0

device discovery result event

ESP_BT_GAP_DISC_STATE_CHANGED_EVT

discovery state changed event

ESP_BT_GAP_RMT_SRVCS_EVT

get remote services event

ESP_BT_GAP_RMT_SRVC_REC_EVT

get remote service record event

ESP_BT_GAP_AUTH_CMPL_EVT
AUTH complete event

ESP_BT_GAP_PIN_REQ_EVT

Legacy Pairing Pin code request

ESP_BT_GAP_CFM_REQ_EVT

Simple Pairing User Confirmation request.
ESP_BT_GAP_KEY_NOTIF_EVT

Simple Pairing Passkey Notification
ESP_BT_GAP_KEY_REQ_EVT

Simple Pairing Passkey request

ESP_BT_GAP_READ_RSSI_DELTA_EVT

read rssi event

ESP_BT_GAP_EVT_MAX
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enum esp_bt_ing_mode_t

Inquiry Mode
Values:

ESP_BT_INQ_MODE_GENERAL_INQUIRY

General inquiry mode

ESP_BT_INQ_MODE_LIMITED_INQUIRY

Limited inquiry mode

Bluetooth A2DP API

Overview

Instructions

Application Example

Check bluetooth folder in ESP-IDF examples, which contains the following application:

o This is a A2DP sink client demo. This demo can be discovered and connected by A2DP source device

and receive the audio stream from remote device - bluetooth/a2dp sink

APl Reference

Header File

e bt/bluedroid/api/include/api/esp a2dp api.h

Functions

esp_err _t esp_a2d_register_callback(esp a2d cb t callback)
Register application callback function to A2DP module. This function should be called only after
esp_ bluedroid__enable() completes successfully, used by both A2DP source and sink.

Return
o ESP_OK: success
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled
o ESP_FAIL: if callback is a NULL function pointer

Parameters
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e callback: A2DP event callback function

esp_err | esp_a2d_sink_register_data_callback(esp a2d sink data cb t callback)
Register A2DP sink data output function; For now the output is PCM data stream decoded from SBC
format. This function should be called only after esp_ bluedroid__enable() completes successfully, used
only by A2DP sink. The callback is invoked in the context of A2DP sink task whose stack size is
configurable through menuconfig.
Return
« ESP OK: success
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled
o ESP_FAIL: if callback is a NULL function pointer
Parameters
e callback: A2DP sink data callback function
esp__err_t esp_a2d_sink_init (void)
Initialize the bluetooth A2DP sink module. This function should be called after
esp_ bluedroid__enable() completes successfully.
Return
o ESP_ OK: if the initialization request is sent successfully
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
o« ESP FAIL: others
esp_err | esp_a2d_sink_deinit (void)
De-initialize for A2DP sink module. This function should be called only after esp_bluedroid_ enable()
completes successfully.
Return
« ESP_OK: success
o« ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP FAIL: others
esp_err_t esp_a2d_sink_connect (esp bd addr t remote_bda)
Connect to remote bluetooth A2DP source device, must after esp_a2d_sink_ init()
Return

e ESP_ OK: connect request is sent to lower layer
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o« ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP FAIL: others
Parameters
e remote_bda: remote bluetooth device address
esp_err_t esp_a2d_sink_disconnect (esp bd addr t remote_bda)
Disconnect from the remote A2DP source device.
Return
e« ESP_OK: disconnect request is sent to lower layer
o« ESP_INVALID_STATE: if bluetooth stack is not yet enabled
o ESP FAIL: others
Parameters
e remote_bda: remote bluetooth device address
esp_err | esp_a2d_media_ctrl(esp a2d_media_ctrl t ctrl)
media control commands; this API can be used for both A2DP sink and source
Return
e ESP_ OK: control command is sent to lower layer
o« ESP_INVALID STATE: if bluetooth stack is not yet enabled
o ESP FAIL: others
Parameters
e ctrl: control commands for A2DP data channel
esp__err_1 esp_a2d_source_init (void)
Initialize the bluetooth A2DP source module. This function should be called after
esp_ bluedroid__enable() completes successfully.
Return
o ESP_ OK: if the initialization request is sent successfully
o« ESP_INVALID STATE: if bluetooth stack is not yet enabled
e ESP FAIL: others
esp__err | esp_a2d_source_deinit (void)

De-initialize for A2DP source module. This function should be called only after

esp_ bluedroid__enable() completes successfully.
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Return
e ESP OK: success
o« ESP_INVALID_STATE: if bluetooth stack is not yet enabled

« ESP_ FAIL: others

esp_err 1 esp_a2d_source_register_data_callback(esp a2d_source data_cb_t callback)

Register A2DP source data input function; For now the input is PCM

data stream. This function

should be called only after esp_bluedroid_ enable() completes successfully. The callback is invoked in

the context of A2DP source task whose stack size is configurable through menuconfig.

Return
e ESP_ OK: success
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
o ESP_FAIL: if callback is a NULL function pointer
Parameters
e callback: A2DP source data callback function
esp__err_t esp_a2d_source_connect(esp bd_addr t remote_bda)
Connect to remote A2DP sink device, must after esp_a2d_source init()
Return
e ESP_ OK: connect request is sent to lower layer
e« ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_ FAIL: others
Parameters
e remote_bda: remote bluetooth device address
esp_err 1 esp_a2d_source_disconnect(esp_bd_addr t remote__bda)
Disconnect from the remote A2DP sink device.
Return
e ESP_ OK: disconnect request is sent to lower layer
o« ESP_INVALID_ STATE: if bluetooth stack is not yet enabled
« ESP FAIL: others
Parameters

e remote_bda: remote bluetooth device address
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Unions

union esp_a2d_cb_param_t

#include <esp _a2dp__api.h> A2DP state callback parameters.

Public Members
struct esp a2d cb param_t::a2d_conn_ stat param conn_stat
A2DP connection status

struct esp a2d_cb_param_t::a2d_audio_stat param audio_stat

audio stream playing state

struct esp_a2d_cb_param__t::a2d__audio__cfg_param audio_cfg

media codec configuration information
struct esp a2d_cb_param_ t:media_ ctrl stat param media_ctrl_stat

status in acknowledgement to media control commands

struct a2d_audio_cfg_param
#include <esp__a2dp__api.h> ESP_A2D AUDIO_CFG_EVT.

Public Members
esp_bd_addr t remote_bda
remote bluetooth device address

esp__a2d_mcc_t mcc

A2DP media codec capability information

struct a2d_audio_stat_param

#include <esp__a2dp__api.h> ESP__A2D AUDIO_STATE_ EVT.

Public Members
esp__a2d__audio__state t state
one of the values from esp_a2d_ audio_ state_t

esp bd addr t remote_bda

remote bluetooth device address

struct a2d_conn_stat_param
#include <esp__a2dp__api.h> ESP__A2D CONNECTION_ STATE EVT.
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Public Members
esp__a2d__connection_ state t state
one of values from esp_a2d_ connection_ state t

esp_bd_addr t remote_bda

remote bluetooth device address
esp _a2d_disc_rsn_t disc_rsn

reason of disconnection for “DISCONNECTED”

struct media_ctrl_stat_param
#include <esp _a2dp _api.h> ESP__A2D_MEDIA CTRL_ACK_EVT.

Public Members
esp_a2d_media_ctrl 1 cmd
media control commands to acknowledge

esp_a2d_media_ ctrl_ack _t status

acknowledgement to media control commands

Structures

struct esp_a2d_mcc_t

A2DP media codec capabilities union.

Public Members
esp__a2d_mct_t type
A2DP media codec type

union esp a2d_mcc_t:[anonymous]| cie

A2DP codec information element

Macros

ESP_A2D_MCT_SBC
Media codec types supported by A2DP.

SBC

ESP_A2D_MCT_M12
MPEG-1, 2 Audio
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ESP_A2D_MCT_M24
MPEG-2, 4 AAC

ESP_A2D_MCT_ATRAC
ATRAC family

ESP_A2D_MCT_NON_A2DP
ESP_A2D_CIE_LEN_SBC
ESP_A2D_CIE_LEN_M12
ESP_A2D_CIE_LEN_M24

ESP_A2D_CIE_LEN_ATRAC

Type Definitions

typedef uint8_t esp_a2d_mct_t
typedef void (*esp_a2d_cb_t)(esp a2d cb event [l event, esp a2d_cb param_ I *param)
A2DP profile callback function type.
Parameters
e event: : Event type
o param: : Pointer to callback parameter
typedef void (*esp_a2d_sink_data_cb_t)(const uint8_t *buf, uint32_t len)
A2DP profile data callback function.
Parameters

e buf: : data received from A2DP source device and is PCM format decoder from SBC decoder;

buf references to a static memory block and can be overwritten by upcoming data
o len: : size(in bytes) in buf
typedef int32_ t (*esp_a2d_source_data_cb_t)(uint8_t *buf, int32_t len)
A2DP source data read callback function.
Return size of bytes read successfully, if the argument len is -1, this value is ignored.
Parameters
e buf: : buffer to be filled with PCM data stream from higher layer

o len: : size(in bytes) of data block to be copied to buf. -1 is an indication to user that data
buffer shall be flushed
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Enumerations

enum esp_a2d_connection_state_t
Bluetooth A2DP connection states.

Values:

ESP_A2D_CONNECTION_STATE_DISCONNECTED = 0

connection released

ESP_A2D_CONNECTION_STATE_CONNECTING

connecting remote device

ESP_A2D_CONNECTION_STATE_CONNECTED

connection established

ESP_A2D_CONNECTION_STATE_DISCONNECTING

disconnecting remote device

enum esp_a2d_disc_rsn_t

Bluetooth A2DP disconnection reason.
Values:

ESP_A2D_DISC_RSN_NORMAL = (

Finished disconnection that is initiated by local or remote device

ESP_A2D_DISC_RSN_ABNORMAL

Abnormal disconnection caused by signal loss

enum esp_a2d_audio_state_t

Bluetooth A2DP datapath states.
Values:

ESP_A2D_AUDIO_STATE_REMOTE_SUSPEND = (

audio stream datapath suspended by remote device

ESP_A2D_AUDIO_STATE_STOPPED
audio stream datapath stopped

ESP_A2D_AUDIO_STATE_STARTED

audio stream datapath started

enum esp_a2d_media_ctrl_ack_t

A2DP media control command acknowledgement code.
Values:

ESP_A2D_MEDIA_CTRL_ACK_SUCCESS = 0

media control command is acknowledged with success
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enum

enum

ESP_A2D_MEDIA_CTRL_ACK_FAILURE

media control command is acknowledged with failure

ESP_A2D_MEDIA_CTRL_ACK_BUSY

media control command is rejected, as previous command is not yet acknowledged

esp_a2d_media_ctrl_t

A2DP media control commands.
Values:

ESP_A2D_MEDIA_CTRL_NONE = (

dummy command

ESP_A2D_MEDIA_CTRL_CHECK_SRC_RDY

check whether AVDTP is connected, only used in A2DP source

ESP_A2D_MEDIA_CTRL_START

command to set up media transmission channel

ESP_A2D_MEDIA_CTRL_STOP

command to stop media transmission

ESP_A2D_MEDIA_CTRL_SUSPEND

command to suspend media transmission

esp_a2d_cb_event_t
A2DP callback events.

Values:

ESP_A2D_CONNECTION_STATE_EVT = 0

connection state changed event

ESP_A2D_AUDIO_STATE_EVT

audio stream transmission state changed event

ESP_A2D_AUDIO_CFG_EVT
audio codec is configured, only used for A2DP SINK

ESP_A2D_MEDIA_CTRL_ACK_EVT

acknowledge event in response to media control commands

BT AVRCP APIs

Overview

Bluetooth AVRCP reference APIs.

Instructions

3.3.

Bluetooth API
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Application Example

Instructions

API| Reference
Header File

o bt/bluedroid/api/include/api/esp_avrc_api.h

Functions

esp__err_t esp_avrc_ct_register_callback(esp avrc ct cb_t callback)
Register application callbacks to AVRCP module; for now only AVRCP Controller role is supported.

This function should be called after esp_ bluedroid_enable() completes successfully.

Return
« ESP OK: success
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_FAIL: others
Parameters
e callback: AVRCP controller callback function

esp__err_t esp_avrc_ct_init (void)
Initialize the bluetooth AVRCP controller module, This function should be called after

esp_ bluedroid__enable() completes successfully.

Return
e ESP OK: success
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP FAIL: others

esp_err | esp_avrc_ct_deinit (void)
De-initialize AVRCP controller module. This function should be called after after

esp_ bluedroid__enable() completes successfully.

Return

e ESP_ OK: success
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o« ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP FAIL: others

esp_err_t esp_avrc_ct_send_set_player_value_cmd(uint8_t ¢, uint8_t attr_id, uint8_t

value__id)
Send player application settings command to AVRCP target. This function should be called after

ESP AVRC CT CONNECTION STATE EVT is received and AVRCP connection is established.
Return

« ESP OK: success

o« ESP_INVALID_STATE: if bluetooth stack is not yet enabled

o ESP_ FAIL: others
Parameters

e tl: : transaction label, 0 to 15, consecutive commands should use different values.

e attr_id: : player application setting attribute IDs from one of esp_avrc_ps_attr_ids_t

e value_id: : attribute value defined for the specific player application setting attribute

esp_err_t esp_avrc_ct_send_register_notification_cmd(uint8_t tl, uint8_t event id, uint32_t

event__parameter)
Send register notification command to AVRCP target, This function should be called after

ESP _AVRC CT CONNECTION STATE EVT is received and AVRCP connection is established.
Return

« ESP OK: success

e ESP_INVALID_STATE: if bluetooth stack is not yet enabled

« ESP_FAIL: others
Parameters

e tl: : transaction label, 0 to 15, consecutive commands should use different values.

e event_id: : id of events, e.g. ESP_AVRC_RN_PLAY_ STATUS_ CHANGE,
ESP_AVRC_RN_TRACK_CHANGE, etc.

e event_parameter: : special  parameters, eg. playback interval for
ESP_AVRC_RN_PLAY_POS_CHANGED

esp__err_1 esp_avrc_ct_send_metadata_cmd (uint8_t ¢/, uint8_t attr_mask)
Send metadata command to AVRCP target, This function should be called after
ESP _AVRC _CT_ CONNECTION_ STATE EVT is received and AVRCP connection is estab-
lished.
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Return
e ESP OK: success
o« ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_ FAIL: others
Parameters
e tl: : transaction label, 0 to 15, consecutive commands should use different values.
e attr_mask: : mask of attributes, e.g. ESP_AVRC_MD_ATTR_ID_TITLE |
ESP_AVRC_MD_ATTR_ID_ARTIST.

esp_err_t esp_avrc_ct_send_passthrough_cmd (uint8 t #/, uint8_t key code, uint8_t key state)
Send passthrough command to AVRCP target, This function should be called after
ESP AVRC CT CONNECTION STATE EVT is received and AVRCP connection is established.
Return
o ESP_OK: success
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_FAIL: others
Parameters
e tl: : transaction label, 0 to 15, consecutive commands should use different values.

e key_code: : passthrough command code, e.g. ESP_AVRC_PT_CMD_PLAY,
ESP_AVRC_PT_ CMD_STOP, etc.

e key_state: : passthrough command key state, ESP_ AVRC_PT_CMD_STATE_PRESSED
or ESP AVRC PT CMD STATE RELEASED

Unions

union esp_avrc_ct_cb_param_t

#include <esp__avrc__api.h> AVRC controller callback parameters.

Public Members
struct esp avrc ct _cb param_t:avrc _ct__conn stal param conn_stat
AVRC connection status

struct esp_avrc_ct_cb_param__t::avrc__ct_psth__rsp__param psth_rsp

passthrough command response
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struct esp_avrc_ct_cb_param__t::avrc__ct_meta__rsp__param meta_rsp

metadata attributes response

struct esp avrc_ct cb param_t:avre ct change notify param change_ntf

notifications

struct esp avrc_ct_cb_param__t::avre _ct_rmi_feats param rmt_feats

AVRC features discovered from remote SDP server

struct avrc_ct_change_notify_param
#include <esp__avrc_api.h> ESP_AVRC_CT_CHANGE_NOTIFY_EVT.

Public Members
uint8 t event_id
id of AVRC event notification

uint32_t event_parameter

event notification parameter

struct avrc_ct_conn_stat_param
#include <esp _avrc_api.h> ESP_AVRC_CT_CONNECTION_STATE EVT.

Public Members
bool connected
whether AVRC connection is set up

esp_bd__addr t remote_bda

remote bluetooth device address

struct avrc_ct_meta_rsp_param
#include <esp__avrc_api.h> ESP_AVRC_ CT_METADATA_ RSP_EVT.

Public Members
uint8_t attr_id
id of metadata attribute

uint8 t *attr_text
attribute itself

int attr_length

attribute character length

struct avrc_ct_psth_rsp_param
#include <esp__avrc_api.h> ESP_AVRC_CT_PASSTHROUGH_RSP_EVT.
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Public Members
uint8_t tl
transaction label, 0 to 15

uint8_ t key_code

passthrough command code

uint8_t key_state
0 for PRESSED, 1 for RELEASED

struct avrc_ct_rmt_feats_param
#include <esp _avrc_api.h> ESP_AVRC_CT_ REMOTE_ FEATURES_ EVT.

Public Members
uint32 t feat_mask
AVRC feature mask of remote device

esp_bd__addr t remote_bda

remote bluetooth device address

Type Definitions

typedef void (*esp_avrc_ct_cb_t)(esp avrc ct cb_event ¢ event, esp_avrc_ct_cb_param_t

*param)
AVRCP controller callback function type.

Parameters
e event: : Event type

o param: : Pointer to callback parameter union

Enumerations

enum esp_avrc_features_t
AVRC feature bit mask.

Values:

ESP_AVRC_FEAT_RCTG = 0x0001

remote control target

ESP_AVRC_FEAT_RCCT = 0x0002

remote control controller
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enum

enum

enum

ESP_AVRC_FEAT_VENDOR = 0x0008

remote control vendor dependent commands

ESP_AVRC_FEAT_BROWSE = 0x0010

use browsing channel

ESP_AVRC_FEAT_META_DATA = 0x0040

remote control metadata transfer command /response

ESP_AVRC_FEAT_ADV_CTRL = 0x0200

remote control advanced control commmand /response

esp_avrc_pt_cmd_t

AVRC passthrough command code.

Values:

ESP_AVRC_PT_CMD_PLAY = (x44
play

ESP_AVRC_PT_CMD_STOP = 0x45
stop

ESP_AVRC_PT_CMD_PAUSE = 0x46

pause

ESP_AVRC_PT_CMD_FORWARD = 0x4B

forward

ESP_AVRC_PT_CMD_BACKWARD = 0x4C

backward

ESP_AVRC_PT_CMD_REWIND = 0x48

rewind

ESP_AVRC_PT_CMD_FAST_FORWARD = 0x49

fast forward

esp_avrc_pt_cmd_state_t

AVRC passthrough command state.
Values:

ESP_AVRC_PT_CMD_STATE_PRESSED = ()
key pressed

ESP_AVRC_PT_CMD_STATE_RELEASED = 1

key released

esp_avrc_ct_cb_event_t

AVRC Controller callback events.

Values:
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enum

enum

ESP_AVRC_CT_CONNECTION_STATE_EVT = 0

connection state changed event

ESP_AVRC_CT_PASSTHROUGH_RSP_EVT = 1

passthrough response event

ESP_AVRC_CT_METADATA_RSP_EVT = 2

metadata response event

ESP_AVRC_CT_PLAY_STATUS_RSP_EVT = 3

play status response event

ESP_AVRC_CT_CHANGE_NOTIFY_EVT = 4

notification event

ESP_AVRC_CT_REMOTE_FEATURES_EVT = 5

feature of remote device indication event

esp_avrc_md_attr_mask_t

AVRC metadata attribute mask.
Values:

ESP_AVRC_MD_ATTR_TITLE = Oxl1
title of the playing track

ESP_AVRC_MD_ATTR_ARTIST = 0x2

track artist

ESP_AVRC_MD_ATTR_ALBUM = Ox4

album name

ESP_AVRC_MD_ATTR_TRACK_NUM = 0x8

track position on the album

ESP_AVRC_MD_ATTR_NUM_TRACKS = 0x10

number of tracks on the album

ESP_AVRC_MD_ATTR_GENRE = 0x20

track genre

ESP_AVRC_MD_ATTR_PLAYING_TIME = 0x40

total album playing time in miliseconds

esp_avrc_rn_event_ids_t

AVRC event notification ids.
Values:

ESP_AVRC_RN_PLAY_STATUS_CHANGE = 0x01

track status change, eg. from playing to paused
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enum

enum

ESP_AVRC_RN_TRACK_CHANGE = 0x02

new track is loaded

ESP_AVRC_RN_TRACK_REACHED_END = 0x03

current track reached end

ESP_AVRC_RN_TRACK_REACHED_START = 0x04

current track reached start position

ESP_AVRC_RN_PLAY_POS_CHANGED = 0x05
track playing position changed

ESP_AVRC_RN_BATTERY_STATUS_CHANGE = 0x06
battery status changed

ESP_AVRC_RN_SYSTEM_STATUS_CHANGE = 0x07

system status changed

ESP_AVRC_RN_APP_SETTING_CHANGE = 0x08

application settings changed
ESP_AVRC_RN_MAX_EVT

esp_avrc_ps_attr_ids_t

AVRC player setting ids.
Values:

ESP_AVRC_PS_EQUALIZER = (0x01

equalizer, on or off

ESP_AVRC_PS_REPEAT_MODE = 0x02

repeat mode

ESP_AVRC_PS_SHUFFLE_MODE = 0x03

shuffle mode

ESP_AVRC_PS_SCAN_MODE = 0x04

scan mode on or off
ESP_AVRC_PS_MAX_ATTR

esp_avrc_ps_eq_value_ids_t
AVRC equalizer modes.

Values:

ESP_AVRC_PS_EQUALIZER_OFF = 0Ox1
equalizer OFF

ESP_AVRC_PS_EQUALIZER_ON = 0x2
equalizer ON

3.3.

Bluetooth API

407



Read the Docs Template Documentation, 4% v3.2.5-1-g110d230e3

enum esp_avrc_ps_rpt_value_ids_t
AVRC repeat modes.

Values:

ESP_AVRC_PS_REPEAT_OFF = (Ox1

repeat mode off

ESP_AVRC_PS_REPEAT_SINGLE = (x2

single track repeat

ESP_AVRC_PS_REPEAT_GROUP = 0x3

group repeat

enum esp_avrc_ps_shf_value_ids_t
AVRC shuffle modes.

Values:

ESP_AVRC_PS_SHUFFLE_OFF = (Ox1
ESP_AVRC_PS_SHUFFLE_ALL = 0x2
ESP_AVRC_PS_SHUFFLE_GROUP = 0x3

enum esp_avrc_ps_scn_value_ids_t

AVRC scan modes.
Values:

ESP_AVRC_PS_SCAN_OFF = (x1

scan off

ESP_AVRC_PS_SCAN_ALL = 0x2

all tracks scan

ESP_AVRC_PS_SCAN_GROUP = 0x3

group scan

SPP API

Overview

Instructions

Application Example

Check bluetooth folder in ESP-IDF examples, which contains the following application:
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e This is a SPP demo. This demo can discover the service, connect, send and recive SPP data blue-

tooth/bt__spp_ acceptor, bluetooth/bt_spp_ initiator

API| Reference

Header File

e bt/bluedroid/api/include/api/esp_spp_ api.h

Functions

esp__err_1 esp_spp_register_callback(esp_spp_cb_t callback)
This function is called to init callbacks with SPP module.
Return
« ESP OK: success
e other: failed
Parameters
e callback: pointer to the init callback function.
esp_err_t esp_spp_init(esp_spp mode t mode)
This function is called to init SPP.
Return
« ESP_ OK: success
e other: failed
Parameters
e mode: Choose the mode of SPP, ESP_SPP_MODE_CB or ESP_SPP_MODE_VFS.
esp__err_t esp_spp_deinit ()
This function is called to uninit SPP.
Return
¢ ESP_ OK: success
e other: failed

esp_err_t esp_spp_start_discovery(esp bd addr t bd_addr)

This function is called to performs service discovery for the services provided by the given
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peer device.  When the operation is complete the callback function will be called with a

ESP_SPP_DISCOVERY_ COMP_EVT.

Return
« ESP_ OK: success
e other: failed
Parameters
e bd_addr: Remote device bluetooth device address.

esp__err 1 esp_spp_connect(esp_spp sec t sec_mask, esp spp_role t role, uint8 t remote scn,

esp_bd__addr _t peer_ _bd__addr)
This function makes an SPP connection to a remote BD Address. When the connection is initiated

or failed to initiate, the callback is called with ESP_SPP_CL_INIT EVT. When the connection is
established or failed, the callback is called with ESP_ SPP__OPEN_EVT.

Return
« ESP_ OK: success
o other: failed

Parameters

e sec_mask: Security Setting Mask. Suggest to wuse ESP_SPP_SEC_NONE,
ESP_SPP_SEC_AUTHORIZE or ESP_SPP_SEC_AUTHENTICATE only.

e role: Master or slave.
e remote_scn: Remote device bluetooth device SCN.
e peer_bd_addr: Remote device bluetooth device address.
esp__err 1 esp_spp_disconnect (uint32_t handle)
This function closes an SPP connection.
Return
« ESP OK: success
e other: failed
Parameters
e handle: The connection handle.

esp_err 1 esp_spp_start_srv(esp spp_sec t sec_mask, esp spp role t role, uint8_t local scn,

const char *name)
This function create a SPP server and starts listening for an SPP connection request from

a remote Bluetooth device.  When the server is started successfully, the callback is called
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with ESP_SPP_START EVT. When the connection is established, the callback is called with
ESP _SPP SRV_OPEN_ EVT.

Return

ESP_ OK: success

other: failed

Parameters

sec_mask: Security  Setting Mask. Security ~ Setting Mask. Sug-
gest to use ESP_SPP_SEC_ NONE, ESP_SPP SEC AUTHORIZE or
ESP_SPP_SEC_AUTHENTICATE only.

role: Master or slave.
local_scn: The specific channel you want to get. If channel is 0, means get any channel.

name: Server’ s name.

esp_err t esp_spp_write (uint32_t handle, int len, uint8 _t *p_ data)
This function is used to write data, only for ESP_ SPP_MODE_CB.

Return

ESP  OK: success

other: failed

Parameters

handle: The connection handle.
len: The length of the data written.

p_data: The data written.

esp__err_t esp_spp_vis_register (void)

This function is used to register VFS.

Return

Unions

ESP  OK: success

other: failed

union esp_spp_cb_param_t

#include <esp__spp__api.h> SPP callback parameters union.
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Public Members
struct esp spp cb_param_ t::spp_init _evt param init
SPP callback param of SPP_INIT EVT

struct esp_ spp_cb_param_ t::spp discovery comp__evt param disc_comp
SPP callback param of SPP__DISCOVERY_COMP_EVT

struct esp_spp_ cb__param__t::spp _open__evt param open
SPP callback param of ESP_SPP_OPEN_EVT

struct esp spp_ cb_param_ t:spp sru_open__evt param Srv_open

SPP callback param of ESP_SPP_SRV__OPEN_EVT

struct esp spp cb_param_t:spp close evt param close
SPP callback param of ESP_SPP_CLOSE_EVT

struct esp spp cb_param_ t:spp_start evt param start

SPP callback param of ESP_SPP__START_ EVT

struct esp spp cb_param_ t::spp_cl inil__evt param cl_init
SPP callback param of ESP_SPP_CL_INIT EVT

struct esp spp_cb_param_ t:spp write _evt param write

SPP callback param of ESP_ SPP_ WRITE_EVT

struct esp spp_cb_param_t:spp data ind_evt param data_ind
SPP callback param of ESP_SPP_DATA IND_ EVT

struct esp_spp_cb_param_ t:spp_cong evt param cong
SPP callback param of ESP_ SPP_CONG_EVT

struct spp_cl_init_evt_param
#include <esp _spp _api.h> ESP_SPP_CL_INIT EVT.

Public Members

esp__spp__status ¢ status

status

uint32_t handle

The connection handle

uint8 t sec_id

security ID used by this server

bool use_co
TRUE to use co_rfc data
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struct spp_close_evt_param
#include <esp _spp_api.h> ESP_SPP_CLOSE_EVT.

Public Members

esp__spp__status 1 status

status

uint32__t port_status
PORT status

uint32 t handle

The connection handle

bool async
FALSE, if local initiates disconnect

struct spp_cong_evt_param
#include <esp__spp__api.h> ESP_SPP_CONG_EVT.

Public Members
esp__spp__status ¢ status
status

uint32 t handle

The connection handle

bool cong
TRUE, congested. FALSE, uncongested

struct spp_data_ind_evt_param
#include <esp _spp _api.h> ESP_SPP_DATA_ IND_EVT.

Public Members

esp__spp__status 1 status

status

uint32_t handle

The connection handle

uintl6 t len
The length of data

uint8 t *data

The data received
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struct spp_discovery_comp_evt_param

#include <esp _spp _api.h> SPP_DISCOVERY__COMP_EVT.

Public Members
esp__spp__status 1 status
status

uint8_t scn_num

The num of scn__num

uint8_t scn[ESP_SPP_MAX_SCN]
channel #

struct spp_init_evt_param
#include <esp__spp__api.h> SPP_INIT EVT.

Public Members

esp__spp__status 1 status

status

struct spp_open_evt_param
#include <esp__spp__api.h> ESP_SPP_OPEN_EVT.

Public Members

esp__spp__status_t status

status

uint32_t handle

The connection handle

int £d
The file descriptor only for ESP_SPP__MODE_ VFS

esp_bd_addr t rem_bda
The peer address

struct spp_srv_open_evt_param
#include <esp__spp__api.h> ESP_SPP_SRV_OPEN_EVT.

Public Members

esp__spp__status 1 status

status
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uint32_t handle

The connection handle

uint32_t new_listen_handle

The new listen handle

int £4

The file descriptor only for ESP_ SPP_MODE_ VFS

esp _bd_addr t rem_bda
The peer address

struct spp_start_evt_param

#include <esp__spp_api.h> ESP_SPP_START_ EVT.

Public Members
esp__spp__status ¢ status
status

uint32_t handle

The connection handle

uint8 t sec_id

security ID used by this server

bool use_co

TRUE to use co_rfc_data

struct spp_write_evt_param

#include <esp__spp__api.h> ESP_SPP_WRITE_EVT.

Public Members
esp__spp__status_t status
status

uint32 t handle

The connection handle

int 1len
The length of the data written.

bool cong

congestion status
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Macros

ESP_SPP_SEC_NONE
No security. relate to BTA_ SEC__NONE in bta/bta_api.h

ESP_SPP_SEC_AUTHORIZE
Authorization required (only needed for out going connection ) relate to BTA__SEC_AUTHORIZE in
bta/bta_api.h

ESP_SPP_SEC_AUTHENTICATE
Authentication required. relate to BTA__SEC _AUTHENTICATE in bta/bta_api.h

ESP_SPP_SEC_ENCRYPT
Encryption required. relate to BTA_SEC_ENCRYPT in bta/bta_api.h

ESP_SPP_SEC_MODE4_LEVEL4
Mode 4 level 4 service, i.e. incoming/outgoing MITM and P-256 encryption relate to
BTA_SEC_MODE4_LEVEL4 in bta/bta_api.h

ESP_SPP_SEC_MITM
Man-In-The Middle protection relate to BTA__ SEC_MITM in bta/bta_api.h

ESP_SPP_SEC_IN_16_DIGITS
Min 16 digit for pin code relate to BTA_SEC_IN_16_DIGITS in bta/bta_api.h

ESP_SPP_MAX_MTU
SPP max MTU

ESP_SPP_MAX_SCN
SPP max SCN

Type Definitions

typedef uintl6_t esp_spp_sec_t
typedef void() esp_spp_cb_t(esp_spp_cb_event_t event, esp_spp_cb_param_t *param)
SPP callback function type.
Parameters
e event: Event type

o param: Point to callback parameter, currently is union type

Enumerations

enum esp_spp_status_t

Values:
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ESP_SPP_SUCCESS = 0

Successful operation.

ESP_SPP_FAILURE

Generic failure.

ESP_SPP_BUSY

Temporarily can not handle this request.

ESP_SPP_NO_DATA

no data.

ESP_SPP_NO_RESOURCE

No more set pm control block

enum esp_spp_role_t

Values:

ESP_SPP_ROLE_MASTER = 0

Role: master

ESP_SPP_ROLE_SLAVE =1

Role: slave

enum esp_spp_mode_t

Values:

ESP_SPP_MODE_CB = 0

When data is coming, a callback will come with data

ESP_SPP_MODE_VFS =1
Use VFS to write/read data

enum esp_spp_cb_event_t

SPP callback function events.
Values:

ESP_SPP_INIT_EVT = 0
When SPP is inited, the event comes

ESP_SPP_DISCOVERY_COMP_EVT = 8

When SDP discovery complete, the event comes

ESP_SPP_OPEN_EVT = 26

When SPP Client connection open, the event comes

ESP_SPP_CLOSE_EVT = 27

When SPP connection closed, the event comes

ESP_SPP_START_EVT = 28

When SPP server started, the event comes
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ESP_SPP_CL_INIT_EVT = 29

When SPP client initiated a connection, the event comes

ESP_SPP_DATA_IND_EVT = 30
When SPP connection received data, the event comes, only for ESP_ SPP_ MODE_CB

ESP_SPP_CONG_EVT = 31
When SPP  connection congestion status changed, the event comes, only for
ESP_SPP_MODE_CB

ESP_SPP_WRITE_EVT = 33
When SPP write operation completes, the event comes, only for ESP_ SPP_ MODE_ CB

ESP_SPP_SRV_OPEN_EVT = 34

When SPP Server connection open, the event comes

HFP DEFINES

Overview

Instructions

APl Reference

Header File

o bt/bluedroid/api/include/api/esp_hf defs.h

Enumerations

enum esp_hf_volume_control_target_t

Bluetooth HFP audio volume control target.
Values:

ESP_HF_VOLUME_CONTROL_TARGET_SPK = 0

speaker

ESP_HF_VOLUME_CONTROL_TARGET_MIC

microphone

enum esp_hf_roaming_status_t

+CIND roaming status indicator values

Values:
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enum

enum

enum

enum

ESP_HF_ROAMING_STATUS_INACTIVE = 0O

roaming is not active

ESP_HF_ROAMING_STATUS_ACTIVE

a roaming is active

esp_hf_call_status_t
+CIND call status indicator values

Values:

ESP_HF_CALL_STATUS_NO_CALLS = 0

no call in progress

ESP_HF_CALL_STATUS_CALL_IN_PROGRESS — 1

call is present(active or held)

esp_hf_call_setup_status_t
+CIND call setup status indicator values

Values:

ESP_HF_CALL_SETUP_STATUS_NONE = 0

no call setup in progress

ESP_HF_CALL_SETUP_STATUS_INCOMING = 1

incoming call setup in progress

ESP_HF_CALL_SETUP_STATUS_OUTGOING_DIALING = 2

outgoing call setup in dialing state

ESP_HF_CALL_SETUP_STATUS_OUTGOING_ALERTING = 3

outgoing call setup in alerting state

esp_hf_call_held_status_t
+CIND call held indicator values

Values:

ESP_HF_CALL_HELD_STATUS_NONE = 0

no calls held

ESP_HF_CALL_HELD_STATUS_HELD_AND_ACTIVE =1
both active and held call

ESP_HF_CALL_HELD_STATUS_HELD = 2

call on hold, no active call

esp_hf_service_availability_status_t

+CIND network service availability status

Values:
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enum

enum

enum

ESP_HF_SERVICE_AVAILABILITY_STATUS_UNAVAILABLE = 0

service not available

ESP_HF_SERVICE_AVAILABILITY_STATUS_AVAILABLE

service available

esp_hf_current_call_status_t
+CLCC status of the call

Values:

ESP_HF_CURRENT_CALL_STATUS_ACTIVE = 0

active

ESP_HF_CURRENT_CALL_STATUS_HELD = 1
held

ESP_HF_CURRENT_CALL_STATUS_DIALING = 2
dialing (outgoing calls only)

ESP_HF_CURRENT_CALL_STATUS_ALERTING = 3

alerting (outgoing calls only)

ESP_HF_CURRENT_CALL_STATUS_INCOMING = 4

incoming (incoming calls only)

ESP_HF_CURRENT_CALL_STATUS_WAITING = 5

waiting (incoming calls only)

ESP_HF_CURRENT_CALL_STATUS_HELD_BY_RESP_HOLD = 6
call held by response and hold

esp_hf_current_call_direction_t
+CLCC direction of the call

Values:

ESP_HF_CURRENT_CALL_DIRECTION_OUTGOING = 0

outgoing
ESP_HF_CURRENT_CALL_DIRECTION_INCOMING = 1
incoming
esp_hf_current_call_mpty_type_t
+CLCC multi-party call flag

Values:

ESP_HF_CURRENT_CALL_MPTY_TYPE_SINGLE = (

not a member of a multi-party call

ESP_HF_CURRENT_CALL_MPTY_TYPE_MULTI = 1

member of a multi-party call
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enum esp_hf_current_call_mode_t
+CLCC call mode

Values:
ESP_HF_CURRENT_CALL_MODE_VOICE = 0
ESP_HF_CURRENT_CALL_MODE_DATA = 1
ESP_HF_CURRENT CALL_MODE_FAX = 2

enum esp_hf_call_addr_type_t
+CLCC address type

Values:

ESP_HF_CALL_ADDR_TYPE_UNKNOWN = 0x81

unkown address type

ESP_HF_CALL_ADDR_TYPE_INTERNATIONAL = 0x91

international address

enum esp_hf_subscriber_service_type_t

+CNUM service type of the phone number
Values:

ESP_HF_SUBSCRIBER_SERVICE_TYPE_UNKNOWN = 0

unknown

ESP_HF_SUBSCRIBER_SERVICE_TYPE_VOICE

voice service

ESP_HF_SUBSCRIBER_SERVICE_TYPE_FAX

fax service

enum esp_hf_btrh_status_t
+BTRH response and hold result code

Values:

ESP_HF_BTRH_STATUS_HELD = 0

incoming call is put on held in AG

ESP_HF_BTRH_STATUS_ACCEPTED

held incoming call is accepted in AG

ESP_HF_BTRH_STATUS_REJECTED

held incoming call is rejected in AG

enum esp_hf_btrh_cmd_t
AT+BTRH response and hold action code.

Values:
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enum

enum

enum

ESP_HF_BTRH_CMD_HOLD = 0

put the incoming call on hold

ESP_HF_BTRH_CMD_ACCEPT = 1

accept a held incoming call

ESP_HF_BTRH_CMD_REJECT = 2

reject a held incoming call

esp_hf_at_response_code_t

response indication codes for AT commands
Values:

ESP_HF_AT_RESPONSE_CODE_OK = 0

acknowledges execution of a command line

ESP_HF_AT_RESPONSE_CODE_ERR

command not accepted

ESP_HF_AT_RESPONSE_CODE_NO_CARRIER

connection terminated

ESP_HF_AT_RESPONSE_CODE_BUSY
busy signal detected

ESP_HF_AT_RESPONSE_CODE_NO_ANSWER

connection completion timeout

ESP_HF_AT_RESPONSE_CODE_DELAYED
delayed

ESP_HF_AT_RESPONSE_CODE_BLACKLISTED
blacklisted

ESP_HF_AT_RESPONSE_CODE_CME
CME error

esp_hf_vr_state_t

voice recognition state
Values:

ESP_HF_VR_STATE_DISABLED = ()

voice recognition disabled

ESP_HF_VR_STATE_ENABLED

voice recognition enabled

esp_hf_chld_type_t
AT+CHLD command values.

Values:
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ESP_HF_CHLD_TYPE_REL = 0
<0>, Terminate all held or set UDUB( “busy” ) to a waiting call

ESP_HF_CHLD_TYPE_REL_ACC

<1>, Terminate all active calls and accepts a waiting/held call

ESP_HF_CHLD_TYPE_HOLD_ACC
<2>, Hold all active calls and accepts a waiting/held call

ESP_HF_CHLD_TYPE_MERGE
<3>, Add all held calls to a conference

ESP_HF_CHLD_TYPE_MERGE_DETACH

<4>, connect the two calls and disconnects the subscriber from both calls

ESP_HF_CHLD_TYPE_REL_X

<1x>, releases specified calls only

ESP_HF_CHLD_TYPE_PRIV_X

<2x>, request private consultation mode with specified call

enum esp_hf_cme_err_t

Extended Audio Gateway Error Result Code Response.
Values:

ESP_HF_CME_AG_FAILURE = 0

ag failure

ESP_HF_CME_NO_CONNECTION_TO_PHONE = 1

no connection to phone

ESP_HF_CME_OPERATION_NOT_ALLOWED = 3

operation not allowed

ESP_HF_CME_OPERATION_NOT_SUPPORTED = 4

operation not supported

ESP_HF_CME_PH_SIM_PIN_REQUIRED = 5
PH-SIM PIN Required

ESP_HF_CME_SIM_NOT_INSERTED = 10
SIM not inserted

ESP_HF_CME_SIM_PIN_REQUIRED = 11
SIM PIN required

ESP_HF_CME_SIM_PUK_REQUIRED = 12
SIM PUK required

ESP_HF_CME_SIM_FAILURE = 13
SIM failure
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ESP_

ESP_

ESP_

ESP_

ESP_

ESP_

ESP_

ESP_

ESP_

ESP_

ESP_

ESP_

ESP_

ESP_

HF_CME_SIM_BUSY = 14
SIM busy

HF_CME_INCORRECT_PASSWORD = 16

incorrect password

HF_CME_SIM_PIN2_REQUIRED = 17
SIM PIN2 required

HF_CME_SIM_PUK2_REQUIRED = 18
SIM PUK2 required

HF_CME_MEMEORY_FULL = 20

memory full

HF_CME_INVALID_INDEX = 21

invalid index

HF_CME_MEMEORY_FAILURE = 23

memory failure

HF _CME_TEXT_STRING_TOO_LONG = 24

test string too long

HF_CME_INVALID_CHARACTERS_IN_TEXT_STRING = 25

invalid characters in text string

HF_CME_DIAL_STRING_TOO_LONG = 26

dial string too long

HF_CME_INVALID_CHARACTERS_IN_DIAL_STRING = 27

invalid characters in dial string

HF_CME_NO_NETWORK_SERVICE = 30

no network service

HF _CME_NETWORK_TIMEOUT = 31

network timeout

HF_CME_NETWORK_NOT_ALLOWED = 32

network not allowed emergency calls only

HFP CLIENT API

Overview

Instructions
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API Reference
Header File

e bt/bluedroid/api/include/api/esp hf client api.h
Functions

esp_err_t esp_hf_client_register_callback(esp_hf client cb t callback)
Register application callback function to HFP client module. This function should be called only after
esp_ bluedroid__enable() completes successfully, used by HFP client.

Return
e ESP OK: success
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
o ESP_FAIL: if callback is a NULL function pointer
Parameters
e callback: HFP client event callback function
esp_err_t esp_hf_client_init(void)

Initialize the bluetooth HFP client module. This function should be called after

esp_ bluedroid__enable() completes successfully.

Return
o ESP_ OK: if the initialization request is sent successfully
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_FAIL: others
esp_err 1 esp_hf_client_deinit (void)

De-initialize for HFP client module. This function should be called only after esp bluedroid_ enable()

completes successfully.

Return
¢ ESP_ OK: success
o« ESP_INVALID_ STATE: if bluetooth stack is not yet enabled

« ESP FAIL: others
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esp__err_t esp_hf_client_connect(esp_bd_addr t remote__bda)

Connect to remote bluetooth HFP audio gateway(AG) device, must after esp_ hf client_ init()

Return
e ESP_OK: connect request is sent to lower layer
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled

o« ESP_ FAIL: others

Parameters

e remote_bda: remote bluetooth device address

esp_err_t esp_hf_client_disconnect(esp_bd_addr t remote__bda)

Disconnect from the remote HFP audio gateway.

Return
e ESP_ OK: disconnect request is sent to lower layer
e« ESP_INVALID_STATE: if bluetooth stack is not yet enabled

« ESP FAIL: others

Parameters

e remote_bda: remote bluetooth device address

esp_err_t esp_hf_client_connect_audio(esp bd addr t remote_bda)

Create audio connection with remote HFP AG. As a precondition to use this API, Service Level

Connection shall exist with AG.

Return
e ESP_ OK: disconnect request is sent to lower layer
e« ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_ FAIL: others
Parameters
e remote_bda: remote bluetooth device address

esp_err _t esp_hf_client_disconnect_audio(esp bd addr t remote_bda)

Release the established audio connection with remote HFP AG.

Return

e ESP_OK: disconnect request is sent to lower layer

o« ESP_INVALID_ STATE: if bluetooth stack is not yet enabled
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« ESP_ FAIL: others
Parameters
e remote_bda: remote bluetooth device address
esp__err_1 esp_hf_client_start_voice_recognition(void)
Enable voice recognition in the AG. As a precondition to use this API, Service Level Connection shall
exist with AG.
Return
e ESP_ OK: disconnect request is sent to lower layer
o« ESP_INVALID_ STATE: if bluetooth stack is not yet enabled
« ESP_ FAIL: others
esp_err_t esp_hf_client_stop_voice_recognition(void)
Disable voice recognition in the AG. As a precondition to use this API, Service Level Connection shall
exist with AG.
Return
« ESP_ OK: disconnect request is sent to lower layer
o« ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_ FAIL: others
esp_err_t esp_hf_client_volume_update(esp_hf volume control target t type, int volume)
Volume synchronization with AG. As a precondition to use this API, Service Level Connection shall
exist with AG.
Return
e ESP_ OK: disconnect request is sent to lower layer
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_FAIL: others
Parameters
e type: volume control target, speaker or microphone
e volume: gain of the speaker of microphone, ranges 0 to 15
esp_err_1 esp_hf_client_dial(const char *number)

Place a call with a specified number, if number is NULL, last called number is called. As a precondition
to use this API, Service Level Connection shall exist with AG.
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Return
e ESP_OK: disconnect request is sent to lower layer
o« ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_ FAIL: others
Parameters
o number: number string of the call. If NULL, the last number is called(aka re-dial)
esp__err_1 esp_hf_client_dial_memory(int location)
Place a call with number specified by location(speed dial). As a precondition, to use this API, Service
Level Connection shall exist with AG.
Return
e ESP_ OK: disconnect request is sent to lower layer
o« ESP_INVALID_ STATE: if bluetooth stack is not yet enabled
« ESP_ FAIL: others
Parameters
e location: location of the number in the memory
esp_err | esp_hf_client_send_chld_cmd(esp hf chld_ type t chld, int idz)
Send call hold and multiparty commands, or enhanced call control commands(Use AT+CHLD). As a
precondition to use this API, Service Level Connection shall exist with AG.
Return
e ESP_ OK: disconnect request is sent to lower layer
o« ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_ FAIL: others
Parameters
e chld: ATH+CHLD call hold and multiparty handling AT command.
o idx: used in  Enhanced Call Control Mechanisms, wused if chld is

ESP_HF_CHLD_TYPE_REL_X or ESP_ HF CHLD_TYPE_PRIV_X

esp_err_t esp_hf_client_send_btrh_cmd(esp hf birh cmd t btrh)
Send response and hold action command(Send AT+BTRH command) As a precondition to use this

API, Service Level Connection shall exist with AG.

Return
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o ESP_OK: disconnect request is sent to lower layer
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_FAIL: others
Parameters
e btrh: response and hold action to send
esp_err_t esp_hf_client_answer_call(void)
Answer an incoming call(send ATA command). As a precondition to use this API, Service Level
Connection shall exist with AG.
Return
o« ESP_OK: disconnect request is sent to lower layer
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_ FAIL: others
esp__err_t esp_hf_client_reject_call(void)
Reject an incoming call(send AT4+CHUP command), As a precondition to use this API, Service Level
Connection shall exist with AG.
Return
e ESP_ OK: disconnect request is sent to lower layer
o« ESP_INVALID_ STATE: if bluetooth stack is not yet enabled
« ESP_ FAIL: others
esp_err 1 esp_hf_client_query_current_calls(void)

Query list of current calls in AG(send AT+CLCC command), As a precondition to use this API,

Service Level Connection shall exist with AG.
Return
« ESP_ OK: disconnect request is sent to lower layer
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_ FAIL: others
esp_err_t esp_hf_client_query_current_operator_name (void)

Query the name of currently selected network operator in AG(use AT+COPS commands) As a pre-

condition to use this API, Service Level Connection shall exist with AG.

Return
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o ESP_OK: disconnect request is sent to lower layer
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_FAIL: others
esp_err_t esp_hf_client_retrieve_subscriber_info (void)
Get subscriber information number from AG(send AT+CNUM command) As a precondition to use
this API, Service Level Connection shall exist with AG.
Return
e ESP_ OK: disconnect request is sent to lower layer
o« ESP_INVALID_ STATE: if bluetooth stack is not yet enabled
« ESP_ FAIL: others
esp_err_t esp_hf_client_send_dtmf (char code)
Transmit DTMF codes during an ongoing call(use AT4+VTS commands) As a precondition to use this
API, Service Level Connection shall exist with AG.
Return
« ESP_ OK: disconnect request is sent to lower layer
o« ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_ FAIL: others
Parameters
e code: dtmf code, single ascii character in the set 0-9, #, *, A-D
esp_err 1 esp_hf_client_request_last_voice_tag_number (void)
Request a phone number from AG corresponding to last voice tag recorded (send AT+BINP command).
As a precondition to use this API, Service Level Connection shall exist with AG.
Return
« ESP_ OK: disconnect request is sent to lower layer
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled
« ESP_ FAIL: others

esp_err_t esp_hf_client_register_data_callback(esp hf client incoming data_cb_t recv,

esp__hf client_outgoing data__cb_t send)
Register HFP client data output function; the callback is only used in the case that Voice Over HCI is

enabled.

Return
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¢ ESP_ OK: success
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled
o ESP_ FAIL: if callback is a NULL function pointer

Parameters
e recv: HFP client incoming data callback function
e send: HFP client outgoing data callback function

void esp_hf_client_outgoing_data_ready(void)
Trigger the lower-layer to fetch and send audio data. This function is only only used in the case that

Voice Over HCI is enabled. Precondition is that the HFP audio connection is connected. After this

function is called, lower layer will invoke esp_hf client_outgoing data_cb_t to fetch data.

void esp_hf_client_pcm_resample_init (uint32_t src_ sps, uint32_t bits, uint32_t channels)
Initialize the down sampling converter. This is a utility function that can only be used in the case that
Voice Over HCI is enabled.

Parameters

e src_sps: original samples per second(source audio data, i.e. 48000, 32000, 16000, 44100,
22050, 11025)

e bits: number of bits per pcm sample (16)
o channels: number of channels (i.e. mono(1), stereo(2)---)
int32_t esp_hf_client_pcm_resample (void *sre, uint32_t in_ bytes, void *dst)

Down sampling utility to convert high sampling rate into 8K/16bits 1-channel mode PCM samples.
This can only be used in the case that Voice Over HCI is enabled.

Return number of samples converted

Parameters
e src: pointer to the buffer where the original sampling PCM are stored
e in_bytes: length of the input PCM sample buffer in byte

e dst: pointer to the buffer which is to be used to store the converted PCM samples
Unions

union esp_hf_client_cb_param_t

#include <esp__hf client _api.h> HFP client callback parameters.
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Public Members
struct esp hf client cb_param _t::hf client conn_ stat param conn_stat
HF callback param of ESP__HF_CLIENT_CONNECTION_STATE_EVT

struct esp hf client _cb_param_t:hf client audio stat param audio_stat
HF callback param of ESP_HF CLIENT AUDIO_STATE EVT

struct esp hf client cb_param_t::hf client bvra__param bvra
HF callback param of ESP_HF CLIENT_ BVRA_EVT

struct esp hf client cb_param_t:hf client service availability param service_availability

HF callback param of ESP__HF_CLIENT CIND_SERVICE_AVAILABILITY_ EVT

struct esp hf client_cb_param_t:hf client__network roaming param roaming
HF callback param of ESP_ HF CLIENT CIND ROAMING_ STATUS_ EVT

struct esp hf client cb_param_t:hf client signal strength ind param signal_strength

HF callback param of ESP_ HF CLIENT CIND_ SIGNAL STRENGTH_ EVT

struct esp_ hf client_cb_param__t:hf client_battery level ind_param battery_level
HF callback param of ESP_HF CLIENT CIND BATTERY LEVEL_ EVT

struct esp hf client cb_param_t:hf client current operator param cops

HF callback param of ESP_HF CLIENT COPS_CURRENT_ OPERATOR_EVT

struct esp hf client_cb_param_ t::hf client call_ind__param call
HF callback param of ESP__HF CLIENT CIND CALL_EVT

struct esp_hf client_cb_param_t::hf client_call _setup ind_param call_setup
HF callback param of ESP_HF CLIENT BVRA_EVT

struct esp hf client cb_param_t::hf client call held_ind_param call_held
HF callback param of ESP__HF CLIENT_ CIND_ CALL HELD EVT

struct esp hf client _cb_param_ t::hf client btrh_param btrh
HF callback param of ESP_HF CLIENT BRTH_EVT

struct esp hf client cb_param_t:hf client clip param clip

HF callback param of ESP_HF_CLIENT_CLIP_EVT

struct esp hf client_cb_param_t::hf client ccwa_param ccwa
HF callback param of ESP_HF CLIENT BVRA EVT

struct esp hf client _cb_param_t::hf client clcc_param clcc

HF callback param of ESP_HF CLIENT_ CLCC_EVT

struct esp hf client_cb_param__t::hf client _volume__control param volume_control

HF callback param of ESP_ HF_CLIENT_VOLUME_CONTROL_EVT

struct esp_hf client_cb_param_t:hf client _at_response param at_response
HF callback param of ESP__HF CLIENT AT RESPONSE_ EVT
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struct esp hf client _cb_param_ t:hf client cnum_param cnum
HF callback param of ESP_HF CLIENT CNUM_EVT

struct esp hf client cb_ param_t::hf client bsirparam bsir

HF callback param of ESP__HF CLIENT_BSIR_EVT

struct esp hf client_cb_param_ t::hf client binp param binp
HF callback param of ESP_HF CLIENT BINP_EVT

struct hf_client_at_response_param

#include <esp__hf client _api.h> ESP_HF CLIENT AT RESPONSE EVT.

Public Members

esp__hf at_response__code_t code

AT response code

esp_hf cme_err_t cme

Extended Audio Gateway Error Result Code

struct hf_client_audio_stat_param
#include <esp__hf client _api.h> ESP_HF CLIENT AUDIO_STATE_EVT.

Public Members

esp__hf client audio state_t state

audio connection state

esp__bd_addr t remote_bda

remote bluetooth device address
struct hf_client_battery_level_ind_param

#include <esp_hf client _api.h> ESP_HF CLIENT CIND BATTERY LEVEL EVT.

Public Members

int value

battery charge value, ranges from 0 to 5

struct hf_client_binp_param

#include <esp__hf client_api.h> ESP_HF_CLIENT_ BINP_EVT.

Public Members

const char *number

phone number corresponding to the last voice tag in the HF
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struct hf_client_bsirparam
#include <esp__hf client _api.h> ESP_HF CLIENT_BSIR_EVT.

Public Members

esp__hf client_in_band_ring state_t state

setting state of in-band ring tone
struct hf_client_btrh_param

#include <esp__hf client _api.h> ESP_HF CLIENT_ BTRH_EVT.

Public Members

esp__hf birh_status { status

call hold and response status result code
struct hf_client_bvra_param

#include <esp__hf client_api.h> ESP_HF__CLIENT_BVRA_EVT.

Public Members

esp__hf wr_state t value

voice recognition state
struct hf_client_call_held_ind_param

#include <esp__hf _client__api.h> ESP_HF__CLIENT_CIND_CALL_HELD_EVT.

Public Members

esp__hf call held status t status

bluetooth proprietary call hold status indicator
struct hf_client_call_ind_param

#include <esp__hf _client__api.h> ESP_HF_CLIENT_CIND_CALL_EVT.

Public Members

esp__hf call status t status

call status indicator

struct hf_client_call_setup_ind_param
#include <esp__hf client _api.h> ESP_HF CLIENT CIND CALL_SETUP_EVT.
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Public Members

esp_hf call _setup status t status

call setup status indicator

struct hf_client_ccwa_param
#include <esp__hf client _api.h> ESP_HF CLIENT CCWA_EVT.

Public Members

const char *number

phone number string of waiting call

struct hf_client_clcc_param
#include <esp__hf client _api.h> ESP_HF CLIENT_ CLCC_EVT.

Public Members
int idx
numbering(starting with 1) of the call

esp__hf current__call_direction_t dir

direction of the call

esp__hf current_call status t status
status of the call

esp__hf current_call _mpty type t mpty
multi-party flag

char *number

phone number (optional)
struct hf_client_clip_param

#include <esp__hf client api.h> ESP_HF CLIENT_ CLIP_EVT.

Public Members

const char *number

phone number string of call

struct hf_client_cnum_param

#include <esp__hf client_api.h> ESP_HF_CLIENT_CNUM_EVT.
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Public Members
const char *number
phone number string

esp__hf subscriber _service tlype t type

service type that the phone number relates to

struct hf_client_conn_stat_param
#include <esp_hf client _api.h> ESP_HF CLIENT CONNECTION_STATE EVT.

Public Members
esp__hf client_connection__state_t state
HF connection state

uint32_t peer_feat
AG supported features

uint32_t chld_feat
AG supported features on call hold and multiparty services

esp_bd_addr t remote_bda

remote bluetooth device address

struct hf_client_current_operator_param
#include <esp__hf _client_api.h>ESP_HF_CLIENT__COPS_CURRENT_OPERATOR_EVT.

Public Members

const char *name

name of the network operator

struct hf_client_network_roaming_param
#include <esp__hf _client__api.h> ESP_HF__CLIENT_CIND_ROAMING_STATUS_EVT.

Public Members

esp__hf roaming status | status

roaming status

struct hf_client_service_availability_param
#include <esp _hf client _api.h>ESP_HF CLIENT_CIND_SERVICE AVAILABILITY_ EVT.
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Public Members

esp__hf service availability status t status

service availability status

struct hf_client_signal_strength_ind_param
#include <esp__hf client _api.h> ESP_HF CLIENT_ CIND_ SIGNAL_ STRENGTH_EVT.

Public Members

int value

signal strength value, ranges from 0 to 5

struct hf_client_volume_control_param
#include <esp__hf client _api.h> ESP_HF CLIENT_ VOLUME_CONTROL_EVT.

Public Members
esp__hf wvolume__control_target_t type
volume control target, speaker or microphone

int volume

gain, ranges from 0 to 15

Macros

ESP_BT_HF_CLIENT_NUMBER_LEN
ESP_BT_HF_CLIENT_OPERATOR_NAME_LEN
ESP_HF_CLIENT_PEER_FEAT_3WAY
ESP_HF_CLIENT_PEER_FEAT_ECNR
ESP_HF_CLIENT_PEER_FEAT_VREC
ESP_HF_CLIENT_PEER_FEAT_INBAND
ESP_HF_CLIENT_PEER_FEAT_VTAG
ESP_HF_CLIENT_PEER_FEAT_REJECT
ESP_HF_CLIENT_PEER_FEAT_ECS
ESP_HF_CLIENT_PEER_FEAT_ECC
ESP_HF_CLIENT_PEER_FEAT_EXTERR

ESP_HF_CLIENT_PEER_FEAT_CODEC
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ESP_HF_CLIENT_CHLD_FEAT_REL

ESP_HF_CLIENT_CHLD_FEAT REL_ACC

ESP_HF_CLIENT_CHLD_FEAT_REL_X

ESP_HF_CLIENT_CHLD_FEAT_HOLD_ACC

ESP_HF_CLIENT_CHLD_FEAT PRIV_X

ESP_HF_CLIENT_CHLD_FEAT_MERGE

ESP_HF_CLIENT_CHLD_FEAT_MERGE_DETACH

Type Definitions

typedef void (*esp_hf_client_incoming_data_cb_t)(const uint8_t *buf, uint32_t len)

HFP client incoming data callback function, the callback is useful in case of Voice Over HCI.

Parameters

e buf: : pointer to incoming data(payload of HCI synchronous data packet), the buffer is
allocated inside bluetooth protocol stack and will be released after invoke of the callback is
finished.

o len: : size(in bytes) in buf

typedef uint32_t (*esp_hf_client_outgoing_data_cb_t)(uint8 t *buf, uint32_t len)

HFP client outgoing data callback function, the callback is useful in case of Voice Over HCI. Once
audio connection is set up and the application layer has prepared data to send, the lower layer will call
this function to read data and then send. This callback is supposed to be implemented as non-blocking,

and if data is not enough, return value 0 is supposed.

Parameters

e buf: : pointer to incoming data(payload of HCI synchronous data packet), the buffer is
allocated inside bluetooth protocol stack and will be released after invoke of the callback is
finished.

o len: : size(in bytes) in buf

o length: of data successfully read

typedef void (*esp_hf_client_cb_t)(esp hf client cb_event t event,

esp_ hf client _c¢b_param_t *param)
HFP client callback function type.

Parameters

e event: : Event type
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o param: : Pointer to callback parameter

Enumerations

enum esp_hf_client_connection_state_t

Bluetooth HFP RFCOMM connection and service level connection status.

Values:

ESP_HF_CLIENT_CONNECTION_STATE_DISCONNECTED = 0
RFCOMM data link channel released

ESP_HF_CLIENT_CONNECTION_STATE_CONNECTING
connecting remote device on the RFCOMM data link

ESP_HF_CLIENT_CONNECTION_STATE_CONNECTED
RFCOMM connection established

ESP_HF_CLIENT_CONNECTION_STATE_SLC_CONNECTED

service level connection established

ESP_HF_CLIENT_CONNECTION_STATE_DISCONNECTING
disconnecting with remote device on the RFCOMM dat link

enum esp_hf_client_audio_state_t

Bluetooth HFP audio connection status.
Values:

ESP_HF_CLIENT_AUDIO_STATE_DISCONNECTED = 0

audio connection released

ESP_HF_CLIENT_AUDIO_STATE_CONNECTING

audio connection has been initiated

ESP_HF_CLIENT_AUDIO_STATE_CONNECTED

audio connection is established

ESP_HF_CLIENT_AUDIO_STATE_CONNECTED_MSBC

mSBC audio connection is established

enum esp_hf_client_in_band_ring_state_t

in-band ring tone state

Values:
ESP_HF_CLIENT_IN_BAND_RINGTONE_NOT_PROVIDED = (
ESP_HF_CLIENT_IN_BAND_RINGTONE_PROVIDED

enum esp_hf_client_cb_event_t
HF CLIENT callback events.
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Values:

ESP_HF_CLIENT_CONNECTION_STATE_EVT = 0

connection state changed event

ESP_HF_CLIENT_AUDIO_STATE_EVT

audio connection state change event

ESP_HF_CLIENT_BVRA_EVT

voice recognition state change event

ESP_HF_CLIENT_CIND_CALL_EVT

call indication

ESP_HF_CLIENT_CIND_CALL_SETUP_EVT

call setup indication

ESP_HF_CLIENT_CIND_CALL_HELD_EVT

call held indication

ESP_HF_CLIENT_CIND_SERVICE_AVAILABILITY_EVT

network service availability indication

ESP_HF_CLIENT_CIND_SIGNAL_STRENGTH_EVT

signal strength indication

ESP_HF_CLIENT_CIND_ROAMING_STATUS_EVT

roaming status indication

ESP_HF_CLIENT_CIND_BATTERY_LEVEL_EVT

battery level indication

ESP_HF_CLIENT_COPS_CURRENT_OPERATOR_EVT

current operator information

ESP_HF_CLIENT_BTRH_EVT

call response and hold event

ESP_HF_CLIENT_CLIP_EVT

Calling Line Identification notification

ESP_HF_CLIENT_CCWA_EVT

call waiting notification

ESP_HF_CLIENT_CLCC_EVT

list of current calls notification

ESP_HF_CLIENT_VOLUME_CONTROL_EVT
audio volume control command from AG, provided by +VGM or +VGS message

ESP_HF_CLIENT_AT_RESPONSE_EVT

AT command response event
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ESP_HF_CLIENT_CNUM_EVT

subscriber information response from AG

ESP_HF_CLIENT_BSIR_EVT

setting of in-band ring tone

ESP_HF_CLIENT_BINP_EVT

requested number of last voice tag from AG

ESP_HF_CLIENT_RING_IND_EVT

ring indication event

To see the overview of the ESP32 Bluetooth stack architecture, follow links below:

o ESP32 Bluetooth Architecture (PDF) [English]

o ESP32 Bluetooth Architecture (PDF) [H13(]
Example code for this API section is provided in bluetooth directory of ESP-IDF examples.
Several examples contain detailed description. To see them please follow links below:

e GATT Client Example Walkthrough

e GATT Server Service Table Example Walkthrough

e« GATT Server Example Walkthrough

e GATT Security Client Example Walkthrough

e GATT Security Server Example Walkthrough

e GATT Client Multi-connection Example Walkthrough

3.4 Ethernet API

3.4.1 ETHERNET

Application Example
o Ethernet basic example: ethernet/ethernet.
o Ethernet iperf example: ethernet/iperf.
PHY Interfaces

The configured PHY model(s) are set in software by configuring the eth_config_t structure for the given
PHY.
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Headers include a default configuration structure. These default configurations will need some members
overriden or re-set before they can be used for a particular PHY hardware configuration. Consult the

Ethernet example to see how this is done.
o ethernet/include/eth phy/phy.h (common)
o ethernet/include/eth_phy/phy_t1k110.h
e ecthernet/include/eth_phy/phy 1an8720.h

e cthernet/include/eth_ phy/phy ipl01.h

PHY Configuration Constants

const eth_config t phy_tlk110_default_ethernet_config
Default TLK110 PHY configuration.

Note This configuration is not suitable for use as-is, it will need to be modified for your particular
PHY hardware setup.

const eth_config t phy_lan8720_default_ethernet_config
Default LAN8720 PHY configuration.

Note This configuration is not suitable for use as-is, it will need to be modified for your particular

PHY hardware setup.

const eth config t phy_ip101_default_ethernet_config
Default IP101 PHY configuration.

Note This configuration is not suitable for use as-is, it will need to be modified for your particular

PHY hardware setup.

API Reference - Ethernet

Header File

o ethernet/include/esp_eth.h

Functions

esp_err t esp_eth_init(eth config t *config)

Init ethernet mac.

Note config can not be NULL, and phy chip must be suitable to phy init func.
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Return

« ESP_OK

o« ESP_FAIL
Parameters

o config: mac init data.

esp__err_t esp_eth_deinit (void)

Deinit ethernet mac.

Return
« ESP_OK
o ESP_FAIL
« ESP_ERR_INVALID_STATE
esp_err t esp_eth_init_internal(eth config t *config)
Init Ethernet mac driver only.
For the most part, you need not call this function directly. It gets called from esp_eth_init().
This function may be called, if you only need to initialize the Ethernet driver without having to use
the network stack on top.
Note config can not be NULL, and phy chip must be suitable to phy init func.
Return
« ESP_OK
o ESP_FAIL
Parameters
o config: mac init data.
esp_err_t esp_eth_tx(uint8_t *buf, uintl6_t size)
Send packet from tcp/ip to mac.
Note buf can not be NULL, size must be less than 1580
Return
« ESP_OK
o ESP_FAIL
Parameters

e buf: start address of packet data.
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o size: size (byte) of packet data.

esp__err | esp_eth_enable (void)

Enable ethernet interface.

Note Should be called after esp_ eth_ init
Return
« ESP_OK
o« ESP_FAIL
esp_err 1 esp_eth_disable(void)
Disable ethernet interface.
Note Should be called after esp_eth_ init
Return
« ESP_OK
o« ESP_ FAIL
void esp_eth_get_mac(uint8_t mac[6])
Get mac addr.
Note mac addr must be a valid unicast address
Parameters
e mac: start address of mac address.
void esp_eth_smi_write(uint32_t reg num, uintl6_t value)
Write PHY reg with SMI interface.
Note PHY base addr must be right.
Parameters
e reg_num: PHY reg num.
o value: value which is written to PHY reg.
uint16_t esp_eth_smi_read (uint32_t reqg_num)
Read PHY reg with SMI interface.
Note PHY base addr must be right.
Return value that is read from PHY reg

Parameters
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e reg_num: PHY reg num.

esp_err | esp_eth_smi_wait_value(uint32_t reg num, uintl6_t value, uintl6_t value mask, int

timeout__ms)
Continuously read a PHY register over SMI interface, wait until the register has the desired value.

Note PHY base address must be right.
Return ESP_ OK if desired value matches, ESP__ERR_TIMEOUT if timed out.
Parameters

e reg_num: PHY register number

o value: Value to wait for (masked with value_mask)

e value_mask: Mask of bits to match in the register.

o timeout_ms: Timeout to wait for this value (milliseconds). 0 means never timeout.

static esp err t esp_eth_smi_wait_set(uint32_t reg num, uintl6_t wvalue mask, int time-

out_ms)
Continuously read a PHY register over SMI interface, wait until the register has all bits in a mask set.

Note PHY base address must be right.
Return ESP_ OK if desired value matches, ESP_ERR_TIMEOUT if timed out.
Parameters
e reg_num: PHY register number
o value_mask: Value mask to wait for (all bits in this mask must be set)
e timeout_ms: Timeout to wait for this value (milliseconds). 0 means never timeout.
void esp_eth_free_rx_buf (void *buf)
Free emac rx buf.
Note buf can not be null, and it is tcpip input buf.
Parameters
e buf: start address of received packet data.

esp_err_l esp_eth_set_mac(const uint8 t mac[6])

Set mac of ethernet interface.

Note user can call this function after emac_init, and the new mac address will be enabled after

emac__enable.

Return
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¢ ESP_ OK: succeed

« ESP ERR INVALID MAC: invalid mac address
Parameters

o mac: the Mac address.

eth__speed_mode_t esp_eth_get_speed(void)
Get Ethernet link speed.

Return eth_speed _mode_t ETH_SPEED_ MODE_10M when Ilink speed is 10Mbps
ETH_SPEED_MODE_100M when link speed is 100Mbps

Structures

struct eth_config_t

ethernet configuration

Public Members
eth__phy base t phy_addr
PHY address (0~31)

eth. _mode t mac_mode
MAC mode: only support RMII now

eth_clock _mode t clock_mode
external/internal clock mode selection
eth__tepip_inpul_func tcpip_input
tepip input func
eth__phy func phy_init
phy init func
eth__phy__check__link__func phy_check_link
phy check link func
eth__phy_check init_func phy_check_init
phy check init func

eth__phy_get_speed__mode__func phy_get_speed_mode
phy check init func

eth__phy_get duplex _mode_func phy_get_duplex_mode
phy check init func
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eth__gpio__config_func gpio_config

gpio config func

bool flow_ctrl_enable

flag of flow ctrl enable

eth__phy__get__partner _pause__enable_func phy_get_partner_pause_enable

get partner pause enable

eth__phy_power enable func phy_power_enable

enable or disable phy power

uint32_t reset_timeout_ms

timeout value for reset emac

bool promiscuous_enable

set true to enable promiscuous mode

Type Definitions

typedef bool (*eth_phy_check_link_func)(void)

typedef void (*eth_phy_check_init_func)(void)

typedef eth speed _mode t (*eth_phy_get_speed_mode_func)(void)

typedef eth_duplex_mode_t (*eth_phy_get_duplex_mode_func)(void)

typedef esp_err ¢ (*eth_phy_func)(void)

typedef esp err ¢ (*eth_tcpip_input_func)(void *buffer, uint16_t len, void *eb)
typedef void (*eth_gpio_config_func)(void)

typedef bool (*eth_phy_get_partner_pause_enable_func)(void)

typedef void (*eth_phy_power_enable_func)(bool enable)

Enumerations

enum eth_mode_t

Ethernet interface mode.
Values:

ETH_MODE_RMII = 0
RMII mode

ETH_MODE_MII
MII mode
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enum eth_clock_mode_t

Ethernet clock mode.
Values:

ETH_CLOCK_GPIOO_IN =0
RMII clock input to GPIOO0

ETH_CLOCK_GPI00_OUT = 1
RMII clock output from GPIO0

ETH_CLOCK_GPI016_OUT = 2
RMII clock output from GPIO16

ETH_CLOCK_GPI017_OUT = 3
RMII clock output from GPIO17

enum eth_speed_mode_t

Ethernet Speed.
Values:

ETH_SPEED_MODE_10M = 0
Ethernet speed: 10Mbps

ETH_SPEED_MODE_100M
Ethernet speed: 100Mbps

enum eth_duplex_mode_t

Ethernet Duplex.
Values:

ETH_MODE_HALFDUPLEX = 0
Ethernet half duplex

ETH_MODE_FULLDUPLEX
Ethernet full duplex

enum eth_phy_base_t

Ethernet PHY address.
Values:

PHYO = 0
PHY address 0

PHY1
PHY address 1

PHY2
PHY address 2
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PHY3
PHY address 3

PHY4
PHY address 4

PHY5
PHY address 5

PHY6
PHY address 6

PHY7
PHY address 7

PHY8
PHY address 8

PHY9
PHY address 9

PHY10
PHY address 10

PHY11
PHY address 11

PHY12
PHY address 12

PHY13
PHY address 13

PHY14
PHY address 14

PHY15
PHY address 15

PHY16
PHY address 16

PHY17
PHY address 17

PHY18
PHY address 18

PHY19
PHY address 19
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PHY20
PHY address 20

PHY21
PHY address 21

PHY22
PHY address 22

PHY23
PHY address 23

PHY24
PHY address 24

PHY25
PHY address 25

PHY26
PHY address 26

PHY27
PHY address 27

PHY28
PHY address 28

PHY29
PHY address 29

PHY30
PHY address 30

PHY31
PHY address 31

APl Reference - PHY Common

Header File

e ethernet/include/eth_phy/phy.h

Functions

void phy_rmii_configure_data_interface_pins(void)

Common PHY-management functions.
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Note These are not enough to drive any particular Ethernet PHY. They provide a common configu-

ration structure and management functions. Configure fixed pins for RMII data interface.

Note This configures GPIOs 0, 19, 22, 25, 26, 27 for use with RMII data interface. These pins cannot
be changed, and must be wired to ethernet functions. This is not sufficient to fully configure the
Ethernet PHY. MDIO configuration interface pins (such as SMI MDC, MDO, MDI) must also be
configured correctly in the GPIO matrix.

void phy_rmii_smi_configure_pins(uint8_t mdc_gpio, uint8_t mdio_ gpio)

Configure variable pins for SMI ethernet functions.

Note Calling this function along with mii_configure default_ pins() will fully configure the GPIOs
for the ethernet PHY.

Parameters
e mdc_gpio: MDC GPIO Pin number

e mdio_gpio: MDIO GPIO Pin number

void phy_mii_enable_flow_ctrl(void)
Enable flow control in standard PHY MII register.

bool phy_mii_check_link_status(void)
Check Ethernet link status via MII interface.

Return true Link is on

Return false Link is off

bool phy_mii_get_partner_pause_enable (void)

Check pause frame ability of partner via MII interface.

Return true Partner is able to process pause frame

Return false Partner can not process pause frame

API| Reference - PHY TLK110

Header File

o ethernet/include/eth_ phy/phy tlk110.h

Functions

void phy_t1k110_dump_registers()
Dump TLK110 PHY SMI configuration registers.
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void phy_t1k110_check_phy_init (void)
Default TLK110 phy_ check_init function.

eth _speed mode t phy_tlk110_get_speed_mode (void)
Default TLK110 phy_ get_ speed_ mode function.

Return eth_speed mode_t Ethernet speed mode

eth _duplex _mode t phy_tlk110_get_duplex_mode (void)
Default TLK110 phy_ get_ duplex_mode function.

Return eth_duplex mode_t Ethernet duplex mode

void phy_t1k110_power_enable (bool)
Default TLK110 phy_ power__enable function.

esp__err_t phy_t1lk110_init (void)
Default TLK110 phy_ init function.

Return esp_err_t
« ESP OK on success

« ESP_FAIL on error

APl Reference - PHY LAN8720

Header File

e cthernet/include/eth phy/phy 1an8720.h

Functions

void phy_1an8720_dump_registers()
Dump LAN8720 PHY SMI configuration registers.

void phy_1an8720_check_phy_init (void)
Default LAN8720 phy_check  init function.

eth__speed_mode t phy_lan8720_get_speed_mode (void)
Default LAN8720 phy_ get_ speed_mode function.

Return eth_speed mode_t Ethernet speed mode

eth__duplex_mode__t phy_1an8720_get_duplex_mode (void)
Default LAN8720 phy_ get_ duplex_ mode function.

452

Chapter 3. API Reference


https://github.com/espressif/esp-idf/blob/110d230e3/components/ethernet/include/eth_phy/phy_lan8720.h

Read the Docs Template Documentation, A% v3.2.5-1-g110d230e3

Return eth_duplex_mode_t Ethernet duplex mode

void phy_1an8720_power_enable (bool)
Default LAN8720 phy_ power__enable function.

esp__err_t phy_lan8720_init (void)
Default LAN8720 phy_ init function.

Return esp_err t
« ESP OK on success

« ESP_ FAIL on error

API Reference - PHY IP101

Header File

e ethernet/include/eth_ phy/phy ip101.h

Functions

void phy_ip101_dump_registers()
Dump IP101 PHY SMI configuration registers.

void phy_ip101_check_phy_init (void)
Default IP101 phy_ check init function.

eth__speed__mode__t phy_ip101_get_speed_mode (void)
Default IP101 phy_ get_speed_ mode function.

Return eth_speed mode_t Ethernet speed mode

eth__duplex_mode_t phy_ip101_get_duplex_mode (void)
Default IP101 phy_ get_ duplex_mode function.

Return eth_duplex mode_t Ethernet duplex mode

void phy_ip101_power_enable (bool)

Default IP101 phy_ power_ enable function.
esp__err_t phy_ip101_init (void)

Default IP101 phy_ init function.

Return esp_err_t

« ESP OK on success
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« ESP_ FAIL on error

Example code for this API section is provided in ethernet directory of ESP-IDF examples.

3.5 Peripherals API

3.5.1 Analog to Digital Converter

Overview

The ESP32 integrates two 12-bit SAR (Successive Approximation Register) ADCs supporting a total of 18

measurement channels (analog enabled pins).

The ADC driver API supports ADC1 (8 channels, attached to GPIOs 32 - 39), and ADC2 (10 channels,
attached to GPIOs 0, 2, 4, 12 - 15 and 25 - 27). However, the usage of ADC2 has some restrictions for the

application:

1. ADC2 is used by the Wi-Fi driver. Therefore the application can only use ADC2 when the Wi-Fi

driver has not started.

2. Some of the ADC2 pins are used as strapping pins (GPIO 0, 2, 15) thus cannot be used freely. Such

is the case in the following official Development Kits:
e FESP32 DevKitC: GPIO 0 cannot be used due to external auto program circuits.

e ESP-WROVER-KIT: GPIO 0, 2, 4 and 15 cannot be used due to external connections for different

purposes.

Configuration and Reading ADC

The ADC should be configured before reading is taken.

o For ADCI, configure desired precision and attenuation by calling functions adci_config width () and

adcl_config_channel_atten().

e For ADC2, configure the attenuation by adc2_config_channel_atten(). The reading width of ADC2

is configured every time you take the reading.

Attenuation configuration is done per channel, see adci_channel_t and adc2_channel_t, set as a parameter

of above functions.

Then it is possible to read ADC conversion result with adci_get_raw() and adc2_get_raw(). Reading

width of ADC2 should be set as a parameter of adc2_get_raw() instead of in the configuration functions.

{Efi#:  Since the ADC2 is shared with the WIFI module, which has higher priority, reading operation of

adc2_get_raw() will fail between esp_wifi_start() and esp_wifi_stop(). Use the return code to see
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whether the reading is successful.

It is also possible to read the internal hall effect sensor via ADC1 by calling dedicated function
hall_sensor_read(). Note that even the hall sensor is internal to ESP32, reading from it uses chan-
nels 0 and 3 of ADC1 (GPIO 36 and 39). Do not connect anything else to these pins and do not change

their configuration. Otherwise it may affect the measurement of low value signal from the sensor.

This API provides convenient way to configure ADC1 for reading from ULP. To do so, call function

adcl_ulp_enable() and then set precision and attenuation as discussed above.

There is another specific function adc2_vref_to_gpio () used to route internal reference voltage to a GPIO

pin. It comes handy to calibrate ADC reading and this is discussed in section Minimizing Noise.

Application Examples

Reading voltage on ADC1 channel 0 (GPIO 36):

#include <driver/adc.h>

adcl_config_width(ADC_WIDTH_BIT_12);
adcl_config_channel_atten(ADC1_CHANNEL_O,ADC_ATTEN_DB_O0);
int val = adcl_get_raw(ADC1_CHANNEL_O) ;

The input voltage in above example is from 0 to 1.1V (0 dB attenuation). The input range can be extended
by setting higher attenuation, see adc_atten_t. An example using the ADC driver including calibration

(discussed below) is available in esp-idf: peripherals/adc

Reading voltage on ADC2 channel 7 (GPIO 27):

#include <driver/adc.h>

int read_raw;

adc2_config_channel_atten( ADC2_CHANNEL_7, ADC_ATTEN_Odb );

esp_err_t r = adc2_get_raw( ADC2_CHANNEL_7, ADC_WIDTH_12Bit, &read_raw);
if ( r == ESP_OK ) {

printf("/d\n", read_raw );
} else if ( r == ESP_ERR_TIMEOUT ) {

(@3
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(8:EW)

printf ("ADC2 used by Wi-Fi.\n");

The reading may fail due to collision with Wi-Fi, should check it. An example using the ADC2 driver to
read the output of DAC is available in esp-idf: peripherals/adc2

Reading the internal hall effect sensor:

#include <driver/adc.h>

adcl_config_width (ADC_WIDTH_BIT_12);

int val = hall_sensor_read();

The value read in both these examples is 12 bits wide (range 0-4095).

Minimizing Noise

The ESP32 ADC can be sensitive to noise leading to large discrepancies in ADC readings. To minimize
noise, users may connect a 0.1uF capacitor to the ADC input pad in use. Multisampling may also be used

to further mitigate the effects of noise.

ADC Calibration

The esp_adc_ cal/include/esp_adc_cal.h API provides functions to correct for differences in measured volt-
ages caused by variation of ADC reference voltages (Vref) between chips. Per design the ADC reference
voltage is 1100mV, however the true reference voltage can range from 1000mV to 1200mV amongst different
ESP32s.

Correcting ADC readings using this API involves characterizing one of the ADCs at a given attenuation to
obtain a characteristics curve (ADC-Voltage curve) that takes into account the difference in ADC reference
voltage. The characteristics curve is in the form of y = coeff_a * x + coeff_b and is used to convert ADC
readings to voltages in mV. Calculation of the characteristics curve is based on calibration values which can

be stored in eFuse or provided by the user.

Calibration Values

Calibration values are used to generate characteristic curves that account for the unique ADC reference
voltage of a particular ESP32. There are currently three sources of calibration values. The availability of

these calibration values will depend on the type and production date of the ESP32 chip/module.

456 Chapter 3. API Reference



https://github.com/espressif/esp-idf/tree/110d230e3/examples/peripherals/adc2
https://github.com/espressif/esp-idf/blob/110d230e3/components/esp_adc_cal/include/esp_adc_cal.h

Read the Docs Template Documentation, A% v3.2.5-1-g110d230e3

ADC Noise Comparison

1625
O No capacitor With capacitor ® With capacitor and Multisampling
o
1620 o
o O (e 0]
1615 o o] % Oom 0%% o] 00 .
2 S o S oD éi 9 o Yo eXo) o
-_5161080%0 0288 00 o0 0 2 am®R° 3D )
S QOOO (DI) IDODOD o X Tloee of I' el o
o ) g O@ C e —
é 1605 D oo ST SRCS 5&%@ cm:'oo' be) c;g 23 %
o@%&g%oo °° 25§ ® 33083 ©
1600 (o] 8 o
o (o]
1595 (o]
(o]
1590
0 50 100 150 200 250 300 350 400 450

Sample Number
K 3: Graph illustrating noise mitigation using capacitor and multisampling of 64 samples.

Reference voltage comparison

4000
3500
°

3000
%e
2500 °
@

2000 e
&

ADC Reading (12 hit)

=
wu
o
o
o8
Ll

1000 2
.3
00 g$
"

0 500 1000 1500 2000
Input Voltage (mV)

K 4: Graph illustrating effect of differing reference voltages on the ADC voltage curve.

3.5. Peripherals API 457



Read the Docs Template Documentation, 4% v3.2.5-1-g110d230e3

Two Point values represent each of the ADCs’ readings at 150mV and 850mV. To obtain more accurate

calibration results these values should be measured by user and burned into eFuse BLOCK3.

eFuse Vref represents the true ADC reference voltage. This value is measured and burned into eFuse

BLOCKO during factory calibration.

Default Vref is an estimate of the ADC reference voltage provided by the user as a parameter during

characterization. If Two Point or eFuse Vref values are unavailable, Default Vref will be used.

Application Example

For a full example see esp-idf: peripherals/adc

Characterizing an ADC at a particular attenuation:

#include "driver/adc.h"

#include "esp_adc_cal.h"

//Characterize ADC at particular atten
esp_adc_cal_characteristics_t *adc_chars = calloc(l, sizeof(esp_adc_cal_
—.characteristics_t));
esp_adc_cal_value_t val_type = esp_adc_cal_characterize(unit, atten, ADC_WIDTH_BIT_
12, DEFAULT_VREF, adc_chars);
//Check type of calibration value used to characterize ADC
if (val_type == ESP_ADC_CAL_VAL_EFUSE_VREF) {
printf ("eFuse Vref");
} else if (val_type == ESP_ADC_CAL_VAL_EFUSE_TP) {
printf ("Two Point");
} else {
printf ("Default");

Reading an ADC then converting the reading to a voltage:

#include "driver/adc.h"

#include "esp_adc_cal.h"

uint32_t reading = adcl_get_raw(ADC1_CHANNEL_5);

uint32_t voltage = esp_adc_cal_raw_to_voltage(reading, adc_chars);

Routing ADC reference voltage to GPIO, so it can be manually measured (for Default Vref):
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#include "driver/adc.h"

esp_err_t status = adc2_vref_to_gpio(GPIO_NUM_25);
if (status == ESP_OK) {

printf("v_ref routed to GPIO\n");
} else {

printf("failed to route v_ref\n");

GPIO Lookup Macros

There are macros available to specify the GPIO number of a ADC channel, or vice versa. e.g.
1. ADC1_CHANNEL_O_GPIO_NUM is the GPIO number of ADC1 channel 0 (36);
2. ADC1_GPIO32_CHANNEL is the ADC1 channel number of GPIO 32 (ADC1 channel 4).

API| Reference

This reference covers three components:
o ADC driver
o ADC Calibration

e GPIO Lookup Macros

ADC driver

Header File

e driver/include/driver/adc.h

Functions

esp_err tadcl_pad_get_io_num(adcl channel t channel, gpio num_t *gpio__num)

Get the gpio number of a specific ADC1 channel.

Return

« ESP_ OK if success
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« ESP ERR_INVALID ARG if channal not valid
Parameters
e channel: Channel to get the gpio number
e gpio_num: output buffer to hold the gpio number
esp_err_t adcl_config_width(adc bits width t width_ bit)
Configure ADC1 capture width, meanwhile enable output invert for ADC1. The configuration is for
all channels of ADCI.
Return
e ESP OK success
« ESP ERR_INVALID ARG Parameter error
Parameters
e width_bit: Bit capture width for ADC1
esp_err 1 adc_set_data_width(adc unit t adc_unit, adc_bits width_t width__bit)
Configure ADC capture width.
Return
e ESP OK success
« ESP ERR_ INVALID ARG Parameter error
Parameters
e adc_unit: ADC unit index
e width_bit: Bit capture width for ADC unit.
esp__err_t adcl_config_channel_atten(adcl channel t channel, adc__atten_t atten)
Set the attenuation of a particular channel on ADC1, and configure its associated GPIO pin mux.

The default ADC full-scale voltage is 1.1V. To read higher voltages (up to the pin maximum voltage,
usually 3.3V) requires setting >0dB signal attenuation for that ADC channel.

Note For any given channel, this function must be called before the first time adcl_get_raw() is

called for that channel.

Note This function can be called multiple times to configure multiple ADC channels simultaneously.

adcl_get_raw() can then be called for any configured channel.

When VDD A is 3.3V:

e 0dB attenuaton (ADC_ATTEN_DB_ 0) gives full-scale voltage 1.1V
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¢ 2.5dB attenuation (ADC_ATTEN_DB_2_ 5) gives full-scale voltage 1.5V

e 6dB attenuation (ADC__ATTEN_DB_ 6) gives full-scale voltage 2.2V

o 11dB attenuation (ADC_ATTEN_DB_ 11) gives full-scale voltage 3.9V (see note below)
Due to ADC characteristics, most accurate results are obtained within the following approximate
voltage ranges:

Note The full-scale voltage is the voltage corresponding to a maximum reading (depending on ADC1
configured bit width, this value is: 4095 for 12-bits, 2047 for 11-bits, 1023 for 10-bits, 511 for 9
bits.)

Note At 11dB attenuation the maximum voltage is limited by VDD__A, not the full scale voltage.

o 0dB attenuaton (ADC_ATTEN_DB_0) between 100 and 950mV
e 2.5dB attenuation (ADC_ATTEN_DB_2 5) between 100 and 1250mV
e 6dB attenuation (ADC_ATTEN_DB_ 6) between 150 to 1750mV
¢ 11dB attenuation (ADC_ATTEN_DB_ 11) between 150 to 2450mV
For maximum accuracy, use the ADC calibration APIs and measure voltages within these recommended
ranges.
Return
e ESP OK success
« ESP ERR INVALID ARG Parameter error
Parameters
e channel: ADCI1 channel to configure
e atten: Attenuation level

int adcl_get_raw(adcl_channel t channel)

Take an ADC1 reading from a single channel.

Note When the power switch of SARADC1, SARADC2, HALL sensor and AMP sensor is turned on,
the input of GPIO36 and GPIO39 will be pulled down for about 80ns. When enabling power for
any of these peripherals, ignore input from GPIO36 and GPIO39. Please refer to section 3.11 of
‘ECO_and_Workarounds_ for_ Bugs in_ ESP32’ for the description of this issue.

Note Call adcl_config_ width() before the first time this function is called.

Note For any given channel, adcl_config_channel_atten(channel) must be called before the first
time this function is called. Configuring a new channel does not prevent a previously configured

channel from being read.
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Return
e -1: Parameter error
e Other: ADC1 channel reading.
Parameters
e channel: ADCI channel to read
void adc_power_on()
Enable ADC power.

void adc_power_off ()
Power off SAR, ADC This function will force power down for ADC.

esp__err_t adc_gpio_init(adc_unit t adc_unit, adc__channel_t channel)
Initialize ADC pad.
Return
e ESP OK success
« ESP ERR_INVALID ARG Parameter error
Parameters
e adc_unit: ADC unit index
e channel: ADC channel index
esp_err _t adc_set_data_inv(adc unit t adc_unit, bool inv_en)
Set ADC data invert.
Return
e ESP OK success
« ESP ERR_INVALID ARG Parameter error
Parameters
e adc_unit: ADC unit index
e inv_en: whether enable data invert
esp_err t adc_set_clk_div(uint8 t clk div)
Set ADC source clock.
Return
e ESP_ OK success

Parameters
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e clk_div: ADC clock divider, ADC clock is divided from APB clock

esp_err 1 adc_set_i2s_data_source(adc i2s source t src)
Set 12S data source.
Return
e ESP OK success
Parameters
e src: 125 DMA data source, 12S DMA can get data from digital signals or from ADC.
esp_err tadc_i2s_mode_init(adc unit t adc_unit, adc_channel t channel)
Initialize 12S ADC mode.
Return
« ESP_OK success
« ESP_ERR_INVALID ARG Parameter error
Parameters
e adc_unit: ADC unit index
e channel: ADC channel index
void adcl_ulp_enable()
Configure ADC1 to be usable by the ULP.

This function reconfigures ADC1 to be controlled by the ULP. Effect of this function can be reverted

using adcl__get_raw function.

Note that adcl_config channel atten, adcl_config_ width functions need to be called to configure
ADCI1 channels, before ADC1 is used by the ULP.

int hall_sensor_read()
Read Hall Sensor.

Note When the power switch of SARADC1, SARADC2, HALL sensor and AMP sensor is turned on,
the input of GPIO36 and GPIO39 will be pulled down for about 80ns. When enabling power for
any of these peripherals, ignore input from GPIO36 and GPIO39. Please refer to section 3.11 of
‘ECO_and_Workarounds_ for_ Bugs_in_ESP32’ for the description of this issue.

Note The Hall Sensor uses channels 0 and 3 of ADC1. Do not configure these channels for use as
ADC channels.

Note The ADC1 module must be enabled by calling adcl_config width() before calling
hall_sensor_read(). ADCI should be configured for 12 bit readings, as the hall sensor read-

ings are low values and do not cover the full range of the ADC.

3.5. Peripherals API 463



Read the Docs Template Documentation, 4% v3.2.5-1-g110d230e3

Return The hall sensor reading.

esp_err_t adc2_pad_get_io_num(adc2_channel_t channel, gpio_num_t *gpio_num)
Get the gpio number of a specific ADC2 channel.
Return
« ESP OK if success
« ESP ERR INVALID ARG if channal not valid
Parameters
e channel: Channel to get the gpio number
e gpio_num: output buffer to hold the gpio number
esp_err_t adc2_config_channel_atten(adc2_channel_t channel, adc_atten 1t atten)
Configure the ADC2 channel, including setting attenuation.

The default ADC full-scale voltage is 1.1V. To read higher voltages (up to the pin maximum voltage,
usually 3.3V) requires setting >0dB signal attenuation for that ADC channel.

Note This function also configures the input GPIO pin mux to connect it to the ADC2 channel. It

must be called before calling adc2_get_raw() for this channel.

When VDD A is 3.3V:

e 0dB attenuaton (ADC_ATTEN_ 0db) gives full-scale voltage 1.1V

2.5dB attenuation (ADC_ATTEN_2 5db) gives full-scale voltage 1.5V
¢ 6dB attenuation (ADC_ATTEN_ 6db) gives full-scale voltage 2.2V
e 11dB attenuation (ADC__ATTEN_ 11db) gives full-scale voltage 3.9V (see note below)
Note The full-scale voltage is the voltage corresponding to a maximum reading (depending on ADC2

configured bit width, this value is: 4095 for 12-bits, 2047 for 11-bits, 1023 for 10-bits, 511 for 9
bits.)

Note At 11dB attenuation the maximum voltage is limited by VDD__A| not the full scale voltage.
Return

e ESP OK success

« ESP ERR INVALID ARG Parameter error
Parameters

e channel: ADC2 channel to configure

e atten: Attenuation level
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esp_err_t adc2_get_raw(adc2 channel t channel, adc bits width ¢ width_bit, int *raw_out)

Take an ADC2 reading on a single channel.

Note When the power switch of SARADC1, SARADC2, HALL sensor and AMP sensor is turned on,
the input of GPIO36 and GPIO39 will be pulled down for about 80ns. When enabling power for
any of these peripherals, ignore input from GPIO36 and GPIO39. Please refer to section 3.11 of
‘ECO_and_ Workarounds_ for_ Bugs_in_ ESP32’ for the description of this issue.

Note For a given channel, adc2_config_channel_atten() must be called before the first time this
function is called. If Wi-Fi is started via esp_wifi_start(), this function will always fail with

ESP_ERR_TIMEQUT.
Return
e ESP_ OK if success
« ESP_ERR_TIMEOUT the WIFI is started, using the ADC2
Parameters
e channel: ADC2 channel to read
e width_bit: Bit capture width for ADC2
e raw_out: the variable to hold the output data.
esp__err_t adc2_vref_to_gpio(gpio_num__t gpio)
Output ADC2 reference voltage to gpio 25 or 26 or 27.
This function utilizes the testing mux exclusive to ADC 2 to route the reference voltage one of ADC2’
s channels. Supported gpios are gpios 25, 26, and 27. This refernce voltage can be manually read from
the pin and used in the esp_adc_ cal component.
Return
e ESP_OK: v_ref successfully routed to selected gpio
« ESP_ERR_INVALID ARG: Unsupported gpio
Parameters

o gpio: GPIO number (gpios 25,26,27 supported)

Macros

ADC_ATTEN_0db
ADC_ATTEN_2_5db
ADC_ATTEN_6db

ADC_ATTEN_11db
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ADC_WIDTH_9Bit
ADC_WIDTH_10Bit
ADC_WIDTH_11Bit

ADC_WIDTH_12Bit

Enumerations

enum adc_atten_t

Values:

ADC_ATTEN DB_0 = 0
The input voltage of ADC will be reduced to about 1/1

ADC_ATTEN DB_2 5 = 1
The input voltage of ADC will be reduced to about 1/1.34

ADC_ATTEN_DB_6 = 2
The input voltage of ADC will be reduced to about 1/2

ADC_ATTEN DB_11 = 3
The input voltage of ADC will be reduced to about 1/3.6

ADC_ATTEN_MAX

enum adc_bits_width_t

Values:

ADC_WIDTH_BIT_9 =0
ADC capture width is 9Bit

ADC_WIDTH_BIT_10 = 1
ADC capture width is 10Bit

ADC_WIDTH_BIT_11 =2
ADC capture width is 11Bit

ADC_WIDTH_BIT_12 = 3
ADC capture width is 12Bit

ADC_WIDTH_MAX

enum adcl_channel_t

Values:

ADC1_CHANNEL_0 =0
ADC1 channel 0 is GPIO36

ADC1_CHANNEL_ 1
ADC1 channel 1 is GPIO37
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enum

ADC1_CHANNEL_2
ADC1 channel 2 is GPIO38

ADC1_CHANNEL 3
ADC1 channel 3 is GPIO39

ADC1_CHANNEL_4
ADCI1 channel 4 is GPIO32

ADC1_CHANNEL_5
ADC1 channel 5 is GPIO33

ADC1_CHANNEL_6
ADCI1 channel 6 is GPIO34

ADC1_CHANNEL_7
ADC1 channel 7 is GPIO35

ADC1_CHANNEL_MAX

adc2_channel_t

Values:

ADC2_CHANNEL_0 = 0
ADC?2 channel 0 is GPIO4

ADC2_CHANNEL_1
ADC2 channel 1 is GPIOO0

ADC2_CHANNEL_2
ADC2 channel 2 is GPIO2

ADC2_CHANNEL_3
ADC?2 channel 3 is GPIO15

ADC2_CHANNEL_4
ADC2 channel 4 is GPIO13

ADC2_CHANNEL_5
ADC?2 channel 5 is GPIO12

ADC2_CHANNEL_6
ADC2 channel 6 is GPIO14

ADC2_CHANNEL_7
ADC?2 channel 7 is GPIO27

ADC2_CHANNEL_8
ADC2 channel 8 is GPI025

ADC2_CHANNEL_9
ADC2 channel 9 is GPIO26
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enum

enum

ADC2_CHANNEL _MAX

adc_channel _t

Values:

ADC_CHANNEL_O0 =0
ADC channel

ADC_CHANNEL_1
ADC channel

ADC_CHANNEL_2
ADC channel

ADC_CHANNEL_3
ADC channel

ADC_CHANNEL_4
ADC channel

ADC_CHANNEL_5
ADC channel

ADC_CHANNEL_6
ADC channel

ADC_CHANNEL_7
ADC channel

ADC_CHANNEL_8
ADC channel

ADC_CHANNEL_9
ADC channel

ADC_CHANNEL _MAX

adc_unit_t

Values:

ADC_UNIT_1 =1
SAR ADC 1

ADC_UNIT_2 = 2
SAR ADC 2, not supported yet

ADC_UNIT_BOTH = 3
SAR ADC 1 and 2, not supported yet

ADC_UNIT_ALTER = 7
SAR ADC 1 and 2 alternative mode, not supported yet

ADC_UNIT_MAX
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enum adc_i2s_encode_t

Values:

ADC_ENCODE_12BIT
ADC to I2S data format, [15:12]-channel [11:0]-12 bits ADC data

ADC_ENCODE_11BIT
ADC to I2S data format, [15]-1 [14:11]-channel [10:0]-11 bits ADC data

ADC_ENCODE_MAX

enum adc_i2s_source_t

Values:

ADC_I2S_DATA_SRC_I0_SIG =0
12S data from GPIO matrix signal

ADC_I2S_DATA_SRC_ADC = 1
12S data from ADC

ADC_I2S_DATA_SRC_MAX

ADC Calibration
Header File

e esp_adc_cal/include/esp adc_cal.h
Functions

esp_err_t esp_adc_cal_check_efuse(esp adc cal wvalue t value type)

Checks if ADC calibration values are burned into eFuse.

This function checks if ADC reference voltage or Two Point values have been burned to the eFuse of
the current ESP32

Return

e ESP_OK: The calibration mode is supported in eFuse

« ESP_ERR_NOT_SUPPORTED: Error, eFuse values are not burned

o ESP_ERR_INVALID_ARG: Error, invalid argument (ESP_ ADC_CAL_VAL_DEFAULT VREF)
Parameters

o value_type: Type of calibration value (ESP_ADC_CAL_ VAL EFUSE_ VREF or
ESP_ADC_CAL_VAL_ EFUSE TP)
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esp__adc__cal_value_t esp_adc_cal_characterize(adc_unit_t adc_num, adc_alten_t atten,
adc_bits width t  bit_width, uint32_t de-
fault__vref, esp__adc__cal__characteristics t

*chars)
Characterize an ADC at a particular attenuation.

This function will characterize the ADC at a particular attenuation and generate the ADC-Voltage
curve in the form of [y = coeff_a * x + coeff_b]. Characterization can be based on Two Point values,
eFuse Vref, or default Vref and the calibration values will be prioritized in that order.
Note Two Point values and eFuse Vref can be enabled/disabled using menuconfig.
Return

« ESP ADC CAL VAL EFUSE_ VREF: eFuse Vref used for characterization

« ESP_ADC_ CAL_ VAL EFUSE_TP: Two Point value used for characterization (only in
Linear Mode)

« ESP ADC CAL VAL DEFAULT VREF: Default Vref used for characterization
Parameters

e adc_num: ADC to characterize (ADC_UNIT_1 or ADC_UNIT_2)

e atten: Attenuation to characterize

e bit_width: Bit width configuration of ADC

o default_vref: Default ADC reference voltage in mV (used if eFuse values is not available)

e chars: Pointer to empty structure used to store ADC characteristics

uint32_t esp_adc_cal_raw_to_voltage (uint32_t adc__reading, const

esp__adc cal characteristics t *chars)
Convert an ADC reading to voltage in mV.

This function converts an ADC reading to a voltage in mV based on the ADC’ s characteristics.
Note Characteristics structure must be initialized before this function is called (call
esp_adc_cal_characterize())
Return Voltage in mV
Parameters
e adc_reading: ADC reading
e chars: Pointer to initialized structure containing ADC characteristics

esp__err_t esp_adc_cal_get_voltage(adc channel t channel, const

esp__adc__cal__characteristics_t *chars, uint32_t *voltage)
Reads an ADC and converts the reading to a voltage in mV.
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This function reads an ADC then converts the raw reading to a voltage in mV based on the character-

istics provided. The ADC that is read is also determined by the characteristics.

Note The Characteristics structure must be initialized before this function is called (call

esp_adc_ cal_characterize())

Return

« ESP OK: ADC read and converted to mV
« ESP_ERR_TIMEOUT: Error, timed out attempting to read ADC

« ESP_ERR_INVALID ARG: Error due to invalid arguments

Parameters

e channel: ADC Channel to read
o chars: Pointer to initialized ADC characteristics structure

e voltage: Pointer to store converted voltage

Structures

struct esp_adc_cal_characteristics_t

Structure storing characteristics of an ADC.

Note Call esp_adc_cal_characterize() to initialize the structure

Public Members
adc unit t adc_num
ADC number

adc atten | atten

ADC attenuation

adc bits width t bit_width
ADC bit width

uint32_t coeff_a
Gradient of ADC-Voltage curve

uint32 t coeff_b
Offset of ADC-Voltage curve

uint32 t vref

Vref used by lookup table

3.5.

Peripherals API

471



Read the Docs Template Documentation, 4% v3.2.5-1-g110d230e3

const uint32 t *low_curve
Pointer to low Vref curve of lookup table (NULL if unused)

const uint32_t *high_curve
Pointer to high Vref curve of lookup table (NULL if unused)

Enumerations

enum esp_adc_cal_value_t

Type of calibration value used in characterization.
Values:

ESP_ADC_CAL_VAL_EFUSE_VREF = 0

Characterization based on reference voltage stored in eFuse

ESP_ADC_CAL_VAL_EFUSE_TP = 1

Characterization based on Two Point values stored in eFuse

ESP_ADC_CAL_VAL_DEFAULT_VREF = 2

Characterization based on default reference voltage

GPIO Lookup Macros

Header File

o soc/esp32/include/soc/adc_channel.h

Macros

ADC1_GPID36_CHANNEL
ADC1_CHANNEL_0_GPIO_NUM
ADC1_GPID37_CHANNEL
ADC1_CHANNEL_1_GPIO_NUM
ADC1_GPI038_CHANNEL
ADC1_CHANNEL_2_GPIO_NUM
ADC1_GPID39_CHANNEL
ADC1_CHANNEL_3_GPIO_NUM
ADC1_GPID32_CHANNEL

ADC1_CHANNEL_4_GPIO_NUM
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ADC1_GPID33_CHANNEL
ADC1_CHANNEL_5_GPIO_NUM
ADC1_GPID34_CHANNEL
ADC1_CHANNEL_6_GPI0O_NUM
ADC1_GPI035_CHANNEL
ADC1_CHANNEL_7_GPIO_NUM
ADC2_GPID4_CHANNEL
ADC2_CHANNEL_0_GPIO_NUM
ADC2_GPIDO_CHANNEL
ADC2_CHANNEL_1_GPIO_NUM
ADC2_GPI02_CHANNEL
ADC2_CHANNEL_2_GPIO_NUM
ADC2_GPID15_CHANNEL
ADC2_CHANNEL_3_GPIO_NUM
ADC2_GPID13_CHANNEL
ADC2_CHANNEL_4_GPI0O_NUM
ADC2_GPI012_CHANNEL
ADC2_CHANNEL_5_GPI0O_NUM
ADC2_GPID14_CHANNEL
ADC2_CHANNEL_6_GPIO_NUM
ADC2_GPID27_CHANNEL
ADC2_CHANNEL_7_GPI0_NUM
ADC2_GPI025_CHANNEL
ADC2_CHANNEL_8_GPI0O_NUM
ADC2_GPID26_CHANNEL

ADC2_CHANNEL_9_GPIO_NUM

3.5.2 Controller Area Network (CAN)
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Overview

The ESP32’ s peripherals contains a CAN Controller that supports Standard Frame Format (16-bit ID) and
Extended Frame Format (29-bit ID) of the CAN2.0B specification.

g fe: The ESP32 CAN controller is not compatible with CAN FD frames and will interpret such

frames as errors.

This programming guide is split into the following sections:
1. Basic CAN Concepts
2. Signals Lines and Transceiver
3. Configuration
4. Driver Operation

5. Examples

Basic CAN Concepts

{Eff#: The following section only covers the basic aspects of CAN. For full details, see the CAN2.0B

specification

The CAN protocol is a multi-master, multi-cast communication protocol with error detection/signalling and
inbuilt message prioritization. The CAN protocol is commonly used as a communication bus in automotive

applications.
Multi-master: Any node in a CAN bus is allowed initiate the transfer of data.

Multi-cast: When a node transmits a message, all nodes are able to receive the message (broadcast).
However some nodes can selective choose which messages to accept via the use of acceptance filtering (multi-

cast).

Error Detection and Signalling: Every CAN node will constantly monitor the CAN bus. When any
node detects an error, it will signal the error by transmitting an error frame. Other nodes will receive the
error frame and transmit their own error frames in response. This will result in an error detection being

propagated to all nodes on the bus.

Message Priorities: If two nodes attempt to transmit simultaneously, the node transmitting the message
with the lower ID will win arbitration. All other nodes will become receivers ensuring there is at most one

transmitter at any time.
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CAN Message Frames

The CAN2.0B specification contains two frame formats known as Extended Frame and Standard Frame

which contain 29-bit IDs and 11-bit IDs respectively. A CAN message consists of the following components
e 29-bit or 11-bit ID
o Data Length Code (DLC) between 0 to 8

o Up to 8 bytes of data (should match DLC)

Error States and Counters

The CAN2.0B specification implements fault confinement by requiring every CAN node to maintain two
internal error counters known as the Transmit Error Counter (TEC) and the Receive Error Counter
(REC). The two error counters are used to determine a CAN node’ s error state, and the counters are
incremented and decremented following a set of rules (see CAN2.0B specification). These error states are

known as Error Active, Error Passive, and Bus-Off.

Error Active: A CAN node is Error Active when both TEC and REC are less than 128 and indicates
a CAN node is operating normally. Error Active nodes are allowed to participate in CAN bus activities, and
will actively signal any error conditions it detects by transmitting an Active Error Flag over the CAN

bus.

Error Passive: A CAN node is Error Passive when either the TEC or REC becomes greater than
or equal to 128. Error Passive nodes are still able to take part in CAN bus activities, but will instead

transmit a Passive Error Flag upon detection of an error.

Bus-Off: A CAN node becomes Bus-Off when the TEC becomes greater than or equal to 256. A

Bus-Off node is unable take part in CAN bus activity and will remain so until it undergoes bus recovery.

Signals Lines and Transceiver

The CAN controller does not contain a internal transceiver and therefore requires an external transceiver
to operate. The type of external transceiver will depend on the application’ s physical layer specification
(e.g. using SN65HVD23X transceivers for ISO 11898-2 compatibility).

The CAN controller’ s interface consists of 4 signal lines known as TX, RX, BUS-OFF, and CLKOUT.
These four signal lines can be routed through the GPIO Matrix to GPIOs.

TX and RX: The TX and RX signal lines are required to interface with an external CAN transceiver. Both
signal lines represent/interpret a dominant bit as a low logic level (0V), and a recessive bit as a high logic
level (3.3V).

BUS-OFF: The BUS-OFF signal line is optional and is set to a low logic level (0V) whenever the CAN
controller reaches a bus-off state. The BUS-OFF signal line is set to a high logic level (3.3V) otherwise.
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¥ 5: Signal lines of the CAN controller

CLKOUT: The CLKOUT signal line is optional and outputs a prescaled version of the CAN controller’
s source clock (APB Clock).

{Ff#: An external transceiver must internally tie the TX input and the RX output such that a
change in logic level to the TX signal line can be observed on the RX line. Failing to do so will cause the
CAN controller to interpret differences in logic levels between the two signal lines as a lost in arbitration or

a bit error.

Configuration

Operating Modes

The CAN driver supports the following modes of operations:

Normal Mode: The normal operating mode allows the CAN controller to take part in bus activities such
as transmitting and receiving messages/error frames. Acknowledgement from another CAN node is required

when transmitting message frames.

No Ack Mode: The No Acknowledgement mode is similar to normal mode, however acknowledgements are

not required when transmitting message frames. This mode is useful when self testing the CAN controller.

Listen Only Mode: This mode will prevent the CAN controller from taking part in bus activities. Therefore

transmissions of messages/acknowledgement/error frames will be disabled. However the the CAN controller
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will still be able to receive messages (without acknowledging). This mode is suited for applications such as

CAN bus monitoring.

Alerts

The CAN driver contains an alert feature which is used to notify the application level of certain CAN driver
events. Alerts are selectively enabled when the CAN driver is installed, but can be reconfigured during
runtime by calling can_reconfigure_alerts(). The application can then wait for any enabled alerts to

occur by calling can_read_alerts(). The CAN driver supports the following alerts:

Alert Description
CAN_ALERT_TX_IDLE No more messages queued for transmission
CAN_ALERT_TX_SUCCESS The previous transmission was successful
CAN_ALERT_BELOW_ERR_WARN Both error counters have dropped below error warning limit
CAN_ALERT_ERR_ACTIVE CAN controller has become error active
CAN_ALERT_RECOVERY_IN_PROGRESSCAN controller is undergoing bus recovery
CAN_ALERT_BUS_RECOVERED CAN controller has successfully completed bus recovery
CAN_ALERT_ARB_LOST The previous transmission lost arbitration
CAN_ALERT_ABOVE_ERR_WARN One of the error counters have exceeded the error warning limit
CAN_ALERT_BUS_ERROR A (Bit, Stuff, CRC, Form, ACK) error has occurred on the bus
CAN_ALERT_TX_FAILED The previous transmission has failed
CAN_ALERT_RX_QUEUE_FULL The RX queue is full causing a received frame to be lost
CAN_ALERT_ERR_PASS CAN controller has become error passive
CAN_ALERT_BUS_QOFF Bus-off condition occurred. CAN controller can no longer influence
bus

{#f#: The error warning limit can be used to preemptively warn the application of bus errors before
the error passive state is reached. By default the CAN driver sets the error warning limit to 96. The
CAN_ALERT_ABOVE_ERR_WARN is raised when the TEC or REC becomes larger then or equal to the error
warning limit. The CAN_ALERT_BELOW_ERR_WARN is raised when both TEC and REC return back to values
below 96.

{Ef:  When enabling alerts, the CAN_ALERT_AND_LOG flag can be used to cause the CAN driver to log any
raised alerts to UART. The CAN_ALERT_ALL and CAN_ALERT_NONE macros can also be used to enable/disable

all alerts during configuration/reconfiguration.
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Bit Timing

The operating bit rate of the CAN controller is configured using the can_timing_config_t structure. The
period of each bit is made up of multiple time quanta, and the period of a time quanta is determined by
a prescaled version of the CAN controller’ s source clock. A single bit contains the following segments in

the following order:
1. The Synchronization Segment consists of a single time quanta
2. Timing Segment 1 consists of 1 to 16 time quanta before sample point
3. Timing Segment 2 consists of 1 to 8 time quanta after sample point

The Baudrate Prescaler is used to determine the period of each time quanta by dividing the CAN con-
troller’ s source clock (80 MHz APB clock). The brp can be any even number from 2 to 128. If the
ESP32 is a revision 2 or later chip, the brp will also support any multiple of 4 from 132 to 256, and
can be enabled by setting the CONFIG _ESP32 REV _MIN to revision 2 or higher.

| [ | I R B I R B L 1 |
Sync Tsegl = 15 Tseg2 = 4

K 6: Bit timing configuration for 500kbit/s given BRP = 8

The sample point of a bit is located on the intersection of Timing Segment 1 and 2. Enabling Triple
Sampling will cause 3 time quanta to be sampled per bit instead of 1 (extra samples are located at the tail

end of Timing Segment 1).

The Synchronization Jump Width is used to determined the maximum number of time quanta a single

bit time can be lengthened/shortened for synchronization purposes. sjw can range from 1 to 4.

{#f#: Multiple combinations of brp, tseg_1, tseg_2, and sjw can achieve the same bit rate. Users should
tune these values to the physical characteristics of their CAN bus by taking into account factors such as

propagation delay, node information processing time, and phase errors.

Bit timing macro initializers are also available for commonly used CAN bus bit rates. The following macro

initiliazers are provided by the CAN driver.
o CAN_TIMING_CONFIG_12 SKBITS()
o« CAN_TIMING CONFIG_16KBITS()
e CAN_TIMING_CONFIG_20KBITS()

e CAN_TIMING_CONFIG_25KBITS()
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e CAN_TIMING_CONFIG_50KBITS()

e CAN_TIMING_CONFIG_100KBITS()
e CAN_TIMING_CONFIG_125KBITS()
e CAN_TIMING_CONFIG_250KBITS()
e CAN_TIMING_CONFIG_500KBITS()
e CAN_TIMING_CONFIG_80OKBITS()

e CAN_TIMING_CONFIG_1MBITS()

{Ef#:  The macro initializers for 12.5K, 16K, and 20K bit rates are only available for ESP32 revision 2 or

later.

Acceptance Filter

The CAN controller contains a hardware acceptance filter which can be used to filter CAN messages of a
particular ID. A node that filters out a message will not receive the message, but will still acknowledge
it. Acceptances filters can make a node more efficient by filtering out messages sent over the CAN bus that
are irrelevant to the CAN node in question. The CAN controller’ s acceptance filter is configured using two

32-bit values within can_filter_config_t known as the acceptance code and the acceptance mask.

The acceptance code specifies the bit sequence which a message’ s ID, RTR, and data bytes must match
in order for the message to be received by the CAN controller. The acceptance mask is a bit sequence
specifying which bits of the acceptance code can be ignored. This allows for a messages of different IDs to

be accepted by a single acceptance code.

The acceptance filter can be used under Single or Dual Filter Mode. Single Filter Mode will use the
acceptance code and mask to define a single filter. This allows for the first two data bytes of a standard
frame to be filtered, or the entirety of an extended frame’ s 29-bit ID. The following diagram illustrates how
the 32-bit acceptance code and mask will be interpreted under Single Filter Mode (Note: The yellow and
blue fields represent standard and extended CAN frames respectively).

Y N \I‘I\IIII\
Data Byte 2 Data Byte 1 Unsed  RTR 11 bit ID

Unused RTR) 29 bit ID

& 7: Bit layout of single filter mode (Right side MSBit)

Dual Filter Mode will use the acceptance code and mask to define two separate filters allowing for increased
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flexibility of ID’ s to accept, but does not allow for all 29-bits of an extended ID to be filtered. The following
diagram illustrates how the 32-bit acceptance code and mask will be interpreted under Dual Filter Mode

(Note: The yellow and blue fields represent standard and extended CAN frames respectively).

F1081[0:3] |F5 F2 11-bit ID F1D8104:7] | F111-bit D

F2 22-hit ID [13:28] F1 29-bit ID[13:28]

K 8: Bit layout of dual filter mode (Right side MSBit)

Disabling TX Queue

The TX queue can be disabled during configuration by setting the tx_queue_len member of
can_general_config_t to 0. This will allow applications that do not require message transmission to

save a small amount of memory when using the CAN driver.

Driver Operation

The CAN driver is designed with distinct states and strict rules regarding the functions or conditions that

trigger a state transition. The following diagram illustrates the various states and their transitions.

.
Bus-Off > Recovering
LE] [H ]
L 4 L 4 E
/D . T
Uninstalled * » Stopped + > Running
+

‘E ntry

K 9: State transition diagram of the CAN driver (see table below)
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Label | Transition Action/Condition

A Uninstalled -> Stopped | can_driver_install()

B Stopped -> Uninstalled | can_driver_uninstall ()

C Stopped -> Running can_start()

D Running -> Stopped can_stop ()

E Running -> Bus-Off Transmit Error Counter >= 256
F Bus-Off -> Uninstalled | can_driver uninstall ()

G Bus-Off -> Recovering can_initiate_recovery()

H Recovering -> Stopped | 128 occurrences of bus-free signal

Driver States

Uninstalled: In the uninstalled state, no memory is allocated for the driver and the CAN controller is
powered OFF.

Stopped: In this state, the CAN controller is powered ON and the CAN driver has been installed. However
the CAN controller will be unable to take part in any CAN bus activities such as transmitting, receiving, or

acknowledging messages.

Running: In the running state, the CAN controller is able to take part in bus activities. Therefore messages
can be transmitted/received/acknowledged. Furthermore the CAN controller will be able to transmit error

frames upon detection of errors on the CAN bus.

Bus-Off: The bus-off state is automatically entered when the CAN controller’ s Transmit Error Counter
becomes greater than or equal to 256 (see CAN2.0B specification regarding error counter rules). The bus-off
state indicates the occurrence of severe errors on the CAN bus or in the CAN controller. Whilst in the
bus-off state, the CAN controller will be unable to take part in any CAN bus activities. To exit the bus-off

state, the CAN controller must undergo the bus recovery process.

Recovering: The recovering state is entered when the CAN driver undergoes bus recovery. The CAN
driver/controller will remain in the recovering state until the 128 occurrences of the bus-free signal (see
CAN2.0B specification) is observed on the CAN bus.

Message Flags

The CAN driver distinguishes different types of CAN messages by using the message flags in the flags field
of can_message_t. These flags help distinguish whether a message is in standard or extended format, an
RTR, and the type of transmission to use when transmitting such a message. The CAN driver supports the

following flags:
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Flag Description
CAN_MSG_FLAG_EXTD | Message is in Extended Frame Format (29bit ID)
CAN_MSG_FLAG_RTR Message is a Remote Transmit Request

CAN_MSG_FLAG_SS Transmit message using Single Shot Transmission (Message will note be retrans-

mitted upon error or loss of arbitration)

CAN_MSG_FLAG_SELF | Transmit message using Self Reception Request (Transmitted message will also
received by the same node)

CAN_MSG_FLAG_DLC_NpWe@Mize’ s Data length code is larger than 8. This will break compliance with
CAN2.0B

{If#: The CAN_MSG_FLAG_NONE flag can be used for Standard Frame Format messages

Examples

Configuration & Installation

The following code snippet demonstrates how to configure, install, and start the CAN driver via the use
of the various configuration structures, macro initializers, the can_driver_install() function, and the

can_start () function.

#include "driver/gpio.h"

#include "driver/can.h"

void app_main()
{

//Initialize configuration structures using macro initializers

can_general _config t g_config = CAN_GENERAL_CONFIG_DEFAULT(GPIO_NUM_21, GPIO_NUM_22,,
—CAN_MODE_NORMAL) ;

can_timing_config_t t_config = CAN_TIMING_CONFIG_500KBITS();
CAN_FILTER_CONFIG_ACCEPT_ALL();

can_filter_config t f_config

//Install CAN driver

if (can_driver_install(&g_config, &t_config, &f_config) == ESP_0K) {
printf ("Driver installed\n");

} else {
printf("Failed to install driver\n");

return;

(TR
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(B bTT)

//Start CAN driver

if (can_start() == ESP_OK) {
printf("Driver started\n");

} else {
printf("Failed to start driver\n");

return;

The usage of macro initializers are not mandatory and each of the configuration structures can be manually.

Message Transmission

The following code snippet demonstrates how to transmit a message via the usage of the can_message_t

type and can_transmit () function.

#include "driver/can.h"

//Configure message to transmit
can_message_t message;
message.identifier = OxAAAA;
message.flags = CAN_MSG_FLAG_EXTD;
message.data_length_code = 4;

for (int i = 0; i < 4; i++) {

message.datal[i] = 0;

//Queue message for transmission

if (can_transmit(&message, pdMS_TO_TICKS(1000)) == ESP_O0K) {
printf ("Message queued for transmission\n");

} else {

printf("Failed to queue message for transmission\n");
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Message Reception

The following code snippet demonstrates how to receive a message via the usage of the can_message_t type

and can_receive () function.

#include "driver/can.h"

//Wait for message to be received

can_message_t message;

if (can_receive(&message, pdMS_TO_TICKS(10000)) == ESP_OK) {
printf ("Message received\n");

} else {
printf("Failed to receive message\n");

return;

//Process received message
if (message.flags & CAN_MSG_FLAG_EXTD) {
printf ("Message is in Extended Format\n");
} else {
printf("Message is in Standard Format\n");
}
printf("ID is %d\n", message.identifier);
if (!(message.flags & CAN_MSG_FLAG_RTR)) {
for (int i = 0; i < message.data_length_code; i++) {

printf ("Data byte %d = %d\n", i, message.datali]);

Reconfiguring and Reading Alerts

The following code snippet demonstrates how to reconfigure and read CAN driver alerts via the use of the

can_reconfigure_alerts() and can_read_alerts() functions.

#include "driver/can.h"

//Reconfigure alerts to detect Error Passive and Bus-0ff error states

(Q3)
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(B bTT)

uint32_t alerts_to_enable = CAN_ALERT_ERR_PASS | CAN_ALERT_BUS_OFF;

if (can_reconfigure_alerts(alerts_to_enable, NULL) == ESP_OK) {
printf ("Alerts reconfigured\n");

} else {

printf("Failed to reconfigure alerts");

//Block indefinitely until an alert occurs
uint32_t alerts_triggered;
can_read_alerts(&alerts_triggered, portMAX_DELAY);

Stop and Uninstall

The following code demonstrates how to stop and uninstall the CAN driver via the use of the can_stop ()

and can_driver_uninstall () functions.

#include "driver/can.h"

//Stop the CAN driver

if (can_stop() == ESP_O0K) {
printf("Driver stopped\n");

} else {
printf("Failed to stop driver\n");

return;

//Uninstall the CAN driver

if (can_driver_uninstall() == ESP_0K) {
printf ("Driver uninstalled\n");

} else {
printf("Failed to uninstall driver\n");

return;
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Multiple ID Filter Configuration

The acceptance mask in can_filter_config_t can be configured such that two or more IDs will be accepted
for a single filter. For a particular filter to accept multiple IDs, the conflicting bit positions amongst the IDs

must be set in the acceptance mask. The acceptance code can be set to any one of the IDs.

The following example shows how the calculate the acceptance mask given multiple IDs:

ID1 = 11'b101 1010 0000
ID2 = 11'b101 1010 0001
ID3 = 11'b101 1010 0100
ID4 = 11'b101 1010 1000
//Acceptance Mask

MASK = 11'b000 0000 1101

Application Examples

Network Example: The CAN Network example demonstrates communication between two ESP32s using
the CAN driver API. One CAN node acts as a network master initiate and ceasing the transfer of a data from

another CAN node acting as a network slave. The example can be found via peripherals/can/can_network.

Alert and Recovery Example: This example demonstrates how to use the CAN driver’ s alert and bus
recovery API. The example purposely introduces errors on the CAN bus to put the CAN controller into
the Bus-Off state. An alert is used to detect the Bus-Off state and trigger the bus recovery process. The

example can be found via peripherals/can/can_alert and recovery.

Self Test Example: This example uses the No Acknowledge Mode and Self Reception Request to cause
the CAN controller to send and simultaneously receive a series of messages. This example can be used to
verify if the connections between the CAN controller and the external transceiver are working correctly. The

example can be found via peripherals/can/can_ self test.

API| Reference

Header File

e driver/include/driver/can.h

Functions

esp_err 1 can_driver_install(const can__general__config_t *q_ config, const
can__timing _config_t  *t_config, const  can_ filter config t

*f_config)
Install CAN driver.
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This function installs the CAN driver using three configuration structures. The required memory is
allocated and the CAN driver is placed in the stopped state after running this function.
Note Macro initializers are available for the configuration structures (see documentation)
Note To reinstall the CAN driver, call can_ driver_uninstall() first
Return
e ESP_ OK: Successfully installed CAN driver
« ESP_ERR_INVALID ARG: Arguments are invalid
e« ESP_ERR_NO_MEM: Insufficient memory
« ESP_ERR _INVALID STATE: Driver is already installed
Parameters
e g_config: General configuration structure
e t_config: Timing configuration structure
e f_config: Filter configuration structure
esp_err t can_driver_uninstall()
Uninstall the CAN driver.
This function uninstalls the CAN driver, freeing the memory utilized by the driver. This function can
only be called when the driver is in the stopped state or the bus-off state.
Warning The application must ensure that no tasks are blocked on TX/RX queues or alerts when
this function is called.
Return
e ESP_ OK: Successfully uninstalled CAN driver
o ESP_ERR_INVALID_ STATE: Driver is not in stopped/bus-off state, or is not installed
esp_err 1 can_start()
Start the CAN driver.

This function starts the CAN driver, putting the CAN driver into the running state. This allows the
CAN driver to participate in CAN bus activities such as transmitting/receiving messages. The RX
queue is reset in this function, clearing any unread messages. This function can only be called when
the CAN driver is in the stopped state.

Return
e ESP_OK: CAN driver is now running

« ESP_ERR_INVALID STATE: Driver is not in stopped state, or is not installed
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esp_err_t can_stop()

Stop the CAN driver.

This function stops the CAN driver, preventing any further message from being transmitted or received
until can_ start() is called. Any messages in the TX queue are cleared. Any messages in the RX queue
should be read by the application after this function is called. This function can only be called when

the CAN driver is in the running state.
Warning A message currently being transmitted /received on the CAN bus will be ceased immediately.
This may lead to other CAN nodes interpreting the unfinished message as an error.
Return
e ESP_OK: CAN driver is now Stopped

« ESP_ERR_INVALID STATE: Driver is not in running state, or is not installed

esp_err_t can_transmit(const can_message_t *message, TickType_t ticks to_ wait)

Transmit a CAN message.

This function queues a CAN message for transmission. Transmission will start immediately if no other
messages are queued for transmission. If the TX queue is full, this function will block until more
space becomes available or until it timesout. If the TX queue is disabled (TX queue length = 0 in
configuration), this function will return immediately if another message is undergoing transmission.
This function can only be called when the CAN driver is in the running state and cannot be called

under Listen Only Mode.

Note This function does not guarantee that the transmission is successful. The
TX_ SUCCESS/TX_FAILED alert can be enabled to alert the application upon the suc-

cess/failure of a transmission.

Note The TX_IDLE alert can be used to alert the application when no other messages are awaiting

transmission.

Return

o ESP_ OK: Transmission successfully queued/initiated

« ESP_ERR _INVALID ARG: Arguments are invalid

« ESP_ERR_TIMEOUT: Timed out waiting for space on TX queue

o ESP_FAIL: TX queue is disabled and another message is currently transmitting

« ESP_ERR _INVALID STATE: CAN driver is not in running state, or is not installed

« ESP_ERR_NOT_SUPPORTED: Listen Only Mode does not support transmissions
Parameters

o message: Message to transmit
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e ticks_to_wait: Number of FreeRTOS ticks to block on the TX queue
esp_err_t can_receive(can_message_t *message, TickType_t ticks to_wait)
Receive a CAN message.

This function receives a message from the RX queue. The flags field of the message structure will
indicate the type of message received. This function will block if there are no messages in the RX

queue
Warning The flags field of the received message should be checked to determine if the received message
contains any data bytes.
Return
e ESP_ OK: Message successfully received from RX queue
« ESP_ERR_TIMEOUT: Timed out waiting for message
o« ESP_ERR_INVALID_ARG: Arguments are invalid
« ESP ERR INVALID STATE: CAN driver is not installed
Parameters
o message: Received message
e ticks_to_wait: Number of FreeRTOS ticks to block on RX queue
esp_err_1 can_read_alerts(uint32_t *alerts, TickType_t ticks to_wait)
Read CAN driver alerts.
This function will read the alerts raised by the CAN driver. If no alert has been when this function is
called, this function will block until an alert occurs or until it timeouts.
Note Multiple alerts can be raised simultaneously. The application should check for all alerts that
have been enabled.
Return
« ESP OK: Alerts read
« ESP_ERR_TIMEOUT: Timed out waiting for alerts
« ESP_ERR_INVALID ARG: Arguments are invalid
« ESP_ERR_INVALID_ STATE: CAN driver is not installed
Parameters
o alerts: Bit field of raised alerts (see documentation for alert flags)

e ticks_to_wait: Number of FreeRTOS ticks to block for alert
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esp_err_t can_reconfigure_alerts(uint32_t alerts enabled, uint32_t *current_ alerts)

Reconfigure which alerts are enabled.
This function reconfigures which alerts are enabled. If there are alerts which have not been read whilst
reconfiguring, this function can read those alerts.
Return
o ESP_OK: Alerts reconfigured
« ESP ERR INVALID STATE: CAN driver is not installed
Parameters
o alerts_enabled: Bit field of alerts to enable (see documentation for alert flags)
e current_alerts: Bit field of currently raised alerts. Set to NULL if unused
esp_err | can_initiate_recovery()
Start the bus recovery process.

This function initiates the bus recovery process when the CAN driver is in the bus-off state. Once
initiated, the CAN driver will enter the recovering state and wait for 128 occurrences of the bus-free
signal on the CAN bus before returning to the stopped state. This function will reset the TX queue,

clearing any messages pending transmission.
Note The BUS_ RECOVERED alert can be enabled to alert the application when the bus recovery
process completes.
Return
e ESP_OK: Bus recovery started
o« ESP_ERR _INVALID STATE: CAN driver is not in the bus-off state, or is not installed
esp_err t can_get_status_info(can_ status info ¢ *status_info)
Get current status information of the CAN driver.
Return
« ESP_OK: Status information retrieved
« ESP_ERR_INVALID ARG: Arguments are invalid
« ESP ERR INVALID STATE: CAN driver is not installed
Parameters

e status_info: Status information
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Structures

struct can_general_config_t

Structure for general configuration of the CAN driver.

Note Macro initializers are available for this structure

Public Members

can__mode_t mode

Mode of CAN controller

gpto_num_ttx_io
Transmit GPIO number

gpio_num_ t rx_io

Receive GPIO number

gpio_num,_ t clkout_io
CLKOUT GPIO number (optional, set to -1 if unused)

gpio_num_t bus_off_io

Bus off indicator GPIO number (optional, set to -1 if unused)

uint32_t tx_queue_len

Number of messages TX queue can hold (set to 0 to disable TX Queue)

uint32_t rx_queue_len

Number of messages RX queue can hold

uint32 t alerts_enabled

Bit field of alerts to enable (see documentation)

uint32 t clkout_divider
CLKOUT divider. Can be 1 or any even number from 2 to 14 (optional, set to 0 if unused)

struct can_timing_config_t

Structure for bit timing configuration of the CAN driver.

Note Macro initializers are available for this structure

Public Members

uint32_t brp
Baudrate prescaler (i.e., APB clock divider) can be any even number from 2 to 128. For ESP32
Rev 2 or later, multiples of 4 from 132 to 256 are also supported
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uint8_t tseg_1

Timing segment 1 (Number of time quanta, between 1 to 16)

uint8_t tseg_2

Timing segment 2 (Number of time quanta, 1 to 8)

uint8_t sjw
Synchronization Jump Width (Max time quanta jump for synchronize from 1 to 4)

bool triple_sampling
Enables triple sampling when the CAN controller samples a bit

struct can_filter_config_t

Structure for acceptance filter configuration of the CAN driver (see documentation)

Note Macro initializers are available for this structure

Public Members
uint32_t acceptance_code
32-bit acceptance code

uint32_ t acceptance_mask

32-bit acceptance mask

bool single_filter

Use Single Filter Mode (see documentation)

struct can_status_info_t

Structure to store status information of CAN driver.

Public Members
can_state t state
Current state of CAN controller (Stopped/Running/Bus-Off/Recovery)

uint32_t msgs_to_tx

Number of messages queued for transmission or awaiting transmission completion

uint32_t msgs_to_rx

Number of messages in RX queue waiting to be read

uint32 t tx_error_counter

Current value of Transmit Error Counter

uint32_t rx_error_counter

Current value of Receive Error Counter
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uint32 t tx_failed_count

Number of messages that failed transmissions

uint32_t rx_missed_count

Number of messages that were lost due to a full RX queue

uint32 t arb_lost_count

Number of instances arbitration was lost

uint32_t bus_error_count

Number of instances a bus error has occurred
struct can_message_t

Structure to store a CAN message.

Note The flags member is used to control the message type, and transmission type (see documentation

for message flags)

Public Members
uint32_t flags
Bit field of message flags indicates frame/transmission type (see documentation)

uint32_t identifier

11 or 29 bit identifier

uint8_t data_length_code
Data length code

uint8_t data[CAN_MAX_DATA_LEN]
Data bytes (not relevant in RTR frame)

Enumerations

enum can_mode_t

CAN driver operating modes.
Values:

CAN_MODE_NORMAL

Normal operating mode where CAN controller can send /receive/acknowledge messages

CAN_MODE_NO_ACK

Transmission does not require acknowledgment. Use this mode for self testing

CAN_MODE_LISTEN_ONLY

The CAN controller will not influence the bus (No transmissions or acknowledgments) but can

receive messages
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enum can_state_t
CAN driver states.

Values:

CAN_STATE_STOPPED
Stopped state. The CAN controller will not participate in any CAN bus activities

CAN_STATE_RUNNING

Running state. The CAN controller can transmit and receive messages

CAN_STATE_BUS_OFF

Bus-off state. The CAN controller cannot participate in bus activities until it has recovered

CAN_STATE_RECOVERING

Recovering state. The CAN controller is undergoing bus recovery

3.5.3 Digital To Analog Converter

Overview

ESP32 has two 8-bit DAC (digital to analog converter) channels, connected to GPIO25 (Channel 1) and
GPIO26 (Channel 2).

The DAC driver allows these channels to be set to arbitrary voltages.

The DAC channels can also be driven with DMA-style written sample data, via the 25 driver when using
the “built-in DAC mode” .

For other analog output options, see the Sigma-delta Modulation module and the LED Control module. Both
these modules produce high frequency PWM output, which can be hardware low-pass filtered in order to

generate a lower frequency analog output.

Application Example

Setting DAC channel 1 (GPIO 25) voltage to approx 0.78 of VDD__A voltage (VDD * 200 / 255). For
VDD__A 3.3V, this is 2.59V:

#include <driver/dac.h>

dac_output_enable (DAC_CHANNEL_1);
dac_output_voltage (DAC_CHANNEL_1, 200);
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API| Reference

Header File

e driver/include/driver/dac.h

Functions

esp_err_t dac_pad_get_io_num(dac_channel_t channel, gpio__num_t *gpio_num)
Get the gpio number of a specific DAC channel.
Return
« ESP_ OK if success
« ESP_ERR_INVALID_ ARG if channal not valid
Parameters
e channel: Channel to get the gpio number
e gpio_num: output buffer to hold the gpio number
esp__err_t dac_output_voltage(dac_channel t channel, uint8_t dac_wvalue)
Set DAC output voltage.
DAC output is 8-bit. Maximum (255) corresponds to VDD.
Note Need to configure DAC pad before calling this function. DAC channel 1 is attached to GP1025,
DAC channel 2 is attached to GP1026
Return
e ESP OK success
« ESP ERR INVALID ARG Parameter error
Parameters
e channel: DAC channel
e dac_value: DAC output value

esp__err_t dac_output_enable(dac_channel t channel)
DAC pad output enable.

Note DAC channel 1 is attached to GP1I025, DAC channel 2 is attached to GPIO26 12S left channel
will be mapped to DAC channel 2 12S right channel will be mapped to DAC channel 1

Parameters
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e channel: DAC channel

esp__err 1 dac_output_disable(dac channel t channel)
DAC pad output disable.

Note DAC channel 1 is attached to GPIO25, DAC channel 2 is attached to GPI0O26
Parameters

e channel: DAC channel

esp _err 1 dac_i2s_enable()
Enable DAC output data from I12S.

esp_err _t dac_i2s_disable()
Disable DAC output data from I12S.

Enumerations

enum dac_channel_t

Values:

DAC_CHANNEL_1 = 1
DAC channel 1 is GPIO25

DAC_CHANNEL_2
DAC channel 2 is GPIO26

DAC_CHANNEL_MAX

GPIO Lookup Macros

Some useful macros can be used to specified the GPIO number of a DAC channel, or vice versa. e.g.
1. DAC_CHANNEL_1_GPIO_NUM is the GPIO number of channel 1 (25)

2. DAC_GPI026_CHANNEL is the channel number of GPIO 26 (channel 2).

Header File

o soc/esp32/include/soc/dac_channel.h

Macros

DAC_GPIO25_CHANNEL

DAC_CHANNEL_1_GPIO_NUM

496 Chapter 3. API Reference


https://github.com/espressif/esp-idf/blob/110d230e3/components/soc/esp32/include/soc/dac_channel.h

Read the Docs Template Documentation, A% v3.2.5-1-g110d230e3

DAC_GPI026_CHANNEL

DAC_CHANNEL_2_GPIO_NUM

3.5.4 GPIO & RTC GPIO

Overview

The ESP32 chip features 40 physical GPIO pads. Some GPIO pads cannot be used or do not have the
corresponding pin on the chip package(refer to technical reference manual). Each pad can be used as a

general purpose I/O or can be connected to an internal peripheral signal.
e Note that GPIO6-11 are usually used for SPI flash.
e GPIO34-39 can only be set as input mode and do not have software pullup or pulldown functions.

There is also separate “RTC GPIO” support, which functions when GPIOs are routed to the “RTC”
low-power and analog subsystem. These pin functions can be used when in deep sleep, when the Ultra Low

Power co-processor is running, or when analog functions such as ADC/DAC/etc are in use.

Application Example

GPIO output and input interrupt example: peripherals/gpio.

API| Reference - Normal GPIO

Header File

e driver/include/driver/gpio.h

Functions

esp_err_t gpio_config(const gpio_config t *pGPIOConfig)

GPIO common configuration.

Configure GPIO’ s Mode,pull-up,PullDown,IntrType

Return

o ESP_OK success

« ESP ERR_INVALID ARG Parameter error
Parameters

e pGPIOConfig: Pointer to GPIO configure struct
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esp__err_t gpio_reset_pin(gpio__num_t gpio__num)

Reset an gpio to default state (select gpio function, enable pullup and disable input and output).
Note This function also configures the IOMUX for this pin to the GPIO function, and disconnects
any other peripheral output configured via GPIO Matrix.
Return Always return ESP_ OK.
Parameters
e gpio_num: GPIO number.
esp_err 1 gpio_set_intr_type(gpio num_t gpio_num, gpio_int_type t intr_type)
GPIO set interrupt trigger type.
Return
e ESP OK Success
« ESP ERR _ INVALID ARG Parameter error
Parameters

e gpio_num: GPIO number. If you want to set the trigger type of e.g. of GPIO16, gpio_ num
should be GPIO_NUM_ 16 (16);

e intr_type: Interrupt type, select from gpio_int_type_t

esp_err 1 gpio_intr_enable(gpio_num_t gpio__num)

Enable GPIO module interrupt signal.

Note Please do not wuse the interrupt of GPIO36 and GPIO39 when using ADC.
Please refer to the comments of adcl_get_raw. Please refer to section 3.11 of
‘ECO_and_Workarounds_ for_ Bugs_in_ ESP32’ for the description of this issue.

Return
e ESP OK Success
« ESP ERR_INVALID ARG Parameter error
Parameters
e gpio_num: GPIO number. If you want to enable an interrupt on e.g. GPIO16, gpio_num

should be GPIO_NUM_ 16 (16);

esp_err_t gpio_intr_disable(gpio num t gpio_num)

Disable GPIO module interrupt signal.

Return

e ESP OK success
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« ESP ERR_INVALID ARG Parameter error
Parameters
e gpio_num: GPIO number. If you want to disable the interrupt of e.g. GPIO16, gpio_ num

should be GPIO_NUM_ 16 (16);

esp_err | gpio_set_level(gpio_ num_t gpio_num, uint32_t level)
GPIO set output level.
Return
¢ ESP OK Success
« ESP ERR INVALID ARG GPIO number error
Parameters

e gpio_num: GPIO number. If you want to set the output level of e.g. GPIO16, gpio_num
should be GPIO_NUM_ 16 (16);

e level: Output level. 0: low ; 1: high
int gpio_get_level(gpio_num_t gpio_num)
GPIO get input level.
Warning If the pad is not configured for input (or input and output) the returned value is always 0.
Return
e 0 the GPIO input level is 0
¢ 1 the GPIO input level is 1
Parameters
e gpio_num: GPIO number. If you want to get the logic level of e.g. pin GPIO16, gpio_ num
should be GPIO_NUM_ 16 (16);
esp_err 1 gpio_set_direction(gpio num_t gpio_num, gpio__mode t mode)
GPIO set direction.

Configure GPIO direction,such as output_ only,input_ only,output_and_ input

Return
e ESP OK Success

« ESP ERR_INVALID ARG GPIO error

Parameters
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e gpio_num: Configure GPIO pins number, it should be GPIO number. If you want to set
direction of e.g. GPIO16, gpio_num should be GPIO_NUM__16 (16);

e mode: GPIO direction
esp__err_t gpio_set_pull_mode(gpio_num_t gpio_num, gpio__pull _mode_t pull)
Configure GPIO pull-up/pull-down resistors.
Only pins that support both input & output have integrated pull-up and pull-down resistors. Input-
only GPIOs 34-39 do not.
Return
¢ ESP OK Success
« ESP_ERR_INVALID ARG : Parameter error
Parameters

e gpio_num: GPIO number. If you want to set pull up or down mode for e.g. GPIO16,
gpio_num should be GPIO_NUM_ 16 (16);

o pull: GPIO pull up/down mode.
esp_err 1 gpio_wakeup_enable(gpio num_t gpio_num, gpio_int type t intr_type)

Enable GPIO wake-up function.

Return
¢ ESP OK Success
« ESP ERR INVALID ARG Parameter error

Parameters
e gpio_num: GPIO number.
e intr_type: GPIO wake-up type. Only GPIO_INTR_LOW_LEVEL or

GPIO_INTR HIGH LEVEL can be used.

esp_err t gpio_wakeup_disable(gpio num_t gpio_num)
Disable GPIO wake-up function.
Return
¢ ESP_ OK Success
« ESP ERR_INVALID ARG Parameter error
Parameters

e gpio_num: GPIO number
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esp_err_t gpio_isr_register (void (*fn))void *

, void *arg, int intr_alloc_flags, gpio_isr_handle_t *handleRegister GPIO interrupt handler, the

handler is an ISR. The handler will be attached to the same CPU core that this function is running

o1.

This ISR function is called whenever any GPIO

interrupt occurs.

See the alternative

gpio_install_isr service() and gpio_isr_handler_add() API in order to have the driver support per-

GPIO ISRs.

To disable or remove the ISR, pass the returned handle to the interrupt allocation functions.

Parameters

e fn: Interrupt handler function.

e intr_alloc_flags: Flags used to allocate the interrupt.
ESP INTR FLAG * values. See esp_intr alloc.h for more info.

o arg: Parameter for handler function

One or multiple (ORred)

e handle: Pointer to return handle. If non-NULL, a handle for the interrupt will be returned

here.

Return
e« ESP_OK Success ;

« ESP ERR_INVALID ARG GPIO error

« ESP_ERR_NOT_FOUND No free interrupt found with the specified flags

esp__err_t gpio_pullup_en(gpio__num__t gpio__num)
Enable pull-up on GPIO.

Return
o ESP_OK Success
« ESP ERR_INVALID ARG Parameter error
Parameters
e gpio_num: GPIO number
esp__err_t gpio_pullup_dis(gpio__num__t gpio_num)
Disable pull-up on GPIO.
Return
e ESP OK Success

« ESP ERR INVALID ARG Parameter error
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Parameters

e gpio_num: GPIO number

esp__err_t gpio_pulldown_en(gpio_num_t gpio__num)
Enable pull-down on GPIO.

Return

o« ESP

e ESP__

Parameters

OK Success

ERR_INVALID ARG Parameter error

e gpio_num: GPIO number

esp__err_t gpio_pulldown_dis(gpio_num_t gpio_num)
Disable pull-down on GPIO.

Return

e ESP_

o ESP__

Parameters

OK Success

ERR_INVALID ARG Parameter error

e gpio_num: GPIO number

esp_err _t gpio_install_isr_service(int intr_alloc_flags)
Install the driver’ s GPIO ISR handler service, which allows per-pin GPIO interrupt handlers.

This function is incompatible with gpio_isr_register() - if that function is used, a single global ISR

is registered for all GPIO interrupts. If this function is used, the ISR service provides a global GPIO

ISR and individual pin handlers are registered via the gpio_isr _handler_add() function.

Return

e ESP_

o« ESP

OK Success

ERR_NO_MEM No memory to install this service

« ESP_ERR_INVALID STATE ISR service already installed.

o ESP__

o« ESP

Parameters

e intr_

ESP__

ERR_NOT_FOUND No free interrupt found with the specified flags

ERR_INVALID ARG GPIO error

alloc_flags: Flags used to allocate the interrupt. One or multiple (ORred)
INTR_FLAG_ * values. See esp_intr_alloc.h for more info.
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void gpio_uninstall_isr_service()

Uninstall the driver’ s GPIO ISR service, freeing related resources.

esp_err_t gpio_isr_handler_add(gpio_num__t gpio_num, gpio_isr_t isr_handler, void *args)

Add ISR handler for the corresponding GPIO pin.

Call this function after using gpio_install isr_service() to install the driver’ s GPIO ISR handler

service.

The pin ISR handlers no longer need to be declared with IRAM__ATTR, unless you pass the
ESP_INTR_FLAG_IRAM flag when allocating the ISR in gpio_install isr_service().

This ISR handler will be called from an ISR. So there is a stack size limit (configurable as “ISR stack
size” in menuconfig). This limit is smaller compared to a global GPIO interrupt handler due to the
additional level of indirection.
Return
¢ ESP OK Success
« ESP_ERR_INVALID STATE Wrong state, the ISR service has not been initialized.
« ESP ERR_INVALID ARG Parameter error
Parameters
e gpio_num: GPIO number
e isr_handler: ISR handler function for the corresponding GPIO number.
o args: parameter for ISR handler.
esp__err_t gpio_isr_handler_remove (gpio_num__t gpio__num)
Remove ISR handler for the corresponding GPIO pin.
Return
¢ ESP OK Success
« ESP_ERR_INVALID_STATE Wrong state, the ISR service has not been initialized.
« ESP ERR INVALID ARG Parameter error
Parameters
o gpio_num: GPIO number
esp_err_t gpio_set_drive_capability(gpio_num_t gpio__num, gpio_ drive cap_t strength)
Set GPIO pad drive capability.
Return

¢ ESP OK Success
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« ESP ERR_INVALID ARG Parameter error
Parameters
e gpio_num: GPIO number, only support output GPIOs
e strength: Drive capability of the pad
esp_err_t gpio_get_drive_capability(gpio_num_t gpio__num, gpio_drive_cap_t *strength)
Get GPIO pad drive capability.
Return
¢ ESP OK Success
« ESP ERR INVALID ARG Parameter error
Parameters
e gpio_num: GPIO number, only support output GPIOs
e strength: Pointer to accept drive capability of the pad
esp__err_t gpio_hold_en(gpio_num_t gpio_num)
Enable gpio pad hold function.

The gpio pad hold function works in both input and output modes, but must be output-capable gpios.
If pad hold enabled: in output mode: the output level of the pad will be force locked and can not be

changed. in input mode: the input value read will not change, regardless the changes of input signal.

The state of digital gpio cannot be held during Deep-sleep, and it will resume the hold function
when the chip wakes up from Deep-sleep. If the digital gpio also needs to be held during Deep-sleep,
gpio_deep_sleep_hold_en should also be called.

Power down or call gpio__hold_ dis will disable this function.

Return
e ESP OK Success
« ESP_ERR_NOT_SUPPORTED Not support pad hold function
Parameters
e gpio_num: GPIO number, only support output-capable GPIOs
esp_err_t gpio_hold_dis(gpio_num t gpio_num)
Disable gpio pad hold function.

When the chip is woken up from Deep-sleep, the gpio will be set to the default mode, so, the gpio
will output the default level if this function is called. If you dont’ t want the level changes, the gpio
should be configured to a known state before this function is called. e.g. If you hold gpiol8 high
during Deep-sleep, after the chip is woken up and gpio_hold_dis is called, gpiol8 will output low

504 Chapter 3. API Reference



Read the Docs Template Documentation, A% v3.2.5-1-g110d230e3

level(because gpiol8 is input mode by default). If you don’ t want this behavior, you should configure
gpiol8 as output mode and set it to hight level before calling gpio_hold_dis.
Return
¢ ESP OK Success
« ESP_ERR_NOT_SUPPORTED Not support pad hold function
Parameters
e gpio_num: GPIO number, only support output-capable GPIOs
void gpio_deep_sleep_hold_en(void)
Enable all digital gpio pad hold function during Deep-sleep.

When the chip is in Deep-sleep mode, all digital gpio will hold the state before sleep, and when the
chip is woken up, the status of digital gpio will not be held. Note that the pad hold feature only works
when the chip is in Deep-sleep mode, when not in sleep mode, the digital gpio state can be changed

even you have called this function.

Power down or call gpio_hold_ dis will disable this function, otherwise, the digital gpio hold feature

works as long as the chip enter Deep-sleep.

void gpio_deep_sleep_hold_dis(void)
Disable all digital gpio pad hold function during Deep-sleep.

void gpio_iomux_in(uint32_t gpio_num, uint32_t signal idz)
Set pad input to a peripheral signal through the IOMUX.
Parameters
e gpio_num: GPIO number of the pad.
e signal_idx: Peripheral signal id to input. One of the *_IN_IDX signals in soc/

gpio_sig_map.h.

void gpio_iomux_out (uint8_t gpio_num, int func, bool oen__inv)
Set peripheral output to an GPIO pad through the IOMUX.
Parameters
e gpio_num: gpio num GPIO number of the pad.

e func: The function number of the peripheral pin to output pin. One of the FUNC_X_* of

specified pin (X) in soc/io_mux_reg.h.

e oen_inv: True if the output enable needs to be inversed, otherwise False.
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Structures

struct gpio_config_t

Configuration parameters of GPIO pad for gpio_ config function.

Public Members
uint64_t pin_bit_mask
GPIO pin: set with bit mask, each bit maps to a GPIO

gpto_mode__t mode

GPIO mode: set input/output mode

gpio_pullup t pull_up_en
GPIO pull-up

gpio__pulldown t pull_down_en
GPIO pull-down

gpio_int_ type t intr_type
GPIO interrupt type

Macros

GPIO_SEL_0
Pin 0 selected

GPIO_SEL_1
Pin 1 selected

GPIO_SEL 2
Pin 2 selected

Note There are more macros like that up to pin 39, excluding pins 20, 24 and 28..31. They are not

shown here to reduce redundant information.

GPIO_IS_VALID_GPIO(gpio_num)
Check whether it is a valid GPIO number

GPIO_IS_VALID_QUTPUT_GPIO(gpio_num)
Check whether it can be a valid GPIO number of output mode

Type Definitions

typedef void (*gpio_isr_t)(void *)

typedef intr_handle { gpio_isr_handle_t
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Enumerations

enum gpio_num_t

Values:

GPIO_NUM_0 =0
GPIOO0, input and output

GPIO_NUM_1 =1
GPIO1, input and output

GPIO_NUM_2 = 2
GPIOZ2, input and output

Note There are more enumerations like that up to GPIO39, excluding GP1020, GPIO24 and
GPIO28..31. They are not shown here to reduce redundant information.

Note GPIO34..39 are input mode only.

enum gpio_int_type_t

Values:

GPIO_INTR_DISABLE =0
Disable GPIO interrupt

GPIO_INTR_POSEDGE = 1
GPIO interrupt type : rising edge

GPIO_INTR_NEGEDGE = 2
GPIO interrupt type : falling edge

GPIO_INTR_ANYEDGE = 3
GPIO interrupt type : both rising and falling edge

GPIO_INTR_LOW_LEVEL = 4
GPIO interrupt type : input low level trigger

GPIO_INTR_HIGH_LEVEL = 5
GPIO interrupt type : input high level trigger

GPIO_INTR_MAX

enum gpio_mode_t

Values:

GPIO_MODE_DISABLE = GPIO_MODE DEF_ DISABLE
GPIO mode : disable input and output

GPIO_MODE_INPUT = GPIO_MODE_DEF_ INPUT
GPIO mode : input only
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GPIO_MODE_OUTPUT = GPIO_MODE_DEF_ OUTPUT
GPIO mode : output only mode

GPIO_MODE_OUTPUT_OD = ((GPIO_MODE_DEF OUTPUT)|(GPIO_MODE_DEF_OD))
GPIO mode : output only with open-drain mode

GPIO_MODE_INPUT_OUTPUT_OD = ((GPIO_MODE_DEF_INPUT)|(GPIO_MODE_DEF_OUTPUT)|(GPIO_MODE
GPIO mode : output and input with open-drain mode

GPIO_MODE_INPUT_OUTPUT = ((GPIO_MODE_DEF INPUT)|(GPIO_MODE_DEF_OUTPUT))
GPIO mode : output and input mode

enum gpio_pullup_t

Values:

GPIO_PULLUP_DISABLE = 0x0
Disable GPIO pull-up resistor

GPIO_PULLUP_ENABLE = 0Ox1
Enable GPIO pull-up resistor

enum gpio_pulldown_t

Values:

GPIO_PULLDOWN_DISABLE = 0x0
Disable GPIO pull-down resistor

GPIO_PULLDOWN_ENABLE = Ox1
Enable GPIO pull-down resistor

enum gpio_pull_mode_t

Values:

GPIO_PULLUP_ONLY
Pad pull up

GPIO_PULLDOWN_ONLY
Pad pull down

GPIO_PULLUP_PULLDOWN
Pad pull up + pull down

GPIO_FLOATING
Pad floating

enum gpio_drive_cap_t

Values:

GPIO_DRIVE_CAP_0 = 0
Pad drive capability: weak
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GPIO_DRIVE_CAP_1 =1
Pad drive capability: stronger

GPIO_DRIVE_CAP 2 = 2
Pad drive capability: default value

GPIO_DRIVE_CAP_DEFAULT = 2
Pad drive capability: default value

GPIO_DRIVE_CAP_3 =3
Pad drive capability: strongest

GPIO_DRIVE_CAP_MAX

API Reference - RTC GPIO

Header File

e driver/include/driver/rtc_io.h

Functions

static bool rtc_gpio_is_valid_gpio(gpio_num t gpio__num)
Determine if the specified GPIO is a valid RTC GPIO.
Return true if GPIO is valid for RTC GPIO use. false otherwise.
Parameters
e gpio_num: GPIO number
esp_err_t rtc_gpio_init(gpio num t gpio_num)
Init a GPIO as RTC GPIO.

This function must be called when initializing a pad for an analog function.

Return

e ESP OK success

« ESP ERR INVALID ARG GPIO is not an RTC IO
Parameters

o gpio_num: GPIO number (e.g. GPIO_NUM_ 12)

esp_err 1 rtc_gpio_deinit(gpio num_t gpio__num)
Init a GPIO as digital GPIO.
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Return
e ESP OK success
« ESP_ERR_INVALID ARG GPIO is not an RTC 10
Parameters
o gpio_num: GPIO number (e.g. GPIO_NUM_ 12)
uint32_t rtc_gpio_get_level(gpio_num_t gpio__num)
Get the RTC IO input level.
Return
e 1 High level
e 0 Low level
« ESP_ERR_INVALID ARG GPIO is not an RTC 10
Parameters
o gpio_num: GPIO number (e.g. GPIO_NUM 12)
esp_err 1 rtc_gpio_set_level(gpio num_ t gpio num, uint32_t level)
Set the RTC 10 output level.
Return
¢ ESP OK Success
« ESP_ERR_INVALID ARG GPIO is not an RTC 10
Parameters
e gpio_num: GPIO number (e.g. GPIO _NUM_ 12)
e level: output level
esp_err_t rtc_gpio_set_direction(gpio_num_t gpio__num, rtc_gpio__mode 1 mode)
RTC GPIO set direction.

Configure RTC GPIO direction, such as output only, input only, output and input.

Return

¢ ESP OK Success

« ESP_ERR_INVALID ARG GPIO is not an RTC 10
Parameters

o gpio_num: GPIO number (e.g. GPIO_NUM_12)
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o mode: GPIO direction
esp__err_t rtc_gpio_pullup_en(gpio_num__t gpio__num)
RTC GPIO pullup enable.
This function only works for RTC I0s. In general, call gpio_pullup_en, which will work both for
normal GPIOs and RTC IOs.
Return
¢ ESP OK Success
« ESP ERR INVALID ARG GPIO is not an RTC IO
Parameters
e gpio_num: GPIO number (e.g. GPIO_NUM_12)
esp_err_t rtc_gpio_pulldown_en(gpio num t gpio_num)
RTC GPIO pulldown enable.
This function only works for RT'C 1O0s. In general, call gpio_pulldown_ en, which will work both for
normal GPIOs and RTC IOs.
Return
¢ ESP OK Success
« ESP_ERR_INVALID ARG GPIO is not an RTC 10
Parameters
o gpio_num: GPIO number (e.g. GPIO_NUM_12)
esp_err_t rte_gpio_pullup_dis(gpio_num__t gpio_num)
RTC GPIO pullup disable.
This function only works for RTC IOs. In general, call gpio_pullup_ dis, which will work both for
normal GPIOs and RTC IOs.
Return
¢ ESP OK Success
« ESP_ERR_INVALID ARG GPIO is not an RTC 10
Parameters
o gpio_num: GPIO number (e.g. GPIO_ _NUM 12)

esp_err_t rtc_gpio_pulldown_dis(gpio num_t gpio_num)

RTC GPIO pulldown disable.
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This function only works for RT'C IO0s. In general, call gpio_ pulldown__dis, which will work both for
normal GPIOs and RTC IOs.

Return
¢ ESP OK Success
« ESP ERR INVALID ARG GPIO is not an RTC IO
Parameters
o gpio_num: GPIO number (e.g. GPIO_NUM_12)
esp_err_t rtc_gpio_hold_en(gpio_num_t gpio_num)
Enable hold function on an RTC IO pad.

Enabling HOLD function will cause the pad to latch current values of input enable, output enable,
output value, function, drive strength values. This function is useful when going into light or deep

sleep mode to prevent the pin configuration from changing.

Return
e ESP OK Success
« ESP_ERR_INVALID ARG GPIO is not an RTC 10
Parameters
o gpio_num: GPIO number (e.g. GPIO_NUM_ 12)
esp_err_t rtc_gpio_hold_dis(gpio num t gpio num)
Disable hold function on an RTC IO pad.

Disabling hold function will allow the pad receive the values of input enable, output enable, output

value, function, drive strength from RTC_IO peripheral.

Return
e ESP OK Success
« ESP ERR_INVALID ARG GPIO is not an RTC IO

Parameters

o gpio_num: GPIO number (e.g. GPIO_NUM_ 12)

esp_err_t rtc_gpio_isolate(gpio num_t gpio__num)
Helper function to disconnect internal circuits from an RT'C IO This function disables input, output,
pullup, pulldown, and enables hold feature for an RTC I0. Use this function if an RTC IO needs to

be disconnected from internal circuits in deep sleep, to minimize leakage current.
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In particular, for ESP32-WROVER module, call rtc_ gpio_isolate(GPIO_NUM__12) before entering
deep sleep, to reduce deep sleep current.
Return
« ESP OK on success
« ESP ERR INVALID ARG if GPIO is not an RTC IO
Parameters
o gpio_num: GPIO number (e.g. GPIO_NUM_ 12).
void rtc_gpio_force_hold_dis_all()
Disable force hold signal for all RTC IOs.

Each RTC pad has a ‘“force hold” input signal from the RTC controller. If this signal is set, pad
latches current values of input enable, function, output enable, and other signals which come from the
RTC mux. Force hold signal is enabled before going into deep sleep for pins which are used for EXT1

wakeup.
esp_err_t rtc_gpio_set_drive_capability(gpio_num__t gpio__num, gpio__drive_cap__t strength)
Set RTC GPIO pad drive capability.
Return
e ESP OK Success
« ESP ERR INVALID ARG Parameter error
Parameters
e gpio_num: GPIO number, only support output GPIOs
e strength: Drive capability of the pad

esp_err 1 rtc_gpio_get_drive_capability(gpio num ¢ gpio__num, gpio_drive_cap t *strength)
Get RTC GPIO pad drive capability.

Return
e ESP_ OK Success
« ESP ERR_INVALID ARG Parameter error
Parameters
e gpio_num: GPIO number, only support output GPIOs
e strength: Pointer to accept drive capability of the pad

esp_err_t rtc_gpio_wakeup_enable(gpio num_t gpio__num, gpio_int_type t intr_type)

Enable wakeup from sleep mode using specific GPIO.
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Return
« ESP OK on success

« ESP_ERR_INVALID_ARG if gpio_num is not an RTC IO, or intr_type is not one of
GPIO_INTR_HIGH_LEVEL, GPIO_INTR_LOW_LEVEL.

Parameters
e gpio_num: GPIO number
e intr_type: Wakeup on high level (GPIO_INTR_HIGH_ LEVEL) or low level
(GPIOilNTRiL()WiLEVEL)

esp_err 1 rtc_gpio_wakeup_disable(gpio num t gpio_num)
Disable wakeup from sleep mode using specific GPIO.
Return
« ESP OK on success
« ESP_ERR_INVALID ARG if gpio_num is not an RTC IO
Parameters

e gpio_num: GPIO number

Macros

RTC_GPIO_IS_VALID_GPIO(gpio num)

Enumerations

enum rtc_gpio_mode_t

Values:

RTC_GPIO_MODE_INPUT_ONLY
Pad input

RTC_GPIO_MODE_OUTPUT_ONLY
Pad output

RTC_GPIO_MODE_INPUT_OUTPUT
Pad pull input + output

RTC_GPIO_MODE_DISABLED
Pad (output + input) disable
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3.5.5 12C

An I2C (Inter-Integrated Circuit) bus can be used for communication with several external devices connected
to the same bus as ESP32. There are two 12C controllers on board of the ESP32, each of which can be set

to master mode or slave mode.

Overview

The following sections will walk you through typical steps to configure and operate the 12C driver:

1. Configure Driver - select driver’ s parameters like master or slave mode, set specific GPIO pins to act
as SDA and SCL, set the clock speed, etc.

2. Install Driver- activate driver in master or slave mode to operate on one of the two 12C controllers
available on ESP32.

3. Run Communication:

a) Master Mode - run communication acting as a master

b) Slave Mode - get slave responding to messages from the master
4. Interrupt Handling - configure and service 12C interrupts.

5. Going Beyond Defaults - adjust timing, pin configuration and other parameters of the I2C communi-

cation.
6. Error Handling - how to recognize and handle driver configuration and communication errors.
7. Delete Driver- on communication end to free resources used by the 12C driver.

The top level identification of an I2C driver is one of the two port numbers selected from 72c_port_t. The
mode of operation for a given port is provided during driver configuration by selecting either “master” or

“slave” from i2c_mode_t.

Configure Driver

The first step to establishing I2C communication is to configure the driver. This is done by setting several

parameters contained in 22c_config_t structure:
e [2C operation mode - select either slave or master from 72c_opmode_t
e Settings of the communication pins:
— GPIO pin numbers assigned to the SDA and SCL signals
— Whether to enable ESP32’ s internal pull up for respective pins
e I2C clock speed, if this configuration concerns the master mode

 If this configuration concerns the slave mode:
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— Whether 10 bit address mode should be enabled
— The slave address

Then, to initialize configuration for a given 12C port, call function i2c_param_config() with the port

number and i2c_config_t structure as the function call parameters.

At this stage i2¢_param_config () also sets “behind the scenes” couple of other 12C configuration parameters
to commonly used default values. To check what are the values and how to change them, see Going Beyond
Defaults.

Install Driver

Having the configuration initialized, the next step is to install the I2C driver by calling

i2c_driver_install (). This function call requires the following parameters:
e The port number, one of the two ports available, selected from i2c_port_t
e The operation mode, slave or master selected from 72c_opmode_t
e Sizes of buffers that will be allocated for sending and receiving data in the slave mode

o Flags used to allocate the interrupt

Run Communication

With the I2C driver installed, ESP32 is ready to communicate with other I2C devices. Programming of

communication depends on whether selected I12C port operates in a master or a slave mode.

Master Mode

ESP32’ s 12C port working in the master made is responsible for establishing communication with slave 12C
devices and sending commands to trigger actions by slaves, like doing a measurement and sending back a

result.

To organize this process the driver provides a container, called a “command link” | that should be populated

with a sequence of commands and then passed to the I2C controller for execution.
Master Write
An example of building a commend link for I2C master sending n bytes to slave is shown below:
The following describes how the command link for a “master write” is set up and what comes inside:
1. The first step is to create a command link with 72c_cmd_1link_create().
Then the command link is populated with series of data to be sent to the slave:

2. Start bit - i2c_master_start ()
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| Data n times BI
| Master I; \'_S;Aﬂ ‘ Slave Address | | Data | | STOP |
Slave I\_\] ACK, ACK,

Comrmands

crnd = i2c_crnd_link_create()

i2c_rnaster_start{crnd,

i2c_raster_write_bytelcrnd, Address, ACK)

i2c_rnaster_write(Data, n, ACK]

i2c_rnaster_stoplcrnd,

i2c_master_crd_begin(l2c_part, crnd, wait)

i2c_cmd_link_delete(cmd)

_________|__J7

K 10: 12C command link - master write example

3. Single byte slave address - i2c_master_write_byte(). The address is provided as an argument

of this function call.
4. One or more bytes of data as an argument of 72c_master_write().
5. Stop bit - i2c_master_stop ()

Both i2c_master write_byte() and i2c_master_ write() commands have additional argument

defining whether slave should acknowledge received data or not.
6. Execution of command link by I2C controller is triggered by calling i2c_master_cmd_begin().

7. As the last step, after sending of the commands is finished, the resources used by the command link

are released by calling i2c_cmd_link_delete().
Master Read
There is a similar sequence of steps for the master to read the data from a slave.

When reading the data, instead of “i2c_master read---” , the command link is populated with
12c_master_read_byte() and / or 12c_master_read (). Also, the last read is configured for not providing

an acknowledge by the master.
Master Write or Read?

After sending a slave’ s address, see step 3 on pictures above, the master either writes to or reads from the
slave. The information what the master will actually do is hidden in the least significant bit of the slave’ s

address.

Therefore the command link instructing the slave that the master will write the data contains the address
like (ESP_SLAVE_ADDR << 1) | I2C_MASTER_WRITE and looks as follows:
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| Data [n-1) times |¥

Master % START | Slave Address | ACK STOP
oo ) [ _om ] :

Commands Il\

cmd = i2c_cmd_link_create() |

i2c_master_start(crmd;

i2c_rnaster_write_bytelcrnd, Address, ACK)

i2c_master_read(Data, n-1, ACK)

i2c_master_read(Data, 1, MAK)

i2c_rmaster_stoplcrnd;

i2e_master_crd_begin(l2c_port, crnd, wait)

i2c_crnd_link_delete(crnd)

Kl 11: 12C command link - master read example

i2c_master_write_byte(cmd, (ESP_SLAVE_ADDR << 1) | I2C_MASTER_WRITE, ACK_CHECK_EN)

By similar token the command link to read from the slave looks as follows:

i2c_master_write_byte(cmd, (ESP_SLAVE_ADDR << 1) | I2C_MASTER_READ, ACK_CHECK_EN)

Slave Mode

The API provides functions to read and write data by the slave - * i2c_slave_read_buffer() and

i2c_slave_write_buffer(). An example of using these functions is provided in peripherals/i2c.

Interrupt Handling

To register an interrupt handler, call function <2c_isr register(), to delete the handler call
12c_1isr_free(). Description of interrupts triggered by 12C controller is provided in the ESP32 Technical
Reference Manual (PDF).

Going Beyond Defaults

There are couple of I12C communication parameters setup during driver configuration (when calling
i2c_param_config (), see Configure Driver), to some default commonly used values. Some parameters
are also already configured in registers of the I12C controller. These parameters can be changed to user

defined values by calling dedicated functions:

e Period of SCL pulses being high and low - i2¢c_set_period()

518 Chapter 3. API Reference



https://github.com/espressif/esp-idf/tree/110d230e3/examples/peripherals/i2c
https://espressif.com/sites/default/files/documentation/esp32_technical_reference_manual_en.pdf
https://espressif.com/sites/default/files/documentation/esp32_technical_reference_manual_en.pdf

Read the Docs Template Documentation, A% v3.2.5-1-g110d230e3

o SCL and SDA signal timing used during generation of start / stop signals - 72¢c_set_start_timing ()
/ i2c_set_stop_timing ()

o Timing relationship between SCL and SDA signals when sampling by slave, as well as when transmitting

by master - i2c_set_data_timing ()

e I2C timeout - i2c_set_timeout ()

{If#: The timing values are defined in APB clock cycles. The frequency of APB is specified in
I2C_APB_CLK_FREQ.

o What bit, LSB or MSB, is transmitted / received first - i2c_set_data_mode () selectable out of modes

defined in 72c_trans_mode_t
Each one of the above functions has a __get  counterpart to check the currently set value.

To see the default values of parameters setup during driver configuration, please refer to file driver/i2c.c
looking up defines with _DEFAULT suffix.

With function 72¢_set_pin () it is also possible to select different SDA and SCL pins and alter configuration
of pull ups, changing what has been already entered with 22c_param_config().

{Ef@:  ESP32’ s internal pull ups are in the range of some tens of kOhm, and as such in most cases
insufficient for use as 12C pull ups by themselves. We suggest to add external pull ups as well, with values
as described in the 12C standard.

Error Handling

Most of driver’ s function return the ESP_OK on successful completion or a specific error code on a failure.
It is a good practice to always check the returned values and implement the error handling. The driver is
also printing out log messages, when e.g. checking the correctness of entered configuration, that contain

explanation of errors. For details please refer to file driver/i2c.c looking up defines with _ERR_STR suffix.

Use dedicated interrupts to capture communication failures. For instance there is I2C_TIME_OUT_INT inter-

rupt triggered when 12C takes too long to receive data. See Interrupt Handling for related information.

To reset internal hardware buffers in case of communication failure, you can use i2c_reset_tz_fifo() and
12c_reset_rz_fifo().

Delete Driver

If the I2C communication is established with 72¢_driver_install () for some specific period of time and

then not required, the driver may be removed to free allocated resources by calling i2c_driver_delete().
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Application Example

12C master and slave example: peripherals/i2c.

API Reference

Header File

o driver/include/driver/i2¢.h

Functions

esp_err 1 i2c_driver_install (i2c_port t i2c¢_num, i2c_mode_t mode, size_t slv_rx_buf len,

size_t slv_tx_buf len, int intr_alloc_flags)
12C driver install.

Note Only slave mode will use this value, driver will ignore this value in master mode.
Note Only slave mode will use this value, driver will ignore this value in master mode.

Note In master mode, if the cache is likely to be disabled(such as write flash) and the slave is time-
sensitive, ESP_INTR_FLAG_IRAM is suggested to be used. In this case, please use the memory
allocated from internal RAM in i2c¢ read and write function, because we can not access the

psram(if psram is enabled) in interrupt handle function when cache is disabled.

Return

¢ ESP OK Success

« ESP ERR_INVALID ARG Parameter error

e« ESP_ FAIL Driver install error
Parameters

e i2c_num: 12C port number

o mode: I2C mode( master or slave )

e slv_rx_buf_len: receiving buffer size for slave mode
Parameters

e slv_tx_buf_len: sending buffer size for slave mode
Parameters

e intr_alloc_flags: Flags used to allocate the interrupt. Omne or multiple (ORred)
ESP_INTR_FLAG_ * values. See esp_intr_alloc.h for more info.
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esp_err t i2c_driver_delete(i2c port 1t i2¢c_num)
12C driver delete.
Return
¢ ESP OK Success
« ESP ERR INVALID ARG Parameter error
Parameters
e i2c_num: I12C port number
esp_err_t i2c_param_config(i2c_port_t i2c_num, const i2¢c_config_t *i2c_ conf)
12C parameter initialization.
Return
e ESP OK Success
« ESP ERR INVALID ARG Parameter error
Parameters
e i2c¢c_num: 12C port number
e i2c_conf: pointer to [2C parameter settings
esp_err 1 i2c_reset_tx_fifo(i2¢c_ port t i2c_num)
reset 12C tx hardware fifo
Return
e ESP OK Success
« ESP ERR INVALID ARG Parameter error
Parameters
e i2c_num: I2C port number
esp_err ti2c_reset_rx_fifo(i2c_ port t i2¢c_num)
reset 12C rx fifo
Return
¢ ESP OK Success
« ESP ERR_INVALID ARG Parameter error
Parameters

e i2c¢c_num: I12C port number
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esp_err_t i2c_isr_register (i2¢_port_t i2¢_num, void (*fn))void *
, void *arg, int intr_alloc_flags, intr_handle_t *handleI2C isr handler register.
Return
¢ ESP OK Success
« ESP ERR INVALID ARG Parameter error
Parameters
e i2c_num: I12C port number
e fn: isr handler function
e arg: parameter for isr handler function

o intr_alloc_flags: Flags used to allocate the interrupt. Omne or multiple (ORred)
ESP_INTR_ FLAG_* values. See esp_intr alloc.h for more info.

e handle: handle return from esp_intr_alloc.
esp_err 1 i2c_isr_free(intr handle t handle)

to delete and free I12C isr.
Return

¢ ESP OK Success

« ESP ERR_INVALID ARG Parameter error
Parameters

e handle: handle of isr.

esp_err_t i2c_set_pin(i2c_port t i2c¢_nwm, int sda_io_num, int scl_io__num, gpio pullup t

sda__pullup _en, gpio_pullup t scl_pullup__en, i2¢_mode t mode)
Configure GPIO signal for 12C sck and sda.

Return
¢ ESP OK Success
o« ESP_ERR_INVALID ARG Parameter error
Parameters
e i2c¢c_num: I12C port number
e sda_io_num: GPIO number for 12C sda signal
e scl_io_num: GPIO number for 12C scl signal

e sda_pullup_en: Whether to enable the internal pullup for sda pin
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e scl_pullup_en: Whether to enable the internal pullup for scl pin
e mode: 12C mode

12¢_cmd handle t i2c_cmd_link_create ()

Create and init 12C command link.

Note Before we build 12C command link, we need to call i2¢_cmd_ link_create() to create a command
link. After we finish sending the commands, we need to call i2c_cmd_link delete() to release

and return the resources.
Return i2c command link handler

void i2c_cmd_link_delete(i2¢c cmd_handle t ecmd__handle)

Free I2C command link.

Note Before we build 12C command link, we need to call i2¢_cmd_ link_ create() to create a command
link. After we finish sending the commands, we need to call i2c_cmd_ link delete() to release

and return the resources.
Parameters
e cmd_handle: [2C command handle

esp_err 1 i2c_master_start(i2c cmd handle t e¢md__handle)

Queue command for I2C master to generate a start signal.
Note Only call this function in 12C master mode Call i2¢_master_cmd_begin() to send all queued
commands
Return
« ESP_OK Success
o« ESP_ERR_INVALID ARG Parameter error
Parameters
e cmd_handle: I12C cmd link

esp_err_t i2c_master_write_byte(i2c_cmd_handle t cmd__handle, uint8_t data, bool ack__en)

Queue command for 12C master to write one byte to 12C bus.
Note Only call this function in 12C master mode Call i2¢_master_cmd_ begin() to send all queued
commands
Return
e ESP OK Success

« ESP ERR INVALID ARG Parameter error
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Parameters
e cmd_handle: I12C cmd link
e data: 12C one byte command to write to bus
e ack_en: enable ack check for master

esp_err t i2c_master_write(i2c cmd_handle t cmd__handle, uint8 t *data, size_t data_len, bool

ack _en)
Queue command for I2C master to write buffer to I12C bus.

Note Only call this function in 12C master mode Call i2c_master_cmd_ begin() to send all queued
commands

Note If the psram is enabled and intr_ flag is ESP_INTR_FLAG_IRAM, please use the memory allocated
from internal RAM.

Return

e ESP OK Success

« ESP ERR INVALID ARG Parameter error
Parameters

e cmd_handle: I12C cmd link

e data: data to send
Parameters

e data_len: data length

e ack_en: enable ack check for master

esp_err t i2c_master_read_byte(i2c_ cmd handle t cmd_handle, uint8_t *data, i2¢ ack type i

ack)
Queue command for I2C master to read one byte from I2C bus.

Note Only call this function in 12C master mode Call i2c_master_cmd_ begin() to send all queued
commands

Note If the psram is enabled and intr_ flag is ESP_INTR_FLAG_IRAM, please use the memory allocated
from internal RAM.

Return

e ESP OK Success

o« ESP_ERR_INVALID ARG Parameter error
Parameters

e cmd_handle: I12C cmd link
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e data: pointer accept the data byte
Parameters
e ack: ack value for read command

esp_err ti2c_master_read(i2c cmd handle t cmd_ handle, uint8 t *data, size t data len,

12¢__ack__type_t ack)
Queue command for I2C master to read data from I12C bus.

Note Only call this function in 12C master mode Call i2c_master_cmd_ begin() to send all queued
commands

Note If the psram is enabled and intr_ flag is ESP_INTR_FLAG_IRAM, please use the memory allocated
from internal RAM.

Return

¢ ESP OK Success

« ESP ERR INVALID ARG Parameter error
Parameters

e cmd_handle: I12C cmd link

e data: data buffer to accept the data from bus
Parameters

e data_len: read data length

o ack: ack value for read command

esp_err_t i2c_master_stop(i2c_cmd_handle t cmd__handle)

Queue command for I2C master to generate a stop signal.
Note Only call this function in 12C master mode Call i2c_master_cmd_ begin() to send all queued
commands
Return
e ESP OK Success
« ESP ERR_INVALID ARG Parameter error
Parameters
e cmd_handle: I12C cmd link

esp__err_t i2c_master_cmd_begin(i2c_port_t i2c_num, i2c_cmd_handle_t cmd_handle, Tick-

Type_t ticks_to_wait)
12C master send queued commands. This function will trigger sending all queued commands. The task
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will be blocked until all the commands have been sent out. The I2C APIs are not thread-safe, if you
want to use one 12C port in different tasks, you need to take care of the multi-thread issue.
Note Only call this function in 12C master mode
Return

¢ ESP OK Success

« ESP ERR INVALID ARG Parameter error

o ESP_FAIL Sending command error, slave doesn’ t ACK the transfer.

« ESP ERR INVALID STATE I2C driver not installed or not in master mode.

« ESP_ERR_ TIMEOUT Operation timeout because the bus is busy.
Parameters

e i2c_num: I12C port number

e cmd_handle: [2C command handler

e ticks_to_wait: maximum wait ticks.

int i2c_slave_write_buffer (i2c_port_t i2c_num, uwint8_t *data, int size, TickType_t

ticks to wait)
12C slave write data to internal ringbuffer, when tx fifo empty, isr will fill the hardware fifo from the

internal ringbuffer.
Note Only call this function in I2C slave mode
Return
o ESP_FAIL(-1) Parameter error
o Others(>=0) The number of data bytes that pushed to the I12C slave buffer.
Parameters
e i2¢_num: I12C port number
e data: data pointer to write into internal buffer
e size: data size
e ticks_to_wait: Maximum waiting ticks

int i2c_slave_read_buffer (i2c_port { i2c_num, uint8_t *data, size_t maz_size, TickType_t

ticks _to _wait)
12C slave read data from internal buffer. When I2C slave receive data, isr will copy received data from

hardware rx fifo to internal ringbuffer. Then users can read from internal ringbuffer.

Note Only call this function in 12C slave mode
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Return
o ESP_FAIL(-1) Parameter error
o Others(>=0) The number of data bytes that read from I2C slave buffer.
Parameters
e i2c¢c_num: 12C port number
e data: data pointer to write into internal buffer
e max_size: Maximum data size to read
e ticks_to_wait: Maximum waiting ticks
esp_err_t i2c_set_period(i2c_port t i2c_num, int high__period, int low__period)
set 12C master clock period
Return
¢ ESP OK Success
« ESP ERR_INVALID ARG Parameter error
Parameters
e i2¢_num: 12C port number
e high_period: clock cycle number during SCL is high level, high_ period is a 14 bit value
e low_period: clock cycle number during SCL is low level, low_period is a 14 bit value
esp_err t i2c_get_period(i2¢ port t i2¢c_mum, int *high_period, int *low period)
get 12C master clock period
Return
e ESP_ OK Success
« ESP ERR_INVALID ARG Parameter error
Parameters
e i2¢_num: 12C port number

e high_period: pointer to get clock cycle number during SCL is high level, will get a 14 bit

value
e low_period: pointer to get clock cycle number during SCL is low level, will get a 14 bit value
esp_err 1 i2c_filter_enable(i2¢c_port t i2c_num, wint8 t cyc num)

enable hardware filter on 12C bus Sometimes the I2C bus is disturbed by high frequency noise(about

20ns), or the rising edge of the SCL clock is very slow, these may cause the master state machine
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broken. enable hardware filter can filter out high frequency interference and make the master more

stable.

Note Enable filter will slow the SCL clock.

Return
¢ ESP OK Success

« ESP ERR INVALID ARG Parameter error

Parameters
e i2c_num: 12C port number

o cyc_num: the APB cycles need to be filtered(0<= cyc_num <=7). When the period of a

pulse is less than cyc_num * APB_ cycle, the I2C controller will ignore this pulse.

esp _err 1 i2c_filter_disable(i2¢ port t i2¢c_num)

disable filter on I12C bus

Return
e ESP OK Success

« ESP ERR INVALID ARG Parameter error
Parameters
e i2c_num: 12C port number

esp_err_t i2c_set_start_timing(i2c_port t i2c_num, int setup_ time, int hold_time)

set 12C master start signal timing

Return
¢ ESP OK Success
« ESP ERR_INVALID ARG Parameter error

Parameters
e i2¢_num: I2C port number

e setup_time: clock number between the falling-edge of SDA and rising-edge of SCL for start

mark, it’ s a 10-bit value.

e hold_time: clock num between the falling-edge of SDA and falling-edge of SCL for start

mark, it’ s a 10-bit value.

esp_err_1 i2c_get_start_timing(i2c_port_t i2c_num, int *setup_ time, int *hold__time)

get 12C master start signal timing
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Return

e ESP OK Success

« ESP ERR INVALID ARG Parameter error
Parameters

e i2c¢c_num: 12C port number

e setup_time: pointer to get setup time

e hold_time: pointer to get hold time

esp_err_t i2c_set_stop_timing(i2c port t i2c__num, int setup_ time, int hold_time)

set 12C master stop signal timing
Return

e ESP OK Success

« ESP ERR INVALID ARG Parameter error
Parameters

e i2c¢c_num: 12C port number

e setup_time: clock num between the rising-edge of SCL and the rising-edge of SDA, it’ s a
10-bit value.
e hold_time: clock number after the STOP bit’ s rising-edge, it’ s a 14-bit value.
esp_err 1 i2c_get_stop_timing(i2¢c port t i2¢c_num, int *setup_time, int *hold_ time)
get 12C master stop signal timing
Return
e ESP_ OK Success
« ESP ERR_INVALID ARG Parameter error
Parameters
e i2¢_num: I2C port number
e setup_time: pointer to get setup time.
e hold_time: pointer to get hold time.
esp_err_t i2c_set_data_timing(i2c_port t i2c_num, int sample_time, int hold__time)
set 12C data signal timing
Return
e ESP_ OK Success
3.5. Peripherals API 529



Read the Docs Template Documentation, 4% v3.2.5-1-g110d230e3

« ESP ERR_INVALID ARG Parameter error

Parameters

e i2c¢c_num: I12C port number

sample_time: clock number 12C used to sample data on SDA after the rising-edge of SCL,

it’ s a 10-bit value

hold_time: clock number I2C used to hold the data after the falling-edge of SCL, it’ s a

10-bit value

esp_err 1 i2c_get_data_timing(i2c port t i2¢c_num, int *sample time, int *hold_time)

get 12C data signal timing

Return
e ESP OK Success
« ESP ERR INVALID ARG Parameter error

Parameters
e i2c_num: I2C port number
e sample_time: pointer to get sample time

e hold_time: pointer to get hold time

esp_err 1 i2c_set_timeout (i2¢c_ port t i2¢__num, int timeout)

set 12C timeout value

Return
e ESP OK Success
« ESP ERR INVALID ARG Parameter error

Parameters
e i2c_num: 12C port number

o timeout: timeout value for I2C bus (unit: APB 80Mhz clock cycle)

esp_err t i2c_get_timeout (i2¢ port t i2¢c_num, int *timeout)

get 12C timeout value

Return
e ESP OK Success
« ESP ERR_INVALID ARG Parameter error

Parameters
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e i2c_num: I2C port number
e timeout: pointer to get timeout value

esp_err t i2c_set_data_mode (i2¢c_port t 12c_num, 12¢c_trans _mode_ t tr_trans _mode,

i2¢_trans mode t rx__trans _mode)
set 12C data transfer mode

Return

« ESP_ OK Success

« ESP_ERR_INVALID_ARG Parameter error
Parameters

e i2c¢c_num: I12C port number

e tx_trans_mode: I12C sending data mode

e rx_trans_mode: I12C receving data mode

esp_err_t i2c_get_data_mode (i2c_ port t  i2¢c_num, i2c_trans _mode_t  *tz_trans_mode,

i2c__trans _mode t *rz_trans_mode)
get 12C data transfer mode

Return

e ESP OK Success

« ESP ERR INVALID ARG Parameter error
Parameters

e i2c¢c_num: I12C port number

e tx_trans_mode: pointer to get I12C sending data mode

e rx_trans_mode: pointer to get 12C receiving data mode

Structures

struct i2c_config_t

12C initialization parameters.

Public Members

i2¢_mode ¢ mode

I12C mode

gpio_num,_ t sda_io_num
GPIO number for 12C sda signal
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gpto__pullup 1 sda_pullup_en
Internal GPIO pull mode for 12C sda signal

gpio_num_t scl_io_num

GPIO number for 12C scl signal

gpio__pullup t scl_pullup_en
Internal GPIO pull mode for 12C scl signal

uint32_t clk_speed
12C clock frequency for master mode, (no higher than 1MHz for now)

uint8_t addr_10bit_en
I2C 10bit address mode enable for slave mode

uintl6 t slave_addr

I12C address for slave mode

Macros

I2C_APB_CLK_FREQ
12C source clock is APB clock, 80MHz

I2C_FIFO_LEN
12C hardware fifo length

Type Definitions

typedef void *i2c_cmd_handle_t
12C command handle

Enumerations

enum i2c_mode_t

Values:

I2C_MODE_SLAVE = 0

12C slave mode

I2C_MODE_MASTER

I12C master mode
I2C_MODE_MAX

enum i2c_rw_t

Values:
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enum

enum

enum

enum

I2C_MASTER_WRITE = 0
12C write data

I2C_MASTER_READ
I12C read data

i2c_trans_mode_t

Values:

I2C_DATA_MODE_MSB_FIRST = 0
12C data msb first

I2C_DATA_MODE_LSB_FIRST = 1
I12C data lsb first

I2C_DATA_MODE_MAX

i2c_opmode_t

Values:

I2C_CMD_RESTART =0

I12C restart command

I2C_CMD_WRITE

I12C write command

I2C_CMD_READ

I12C read command

I2C_CMD_STOP

12C stop command

I2C_CMD_END

I12C end command

i2c_port_t

Values:

I2C_NUM_0 =0
12C port 0

I2C_NUM_1
12C port 1

I2C_NUM_MAX

i2c_addr_mode_t
Values:

I2C_ADDR_BIT_7 = 0
I12C Tbit address for slave mode
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I2C_ADDR_BIT_10
I12C 10bit address for slave mode

I2C_ADDR_BIT_MAX

enum i2c¢c_ack_type_t

Values:

I2C_MASTER_ACK = 0x0
12C ack for each byte read

I2C_MASTER_NACK = Ox1
12C nack for each byte read

I2C_MASTER_LAST_NACK = 0x2
12C nack for the last byte

I2C_MASTER_ACK_MAX

3.5.6 12S

Overview
ESP32 contains two 12S peripherals. These peripherals can be configured to input and output sample data
via the 12S driver.

The 128 peripheral supports DMA meaning it can stream sample data without requiring each sample to be
read or written by the CPU.

12S output can also be routed directly to the Digital/Analog Converter output channels (GPIO 25 & GPIO

26) to produce analog output directly, rather than via an external I12S codec.

{if#:  For high accuracy clock applications, APLL clock source can be used with .use apll = true and
ESP32 will automatically calculate APLL parameter.

W fit: If use_apll = true and fized _mclk > 0, then the Master clock output for I2S is fixed and
equal to the fixed_mclk value. The audio clock rate (LRCK) is always the MCLK divisor and 0 <
MCLK/LRCK/channels/bits_ per_sample < 64

Application Example

A full I2S example is available in esp-idf: peripherals/i2s.

Short example of 12S configuration:
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#include "driver/i2s.h"

#include "freertos/queuve.h”

static const int i2s_num = 0; // ©2s port number

static const i2s_config t i2s_config = {
.mode = I2S_MODE_MASTER | I2S_MODE_TX,
.sample_rate = 44100,
.bits_per_sample = 16,
.channel_format = I2S_CHANNEL_FMT_RIGHT_LEFT,
.communication_format = I2S_COMM_FORMAT_I2S | I2S_COMM_FORMAT_I2S_MSB,
.intr_alloc_flags = 0, // default interrupt priority
.dma_buf_count = 8,
.dma_buf_len = 64,
.use_apll = false
+;
static const i2s_pin_config t pin_config = {
.bck_io_num = 26,
.wWws_io_num = 25,

.data_out_num = 22,

.data_in_num = I2S_PIN_NO_CHANGE

i2s_driver_install(i2s_num, &i2s_config, 0, NULL); //install and start i2s driver

i2s_set_pin(i2s_num, &pin_config);

i2s_set_sample_rates(i2s_num, 22050); //set sample rates

i2s_driver_uninstall(i2s_num); //stop & destroy i2s driver

Short example configuring 12S to use internal DAC for analog output:

#include "driver/i2s.h"

#include "freertos/queuve.h”

static const int i2s_num = 0; // ©2s port number

(T gk%E)
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(£ k1)

static const i2s_config_t i2s_config = {

.mode = I2S_MODE_MASTER | I2S_MODE_TX | I2S_MODE_DAC_BUILT_IN,

.sample_rate = 44100,

.bits_per_sample = 16, /* the DAC module will only take the 8bits from MSB */

.channel_format = I2S_CHANNEL_FMT_RIGHT_LEFT,

.communication_format = I2S_COMM_FORMAT_I2S_MSB,

.intr_alloc_flags = 0, // default interrupt priority

.dma_buf_count = 8,

.dma_buf_len = 64,

.use_apll = false
};

i2s_driver_install(i2s_num, &i2s_config, 0, NULL); //install and start i2s driver

i2s_set_pin(i2s_num, NULL); //for internal DAC, this will enable both of they

—~1internal channels

//You can call t2s_set_dac_mode to set built-in DAC output mode.
//12s_set_dac_mode (I25_DAC CHANNEL_BOTH_EN);

i2s_set_sample_rates(i2s_num, 22050); //set sample rates

i2s_driver_uninstall(i2s_num); //stop & destroy i2s driver

API Reference

Header File

o driver/include/driver/i2s.h

Functions

esp_err_ 1 i2s_set_pin(i2s_port t i2s num, const i2s_pin_ config _t *pin)

Set I12S pin number.

Inside the pin configuration structure, set 12S__PIN_NO__CHANGE for any pin where the current

configuration should not be changed.
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Note The I2S peripheral output signals can be connected to multiple GPIO pads. However, the 12S
peripheral input signal can only be connected to one GPIO pad.

Parameters
e i2s num: I12S NUM_O0 or I2S NUM 1
e pin: I2S Pin structure, or NULL to set 2-channel 8-bit internal DAC pin configuration

(GPIO25 & GPI026)

Note if *pin is set as NULL, this function will initialize both of the built-in DAC channels by default.
if you don’ t want this to happen and you want to initialize only one of the DAC channels, you

can call i2s_set__dac__mode instead.
Return
e ESP OK Success
« ESP ERR_INVALID ARG Parameter error

« ESP_FAIL IO error

esp_err 1 i2s_set_dac_mode(i2s dac_mode t dac_mode)

Set 12S dac mode, 12S built-in DAC is disabled by default.

Note Built-in DAC functions are only supported on 1250 for current ESP32 chip. If either of the
built-in DAC channel are enabled, the other one can not be used as RTC DAC function at the

same time.
Return
¢ ESP OK Success
« ESP ERR_INVALID ARG Parameter error
Parameters

e dac_mode: DAC mode configurations - see i2s_ dac_mode_t

esp_err_t i2s_driver_install(i2s port t i2s _mum, const i2s config_t *i2s_config, int

queue__size, void *i2s_ queue)
Install and start 12S driver.

This function must be called before any 12S driver read/write operations.
Parameters

e i2s_num: 12S_ NUM_ 0, I2S_ NUM_ 1

e i2s_config: I2S configurations - see i2s config t struct

o queue_size: 12S event queue size/depth.

e i2s_queue: I2S event queue handle, if set NULL, driver will not use an event queue.
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Return
e ESP OK Success
« ESP ERR INVALID ARG Parameter error
« ESP_ERR_NO_MEM Out of memory
esp_err 1 i2s_driver_uninstall(i2s port t i2s num)
Uninstall 12S driver.
Return
« ESP OK Success
« ESP_ERR_INVALID ARG Parameter error

Parameters
e i2s_num: 12S NUM_0, I2S_ NUM_ 1
int i2s_write_bytes(i2s port t i2s num, const void *sre, size_t size, TickType_t ticks to wait)
Write data to I12S DMA transmit buffer.

This function is deprecated. Use ‘i2s_write’ instead. This definition will be removed in a future

release.

Return

e The amount of bytes written, if timeout, the result will be less than the size passed in.
o« ESP FAIL Parameter error

esp_err_1 i2s_write(i2s_port_t i2s num, const void *src, size_t size, size_t *bytes written, Tick-

Type__t ticks_to_wait)
Write data to I12S DMA transmit buffer.

Return

o ESP_OK Success

« ESP ERR_INVALID ARG Parameter error
Parameters

e i2s_num: I2S_NUM_ 0, I2S_NUM 1

o src: Source address to write from

e size: Size of data in bytes

e bytes_written: Number of bytes written, if timeout, the result will be less than the size

passed in.
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ticks_to_wait: TX buffer wait timeout in RTOS ticks. If this many ticks pass without space
becoming available in the DMA transmit buffer, then the function will return (note that if
the data is written to the DMA buffer in pieces, the overall operation may still take longer
than this timeout.) Pass portMAX DELAY for no timeout.

esp_err_ 1 i2s_write_expand (i2s port_t i2s mum, const void *src, size_t size, size_t src_ bits,

size_t aim__bits, size_t *bytes_written, TickType_t ticks to_wait)

Write data to I12S DMA transmit buffer while expanding the number of bits per sample. For example,
expanding 16-bit PCM to 32-bit PCM.

Format of the data in source buffer is determined by the 12S configuration (see i2s config t).

Parameters

Return

i2s_num: 12S NUM_ 0, I2S_ NUM_ 1

src: Source address to write from

size: Size of data in bytes

src_bits: Source audio bit

aim_bits: Bit wanted, no more than 32, and must be greater than src_ bits

bytes_written: Number of bytes written, if timeout, the result will be less than the size

passed in.

ticks_to_wait: TX buffer wait timeout in RTOS ticks. If this many ticks pass without space
becoming available in the DMA transmit buffer, then the function will return (note that if
the data is written to the DMA buffer in pieces, the overall operation may still take longer
than this timeout.) Pass portMAX_DELAY for no timeout.

ESP_OK Success

ESP_ERR INVALID ARG Parameter error

int i2s_read_bytes(i2s port t i2s_num, void *dest, size_t size, TickType_t ticks_ to wait)
Read data from I12S DMA receive buffer.

This function is deprecated. Use ‘i2s_read’ instead. This definition will be removed in a future

release.

Return

The amount of bytes read, if timeout, bytes read will be less than the size passed in

ESP_FAIL Parameter error
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esp_err_ 1 i2s_read(i2s_port_t i2s_num, void *dest, size_t size, size_t *bytes read, TickType_t

ticks _to wait)
Read data from I2S DMA receive buffer.

Note If the built-in ADC mode is enabled, we should call i2s_adc_ start and i2s_adc_stop around
the whole reading process, to prevent the data getting corrupted.
Return
e ESP_ OK Success
« ESP ERR_INVALID ARG Parameter error
Parameters
e i2s_num: I12S NUM_ 0, 12S_ NUM_ 1
e dest: Destination address to read into
e size: Size of data in bytes
e bytes_read: Number of bytes read, if timeout, bytes read will be less than the size passed
in.
e ticks_to_wait: RX buffer wait timeout in RTOS ticks. If this many ticks pass without bytes
becoming available in the DMA receive buffer, then the function will return (note that if data

is read from the DMA buffer in pieces, the overall operation may still take longer than this

timeout.) Pass portMAX_DELAY for no timeout.
int i2s_push_sample (i2s port t i2s _num, const void *sample, TickType_t ticks_to wait)
Write a single sample to the 12S DMA TX buffer.
This function is deprecated. Use ‘i2s_write’ instead. This definition will be removed in a future
release.
Return

e Number of bytes successfully pushed to DMA buffer, will be either zero or the size of config-
ured sample buffer (in bytes).

o« ESP FAIL Parameter error
Parameters
e i2s_num: 12S. NUM_ 0, I2S_ NUM_ 1
o sample: Buffer to read data. Size of buffer (in bytes) = bits_per sample / 8.
e ticks_to_wait: Timeout in RTOS ticks. If a sample is not available in the DMA buffer

within this period, no data is read and function returns zero.

int i2s_pop_sample (i2s port t i2s_num, void *sample, TickType_t ticks to wait)
Read a single sample from the 12S DMA RX buffer.
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This function is deprecated. Use ‘i2s read’ instead. This definition will be removed in a future
release.
Return

o Number of bytes successfully read from DMA buffer, will be either zero or the size of configured

sample buffer (in bytes).
e« ESP FAIL Parameter error
Parameters
e i2s_num: 12S_ NUM_ 0, I2S_ NUM_ 1
o sample: Buffer to write data. Size of buffer (in bytes) = bits_per_ sample / 8.
e ticks_to_wait: Timeout in RTOS ticks. If a sample is not available in the DMA buffer
within this period, no data is read and function returns zero.
esp_err t i2s_set_sample_rates(i2s port t i2s num, uint32_t rate)
Set sample rate used for I12S RX and TX.

The bit clock rate is determined by the sample rate and i2s__config_t configuration parameters (number

of channels, bits_per_sample).

bit_clock = rate * (number of channels) * bits_per_sample

Return
¢ ESP_OK Success
o« ESP_ERR_INVALID ARG Parameter error
« ESP_ERR_NO_MEM Out of memory
Parameters
e i2s_num: I2S__NUM_ 0, I2S_NUM 1
o rate: I2S sample rate (ex: 8000, 44100---)
esp_err_t i2s_stop(i2s_port_t i2s_num)
Stop 12S driver.

Disables 12S TX/RX, until i2s_start() is called.

Return
¢ ESP OK Success
« ESP ERR INVALID ARG Parameter error

Parameters
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e i2s_num 128 NUM 0,128 NUM 1

esp_err 1 i2s_start(i2s port t i2s num)
Start I12S driver.

It is not necessary to call this function after i2s_ driver_install() (it is started automatically), however
it is necessary to call it after i2s stop().

Return
¢ ESP OK Success

« ESP ERR_INVALID ARG Parameter error

Parameters
e i2s num: I12S NUM_0, I2S_ NUM_ 1
esp_err t i2s_zero_dma_buffer (i2s port t i2s mum)
Zero the contents of the TX DMA buffer.

Pushes zero-byte samples into the TX DMA buffer, until it is full.

Return
¢ ESP OK Success

« ESP ERR_INVALID ARG Parameter error
Parameters
e i2s_num: 12S NUM_0, I12S NUM_ 1
esp_err 1 i2s_set_clk(i2s port t i2s num, uint32_t rate, i2s bits per sample t  bits,
12s _channel _t ch)

Set clock & bit width used for I2S RX and TX.

Similar to i2s_set_sample_ rates(), but also sets bit width.

Return
¢ ESP OK Success
« ESP ERR_INVALID ARG Parameter error

« ESP_ERR_NO_MEM Out of memory

Parameters
e i2s_num: I12S NUM_ 0, I2S_ NUM_ 1

o rate: I2S sample rate (ex: 8000, 44100---)
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e bits: 125 bit width (I2S_BITS_PER_SAMPLE_16BIT,
12S_ BITS PER_SAMPLE_24BIT, 12S_BITS_PER_SAMPLE_ 32BIT)

o ch: I2S channel, (I2S_ CHANNEL_ MONO, I12S_ CHANNEL_STEREO)
esp_err 1 i2s_set_adc_mode (adc unit t adc _unit, adcl_channel t adc__channel)
Set built-in ADC mode for 12S DMA, this function will initialize ADC pad, and set ADC parameters.
Return
¢ ESP OK Success
« ESP ERR_INVALID ARG Parameter error
Parameters
e adc_unit: SAR ADC unit index
e adc_channel: ADC channel index

esp_err _t i2s_adc_enable(i2s port t i2s num)
Start to use 12S built-in ADC mode.

Note This function would acquire the lock of ADC to prevent the data getting corrupted during the
12S peripheral is being used to do fully continuous ADC sampling.
Return
e ESP OK Success
« ESP ERR INVALID ARG Parameter error
o« ESP_ERR_INVALID STATE Driver state error
Parameters
e i2s_num: i2s port index
esp_err 1 i2s_adc_disable(i2s port t i2s num)
Stop to use 12S built-in ADC mode.
Note This function would release the lock of ADC so that other tasks can use ADC.
Return
e ESP OK Success
o« ESP_ERR_INVALID ARG Parameter error
« ESP ERR INVALID STATE Driver state error
Parameters

e i2s_num: i2s port index
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Structures

struct i2s_config_t

12S configuration parameters for i2s_ param__config function.

Public Members

125 mode t mode
12S work mode

int sample_rate

12S sample rate

12s _bits _per sample t bits_per_sample

12S bits per sample

i2s _channel _fmt t channel_format

12S channel format

12s _comm._ format ¢ communication_format

I12S communication format

int intr_alloc_flags
Flags used to allocate the interrupt. One or multiple (ORred) ESP_INTR_FLAG_ * values. See

esp_intr_alloc.h for more info

int dma_buf_count
12S DMA Buffer Count

int dma_buf_len
12S DMA Buffer Length

bool use_apll
12S using APLL as main I2S clock, enable it to get accurate clock

bool tx_desc_auto_clear

12S auto clear tx descriptor if there is underflow condition (helps in avoiding noise in case of data

unavailability)

int fixed_mclk
12S using fixed MCLK output. If use_apll = true and fixed_mclk > 0, then the clock output for

i2s is fixed and equal to the fixed mclk value.

struct i2s_event_t

Event structure used in I2S event queue.
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Public Members
125 _event_type 1 type
12S event type

size t size

12S data size for 12S__DATA event

struct i2s_pin_config_t

12S pin number for i2s_set_ pin.

Public Members
int bck_io_num
BCK in out pin

int ws_io_num

WS in out pin

int data_out_num
DATA out pin

int data_in_num

DATA in pin

Macros

I2S_PIN_NO_CHANGE

Use in i2s _pin_ config t for pins which should not be changed

Type Definitions

typedef intr_handle { i2s_isr_handle_t

Enumerations

enum i2s_bits_per_sample_t

12S bit width per sample.
Values:

I2S_BITS_PER_SAMPLE_8BIT = 8§
12S bits per sample: 8-bits

I2S_BITS_PER_SAMPLE_16BIT = 16
12S bits per sample: 16-bits
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I2S_BITS_PER_SAMPLE_24BIT = 24
12S bits per sample: 24-bits

I2S_BITS_PER_SAMPLE_32BIT = 32
12S bits per sample: 32-bits

enum i2s_channel_t
12S channel.

Values:

I2S_CHANNEL_MONO =1
12S 1 channel (mono)

I2S_CHANNEL_STEREQ = 2
12S 2 channel (stereo)

enum i2s_comm_format_t

12S communication standard format.
Values:

I2S_COMM_FORMAT_I2S = 0x01

12S communication format 12S

I2S_COMM_FORMAT_I2S_MSB = 0x02
12S format MSB

I2S_COMM_FORMAT_I2S_LSB = 0x04
12S format LSB

I25_COMM_FORMAT_PCM = 0x08

I12S communication format PCM

I2S_COMM_FORMAT_PCM_SHORT = 0x10
PCM Short

I2S_COMM_FORMAT_PCM_LONG = 0x20
PCM Long

enum i2s_channel_fmt_t

I2S channel format type.

Values:
I2S_CHANNEL_FMT_RIGHT_LEFT = 0x00
I2S_CHANNEL_FMT_ALL_RIGHT
I2S_CHANNEL_FMT_ALL_LEFT
I2S_CHANNEL_FMT_ONLY_RIGHT

I2S_CHANNEL_FMT_ONLY_LEFT
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enum pdm_sample_rate_ratio_t

PDM sample rate ratio, measured in Hz.
Values:

PDM_SAMPLE_RATE_RATIO_64
PDM_SAMPLE_RATE_RATIO_128

enum pdm_pcm_conv_t

PDM PCM convter enable/disable.
Values:

PDM_PCM_CONV_ENABLE
PDM_PCM_CONV_DISABLE

enum i2s_port_t
12S Peripheral, 0 & 1.

Values:

I2S_NUM_0 = 0x0
12S 0

I2S_NUM_1 = 0Ox1
12S 1

I2S_NUM_MAX
enum i2s_mode_t
12S Mode, defaut is 12S° MODE_MASTER | I12S_ MODE_ TX.

Note PDM and built-in DAC functions are only supported on 12S0 for current ESP32 chip.

Values:
I2S_MODE_MASTER = 1
I12S_MODE_SLAVE = 2
I2S_MODE_TX =4
I2S_MODE_RX = 8

I2S_MODE_DAC_BUILT_IN = 16
Output 12S data to built-in DAC, no matter the data format is 16bit or 32 bit, the DAC module
will only take the 8bits from MSB

12S_MODE_ADC_BUILT_IN = 32
Input 12S data from built-in ADC, each data can be 12-bit width at most

I2S_MODE_PDM = 64
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enum i2s_event_type_t

12S event types.
Values:
I2S_EVENT_DMA_ERROR

I2S_EVENT_TX_DONE
12S DMA finish sent 1 buffer

I2S_EVENT_RX_DONE
I12S DMA finish received 1 buffer

I2S_EVENT_MAX

12S event max index
enum i2s_dac_mode_t
12S DAC mode for i2s _set__dac__mode.

Note PDM and built-in DAC functions are only supported on 1250 for current ESP32 chip.

Values:

I2S_DAC_CHANNEL_DISABLE = 0
Disable 12S built-in DAC signals

I2S_DAC_CHANNEL_RIGHT_EN = 1
Enable 128 built-in DAC right channel, maps to DAC channel 1 on GP1025

I2S_DAC_CHANNEL_LEFT_EN = 2
Enable 12S built-in DAC left channel, maps to DAC channel 2 on GPIO26

12S_DAC_CHANNEL_BOTH_EN = 0x3
Enable both of the I2S built-in DAC channels.

I2S_DAC_CHANNEL_MAX = Ox4
12S built-in DAC mode max index

3.5.7 LED Control

Introduction

The LED control (LEDC) module is primarily designed to control the intensity of LEDs, although it can be
used to generate PWM signals for other purposes as well. It has 16 channels which can generate independent

waveforms, that can be used to drive e.g. RGB LED devices.

Half of all LEDC’ s channels provide high speed mode of operation. This mode offers implemented in
hardware, automatic and glitch free change of PWM duty cycle. The other half of channels operate in a low
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speed mode, where the moment of change depends on the application software. Each group of channels is

also able to use different clock sources but this feature is not implemented in the API.

The PWM controller also has the ability to automatically increase or decrease the duty cycle gradually,

allowing for fades without any processor interference.

Functionality Overview

Getting LEDC to work on specific channel in either high or low speed mode is done in three steps:
1. Configure Timer to determine PWM signal’ s frequency and the a number (resolution of duty range).
2. Configure Channel by associating it with the timer and GPIO to output the PWM signal.

3. Change PWM Signal that drives the output to change LED’ s intensity. This may be done under full

control by software or with help of hardware fading functions.

In an optional step it is also possible to set up an interrupt on the fade end.

; Speed Mode
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-
.
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PWM Frequency

(Divide Number)

Duty Resolution

PWM Duty

Fade Control
Interrupt

I
-

ESP32 - LED PWM Controller

Kl 12: Key Settings of LED PWM Controller’ s API

Configure Timer

Setting of the timer is done by calling function ledc_timer_config(). This function should be provided

with a data structure ledc_timer_config_t that contains the following configuration settings:
e The timer number ledc_timer_t and a speed mode ledc_mode_t.

e The PWM signal’ s frequency and resolution of PWM’ s duty value changes.
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The frequency and the duty resolution are interdependent. The higher the PWM frequency, the lower duty
resolution is available and vice versa. This relationship may became important, if you are planning to use
this API for purposes other that changing intensity of LEDs. Check section Supported Range of Frequency

and Duty Resolution for more details.

Configure Channel

Having set up the timer, the next step is to configure selected channel (one out of ledc_channel_t). This

is done by calling function ledc_channel_config().

In similar way, like with the timer configuration, the channel setup function should be provided with specific

structure ledc_channel_config_t, that contains channel’ s configuration parameters.

At this point channel should became operational and start generating PWM signal of frequency determined
by the timer settings and the duty on selected GPIO, as configured in ledc_channel_config_t. The channel

operation / the signal generation may be suspended at any time by calling function ledc_stop ().

Change PWM Signal

Once the channel is operational and generating the PWM signal of constant duty and frequency, there are
couple of ways to change this signal. When driving LEDs we are changing primarily the duty to vary the
light intensity. See the two section below how to change the duty by software or with hardware fading. If

required, we can change signal’ s frequency as well and this is covered in section Change PWM Frequency.

Change PWM Duty by Software

Setting of the duty is done by first calling dedicated function ledc_set_duty() and then calling
ledc_update_duty () to make the change effective. To check the value currently set, there is a corresponding

_get_ function ledc_get_duty().

Another way to set the duty, and some other channel parameters as well, is by calling

ledc_channel_config() discussed in the previous section.

The range of the duty value entered into functions depends on selected duty_resolution and should be
from 0 to (2 ** duty_ resolution) - 1. For example, if selected duty resolution is 10, then the duty range is
from 0 to 1023. This provides the resolution of ~0.1%.

Change PWM Duty with Hardware Fading

The LEDC hardware provides the means to gradually fade from one duty value to another. To use this
functionality first enable fading with ledc_fade_func_install (). Then configure it by calling one of

available fading functions:

e ledc_set_fade_with_time()
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o ledc_set_fade_with_step()
o ledc_set_fade()
Finally start fading with ledc_fade_start().

If not required anymore, fading and associated interrupt may be disabled with
ledc_fade_func_uninstall ().

Change PWM Frequency

The LEDC API provides several means to change the PWM frequency “on the fly” .

e One of options is to call ledc_set_freq(). There is a corresponding function ledc_get_freq() to

check what frequency is currently set.

e Another option to change the frequency, and the duty resolution as well, is by calling

ledc_bind_channel_timer () to bind other timer to the channel.

e Finally the channel’ s timer may be changed by calling ledc_channel_config().

More Control Over PWM

There are couple of lower level timer specific functions, that may be used to provide additional means to
change the PWM settings:

e ledc_timer_set()

e ledc_timer_rst()

o ledc_timer_pause()
e ledc_timer_resume()

The first two functions are called “behind the scenes” by ledc_channel_config() to provide “clean” start

up of a timer after is it configured.

Use Interrupts

When configuring a LEDC channel, one of parameters selected within ledc_channel_config_ t is

ledc_intr_type_t and allows to enable an interrupt on fade completion.
Registration of a handler to service this interrupt is done by calling ledc_isr_register().
LEDC High and Low Speed Mode

Out of the total 8 timers and 16 channels available in the LED PWM Controller, half of them are dedicated
to operate in the high speed mode and the other half in the low speed mode. Selection of the low or high
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speed “capable” timer or the channel is done with parameter ledc_mode_t that is present in applicable

function calls.

The advantage of the high speed mode is h/w supported, glitch-free changeover of the timer settings. This
means that if the timer settings are modified, the changes will be applied automatically after the next
overflow interrupt of the timer. In contrast, when updating the low-speed timer, the change of settings
should be specifically triggered by software. The LEDC API is doing it “behind the scenes” ;| e.g. when

ledc_timer_config() or ledc_timer_set () is called.

For additional details regarding speed modes please refer to ESP32 Technical Reference Manual (PDF). Note
that support for SLOW_CLOCK mentioned in this manual is not implemented in the LEDC API.

Supported Range of Frequency and Duty Resolution

The LED PWM Controller is designed primarily to drive LEDs and provides wide resolution of PWM duty
settings. For instance for the PWM frequency at 5 kHz, the maximum duty resolution is 13 bits. It means
that the duty may be set anywhere from 0 to 100% with resolution of ~0.012% (13 ** 2 = 8192 discrete
levels of the LED intensity).

The LEDC may be used for providing signals at much higher frequencies to clock other devices, e.g. a digital
camera module. In such a case the maximum available frequency is 40 MHz with duty resolution of 1 bit.
This means that duty is fixed at 50% and cannot be adjusted.

The API is designed to report an error when trying to set a frequency and a duty resolution that is out of
the range of LEDC’ s hardware. For example, an attempt to set the frequency at 20 MHz and the duty

resolution of 3 bits will result in the following error reported on a serial monitor:

E (196) ledc: requested frequency and duty resolution can not be achieved, try reducing

—freq_hz or duty_resolution. div_param=128

In such a case either the duty resolution or the frequency should be reduced. For example setting the duty
resolution at 2 will resolve this issue and provide possibility to set the duty with 25% steps, i.e. at 25%, 50%
or 75%.

The LEDC API will also capture and report an attempt to configure frequency / duty resolution combination

that is below the supported minimum, e.g.:

E (196) ledc: requested frequency and duty resolution can not be achieved, tryy

—increasing freq_hz or duty_resolution. div_param=128000000

Setting of the duty resolution is normally done using ledc_timer_bit_t. This enumeration covers the range
from 10 to 15 bits. If a smaller duty resolution is required (below 10 down to 1), enter the equivalent numeric

values directly.
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Application Example

The LEDC change duty cycle and fading control example: peripherals/ledc.

API Reference

Header File

o driver/include/driver/ledc.h

Functions

esp_err_t ledc_channel_config(const ledc channel config t *ledc_conf)
LEDC channel configuration Configure LEDC channel with the given channel/output
gpio_num/interrupt/source timer/frequency(Hz)/LEDC duty resolution.
Return
e ESP OK Success
« ESP ERR INVALID ARG Parameter error
Parameters
e ledc_conf: Pointer of LEDC channel configure struct
esp_err t ledc_timer_config(const ledc timer config t *timer conf)
LEDC timer  configuration Configure  LEDC timer  with  the  given  source
timer /frequency (Hz) /duty__resolution.
Return
e ESP OK Success
« ESP ERR_INVALID ARG Parameter error

e ESP_FAIL Can not find a proper pre-divider number base on the given frequency and the

current duty_ resolution.
Parameters
e timer_conf: Pointer of LEDC timer configure struct

esp__err_t ledc_update_duty (ledc__mode_t speed__mode, ledc__channel_t channel)

LEDC update channel parameters.

Note Call this function to activate the LEDC updated parameters. After ledc_set_ duty, we need to

call this function to update the settings.
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Note ledc_set_ duty, ledc_set_duty_with_hpoint and ledc_update_duty are not thread-safe, do
not call these functions to control one LEDC channel in different tasks at the same time. A

thread-safe version of API is ledc_set_ duty_and_ update
Return
e ESP OK Success
« ESP ERR_INVALID ARG Parameter error
Parameters
e speed_mode: Select the LEDC speed__mode, high-speed mode and low-speed mode,
o channel: LEDC channel (0-7), select from ledc_ channel_t
esp__err_t ledc_stop(ledc_mode_t speed _mode, ledc__channel t channel, uint32_t idle level)
LEDC stop. Disable LEDC output, and set idle level.
Return
e ESP_ OK Success
« ESP ERR_INVALID ARG Parameter error
Parameters
e speed_mode: Select the LEDC speed_ mode, high-speed mode and low-speed mode
o channel: LEDC channel (0-7), select from ledc_ channel_t
e idle_level: Set output idle level after LEDC stops.
esp_err 1 ledc_set_freq(ledc _mode_t speed mode, ledc timer t timer _num, uint32_t freq hz)
LEDC set channel frequency (Hz)
Return
¢ ESP OK Success
« ESP ERR_ INVALID ARG Parameter error

e ESP_FAIL Can not find a proper pre-divider number base on the given frequency and the

current duty_ resolution.
Parameters
o speed_mode: Select the LEDC speed_ mode, high-speed mode and low-speed mode
o timer_num: LEDC timer index (0-3), select from ledc_ timer_t

e freq_hz: Set the LEDC frequency
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uint32_t ledc_get_freq(ledc _mode_t speed mode, ledc_timer t timer_num)

LEDC get channel frequency (Hz)

Return
e 0 error
e Others Current LEDC frequency

Parameters
e speed_mode: Select the LEDC speed__mode, high-speed mode and low-speed mode
e timer_num: LEDC timer index (0-3), select from ledc_ timer_t

esp_err_t ledc_set_duty_with_hpoint (ledc _mode t  speed mode, ledc__channel t  channel,

uint32_t duty, uint32_t hpoint)
LEDC set duty and hpoint value Only after calling ledc_ update_duty will the duty update.

Note ledc_set_ duty, ledc_set_ duty_ with_hpoint and ledc_ update_duty are not thread-safe, do
not call these functions to control one LEDC channel in different tasks at the same time. A

thread-safe version of API is ledc_set_ duty_and_update

Note If a fade operation is running in progress on that channel, the driver would not allow it to be

stopped. Other duty operations will have to wait until the fade operation has finished.
Return
e ESP OK Success
« ESP ERR INVALID ARG Parameter error
Parameters
e speed_mode: Select the LEDC speed__mode, high-speed mode and low-speed mode
o channel: LEDC channel (0-7), select from ledc_ channel t
o duty: Set the LEDC duty, the range of duty setting is [0, (2**duty_ resolution)]
o hpoint: Set the LEDC hpoint value(max: Oxfffff)
int ledc_get_hpoint (ledc mode t speed mode, ledc channel t channel)
LEDC get hpoint value, the counter value when the output is set high level.
Return
« LEDC ERR_ VAL if parameter error
¢ Others Current hpoint value of LEDC channel
Parameters

e speed_mode: Select the LEDC speed_ mode, high-speed mode and low-speed mode
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e channel: LEDC channel (0-7), select from ledc_ channel_t

esp_err_t ledc_set_duty(ledc _mode t speed_mode, ledc_channel t channel, uint32_t duty)

LEDC set duty This function do not change the hpoint value of this channel. if needed, please call
ledc_set_ duty_with_hpoint. only after calling ledc_update_duty will the duty update.

Note ledc_set_ duty, ledc_set_duty_with_hpoint and l