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This is the documentation for Espressif IoT Development Framework (esp-idf). ESP-IDF is the official development
framework for the ESP32 chip.

Get Started | API Reference | H/W Reference

API Guides | Contribute Resources
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CHAPTER 1

Get Started

This document is intended to help users set up the software environment for developement of applications using
hardware based on the Espressif ESP32. Through a simple example we would like to illustrate how to use ESP-
IDF (Espressif IoT Development Framework), including the menu based configuration, compiling the ESP-IDF and
firmware download to ESP32 boards.

Note: This is documentation for branch release/v3. 0 of ESP-IDFE. Other ESP-IDF Versions are also available.

1.1 Introduction

ESP32 integrates Wi-Fi (2.4 GHz band) and Bluetooth 4.2 solutions on a single chip, along with dual high performance
cores, Ultra Low Power co-processor and several peripherals. Powered by 40 nm technology, ESP32 provides a robust,
highly integrated platform to meet the continuous demands for efficient power usage, compact design, security, high
performance, and reliability.

Espressif provides the basic hardware and software resources that help application developers to build their ideas
around the ESP32 series hardware. The software development framework by Espressif is intended for rapidly de-
veloping Internet-of-Things (IoT) applications, with Wi-Fi, Bluetooth, power management and several other system
features.

1.2 What You Need

To develop applications for ESP32 you need:
* PC loaded with either Windows, Linux or Mac operating system
* Toolchain to build the Application for ESP32
» ESP-IDF that essentially contains API for ESP32 and scripts to operate the Toolchain

* A text editor to write programs (Projects) in C, e.g. Eclipse



https://www.eclipse.org/
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e The ESP32 board itself and a USB cable to connect it to the PC

make / Eclipse
ESP-IDF 5

Toolchain

- Project

: \lAplecatlnn

o " BUILD :
: ; UPLDA’\

Fig. 1: Development of applications for ESP32

Preparation of development environment consists of three steps:
1. Setup of Toolchain
2. Getting of ESP-IDF from GitHub
3. Installation and configuration of Eclipse

You may skip the last step, if you prefer to use different editor.

Having environment set up, you are ready to start the most interesting part - the application development. This process
may be summarized in four steps:

1. Configuration of a Project and writing the code

2. Compilation of the Project and linking it to build an Application
3. Flashing (uploading) of the Application to ESP32

4. Monitoring / debugging of the Application

See instructions below that will walk you through these steps.

1.3 Guides

If you have one of ESP32 development boards listed below, click on provided links to get you up and running.
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1.3.1 ESP32-DevKitC Getting Started Guide

This user guide shows how to get started with ESP32-DevKitC development board.

What You Need

e 1 x ESP32-DevKitC board
¢ 1 x USB A/ micro USB B cable
¢ 1 x PC loaded with Windows, Linux or Mac OS

Overview

ESP32-DevKitC is a small-sized ESP32-based development board produced by Espressif. Most of the I/O pins are
broken out to the pin headers on both sides for easy interfacing. Developers can connect these pins to peripherals as
needed. Standard headers also make development easy and convenient when using a breadboard.

Functional Description

The following list and figure below describe key components, interfaces and controls of ESP32-DevKitC board.
ESP-WROOM-32 Standard ESP-WROOM-32 module soldered to the ESP32-DevKitC board.
EN Reset button: pressing this button resets the system.

Boot Download button: holding down the Boot button and pressing the EN button initiates the firmware download
mode. Then user can download firmware through the serial port.

USB USB interface. It functions as the power supply for the board and the communication interface between PC and
ESP-WROOM-32.

I/0 Most of the pins on the ESP-WROOM-32 are broken out to the pin headers on the board. Users can program
ESP32 to enable multiple functions such as PWM,ADC, DAC, 12C, 128, SPI, etc.

Power Supply Options

There following options are available to provide power supply to the ESP32-PICO-KIT V4:
1. Micro USB port, this is default power supply connection
2. 5V / GND header pins
3. 3V3/ GND header pins

Warning: Above options are mutually exclusive, i.e. the power supply may be provided using only one of the
above options. Attempt to power the board using more than one connection at a time may damage the board and/or
the power supply source.

Start Application Development

Before powering up the ESP32-DevKitC, please make sure that the board has been received in good condition with no
obvious signs of damage.

To start development of applications, proceed to section Get Started, that will walk you through the following steps:

1.3. Guides 5
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Fig. 2: ESP32-DevKitC board layout

e Setup Toolchain in your PC to develop applications for ESP32 in C language

* Connect the module to the PC and verify if it is accessible

Build and Flash an example application to the ESP32

e Monitor instantly what the application is doing

Related Documents

e ESP32-DevKitC schematic (PDF)
e ESP32 Datasheet (PDF)
¢ ESP-WROOM-32 Datasheet (PDF)

1.3.2 ESP-WROVER-KIT V3 Getting Started Guide

This user guide shows how to get started with ESP-WROVER-KIT V3 development board including description of
its functionality and configuration options. For description of other versions of the ESP-WROVER-KIT check ESP32
Hardware Reference.

If you like to start using this board right now, go directly to section Start Application Development.
What You Need

e 1 x ESP-WROVER-KIT V3 board
* 1 x Micro USB 2.0 Cable, Type A to Micro B

6 Chapter 1. Get Started
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¢ 1 x PC loaded with Windows, Linux or Mac OS

Overview

The ESP-WROVER-KIT is a development board produced by Espressif built around ESP32. This board is compatible
with ESP32 modules, including the ESP-WROOM-32 and ESP32-WROVER. The ESP-WROVER-KIT features sup-
port for an LCD and MicroSD card. The I/O pins have been broken out from the ESP32 module for easy extension.
The board carries an advanced multi-protocol USB bridge (the FTDI FT2232HL), enabling developers to use JTAG
directly to debug the ESP32 through the USB interface. The development board makes secondary development easy
and cost-effective.

Note: ESP-WROVER-KIT V3 integrates the ESP32-WROVER module by default.

Functionality Overview

Block diagram below presents main components of ESP-WROVER-KIT and interconnections between components.

E2PROM 32.768KHz
crystal

110 expand
ChannelA Lo
use 3.2inch
Connector
t Camera
ChannelB
t MicroSD
USB_5Y
LDO:
EXT_5V _ | +5V->+3.3V 1 ' RGB LED
> I

Fig. 3: ESP-WROVER-KIT block diagram

Functional Description

The following list and figures below describe key components, interfaces and controls of ESP-WROVER-KIT board.

32.768 kHz An external precision 32.768 kHz crystal oscillator provides the chip with a clock of low-power con-
sumption during the Deep-sleep mode.

OR A zero Ohm resistor intended as a placeholder for a current shunt. May be desoldered or replaced with a current
shunt to facilitate measurement of current required by ESP32 module depending on power mode.

1.3. Guides 7
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ESP32 Module ESP-WROVER-KIT is compatible with both ESP-WROOM-32 and ESP32-WROVER. The ESP32-
WROVER module features all the functions of ESP-WROOM-32 and integrates an external 32-MBit PSRAM
for flexible extended storage and data processing capabilities.

Note: GPIO16 and GPIO17 are used as the CS and clock signal for PSRAM. To ensure reliable performance,
the two GPIOs are not broken out.

FT2232 The FT2232 chip is a multi-protocol USB-to-serial bridge. Users can control and program the FT2232 chip
through the USB interface to establish communication with ESP32. The FT2232 chip also features USB-to-
JTAG interface. USB-to-JTAG is available on channel A of FT2232, USB-to-serial on channel B. The embedded
FT2232 chip is one of the distinguishing features of the ESPWROVER-KIT. It enhances users’ convenience in
terms of application development and debugging. In addition, users do not need to buy a JTAG debugger
separately, which reduces the development cost, see ESP-WROVER-KIT V3 schematic.

UART Serial port: the serial TX/RX signals on FT2232HL and ESP32 are broken out to the two sides of JP11. By
default, the two signals are connected with jumpers. To use the ESP32 module serial interface only, the jumpers
may be removed and the module can be connected to another external serial device.

SPI SPI interface: the SPI interface connects to an external flash (PSRAM). To interface another SPI device, an extra
CS signal is needed. The electrical level on the flash of this module is 1.8V. If an ESP-WROOM-32 is being
used, please note that the electrical level on the flash of this module is 3.3V.

CTS/RTS Serial port flow control signals: the pins are not connected to the circuitry by default. To enable them,
respective pins of JP14 must be shorted with jumpers.

JTAG JTAG interface: the JTAG signals on FT2232HL and ESP32 are broken out to the two sides of JP8. By default,
the two signals are disconnected. To enable JTAG, shorting jumpers are required on the signals.

EN Reset button: pressing this button resets the system.

Boot Download button: holding down the Boot button and pressing the EN button initiates the firmware download
mode. Then user can download firmware through the serial port.

USB USB interface. It functions as the power supply for the board and the communication interface between PC and
ESP32 module.

Power Select Power supply selection interface: the ESP-WROVER-KIT can be powered through the USB interface
or the 5V Input interface. The user can select the power supply with a jumper. More details can be found in
section Setup Options, jumper header JP7.

Power Key Power on/off button: toggling to the right powers the board on; toggling to the left powers the board off.
5V Input The 5V power supply interface is used as a backup power supply in case of full-load operation.

LDO NCPI1117(1A). 5V-t0-3.3V LDO. (There is an alternative pin-compatible LDO — LM317DCY, with an output
current of up to 1.5A). NCP1117 can provide a maximum current of 1A. The LDO solutions are available
with both fixed output voltage and variable output voltage. For details please refer to ESP-WROVER-KIT V3
schematic.

Camera Camera interface: a standard OV7670 camera module is supported.

RGB Red, green and blue (RGB) light emitting diodes (LEDs), which may be controlled by pulse width modulation
(PWM).

I/O All the pins on the ESP32 module are led out to the pin headers on the ESP-WROVER-KIT. Users can program
ESP32 to enable multiple functions such as PWM, ADC, DAC, 12C, 128, SPI, etc.

Micro SD Card Micro SD card slot for data storage.

LCD ESP-WROVER-KIT supports mounting and interfacing a 3.2 SPI (standard 4-wire Serial Peripheral Interface)
LCD, as shown on figure ESP-WROVER-KIT board layout - back.

8 Chapter 1. Get Started
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Fig. 4: ESP-WROVER-KIT board layout - front
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Fig. 5: ESP-WROVER-KIT board layout - back
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Setup Options

There are five jumper headers available to set up the board functionality. Typical options to select from are listed in
table below.

1.3. Guides 11
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Header | Jumper Setting Description of Functionality
JP7 Power ESP-WROVER-KIT board from an external | power sup-
ply
JP7 Power ESP-WROVER-KIT board from an USB port
8 _JnS*‘-.‘f—:F[ﬁ‘ -
iISE®  TMS
TDO I
JP8 Enable JTAG functionality
JP11 : Enable UART communication
@ [EH[swl] 010
® [ami®] 011
= [amd] 012
. 1
12 > Chapter 1. Get Started
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Allocation of ESP32 Pins

Several pins / terminals of ESP32 module are allocated to the on board hardware. Some of them, like GPIOO or
GPIO2, have multiple functions. If certain hardware is not installed, e.g. nothing is plugged in to the Camera / JP4
header, then selected GPIOs may be used for other purposes.

Main I/O Connector / JP1

The JP1 connector is shown in two columns in the middle under “I/O” headers. The two columns “Shared With”
outside, describe where else on the board certain GPIO is used.

Legend:

Shared With I/O I/O Shared With
3.3V | GND
NC/XTAL 1032 | 1033 | NC/XTAL
JTAG, MicroSD | 1012 | 1013 | JTAG, MicroSD
JTAG, MicroSD | 1014 | 1027 | Camera
Camera 1026 | 1025 | Camera, LCD
Camera 1035 | 1034 | Camera
Camera 1039 | 1036 | Camera
JTAG EN 1023 | Camera, LCD
Camera, LCD 1022 | 1021 | Camera, LCD, MicroSD
Camera, LCD 1019 | 1018 | Camera, LCD
Camera, LCD 105 1017 | PSRAM
PSRAM 1016 | 104 LED, Camera, MicroSD
LED, Boot 100 102 LED, Camera, MicroSD
JTAG, MicroSD | 1015 | 5V

e NC/XTAL - 32.768 kHz Oscillator

* JTAG - JTAG / JPS8

¢ Boot - Boot button / SW2

e Camera - Camera / JP4

e LED - RGB LED

e MicroSD - MicroSD Card / J4

* LCD-LCD /U5

* PSRAM - ESP32-WROVER’s PSRAM, if ESP32-WROVER is installed

32.768 kHz Oscillator

ESP32 Pin

GPIO32

GPIO33

1.3. Guides
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Note: As GPIO32 and GPIO33 are connected to the oscillator, to maintain signal integrity, they are not connected to
JP1 I/O expansion connector. This allocation may be changed from oscillator to JP1 by desoldering OR resistors from
positions R11 /R23 and installing them in positions R12 / R24.

SPI Flash / JP13

ESP32 Pin
1 | CLK/GPIO6
2 | SDO/ GPIO7
3 | SD1/GPIOS
4 | SD2/ GPIO9
5 | SD3/GPIO10
6 | CMD/GPIO11
JTAG / JP8
ESP32 Pin JTAG Signal
1 | EN TRST_N
2 | MTDO /GPIO15 | TDO
3 | MTDI/GPIO12 | TDI
4 | MTCK/GPIO13 | TCK
5 | MTMS /GPIO14 | TMS
Camera / JP4
ESP32 Pin | Camera Signal
1 GP1027 SCCB Clock
2 GPIO26 SCCB Data
3 GPIO21 System Clock
4 | GPIO25 Vertical Sync
5 GPIO23 Horizontal Reference
6 GPIO22 Pixel Clock
7 GPIO4 Pixel Data Bit 0
8 GPIOS Pixel Data Bit 1
9 GPIO18 Pixel Data Bit 2
10 | GPIO19 Pixel Data Bit 3
11 | GPIO36 Pixel Data Bit 4
11 | GPIO39 Pixel Data Bit 5
11 | GPIO34 Pixel Data Bit 6
11 | GPIO35 Pixel Data Bit 7
11 | GPIO2 Camera Reset
14 Chapter 1. Get Started
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RGB LED

MicroSD Card / J4

LCD /U5

Start Application Development

ESP32 Pin | RGB LED
1 | GPIOO Red
2 | GPIO2 Blue
3 | GPIO4 Green
ESP32 Pin MicroSD Signal
1 | MTDI/GPIO12 | DATA2
2 | MTCK/GPIO13 | CD/DATA3
3 | MTDO/GPIO15 | CMD
4 | MTMS /GPIO14 | CLK
5 | GPIO2 DATAO
6 | GPIO4 DATAI
7 | GPIO21 CD
ESP32 Pin | LCD Signal
1 | GPIO18 RESET
2 | GPIO19 SCL
3 | GPIO21 D/C
4 | GP1022 CS
5 | GP1023 SDA
6 | GPIO25 SDO
7 | GPIO5 Backlight

Before powering up the ESP-WROVER-KIT, please make sure that the board has been received in good condition
with no obvious signs of damage.

Initial Setup

Select the source of power supply for the board by setting jumper JP7. The options are either USB port or an external
power supply. For this application selection of USB port is sufficient. Enable UART communication by installing
jumpers on JP11. Both selections are shown in table below.

1.3. Guides
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Enable UART communication

Do not install any other jumpers.

Now to Development

To start development of applications for ESP-WROVER-KIT, proceed to section Ger Started, that will walk you
through the following steps:

e Setup Toolchain in your PC to develop applications for ESP32 in C language
* Connect the module to the PC and verify if it is accessible
* Build and Flash an example application to the ESP32

* Monitor instantly what the application is doing

Related Documents

¢ ESP-WROVER-KIT V3 schematic (PDF)
e ESP32 Datasheet (PDF)

ESP32-WROVER Datasheet (PDF)
ESP-WROOM-32 Datasheet (PDF)
JTAG Debugging

ESP32 Hardware Reference

ESP-WROVER-KIT V2 Getting Started Guide

This user guide shows how to get started with ESP-WROVER-KIT V2 development board including description of
its functionality and configuration options. For description of other versions of the ESP-WROVER-KIT check ESP32
Hardware Reference.

If you like to start using this board right now, go directly to section Start Application Development.

16 Chapter 1. Get Started


https://dl.espressif.com/dl/schematics/ESP-WROVER-KIT_SCH-3.pdf
https://www.espressif.com/sites/default/files/documentation/esp32_datasheet_en.pdf
https://espressif.com/sites/default/files/documentation/esp32-wrover_datasheet_en.pdf
https://espressif.com/sites/default/files/documentation/esp-wroom-32_datasheet_en.pdf

Read the Docs Template Documentation, Release v3.0.8-30-gf3704f027

What You Need

¢ 1 x ESP-WROVER-KIT V2 board
* 1 x Micro USB 2.0 Cable, Type A to Micro B
¢ 1 x PC loaded with Windows, Linux or Mac OS

Overview

The ESP-WROVER-KIT is a development board produced by Espressif built around ESP32. This board is compatible
with ESP32 modules, including the ESP-WROOM-32 and ESP32-WROVER. The ESP-WROVER-KIT features sup-
port for an LCD and MicroSD card. The I/O pins have been broken out from the ESP32 module for easy extension.
The board carries an advanced multi-protocol USB bridge (the FTDI FT2232HL), enabling developers to use JTAG
directly to debug the ESP32 through the USB interface. The development board makes secondary development easy

and cost-effective.

Note: ESP-WROVER-KIT V2 integrates the ESP~-WROOM-32 module by default.

Functionality Overview

Block diagram below presents main components of ESP-WROVER-KIT and interconnections between components.

usBe
Connector

EXT 5V

LDO:
+5V->43.3V

32 T6BKHz
crystal

1110 expand

| LCD:
3.2inch

t Camera

1 MicroSD

RGB LED

(ke

Functional Description

Fig. 6: ESP-WROVER-KIT block diagram

The following list and figures below describe key components, interfaces and controls of ESP-WROVER-KIT board.

1.3. Guides
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32.768 kHz An external precision 32.768 kHz crystal oscillator provides the chip with a clock of low-power con-
sumption during the Deep-sleep mode.

ESP32 Module ESP-WROVER-KIT is compatible with both ESP-WROOM-32 and ESP32-WROVER. The ESP32-
WROVER module features all the functions of ESP-WROOM-32 and integrates an external 32-MBit PSRAM
for flexible extended storage and data processing capabilities.

Note: GPIO16 and GPIO17 are used as the CS and clock signal for PSRAM. To ensure reliable performance,
the two GPIOs are not broken out.

CTS/RTS Serial port flow control signals: the pins are not connected to the circuitry by default. To enable them,
respective pins of JP14 must be shorted with jumpers.

UART Serial port: the serial TX/RX signals on FT2232HL and ESP32 are broken out to the two sides of JP11. By
default, the two signals are connected with jumpers. To use the ESP32 module serial interface only, the jumpers
may be removed and the module can be connected to another external serial device.

SPI SPI interface: the SPI interface connects to an external flash (PSRAM). To interface another SPI device, an extra
CS signal is needed. If an ESP32-WROVER is being used, please note that the electrical level on the flash and
SRAM is 1.8V.

JTAG JTAG interface: the JTAG signals on FT2232HL and ESP32 are broken out to the two sides of JP8. By default,
the two signals are disconnected. To enable JTAG, shorting jumpers are required on the signals.

FT2232 FT2232 chip is a multi-protocol USB-to-serial bridge. The FT2232 chip features USB-to-UART and USB-
to-JTAG functionalities. Users can control and program the FT2232 chip through the USB interface to establish
communication with ESP32.

The embedded FT2232 chip is one of the distinguishing features of the ESP-WROVER-KIT. It enhances users’
convenience in terms of application development and debugging. In addition, uses do not need to buy a JTAG
debugger separately, which reduces the development cost, see ESP-WROVER-KIT V2 schematic.

EN Reset button: pressing this button resets the system.

Boot Download button: holding down the Boot button and pressing the EN button initiates the firmware download
mode. Then user can download firmware through the serial port.

USB USB interface. It functions as the power supply for the board and the communication interface between PC and
ESP32 module.

Power Select Power supply selection interface: the ESP-WROVER-KIT can be powered through the USB interface
or the 5V Input interface. The user can select the power supply with a jumper. More details can be found in
section Setup Options, jumper header JP7.

Power Key Power on/off button: toggling to the right powers the board on; toggling to the left powers the board off.
5V Input The 5V power supply interface is used as a backup power supply in case of full-load operation.

LDO NCPI1117(1A). 5V-t0-3.3V LDO. (There is an alternative pin-compatible LDO — LM317DCY, with an output
current of up to 1.5A). NCP1117 can provide a maximum current of 1A. The LDO solutions are available
with both fixed output voltage and variable output voltage. For details please refer to ESP-WROVER-KIT V2
schematic.

Camera Camera interface: a standard OV7670 camera module is supported.

RGB Red, green and blue (RGB) light emitting diodes (LEDs), which may be controlled by pulse width modulation
(PWM).

I/0 All the pins on the ESP32 module are led out to the pin headers on the ESPWROVER-KIT. Users can program
ESP32 to enable multiple functions such as PWM, ADC, DAC, 12C, 12S, SPI, etc.

18 Chapter 1. Get Started
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Micro SD Card Micro SD card slot for data storage: when ESP32 enters the download mode, GPIO2 cannot be held
high. However, a pull-up resistor is required on GPIO2 to enable the Micro SD Card. By default, GPIO2 and the
pull-up resistor R153 are disconnected. To enable the SD Card, use jumpers on JP1 as shown in section Serup
Options.

LCD ESP-WROVER-KIT supports mounting and interfacing a 3.2 SPI (standard 4-wire Serial Peripheral Interface)
LCD, as shown on figure ESP-WROVER-KIT board layout - back.

2. TBEK

Micro D
[ Hz

Card

| ESP3z2
| Madule

RGE

Camera

LoD

5V
Input

Power . Power I
Key Celect use Boot EN

Fig. 7: ESP-WROVER-KIT board layout - front

Setup Options

There are five jumper headers available to set up the board functionality. Typical options to select from are listed in
table below.
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Header | Jumper Setting Description of Functionality
JP1 Enable pull up for the Micro SD Card
JP1 Assert GPIO2 low during each download (by jumping it to
GPIO0)
JP7 Power ESP-WROVER-KIT board from an external power supply
JP7 Power ESP-WROVER-KIT board from an USB port
| MWRTS T

i8[==nSRST
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I
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Start Application Development

Before powering up the ESP-WROVER-KIT, please make sure that the board has been received in good condition
with no obvious signs of damage.

Initial Setup

Select the source of power supply for the board by setting jumper JP7. The options are either USB port or an external
power supply. For this application selection of USB port is sufficient. Enable UART communication by installing
jumpers on JP11. Both selections are shown in table below.

Enable UART communication

Do not install any other jumpers.

Now to Development

To start development of applications for ESP32-DevKitC, proceed to section Ger Started, that will walk you through
the following steps:

 Setup Toolchain in your PC to develop applications for ESP32 in C language
* Connect the module to the PC and verify if it is accessible
* Build and Flash an example application to the ESP32

* Monitor instantly what the application is doing

Related Documents

ESP-WROVER-KIT V2 schematic (PDF)
ESP32 Datasheet (PDF)
ESP-WROOM-32 Datasheet (PDF)
ESP32-WROVER Datasheet (PDF)

» JTAG Debugging

ESP32 Hardware Reference
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1.3.3 ESP32-PICO-KIT V4 Getting Started Guide

This user guide shows how to get started with the ESP32-PICO-KIT V4 mini development board. For description of
other versions of the ESP32-PICO-KIT check ESP32 Hardware Reference.

What You Need

e 1 x ESP32-PICO-KIT V4 mini development board
* 1 x USB A /Micro USB B cable
¢ 1 x PC loaded with Windows, Linux or Mac OS

If you like to start using this board right now, go directly to section Start Application Development.

Overview

ESP32-PICO-KIT V4 is a mini development board produced by Espressif. At the core of this board is the ESP32-
PICO-D4, a System-in-Package (SIP) module with complete Wi-Fi and Bluetooth functionalities. Comparing to other
ESP32 chips, the ESP32-PICO-D4 integrates several peripheral components in one single package, that otherwise
would need to be installed separately. This includes a 40 MHz crystal oscillator, 4 MB flash, filter capacitors and RF
matching links in. This greatly reduces quantity and costs of additional components, subsequent assembly and testing
cost, as well as overall product complexity.

The development board integrates a USB-UART Bridge circuit, allowing the developers to connect the board to a PC’s
USB port for downloads and debugging.

For easy interfacing, all the IO signals and system power on ESP32-PICO-D4 are led out through two rows of 20
x 0.1” pitch header pads on both sides of the development board. To make the ESP32-PICO-KIT V4 fit into mini
breadboards, the header pads are populated with two rows of 17 pin headers. Remaining 2 x 3 pads grouped on each
side of the board besides the antenna are not populated. The remaining 2 x 3 pin headers may be soldered later by the
user.

Note: The 2 x 3 pads not populated with pin headers are internally connected to the flash memory embedded in the
ESP32-PICO-D4 SIP module. For more details see module’s datasheet in Related Documents.

The board dimensions are 52 x 20.3 x 10 mm (2.1” x 0.8” x 0.4”), see section Board Dimensions. An overview
functional block diagram is shown below.

Functional Description

The following list and figure below describe key components, interfaces and controls of ESP32-PICO-KIT V4 board.

ESP32-PICO-D4 Standard ESP32-PICO-D4 module soldered to the ESP32-PICO-KIT V4 board. The complete
system of the ESP32 chip has been integrated into the SIP module, requiring only external antenna with LC
matching network, decoupling capacitors and pull-up resistors for EN signals to function properly.

LDO 5V-t0-3.3V Low dropout voltage regulator (LDO).
USB-UART Bridge A single chip USB-UART bridge provides up to 1 Mbps transfers rates.

Micro USB Port USB interface. It functions as the power supply for the board and the communication interface
between PC and ESP32-PICO-KIT V4.

5V Power On LED This light emitting diode lits when the USB or an external 5V power supply is applied to the
board. For details see schematic in Related Documents.
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Fig. 9: ESP32-PICO-KIT V4 functional block diagram

I/0 All the pins on ESP32-PICO-D4 are broken out to the pin headers on the board. Users can program ESP32 to
enable multiple functions such as PWM, ADC, DAC, 12C, 12S, SPI, etc. For details please see section Pin
Descriptions.

BOOT Button Holding down the Boot button and pressing the EN button initiates the firmware download mode.
Then user can download firmware through the serial port.

EN Button Reset button; pressing this button resets the system.

Power Supply Options

There following options are available to provide power supply to the ESP32-PICO-KIT V4:
1. Micro USB port, this is default power supply connection
2. 5V / GND header pins
3. 3V3/ GND header pins

Warning: Above options are mutually exclusive, i.e. the power supply may be provided using only one of the
above options. Attempt to power the board using more than one connection at a time may damage the board and/or
the power supply source.

Start Application Development

Before powering up the ESP32-PICO-KIT V4, please make sure that the board has been received in good condition
with no obvious signs of damage.
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Fig. 10: ESP32-PICO-KIT V4 board layout

To start development of applications, proceed to section Get Started, that will walk you through the following steps:
e Setup Toolchain in your PC to develop applications for ESP32 in C language
* Connect the module to the PC and verify if it is accessible
* Build and Flash an example application to the ESP32

* Monitor instantly what the application is doing

Pin Descriptions

The two tables below provide the Name and Function of I/O headers on both sides of the board, see ESP32-PICO-KIT
V4 board layout. The pin numbering and header names are the same as on a schematic in Related Documents.
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Header J2

No. Name Type

Function

1 FLASH_SD1 (FSD1) /0

GPIOS, SD_DATAL,
SPID, HS1_DATAL1 (1),
U2CTS

2 FLASH_SD3 (FSD3) I/0

GPIO7, SD_DATAO,
SPIQ, HS1_DATAO (1),
U2RTS

3 FLASH_CLK (FCLK) /0

GPIO11, SD_CMD,
SPICS0, HS1_CMD (1),
UIRTS

4 1021 I/0

GPIO21, VSPIHD,
EMAC_TX_EN

5 1022 /0

GPIO22, VSPIWP,
UORTS, EMAC_TXD1

6 1019 /0

GPIO19, VSPIQ,
UOCTS, EMAC_TXDO

7 1023 /0

GPIO23, VSPID,
HS1_STROBE

8 1018 I/0

GPIO18, VSPICLK,
HS1_DATA7

9 105 I/0

GPIOS5, VSPICSO,
HS1_DATAGS,
EMAC_RX_CLK

10 1010 /0

GPIO10, SD_DATA3,
SPIWP, HS1_DATA3,
UITXD

)
\=]
=
)

M=
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Header J3

No. Name Type Function
1 FLASH_CS (FCS) /0

GPIO16, HS1_DATA4
(1), U2RXD,
EMAC_CLK_OUT

2 FLASH_SDO (FSDO0) I/0

GPIO17, HS1_DATAS5
(1), U2TXD,
EMAC_CLK_OUT_180

3 FLASH_SD2 (FSD2) /0

GPIO6, SD_CLK,
SPICLK, HS1_CLK (),
UICTS

4 SENSOR_VP (FSVP) I

GPIO36, ADC1_CHO,
ADC_PRE_AMP (2a),
RTC_GPIOO

5 SENSOR_VN (FSVN) I

GPIO39, ADC1_CH3,
ADC_PRE_AMP (2b),
RTC_GPIO3

6 1025 I/0

GPIO25, DAC_1,
ADC2_CHS,
RTC_GPIOG,
EMAC_RXDO0

7 1026 I/0

GPIO26, DAC_2,
ADC2_CHO,
RTC_GPIO7,
EMAC_RXDI

8 1032 /0

32K_XP (3a),
ADC1_CH4, TOUCHY,
RTC_GPIO9

9 1033 /0

32K_XN (3b),
ADC1_CHS, TOUCHS,
RTC_GPIOS
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Notes to Pin Descriptions
1. This pin is connected to the flash pin of ESP32-PICO-D4.

2. When used as ADC_PRE_AMP, connect 270 pF capacitors between: (a) SENSOR_VP and 103
SOR_VN and 1038.

3. 32.768 kHz crystal oscillator: (a) input, (b) output.
4. This pin is connected to the pin of the USB bridge chip on the board.

7, (b) SEN-

5. The operating voltage of ESP32-PICO-KIT’s embedded SPI flash is 3.3V. Therefore, the strapping pin MTDI

should hold bit ”’0” during the module power-on reset.

Board Dimensions

ESPIZ-PICO-KIT
A ® 5 ) ESPRESSIF

ESPRESSIF SYSTEMS ( G
(SHANGHAI)PTE LTR

9 @ ESP32_PICO-KIT V4 FCC ID:2ACT2-ESPI2PICORIT

Fig. 11: ESP32-PICO-KIT V4 dimensions - back

.3mm

| 52.0 mm }

Fig. 12: ESP32-PICO-KIT V4 dimensions - side
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Related Documents

e ESP32-PICO-KIT V4 schematic (PDF)
* ESP32-PICO-D4 Datasheet (PDF)
e ESP32 Hardware Reference

ESP32-PICO-KIT V3 Getting Started Guide

This user guide shows how to get started with the ESP32-PICO-KIT V3 mini development board. For description of
other versions of the ESP32-PICO-KIT check ESP32 Hardware Reference.

What You Need

* 1 x ESP32-PICO-KIT V3 mini development board
e 1 x USB A /Micro USB B cable
¢ 1 x PC loaded with Windows, Linux or Mac OS

Overview

ESP32-PICO-KIT V3 is a mini development board based on the ESP32-PICO-D4 SIP module produced by Espressif.
All the 10 signals and system power on ESP32-PICO-D4 are led out through two standard 20 pin x 0.1” pitch headers
on both sides for easy interfacing. The development board integrates a USB-UART Bridge circuit, allowing the
developers to connect the development board to a PC’s USB port for downloads and debugging.

Functional Description

The following list and figure below describe key components, interfaces and controls of ESP32-PICO-KIT V3 board.

ESP32-PICO-D4 Standard ESP32-PICO-D4 module soldered to the ESP32-PICO-KIT V3 board. The complete
system of the ESP32 chip has been integrated into the SIP module, requiring only external antenna with LC
matching network, decoupling capacitors and pull-up resistors for EN signals to function properly.

USB-UART Bridge A single chip USB-UART bridge provides up to 1 Mbps transfers rates.

I/O All the pins on ESP32-PICO-D4 are broken out to the pin headers on the board. Users can program ESP32 to
enable multiple functions such as PWM, ADC, DAC, 12C, 128, SPI, etc.

Micro USB Port USB interface. It functions as the power supply for the board and the communication interface
between PC and ESP32-PICO-KIT V3.

EN Button Reset button; pressing this button resets the system.

BOOT Button Holding down the Boot button and pressing the EN button initiates the firmware download mode.
Then user can download firmware through the serial port.

Start Application Development

Before powering up the ESP32-PICO-KIT V3, please make sure that the board has been received in good condition
with no obvious signs of damage.

To start development of applications, proceed to section Get Started, that will walk you through the following steps:
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e Setup Toolchain in your PC to develop applications for ESP32 in C language

* Connect the module to the PC and verify if it is accessible

Build and Flash an example application to the ESP32

* Monitor instantly what the application is doing

Related Documents

e ESP32-PICO-KIT V3 schematic (PDF)
* ESP32-PICO-D4 Datasheet (PDF)
* ESP32 Hardware Reference

If you have different board, move to sections below.

1.4 Setup Toolchain

The quickest way to start development with ESP32 is by installing a prebuilt toolchain. Pick up your OS below and
follow provided instructions.

1.4.1 Standard Setup of Toolchain for Windows

Introduction
Windows doesn’t have a built-in “make” environment, so as well as installing the toolchain you will need a GNU-

compatible environment. We use the MSYS2 environment to provide this. You don’t need to use this environment all
the time (you can use Eclipse or some other front-end), but it runs behind the scenes.

Toolchain Setup

The quick setup is to download the Windows all-in-one toolchain & MSYS?2 zip file from dl.espressif.com:
https://dl.espressif.com/dl/esp32_win32_msys2_environment_and_toolchain-20180110.zip

Unzip the zip file to C: \ (or some other location, but this guide assumes C : \) and it will create an msy s 32 directory
with a pre-prepared environment.

Check it Out

Open a MSYS2 MINGW32 terminal window by running C:\msys32\mingw32.exe. The environment in this
window is a bash shell.

Use this window in the following steps setting up development environment for ESP32.

Next Steps

To carry on with development environment setup, proceed to section Get ESP-IDF.
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Fig. 14: MSYS2 MINGW32 shell window

Updating The Environment
When IDF is updated, sometimes new toolchains are required or new requirements are added to the Windows MSYS2
environment. To move any data from an old version of the precompiled environment to a new one:

e Take the old MSYS2 environment (ie C:\msys32) and move/rename it to a different directory (ie
C:\msys32_o1d).

* Download the new precompiled environment using the steps above.

* Unzip the new MSYS2 environment to C : \msys32 (or another location).

Find the old C: \msys32_old\home directory and move this into C: \msys32.
* You can now delete the C: \msys32_o1d directory if you no longer need it.
You can have independent different MSYS2 environments on your system, as long as they are in different directories.

There are also steps to update the existing environment without downloading a new one, although this is more complex.

Related Documents

Setup Windows Toolchain from Scratch

Setting up the environment gives you some more control over the process, and also provides the information for
advanced users to customize the install. The pre-built environment, addressed to less experienced users, has been
prepared by following these steps.

To quickly setup the toolchain in standard way, using a prebuilt environment, proceed to section Standard Setup of
Toolchain for Windows.

Configure Toolchain & Environment from Scratch

This process involves installing MSYS2, then installing the MSYS?2 and Python packages which ESP-IDF uses, and
finally downloading and installing the Xtensa toolchain.

* Navigate to the MSYS?2 installer page and download the msys2-1686-xxxxxxx .exe installer executable
(we only support a 32-bit MSYS environment, it works on both 32-bit and 64-bit Windows.) At time of writing,
the latest installer is msys2-1686-20161025.exe.

* Run through the installer steps. Uncheck the “Run MSYS2 32-bit now” checkbox at the end.

* Once the installer exits, open Start Menu and find “MSYS2 MinGW 32-bit” to run the terminal.
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(Why launch this different terminal? MSYS2 has the concept of different kinds of environments. The default
“MSYS” environment is Cygwin-like and uses a translation layer for all Windows API calls. We need the
“MinGW” environment in order to have a native Python which supports COM ports.)

e The ESP-IDF repository on github contains a script in the tools directory titled
windows_install_prerequisites.sh. If you haven’t got a local copy of the ESP-IDF yet, that’s OK -
you can just download that one file in Raw format from here: tools/windows/windows_install_prerequisites.sh.
Save it somewhere on your computer.

* Type the path to the shell script into the MSYS2 terminal window. You can type it as a normal Win-
dows path, but use forward-slashes instead of back-slashes. ie: C:/Users/myuser/Downloads/
windows_install_prerequisites.sh. You can read the script beforehand to check what it does.

e Thewindows_install_prerequisites. sh script will download and install packages for ESP-IDF sup-
port, and the ESP32 toolchain.

Troubleshooting

* While the install script runs, MSYS may update itself into a state where it can no longer operate. You may see
errors like the following:

«++ fatal error - cygheap base mismatch detected - 0x612E5408/0x612E4408. This,,
—problem is probably due to using incompatible versions of the cygwin DLL.

If you see errors like this, close the terminal window entirely (terminating the processes running there) and then
re-open a new terminal. Re-run windows_install_prerequisites.sh (tip: use the up arrow key to
see the last run command). The update process will resume after this step.

* MSYS2 is a “rolling” distribution so running the installer script may install newer packages than what is used in
the prebuilt environments. If you see any errors that appear to be related to installing MSYS2 packages, please
check the MSYS2-packages issues list for known issues. If you don’t see any relevant issues, please raise an
IDF issue.

MSYS2 Mirrors in China

There are some (unofficial) MSYS2 mirrors inside China, which substantially improves download speeds inside China.

To add these mirrors, edit the following two MSYS2 mirrorlist files before running the setup script. The mirrorlist
files can be found in the /et c/pacman.d directory (i.e. c: \msys2\etc\pacman.d).

Add these lines at the top of mirrorlist.mingw32:

https://mirrors.ustc.edu.cn/msys2/mingw/i686/
http://mirror.bit.edu.cn/msys2/REPOS/MINGW/1686

Server
Server

Add these lines at the top of mirrorlist.msys:

Server http://mirrors.ustc.edu.cn/msys2/msys/S$arch
Server = http://mirror.bit.edu.cn/msys2/REPOS/MSYS2/$arch

HTTP Proxy

You can enable an HTTP proxy for MSYS and PIP downloads by setting the ht tp_proxy variable in the terminal
before running the setup script:
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’export http_proxy='http://http.proxy.server :PORT'

Or with credentials:

’export http_proxy='http://user:password@http.proxy.server :PORT'

Add this lineto /etc/profile in the MSYS directory in order to permanently enable the proxy when using MSYS.

Alternative Setup: Just download a toolchain

If you already have an MSYS?2 install or want to do things differently, you can download just the toolchain here:

https://dl.espressif.com/dl/xtensa-esp32-elf-win32-1.22.0-80-g6c4433a-5.2.0.zip

Note: If you followed instructions Configure Toolchain & Environment from Scratch, you already have the toolchain
and you won’t need this download.

Important: Just having this toolchain is not enough to use ESP-IDF on Windows. You will need GNU make, bash,
and sed at minimum. The above environments provide all this, plus a host compiler (required for menuconfig support).

Next Steps

To carry on with development environment setup, proceed to section Get ESP-IDF'.

Updating The Environment

When IDF is updated, sometimes new toolchains are required or new system requirements are added to the Windows
MSYS2 environment.

Rather than setting up a new environment, you can update an existing Windows environment & toolchain:
» Update IDF to the new version you want to use.

* Runthe tools/windows/windows_install_ prerequisites. sh scriptinside IDF. This will install
any new software packages that weren’t previously installed, and download and replace the toolchain with the
latest version.

The script to update MSYS2 may also fail with the same errors mentioned under Troubleshooting.

If you need to support multiple IDF versions concurrently, you can have different independent MSYS2 environments
in different directories. Alternatively you can download multiple toolchains and unzip these to different directories,
then use the PATH environment variable to set which one is the default.

1.4.2 Standard Setup of Toolchain for Linux

Install Prerequisites

To compile with ESP-IDF you need to get the following packages:
e CentOS 7:
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sudo yum install git wget make ncurses-devel flex bison gperf python pyserial

¢ Ubuntu and Debian:

sudo apt-get install git wget make libncurses-dev flex bison gperf python python-
—serial

e Arch:

’sudo pacman -S —--needed gcc git make ncurses flex bison gperf python2-pyserial

Toolchain Setup

ESP32 toolchain for Linux is available for download from Espressif website:
e for 64-bit Linux:
https://dl.espressif.com/dl/xtensa-esp32-elf-linux64-1.22.0-80-g6c4433a-5.2.0.tar.gz
* for 32-bit Linux:
https://dl.espressif.com/dl/xtensa-esp32-elf-linux32-1.22.0-80-g6c4433a-5.2.0.tar.gz

1. Download this file, then extract it in ~/esp directory:

mkdir -p ~/esp
cd ~/esp
tar —-xzf ~/Downloads/xtensa-esp32-elf-1inux64-1.22.0-80-g6c4433a-5.2.0.tar.gz

2. The toolchain will be extracted into ~/esp/xtensa-esp32-elf/ directory.

To use it, you will need to update your PATH environment variable in ~/.profile file. To make

xtensa-esp32-elf available for all terminal sessions, add the following line to your ~/ .profile file:

export PATH="SPATH:S$HOME/esp/xtensa-esp32-elf/bin"

Alternatively, you may create an alias for the above command. This way you can get the toolchain only when

you need it. To do this, add different line to your ~/ .profile file:

’alias get_esp32='export PATH="SPATH:S$HOME/esp/xtensa-esp32-elf/bin"'

Then when you need the toolchain you can type get_esp32 on the command line and the toolchain will be

added to your PATH.

Note: If you have /bin/bash set as login shell, and both .bash_profile and .profile exist, then

update .bash_profile instead.

3. Log off and log in back to make the .profile changes effective. Run the following command to verify if

PATH is correctly set:

printenv PATH

You are looking for similar result containing toolchain’s path at the end of displayed string:

$ printenv PATH
/home/user—-name/bin:/home/user—-name/.local/bin:/usr/local/sbin:/usr/local/bin:/

usr/shin:/usr/bin:/sbhin:/bin:/usr/games:/usr/local/games: nap/bin: /home/user—

(continues ‘on next page)

—name/esp/xtensa-esp32-elf/bin
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(continued from previous page)

[ J

Instead of /home /user—-name there should be a home path specific to your installation.

Permission issues /dev/ttyUSBO

With some Linux distributions you may get the Failed to open port /dev/ttyUSBO error message when
flashing the ESP32. This can be solved by adding the current user to the dialout group.

Arch Linux Users

To run the precompiled gdb (xtensa-esp32-elf-gdb) in Arch Linux requires ncurses 5, but Arch uses ncurses 6.
Backwards compatibility libraries are available in AUR for native and lib32 configurations:

* https://aur.archlinux.org/packages/ncurses5-compat-libs/

e https://aur.archlinux.org/packages/lib32-ncurses5-compat-libs/

Before installing these packages you might need to add the author’s public key to your keyring as described in the
“Comments” section at the links above.

Alternatively, use crosstool-NG to compile a gdb that links against ncurses 6.

Next Steps

To carry on with development environment setup, proceed to section Get ESP-IDF'.
Related Documents
Setup Linux Toolchain from Scratch

The following instructions are alternative to downloading binary toolchain from Espressif website. To quickly setup
the binary toolchain, instead of compiling it yourself, backup and proceed to section Standard Setup of Toolchain for
Linux.

Install Prerequisites

To compile with ESP-IDF you need to get the following packages:

¢ Ubuntu and Debian:

sudo apt-get install git wget make libncurses-dev flex bison gperf python python-
—serial

e Arch:

sudo pacman —-S —--needed gcc git make ncurses flex bison gperf python2-pyserial
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Compile the Toolchain from Source

* Install dependencies:

— CentOS 7:

sudo yum install gawk gperf grep gettext ncurses-devel python python-devel
—automake bison flex texinfo help2man libtool

— Ubuntu pre-16.04:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-dev
—automake bison flex texinfo help2man libtool

— Ubuntu 16.04:

sudo apt-get install gawk gperf grep gettext python python-dev automake bison
—flex texinfo help2man libtool libtool-bin

— Debian:

’TODO

Arch:

’TODO

Download crosstool-NG and build it:

cd ~/esp

git clone -b xtensa-1.22.x https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

./bootstrap && ./configure —--enable-local && make install

Build the toolchain:

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32-elf

Toolchain will be built in ~/esp/crosstool-NG/builds/xtensa—-esp32-elf. Follow instructions for
standard setup to add the toolchain to your PATH.

Next Steps

To carry on with development environment setup, proceed to section Get ESP-IDF'.

1.4.3 Standard Setup of Toolchain for Mac OS

Install Prerequisites

* install pip:

sudo easy_install pip
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* install pyserial:

sudo pip install pyserial

Toolchain Setup

ESP32 toolchain for macOS is available for download from Espressif website:
https://dl.espressif.com/dl/xtensa-esp32-elf-osx-1.22.0-80-gbc4433a-5.2.0.tar.gz

Download this file, then extract it in ~/esp directory:

mkdir -p ~/esp
cd ~/esp
tar -xzf ~/Downloads/xtensa-esp32-elf-osx-1.22.0-80-g6c4433a-5.2.0.tar.gz

The toolchain will be extracted into ~/esp/xtensa-esp32-elf/ directory.

To use it, you will need to update your PATH environment variable in ~/.profile file. To make
xtensa—-esp32-elf available for all terminal sessions, add the following line to your ~/ .profile file:

’export PATH=$PATH: $HOME/esp/xtensa-esp32-elf/bin

Alternatively, you may create an alias for the above command. This way you can get the toolchain only when you
need it. To do this, add different line to your ~/ .profile file:

’alias get_esp32="export PATH=$PATH:$HOME/esp/xtensa-esp32-elf/bin"

Then when you need the toolchain you can type get_esp32 on the command line and the toolchain will be added to
your PATH.

Next Steps

To carry on with development environment setup, proceed to section Get ESP-IDF'.
Related Documents

Setup Toolchain for Mac OS from Scratch

Install Prerequisites

* install pip:

’sudo easy_install pip

* install pyserial:

’sudo pip install pyserial

Compile the Toolchain from Source

* Install dependencies:
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— Install either MacPorts or homebrew package manager. MacPorts needs a full XCode installation, while
homebrew only needs XCode command line tools.

— with MacPorts:

sudo port install gsed gawk binutils gperf grep gettext wget libtool autoconf
—automake

with homebrew:

brew install gnu-sed gawk binutils gperftools gettext wget help2man libtool
—autoconf automake

Create a case-sensitive filesystem image:

’hdiutil create ~/esp/crosstool.dmg -volname "ctng" -size 10g —-fs "Case-sensitive HES+"

Mount it:

’hdiutil mount ~/esp/crosstool.dmg

Create a symlink to your work directory:

cd ~/esp
In -s /Volumes/ctng crosstool-NG

Download crosstool—NG and build it:

cd ~/esp

git clone -b xtensa-1.22.x https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

./bootstrap && ./configure —-enable-local && make install

Build the toolchain:

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32-elf

Toolchain will be built in ~/esp/crosstool-NG/builds/xtensa-esp32-elf. Follow instructions for
standard setup to add the toolchain to your PATH.

Next Steps

To carry on with development environment setup, proceed to section Get ESP-IDF'.
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Windows Linux Mac OS

Note: We are using ~/esp directory to install the prebuilt toolchain, ESP-IDF and sample applications. You can use
different directory, but need to adjust respective commands.

Depending on your experience and preferences, instead of using a prebuilt toolchain, you may want to customize your
environment. To set up the system your own way go to section Customized Setup of Toolchain.

Once you are done with setting up the toolchain then go to section Get ESP-IDF'.

1.5 Get ESP-IDF

Besides the toolchain (that contains programs to compile and build the application), you also need ESP32 specific API
/ libraries. They are provided by Espressif in ESP-IDF repository.

To obtain a local copy: open terminal, navigate to the directory you want to put ESP-IDF, and clone the repository
using git clone command:

cd ~/esp
git clone -b release/v3.0 —-recursive https://github.com/espressif/esp-idf.git

ESP-IDF will be downloaded into ~/esp/esp-idf.

Note: The git clone option -b release/v3.0 tells git to clone the branch in the ESP-IDF repository corre-
sponding to this version of the documentation.

Note: GitHub’s “Download zip file” feature does not work with ESP-IDF, a git clone is required. As a fallback,
Stable version can be installed without Git.

Consult ESP-IDF Versions for information about which version of ESP-IDF to use in a given situation.

Note: Do not miss the ——recursive option. If you have already cloned ESP-IDF without this option, run another
command to get all the submodules:

cd ~/esp/esp-idf
git submodule update —--init --recursive
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1.6 Setup Path to ESP-IDF

The toolchain programs access ESP-IDF using IDF_PATH environment variable. This variable should be set up on
your PC, otherwise projects will not build. Setting may be done manually, each time PC is restarted. Another option
is to set up it permanently by defining IDF_PATH in user profile. To do so, follow instructions specific to Windows ,
Linux and MacOS in section Add IDF_PATH to User Profile.

1.7 Start a Project

Now you are ready to prepare your application for ESP32. To start off quickly, we will use get-started/hello_world
project from examples directory in IDF.

Copy get-started/hello_world to ~/esp directory:

cd ~/esp
cp -r SIDF_PATH/examples/get-started/hello_world .

You can also find a range of example projects under the examples directory in ESP-IDF. These example project
directories can be copied in the same way as presented above, to begin your own projects.

Important: The esp-idf build system does not support spaces in paths to esp-idf or to projects.

1.8 Connect

You are almost there. To be able to proceed further, connect ESP32 board to PC, check under what serial port the
board is visible and verify if serial communication works. If you are not sure how to do it, check instructions in
section Establish Serial Connection with ESP32. Note the port number, as it will be required in the next step.

1.9 Configure

Being in terminal window, go to directory of hello_world application by typing cd ~/esp/hello_world.
Then start project configuration utility menuconfig:

cd ~/esp/hello_world
make menuconfig

If previous steps have been done correctly, the following menu will be displayed:

In the menu, navigate to Serial flasher config > Default serial port to configure the serial port,
where project will be loaded to. Confirm selection by pressing enter, save configuration by selecting < Save > and
then exit application by selecting < Exit >.

Note: On Windows, serial ports have names like COM1. On MacOS, they start with /dev/cu.. On Linux, they
start with /dev/tty. (See Establish Serial Connection with ESP32 for full details.)
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Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

DK tool configuration ---=
ootloader config --->
ecurity features ---=
I
artition Table --->

ptimization level (Debug) ---=
omponent config ---=

< Exit > < Help > < Save > < Load >

Fig. 15: Project configuration - Home window

Here are couple of tips on navigation and use of menuconfig:
* Use up & down arrow keys to navigate the menu.
* Use Enter key to go into a submenu, Escape key to go out or to exit.
* Type ? to see a help screen. Enter key exits the help screen.
» Use Space key, or Y and N keys to enable (Yes) and disable (No) configuration items with checkboxes “[x]”
* Pressing ? while highlighting a configuration item displays help about that item.

* Type / to search the configuration items.

Note: If you are Arch Linux user, navigate to SDK tool configuration and change the name of Python 2
interpreter from python to python2.

1.10 Build and Flash

Now you can build and flash the application. Run:

’make flash

This will compile the application and all the ESP-IDF components, generate bootloader, partition table, and application
binaries, and flash these binaries to your ESP32 board.

esptool.py v2.0-beta?2

Flashing binaries to serial port /dev/ttyUSBO (app at offset 0x10000)...
esptool.py v2.0-beta?2

Connecting........
Uploading stub...
Running stub...
Stub running...
Changing baud rate to 921600
Changed.

Attaching SPI flash...
Configuring flash size...

(continues on next page)
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(continued from previous page)

Auto-detected Flash size: 4MB

Flash params set to 0x0220

Compressed 11616 bytes to 6695...

Wrote 11616 bytes (6695 compressed) at 0x00001000 in 0.1 seconds (effective 920.5
—kbit/s) ...

Hash of data verified.

Compressed 408096 bytes to 171625...

Wrote 408096 bytes (171625 compressed) at 0x00010000 in 3.9 seconds (effective 847.3
<—>kblt/S) “ e

Hash of data verified.

Compressed 3072 bytes to 82...

Wrote 3072 bytes (82 compressed) at 0x00008000 in 0.0 seconds (effective 8297.4 kbit/
S) ...

Hash of data verified.

Leaving...
Hard resetting...

If there are no issues, at the end of build process, you should see messages describing progress of loading process.
Finally, the end module will be reset and “hello_world” application will start.

If you’d like to use the Eclipse IDE instead of running make, check out the Eclipse guide.

1.11 Monitor

To see if “hello_world” application is indeed running, type make monitor. This command is launching IDF Mon-
itor application:

S make monitor

MONITOR
—-—— 1df_monitor on /dev/ttyUSBO 115200 ——-
—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —-—-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

Several lines below, after start up and diagnostic log, you should see “Hello world!” printed out by the application.

Hello world!

Restarting in 10 seconds...

I (211) cpu_start: Starting scheduler on APP CPU.
Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

To exit the monitor use shortcut Ctr1+7].

Note: If instead of the messages above, you see a random garbage similar to:

e) (XnQy.! (PW+)Hn%a/9!t5P~keea5jA
~zYY (1,1 e) (Xn@y.!DrzY (jpi|+z5¥mvp
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or monitor fails shortly after upload, your board is likely using 26MHz crystal, while the ESP-IDF assumes default of
40MHz. Exit the monitor, go back to the menuconfig, change ESP32_XTAL_FREQ_SEL to 26MHz, then build and
flash the application again.

To execute make flash and make monitor in one go, type make flash monitor. Check section /DF
Monitor for handy shortcuts and more details on using this application.

That’s all what you need to get started with ESP32!

Now you are ready to try some other examples, or go right to developing your own applications.

1.12 Updating ESP-IDF

After some time of using ESP-IDF, you may want to update it to take advantage of new features or bug fixes. The
simplest way to do so is by deleting existing esp—-idf folder and cloning it again, exactly as when doing initial
installation described in sections Ger ESP-IDF.

If downloading to a new path, remember to Add IDF_PATH to User Profile so that the toolchain scripts know where
to find the ESP-IDF in its release specific location.

Another solution is to update only what has changed. The update procedure depends on the version of ESP-IDF you
are using.

1.13 Related Documents

1.13.1 Add IDF_PATH to User Profile

To preserve setting of IDF_PATH environment variable between system restarts, add it to the user profile, following
instructions below.

Windows
The user profile scripts are contained in C: /msys32/etc/profile.d/ directory. They are executed every time
you open an MSYS2 window.

1. Create a new script filein C: /msys32/etc/profile.d/ directory. Name it export_idf_path. sh.

2. Identify the path to ESP-IDF directory. It is specific to your system configuration and may look something like
C:\msys32\home\user—-name\esp\esp—-idf

3. Add the export command to the script file, e.g.:

export IDF_PATH="C:/msys32/home/user-name/esp/esp-idf"

Remember to replace back-slashes with forward-slashes in the original Windows path.
4. Save the script file.
5. Close MSYS2 window and open it again. Check if IDF_PATH is set, by typing:

printenv IDF_PATH

The path previusly entered in the script file should be printed out.
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If you do not like to have IDF_PATH set up permanently in user profile, you should enter it manually on opening of
an MSYS2 window:

export IDF_PATH="C:/msys32/home/user-name/esp/esp-idf"

If you got here from section Setup Path to ESP-IDF, while installing s/w for ESP32 development, then go back to
section Start a Project.

Linux and MacOS

Set up IDF_PATH by adding the following line to ~/ .profile file:

export IDF_PATH=~/esp/esp-idf

Log off and log in back to make this change effective.

Note: If you have /bin/bash set as login shell, and both .bash_profile and .profile exist, then update
.bash_profile instead.

Run the following command to check if IDF_PATH is set:

printenv IDF_PATH

The path previously entered in ~/ .profile file (or set manually) should be printed out.

If you do not like to have IDF_PATH set up permanently, you should enter it manually in terminal window on each
restart or logout:

export IDF_PATH=~/esp/esp-idf

If you got here from section Setup Path to ESP-IDF, while installing s/w for ESP32 development, then go back to
section Start a Project.

1.13.2 Establish Serial Connection with ESP32

This section provides guidance how to establish serial connection between ESP32 and PC.

Connect ESP32 to PC

Connect the ESP32 board to the PC using the USB cable. If device driver does not install automatically, identify USB
to serial converter chip on your ESP32 board (or external converter dongle), search for drivers in internet and install
them.

Below are the links to drivers for ESP32 boards produced by Espressif:
* ESP32-PICO-KIT and ESP32-DevKitC - CP210x USB to UART Bridge VCP Drivers
* ESP32-WROVER-KIT and ESP32 Demo Board - FTDI Virtual COM Port Drivers

Above drivers are primarily for reference. They should already be bundled with the operating system and installed
automatically once one of listed boards is connected to the PC.
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Check port on Windows

Check the list of identified COM ports in the Windows Device Manager. Disconnect ESP32 and connect it back, to
verify which port disappears from the list and then shows back again.

Figures below show serial port for ESP32 DevKitC and ESP32 WROVER KIT

I a1

=24 Device Manager (== | =]
File Action View Help
= |m| 3 m e

a = tdk-kmb-op780
M Computer

o Disk drives

.- Display adapters

- -5 DVD/CD-ROM drives

E"F;'_, Hurnan Interface Devices
4og IDE ATA/ATAPI controllers
- Keyhoards

}3 Mice and other pointing devices
- Monitors

-EF Network adapters

475" Ports (COM & LPT)

D Processors
-& Sound, video and game controllers

b M| System devices

- i Universal Serial Bus controllers

Fig. 16: USB to UART bridge of ESP32-DevKitC in Windows Device Manager

Check port on Linux and MacOS

To check the device name for the serial port of your ESP32 board (or external converter dongle), run this command
two times, first with the board / dongle unplugged, then with plugged in. The port which appears the second time is
the one you need:

Linux

’ 1ls /dev/tty=

MacOS

’ls /dev/cu. *
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P

i=p Device Manager
File Action View Help

= BIEHE

el

(= [=E =]

a = tdk-kmb-op780

M Computer

s = Disk drives

- B Display adapters

» ey DVD/CD-ROM drives
EF,_,‘ Hurman Interface Devices
g IDE ATASATAPI controllers
= Keyboards
--,ﬂ Mice and cther pointing devices
- Monitors
¥ Metwork adapters
473" Ports (COM & LPT)

STE e TE e TE e e -

- w

. 3 Processors

. -&% Sound, video and game controllers
. M| Systern devices

- i Universal Serial Bus controllers

Fig. 17: Two USB Serial Ports of ESP-WROVER-KIT in Windows Device Manager
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Adding user to dialout on Linux

The currently logged user should have read and write access the serial port over USB. On most Linux distributions,
this is done by adding the user to dialout group with the following command:

sudo usermod —-a -G dialout S$USER

Make sure you re-login to enable read and write permissions for the serial port.

Verify serial connection

Now verify that the serial connection is operational. You can do this using a serial terminal program. In this example
we will use PuTTY SSH Client that is avilable for both Windows and Linux. You can use other serial program and set
communication parameters like below.

Run terminal, set identified serial port, baud rate = 115200, data bits = 8, stop bits = 1, and parity = N. Below are
example screen shots of setting the port and such transmission parameters (in short described as 115200-8-1-N) on
Windows and Linux. Remember to select exactly the same serial port you have identified in steps above.

E® PuTTY Configuration | 22 |
Categorny:

Options controling local senal lines

- Keyboard
- Eell

- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

=~ Connection

.. Data

- Prosy

- Telnet

- Rlogin

- 55H

- Seral

About

Select a seral line

Serial line to connect to
Corfigure the seral line
Speed |baud)

Data bits

Stop bits

Parity

Flow comtrol

comiz

115200
]
1

[ Mone

-

| XON/XOFF

)

Open

] [ Cancel

Fig. 18: Setting Serial Communication in PuTTY on Windows

Then open serial port in terminal and check, if you see any log printed out by ESP32. The log contents will depend on
application loaded to ESP32. An example log by ESP32 is shown below.
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PuTTY Configuration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal serial line to connect to Jdev/ttyUsBo
Keyboard
Bell

Features
v window Data bits 8

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour

Translation
Selection Flow control XON/XOFF =
Colours

Parity Mone =

Fonts

¥ Connection
Data
Proxy
Telnet

Rlogin
F S5H

About %J cancel

Fig. 19: Setting Serial Communication in PuTTY on Linux
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ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008,1len:8

load:0x3ff£f0010,1len:3464

1load:0x40078000, 1len:7828

10ad:0x40080000, 1en:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

If you see some legible log, it means serial connection is working and you are ready to proceed with installation and
finally upload of application to ESP32.

Note: For some serial port wiring configurations, the serial RTS & DTR pins need to be disabled in the terminal
program before the ESP32 will boot and produce serial output. This depends on the hardware itself, most development
boards (including all Espressif boards) do not have this issue. The issue is present if RTS & DTR are wired directly to
the EN & GPIOO pins. See the esptool documentation for more details.

Note: Close serial terminal after verification that communication is working. In next step we are going to use another
application to upload ESP32. This application will not be able to access serial port while it is open in terminal.

If you got here from section Connect when installing s/w for ESP32 development, then go back to section Configure.

1.13.3 Build and Flash with Make
Finding a project

As well as the esp-idf-template project, ESP-IDF comes with some example projects on github in the examples direc-
tory.

Once you’ve found the project you want to work with, change to its directory and you can configure and build it.

Configuring your project

’make menuconfig

Compiling your project

’make all

. will compile app, bootloader and generate a partition table based on the config.
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Flashing your project

When make all finishes, it will print a command line to use esptool.py to flash the chip. However you can also do
this from make by running:

make flash

This will flash the entire project (app, bootloader and partition table) to a new chip. The settings for serial port flashing
can be configured with make menuconfig.

You don’t need to run make all before running make flash,make flash will automatically rebuild anything
which needs it.

Compiling & Flashing Just the App

After the initial flash, you may just want to build and flash just your app, not the bootloader and partition table:
* make app - build just the app.
* make app-flash - flash just the app.

make app-flash will automatically rebuild the app if it needs it.

There’s no downside to reflashing the bootloader and partition table each time, if they haven’t changed.

The Partition Table
Once you’ve compiled your project, the “build” directory will contain a binary file with a name like “my_app.bin”.
This is an ESP32 image binary that can be loaded by the bootloader.

A single ESP32’s flash can contain multiple apps, as well as many kinds of data (calibration data, filesystems, param-
eter storage, etc). For this reason, a partition table is flashed to offset 0x8000 in the flash.

Each entry in the partition table has a name (label), type (app, data, or something else), subtype and the offset in flash
where the partition is loaded.

The simplest way to use the partition table is to make menuconfig and choose one of the simple predefined partition
tables:

* “Single factory app, no OTA”
* “Factory app, two OTA definitions”

In both cases the factory app is flashed at offset 0x10000. If you make partition_table then it will print a summary of
the partition table.

For more details about partition tables and how to create custom variations, view the documentation.

1.13.4 Build and Flash with Eclipse IDE

Installing Eclipse IDE

The Eclipse IDE gives you a graphical integrated development environment for writing, compiling and debugging
ESP-IDF projects.

* Start by installing the esp-idf for your platform (see files in this directory with steps for Windows, OS X, Linux).

52 Chapter 1. Get Started



Read the Docs Template Documentation, Release v3.0.8-30-gf3704f027

* We suggest building a project from the command line first, to get a feel for how that process works. You also
need to use the command line to configure your esp-idf project (via make menuconfig), this is not currently
supported inside Eclipse.

¢ Download the Eclipse Installer for your platform from eclipse.org.

e When running the Eclipse Installer, choose “Eclipse for C/C++ Development” (in other places you’ll see this
referred to as CDT.)

Windows Users

Using ESP-IDF with Eclipse on Windows requires different configuration steps. See the Eclipse IDE on Windows
guide.

Setting up Eclipse

Once your new Eclipse installation launches, follow these steps:

Import New Project

* Eclipse makes use of the Makefile support in ESP-IDF. This means you need to start by creating an ESP-IDF
project. You can use the idf-template project from github, or open one of the examples in the esp-idf examples
subdirectory.

* Once Eclipse is running, choose File -> Import. . .
¢ In the dialog that pops up, choose “C/C++” -> “Existing Code as Makefile Project” and click Next.

* On the next page, enter “Existing Code Location” to be the directory of your IDF project. Don’t specify the
path to the ESP-IDF directory itself (that comes later). The directory you specify should contain a file named
“Makefile” (the project Makefile).

* On the same page, under “Toolchain for Indexer Settings” choose “Cross GCC”. Then click Finish.

Project Properties

* The new project will appear under Project Explorer. Right-click the project and choose Properties from the
context menu.

e Click on the “Environment” properties page under “C/C++ Build”. Click “Add...” and enter name
BATCH_BUILD and value 1.

* Click “Add...” again, and enter name IDF_PATH. The value should be the full path where ESP-IDF is installed.

 Edit the PATH environment variable. Keep the current value, and append the path to the Xtensa toolchain that
will installed as part of IDF setup (something/xtensa-esp32-elf/bin) if this is not already listed on
the PATH.

* On macOS, add a PYTHONPATH environment variable and set it to /Library/Frameworks/Python.
framework/Versions/2.7/1ib/python2.7/site-packages. This is so that the system Python,
which has pyserial installed as part of the setup steps, overrides any built-in Eclipse Python.

Navigate to “C/C++ General” -> “Preprocessor Include Paths” property page:
* Click the “Providers” tab
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¢ In the list of providers, click “CDT Cross GCC Built-in Compiler Settings”. Change “Command to get compiler
specs” to xtensa-esp32-elf-gcc ${FLAGS} -E -P -v —-dD "${INPUTS}".

¢ In the list of providers, click “CDT GCC Build Output Parser” and change the “Compiler command pattern” to
xtensa-esp32-elf-(gcc|g\+\+|c\+\+|cclcpplclang)

Navigate to “C/C++ General” -> “Indexer” property page:
* Check “Enable project specific settings” to enable the rest of the settings on this page.

* Uncheck “Allow heuristic resolution of includes”. When this option is enabled Eclipse sometimes fails to find
correct header directories.

Building in Eclipse

Before your project is first built, Eclipse may show a lot of errors and warnings about undefined values. This is because
some source files are automatically generated as part of the esp-idf build process. These errors and warnings will go
away after you build the project.

* Click OK to close the Properties dialog in Eclipse.

* Outside Eclipse, open a command line prompt. Navigate to your project directory, and run make
menuconfig to configure your project’s esp-idf settings. This step currently has to be run outside Eclipse.

If you try to build without running a configuration step first, esp-idf will prompt for configuration on the command line
- but Eclipse is not able to deal with this, so the build will hang or fail.

* Back in Eclipse, choose Project -> Build to build your project.

TIP: If your project had already been built outside Eclipse, you may need to do a Project -> Clean before choosing
Project -> Build. This is so Eclipse can see the compiler arguments for all source files. It uses these to determine the
header include paths.

Flash from Eclipse

You can integrate the “make flash™ target into your Eclipse project to flash using esptool.py from the Eclipse Ul:

 Right-click your project in Project Explorer (important to make sure you select the project, not a directory in the
project, or Eclipse may find the wrong Makefile.)

* Select Make Targets -> Create from the context menu.
* Type “flash” as the target name. Leave the other options as their defaults.

* Now you can use Project -> Make Target -> Build (Shift+F9) to build the custom flash target, which will compile
and flash the project.

Note that you will need to use “make menuconfig” to set the serial port and other config options for flashing. “make
menuconfig” still requires a command line terminal (see the instructions for your platform.)

Follow the same steps to add boot loader and partition_table targets, if necessary.

Related Documents
Eclipse IDE on Windows

Configuring Eclipse on Windows requires some different steps. The full configuration steps for Windows are shown
below.

54 Chapter 1. Get Started



Read the Docs Template Documentation, Release v3.0.8-30-gf3704f027

(For OS X and Linux instructions, see the Eclipse IDE page.)

Installing Eclipse IDE

Follow the steps under Installing Eclipse IDE for all platforms.

Setting up Eclipse on Windows

Once your new Eclipse installation launches, follow these steps:

Import New Project

Note:

Eclipse makes use of the Makefile support in ESP-IDF. This means you need to start by creating an ESP-IDF
project. You can use the idf-template project from github, or open one of the examples in the esp-idf examples
subdirectory.

Once Eclipse is running, choose File -> Import. ..
In the dialog that pops up, choose “C/C++" -> “Existing Code as Makefile Project” and click Next.

On the next page, enter “Existing Code Location” to be the directory of your IDF project. Don’t specify the
path to the ESP-IDF directory itself (that comes later). The directory you specify should contain a file named
“Makefile” (the project Makefile).

On the same page, under “Toolchain for Indexer Settings” uncheck “Show only available toolchains that support
this platform”.

On the extended list that appears, choose “Cygwin GCC”. Then click Finish.

you may see warnings in the Ul that Cygwin GCC Toolchain could not be found. This is OK, we’re going to

reconfigure Eclipse to find our toolchain.

Project Properties

The new project will appear under Project Explorer. Right-click the project and choose Properties from the
context menu.

Click on the “C/C++ Build” properties page (top-level):

— Uncheck “Use default build command” and enter this for the custom build command: python
$S{IDF_PATH}/tools/windows/eclipse_make.py

Click on the “Environment” properties page under “C/C++ Build™:
— Click “Add...” and enter name BATCH_BUILD and value 1.

— Click “Add...” again, and enter name IDF_PATH. The value should be the full path where ESP-IDF
is installed. The IDF_PATH directory should be specified using forwards slashes not backslashes, ie
C:/Users/MyUser/Development/esp-idf.

— Edit the PATH environment  variable. Delete  the  existing value and
replace it with C:\msys32\usr\bin;C:\msys32\mingw32\bin;
C:\msys32\opt\xtensa-esp32-elfl\bin (If you installed msys32 to a different directory
then you’ll need to change these paths to match).

Click on “C/C++ General” -> “Preprocessor Include Paths, Macros, etc.” property page:
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— Click the “Providers” tab

+ In the list of providers, click “CDT Cross GCC Built-in Compiler Settings”. Change “Command to get
compiler specs” to xtensa-esp32-elf-gcc ${FLAGS} -E -P -v -dD "${INPUTS}".

# In the list of providers, click “CDT GCC Build Output Parser” and change the “Compiler command
pattern” to xtensa-esp32-elf- (gcclg\+\+|c\+\+|cc|cpplclang)

Navigate to “C/C++ General” -> “Indexer” property page:
» Check “Enable project specific settings” to enable the rest of the settings on this page.

¢ Uncheck “Allow heuristic resolution of includes”. When this option is enabled Eclipse sometimes fails to find
correct header directories.

Building in Eclipse

Continue from Building in Eclipse for all platforms.

Technical Details

Of interest to Windows gurus or very curious parties, only.

Explanations of the technical reasons for some of these steps. You don’t need to know this to use esp-idf with Eclipse
on Windows, but it may be helpful background knowledge if you plan to do dig into the Eclipse support:

* The xtensa-esp32-elf-gcc cross-compiler is not a Cygwin toolchain, even though we tell Eclipse that it is one.
This is because msys2 uses Cygwin and supports Unix-style paths (of the type /c/blahinstead of c: /blah or
c:\\blah). In particular, xtensa-esp32-elf-gcc reports to the Eclipse “built-in compiler settings” function that
its built-in include directories are all under /usr/, which is a Unix/Cygwin-style path that Eclipse otherwise
can’t resolve. By telling Eclipse the compiler is Cygwin, it resolves these paths internally using the cygpath
utility.

* The same problem occurs when parsing make output from esp-idf. Eclipse parses this output to find header
directories, but it can’t resolve include directories of the form /c/blah without using cygpath. There is a
heuristic that Eclipse Build Output Parser uses to determine whether it should call cygpath, but for currently
unknown reasons the esp-idf configuration doesn’t trigger it. For this reason, the eclipse_make . py wrapper
script is used to call make and then use cygpath to process the output for Eclipse.

1.13.5 IDF Monitor

The idf_monitor tool is a Python program which runs when the make monitor target is invoked in IDF.

It is mainly a serial terminal program which relays serial data to and from the target device’s serial port, but it has
some other IDF-specific xfeatures.

Interacting With idf_monitor

e Ctrl-] will exit the monitor.
* Ctrl-T Ctrl-H will display a help menu with all other keyboard shortcuts.

* Any other key apart from Ctr1-] and Ctr1-T is sent through the serial port.
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Automatically Decoding Addresses

Any time esp-idf prints a hexadecimal code address of the form 0x 4 , idf_monitor will use addr2line to look
up the source code location and function name.

When an esp-idf app crashes and panics a register dump and backtrace such as this is produced:

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was,
—unhandled.
Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al : 0x3ffb7e00
A2 : Ox3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 : 0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 : 0x3ffb7ddo0
AlQ : 0x00000003 All : 0x00060£23 Al2 : 0x00060£20 Al1l3 : 0x3ffba6d0l
Al4 : 0x00000047 AlS5 : 0x0000000f SAR : 0x00000019 EXCCAUSE: 0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT : 0x00000000

Backtrace: 0x400£360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbfbe:0x3ffb7e40
—0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

idf_monitor will augment the dump:

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was,
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al : 0x3ffb7e00
0x400£360d: do_something _to_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

A2 : 0x3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 : 0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 : 0x3f£fb7ddo0
Al0 : 0x00000003 All : 0x00060£23 Al2 : 0x00060£20 Al3 : 0x3ffba6d0l
Al4 : 0x00000047 AlS5 : 0x0000000f SAR : 0x00000019 EXCCAUSE: 0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT : 0x00000000

Backtrace: 0x400£360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbfS5e:0x3ffb7e40
—0x400db£f82:0x3ffb7e60 0x400d071d:0x3ffb7e90

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—~world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get—-started/hello_
—world/main/./hello_world_main.c:52

0x400dbf56: still_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world _main.c:47

0x400dbf5e: dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/main/.
—/hello_world_main.c:42

0x400dbf82: app_main at /home/gus/esp/32/idf/examples/get-started/hello_world/main/./
—hello_world_main.c:33

0x400d071d: main_task at /home/gus/esp/32/idf/components/esp32/./cpu_start.c:254

Behind the scenes, the command idf_monitor runs to decode each address is:

xtensa-esp32-elf-addr2line -pfiaC -e build/PROJECT.elf ADDRESS
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Launch GDB for GDBStub

By default, if an esp-idf app crashes then the panic handler prints registers and a stack dump as shown above, and then
resets.

Optionally, the panic handler can be configured to run a serial “gdb stub”” which can communicate with a gdb debugger
program and allow memory to be read, variables and stack frames examined, etc. This is not as versatile as JTAG
debugging, but no special hardware is required.

To enable the gdbstub, run make menuconfig and set ESP32_PANIC option to Invoke GDBStub.

If this option is enabled and idf_monitor sees the gdb stub has loaded, it will automatically pause serial monitoring
and run GDB with the correct arguments. After GDB exits, the board will be reset via the RTS serial line (if this is
connected.)

Behind the scenes, the command idf_monitor runs is:

xtensa-esp32-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex_
—interrupt build/PROJECT.elf

Quick Compile and Flash

The keyboard shortcut Ctr1-T Ctrl-F will pause idf_monitor, run the make flash target, then resume
idf_monitor. Any changed source files will be recompiled before re-flashing.

The keyboard shortcut Ctr1-T Ctrl-A will pause idf-monitor, run the make app-flash target, then resume
idf_monitor. This is similar to make flash, but only the main app is compiled and reflashed.

Quick Reset

The keyboard shortcut Ct r1-T Ctrl-R will reset the target board via the RTS line (if it is connected.)

Pause the Application

The keyboard shortcut Ctr1-T Ctr1-P will reset the target into bootloader, so that the board will run nothing. This
is useful when you want to wait for another device to startup. Then shortcut Ctr1-T Ctrl-R can be used to restart
the application.

Toggle Output Display

Sometimes you may want to stop new output printed to screen, to see the log before. The keyboard shortcut Ct r1-T
Ctrl-Y will toggle the display (discard all serial data when the display is off) so that you can stop to see the log, and
revert again quickly without quitting the monitor.

Simple Monitor

Earlier versions of ESP-IDF used the pySerial command line program miniterm as a serial console program.
This program can still be run, viamake simple_monitor.

idf_monitor is based on miniterm and shares the same basic keyboard shortcuts.
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Known Issues with idf_monitor

Issues Observed on Windows

* If you are using the supported Windows environment and receive the error “winpty: command not found” then
run pacman -S winpty to fix.

* Arrow keys and some other special keys in gdb don’t work, due to Windows Console limitations.
* Occasionally when “make” exits, it may stall for up to 30 seconds before idf_monitor resumes.

¢ QOccasionally when “gdb” is run, it may stall for a short time before it begins communicating with the gdbstub.

1.13.6 Customized Setup of Toolchain
Instead of downloading binary toolchain from Espressif website (see Setup Toolchain) you may build the toolchain
yourself.

If you can’t think of a reason why you need to build it yourself, then probably it’s better to stick with the binary
version. However, here are some of the reasons why you might want to compile it from source:

* if you want to customize toolchain build configuration

* if you want to use a different GCC version (such as 4.8.5)
* if you want to hack gcc or newlib or libstdc++

* if you are curious and/or have time to spare

* if you don’t trust binaries downloaded from the Internet

In any case, here are the instructions to compile the toolchain yourself.

1.13. Related Documents 59



Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

60

Chapter 1. Get Started



CHAPTER 2

API Reference

2.1 Wi-Fi API

2.1.1 Wi-Fi

Introduction
The WiFi libraries provide support for configuring and monitoring the ESP32 WiFi networking functionality. This
includes configuration for:

* Station mode (aka STA mode or WiFi client mode). ESP32 connects to an access point.

* AP mode (aka Soft-AP mode or Access Point mode). Stations connect to the ESP32.

e Combined AP-STA mode (ESP32 is concurrently an access point and a station connected to another access
point).

* Various security modes for the above (WPA, WPA2, WEP, etc.)
» Scanning for access points (active & passive scanning).

¢ Promiscuous mode monitoring of IEEE802.11 WiFi packets.

Application Examples

See wifi directory of ESP-IDF examples that contains the following applications:
» Simple application showing how to connect ESP32 module to an Access Point - esp-idf-template.

 Using power save mode of Wi-Fi - wifi/power_save.

API Reference
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Header File

* esp32/include/esp_wifi.h

Functions

esp_err_tesp_wifi_init (const wifi_init_config_t *config)
Init WiFi Alloc resource for WiFi driver, such as WiFi control structure, RX/TX buffer, WiFi NVS structure etc,
this WiFi also start WiFi task.
Attention 1. This API must be called before all other WiFi API can be called

Attention 2. Always use WIFI_INIT_CONFIG_DEFAULT macro to init the config to default values, this
can guarantee all the fields got correct value when more fields are added into wifi_init_config_t in fu-
ture release. If you want to set your owner initial values, overwrite the default values which are set by
WIFI_INIT_CONFIG_DEFAULT, please be notified that the field ‘magic’ of wifi_init_config_t should
always be WIFI_INIT_CONFIG_MAGIC!

Return
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NO_MEM: out of memory
* others: refer to error code esp_err.h
Parameters
* config: pointer to WiFi init configuration structure; can point to a temporary variable.
esp_err_tesp_wifi_deinit (void)
Deinit WiFi Free all resource allocated in esp_wifi_init and stop WiFi task.
Attention 1. This API should be called if you want to remove WiFi driver from the system
Return ESP_OK: succeed
esp_err_tesp_wifi_set_mode (wifi_mode_t mode)
Set the WiFi operating mode.

Set the WiFi operating mode as station, soft-AP or station+soft-AP, The default mode is soft-AP mode.

Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument
* others: refer to error code in esp_err.h
Parameters
* mode: WiFi operating mode

esp_err_tesp_wifi_get_mode (wifi_mode_t ¥*mode)
Get current operating mode of WiFi.

Return
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e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument
Parameters
* mode: store current WiFi mode
esp_err_tesp_wifi_start (void)
Start WiFi according to current configuration If mode is WIFI_MODE_STA, it create station control block
and start station If mode is WIFI_MODE_AP, it create soft-AP control block and start soft-AP If mode is
WIFI_MODE_APSTA, it create soft-AP and station control block and start soft-AP and station.
Return
e ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_ARG: invalid argument
* ESP_ERR_WIFI_NO_MEM: out of memory
« ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong
e« ESP_ERR_WIFI_FAIL: other WiFi internal errors
esp_err_tesp_wifi_stop (void)
Stop WiFi If mode is WIFI_MODE_STA, it stop station and free station control block If mode is
WIFI_MODE_AP, it stop soft-AP and free soft-AP control block If mode is WIFI_MODE_APSTA, it stop
station/soft-AP and free station/soft-AP control block.
Return
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
esp_err_tesp_wifi_restore (void)
Restore WiFi stack persistent settings to default values.
This function will reset settings made using the following APIs:
e esp_wifi_get_auto_connect,
* esp_wifi_set_protocol,
» esp_wifi_set_config related

* esp_wifi_set_mode

Return
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_tesp_wifi_connect (void)
Connect the ESP32 WiFi station to the AP.

Attention 1. This API only impact WIFI_MODE_STA or WIFI_MODE_APSTA mode
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Attention 2. If the ESP32 is connected to an AP, call esp_wifi_disconnect to disconnect.

Attention 3. The scanning triggered by esp_wifi_start_scan() will not be effective until connection between
ESP32 and the AP is established. If ESP32 is scanning and connecting at the same time, ESP32 will abort
scanning and return a warning message and error number ESP_ERR_WIFI_STATE. If you want to do
reconnection after ESP32 received disconnect event, remember to add the maximum retry time, otherwise
the called scan will not work. This is especially true when the AP doesn’t exist, and you still try reconnec-
tion after ESP32 received disconnect event with the reason code WIFI_REASON_NO_AP_FOUND.

Return
* ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_START: WiFi is not started by esp_wifi_start
* ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong
« ESP_ERR_WIFI_SSID: SSID of AP which station connects is invalid
esp_err_tesp_wifi_disconnect (void)
Disconnect the ESP32 WiFi station from the AP.
Return
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi was not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
o ESP_ERR_WIFI_FAIL: other WiFi internal errors
esp_err_tesp_wifi_clear_ fast_connect (void)
Currently this API is just an stub APL.
Return
¢ ESP_OK: succeed
e others: fail
esp_err_tesp_wifi_deauth_sta (uintl6_t aid)
deauthenticate all stations or associated id equals to aid
Return
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
* ESP_ERR_WIFI_ARG: invalid argument
« ESP_ERR_WIFI_MODE: WiFi mode is wrong
Parameters

e aid: when aid is 0, deauthenticate all stations, otherwise deauthenticate station whose associated id
is aid
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esp_err_tesp_wifi_scan_start (const wifi_scan_config_t *config, bool block)
Scan all available APs.

Attention If this API is called, the found APs are stored in WiFi driver dynamic allocated memory and the will
be freed in esp_wifi_scan_get_ap_records, so generally, call esp_wifi_scan_get_ap_records to cause the
memory to be freed once the scan is done

Attention The values of maximum active scan time and passive scan time per channel are limited to 1500
milliseconds. Values above 1500ms may cause station to disconnect from AP and are not recommended.

Return

e ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
ESP_ERR_WIFI_TIMEOUT: blocking scan is timeout

* ESP_ERR_WIFI_STATE: wifi still connecting when invoke esp_wifi_scan_start
* others: refer to error code in esp_err.h
Parameters
e config: configuration of scanning
e block: if block is true, this API will block the caller until the scan is done, otherwise it will return

immediately

esp_err_tesp_wifi_scan_stop (void)
Stop the scan in process.
Return
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
esp_err_tesp_wifi_scan_get_ap_num (uintl6_t *number)
Get number of APs found in last scan.
Attention This API can only be called when the scan is completed, otherwise it may get wrong value.
Return
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_WIFI_ARG: invalid argument
Parameters
e number: store number of APIs found in last scan

esp_err_tesp_wifi_scan_get_ap_records (uintl6_t *number, wifi_ap_record_t *ap_records)
Get AP list found in last scan.
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Return
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
o ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
o ESP_ERR_WIFI_ARG: invalid argument
e ESP_ERR_WIFI_NO_MEM: out of memory
Parameters

* number: As input param, it stores max AP number ap_records can hold. As output param, it receives
the actual AP number this API returns.

* ap_records: wifi_ap_record_t array to hold the found APs
esp_err_tesp_wifi_sta_get_ap_info (wifi_ap_record t *ap_info)
Get information of AP which the ESP32 station is associated with.
Return
e ESP_OK: succeed
e ESP_ERR_WIFI_CONN: The station interface don’t initialized
e ESP_ERR_WIFI_NOT_CONNECT: The station is in disconnect status
Parameters
e ap_info: the wifi_ap_record_t to hold AP information
esp_err_tesp_wifi_set_ps (wifi_ps_type_t type)
Set current power save type.
Attention Default power save type is WIFI_PS_NONE.
Return ESP_ERR_WIFI_NOT_SUPPORT: not supported yet
Parameters
* type: power save type
esp_err_tesp_wifi_get_ps (wifi_ps_type_t *type)
Get current power save type.
Attention Default power save type is WIFI_PS_NONE.
Return ESP_ERR_WIFI_NOT_SUPPORT: not supported yet
Parameters
* type: store current power save type
esp_err_tesp_wifi_set_protocol (wifi_interface_t ifx, uint8_t protocol_bitmap)
Set protocol type of specified interface The default protocol is (WIFI_PROTOCOL_11BIWIFI_PROTOCOL_11GIWIFI_PROTOC
Attention Currently we only support 802.11b or 802.11bg or 802.11bgn mode
Return

e ESP_OK: succeed
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» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
o ESP_ERR_WIFI_IF: invalid interface
* others: refer to error codes in esp_err.h
Parameters
* ifx: interfaces
* protocol_bitmap: WiFi protocol bitmap
esp_err_tesp_wifi_ get_protocol (wifi_interface_t ifx, uint8_t *protocol_bitmap)
Get the current protocol bitmap of the specified interface.
Return
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_IF: invalid interface
* ESP_ERR_WIFI_ARG: invalid argument
* others: refer to error codes in esp_err.h
Parameters
* ifx: interface
* protocol_bitmap: store current WiFi protocol bitmap of interface ifx
esp_err_tesp_wifi_set_bandwidth (wifi_interface_t ifx, wifi_bandwidth_t bw)
Set the bandwidth of ESP32 specified interface.
Attention 1. API return false if try to configure an interface that is not enabled
Attention 2. WIFI_BW_HT40 is supported only when the interface support 11N
Return
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
« ESP_ERR_WIFI_IF: invalid interface
o ESP_ERR_WIFI_ARG: invalid argument
* others: refer to error codes in esp_err.h
Parameters
» ifx: interface to be configured
* bw: bandwidth
esp_err_tesp_wifi_get_bandwidth (wifi_interface_t ifx, wifi_bandwidth_t *bw)
Get the bandwidth of ESP32 specified interface.
Attention 1. API return false if try to get a interface that is not enable
Return

* ESP_OK: succeed
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» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
o ESP_ERR_WIFI_IF: invalid interface
* ESP_ERR_WIFI_ARG: invalid argument
Parameters
e ifx: interface to be configured
* bw: store bandwidth of interface ifx
esp_err_tesp_wifi_set_channel (uint8_t primary, wifi_second_chan_t second)
Set primary/secondary channel of ESP32.
Attention 1. This is a special API for sniffer
Attention 2. This API should be called after esp_wifi_start() or esp_wifi_set_promiscuous()
Return
¢ ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
« ESP_ERR_WIFI_IF: invalid interface
* ESP_ERR_WIFI_ARG: invalid argument
Parameters
e primary: for HT20, primary is the channel number, for HT40, primary is the primary channel
* second: for HT20, second is ignored, for HT40, second is the second channel
esp_err_tesp_wifi_ get_channel (uint8_t *primary, wifi_second_chan_t *second)
Get the primary/secondary channel of ESP32.
Attention 1. API return false if try to get a interface that is not enable
Return
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
» ESP_ERR_WIFI_ARG: invalid argument
Parameters
* primary: store current primary channel
* second: store current second channel

esp_err_tesp_wifi_set_country (const wifi_country_t *country)
configure country info

Attention 1. The  default country is {.cc="CN”, .schan=1, .nchan=13, pol-
icy=WIFI_COUNTRY_POLICY_AUTO}

Attention 2. When the country policy is WIFI_COUNTRY_POLICY_AUTO, the country info of the AP to
which the station is connected is used. E.g. if the configured country info is {.cc="USA”, .schan=1,
.nchan=11} and the country info of the AP to which the station is connected is {.cc="JP”, .schan=1,
.nchan=14} then the country info that will be used is {.cc="JP”, .schan=1, .nchan=14}. If the station
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disconnected from the AP the country info is set back back to the country info of the station automatically,
{.cc="USA”, .schan=1, .nchan=11} in the example.

Attention 3. When the country policy is WIFI_COUNTRY_POLICY_MANUAL, always use the configured
country info.

Attention 4. When the country info is changed because of configuration or because the station connects to a
different external AP, the country IE in probe response/beacon of the soft-AP is changed also.

Attention 5. The country configuration is not stored into flash

Attention 6. This API doesn’t validate the per-country rules, it’s up to the user to fill in all fields according to
local regulations.

Return
* ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument
Parameters
* country: the configured country info
esp_err_tesp_wifi_get_country (wifi_country_t *country)
get the current country info
Return
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument
Parameters
e country: country info
esp_err_tesp_wifi_set_mac (wifi_interface_t ifx, const uint8_t mac[6])
Set MAC address of the ESP32 WiFi station or the soft-AP interface.
Attention 1. This API can only be called when the interface is disabled
Attention 2. ESP32 soft-AP and station have different MAC addresses, do not set them to be the same.

Attention 3. The bit 0 of the first byte of ESP32 MAC address can not be 1. For example, the MAC address
can set to be “1a: XX:XX:XX:XX:XX”, but can not be “15: XX: XX: XX: XX:XX".

Return
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_ARG: invalid argument
e ESP_ERR_WIFIL_IF: invalid interface
e ESP_ERR_WIFI_MAC: invalid mac address
* ESP_ERR_WIFI_MODE: WiFi mode is wrong

* others: refer to error codes in esp_err.h
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Parameters
e ifx: interface
* mac: the MAC address
esp_err_tesp_wifi_get_mac (wifi_interface_t ifx, uint8_t mac[6])
Get mac of specified interface.
Return
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
o ESP_ERR_WIFI_ARG: invalid argument
o ESP_ERR_WIFI_IF: invalid interface
Parameters
e ifx: interface
* mac: store mac of the interface ifx
esp_err_tesp_wifi_set_promiscuous_rx_cb (wifi_promiscuous_cb_t cb)
Register the RX callback function in the promiscuous mode.

Each time a packet is received, the registered callback function will be called.

Return

e ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
Parameters

¢ cb: callback

esp_err_tesp_wifi_set_promiscuous (bool en)
Enable the promiscuous mode.

Return
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
Parameters
¢ en: false - disable, true - enable
esp_err_tesp_wifi_get_promiscuous (bool *en)
Get the promiscuous mode.
Return
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument

Parameters
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* en: store the current status of promiscuous mode

esp_err_tesp_wifi_set_promiscuous_filter (const wifi_promiscuous_filter_t *filter)
Enable the promiscuous mode packet type filter.
Note The default filter is to filter all packets except WIFI_PKT_MISC
Return
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
Parameters
e filter: the packet type filtered in promiscuous mode.
esp_err_tesp_wifi_get_promiscuous_filter (wifi_promiscuous_filter_t *filter)
Get the promiscuous filter.
Return
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
o ESP_ERR_WIFI_ARG: invalid argument
Parameters
e filter: store the current status of promiscuous filter
esp_err_tesp_wifi_set_config (wifi_interface_t interface, wifi_config_t *conf’)
Set the configuration of the ESP32 STA or AP.
Attention 1. This API can be called only when specified interface is enabled, otherwise, API fail

Attention 2. For station configuration, bssid_set needs to be 0; and it needs to be 1 only when users need to
check the MAC address of the AP.

Attention 3. ESP32 is limited to only one channel, so when in the soft-AP+station mode, the soft-AP will
adjust its channel automatically to be the same as the channel of the ESP32 station.

Return
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument
« ESP_ERR_WIFIL_IF: invalid interface
¢ ESP_ERR_WIFI_MODE: invalid mode
e ESP_ERR_WIFI_PASSWORD: invalid password
« ESP_ERR_WIFI_NVS: WiFi internal NVS error
* others: refer to the erro code in esp_err.h
Parameters
* interface: interface

e conf: station or soft-AP configuration
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esp_err_tesp_wifi_get_config (wifi_interface_t interface, wifi_config_t *conf)
Get configuration of specified interface.
Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument
« ESP_ERR_WIFI_IF: invalid interface
Parameters
* interface: interface
* conf: station or soft-AP configuration
esp_err_tesp_wifi ap get_sta list (wifi_sta_list_t *sta)
Get STAs associated with soft-AP.
Attention SSC only API
Return
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument
+ ESP_ERR_WIFI_MODE: WiFi mode is wrong
e ESP_ERR_WIFI_CONN: WiFi internal error, the station/soft-AP control block is invalid
Parameters
e sta: station list
esp_err_tesp_wifi_set_storage (wifi_storage_t storage)
Set the WiFi API configuration storage type.
Attention 1. The default value is WIFI_STORAGE_FLASH
Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument
Parameters
* storage: : storage type
esp_err_tesp_wifi_set_auto_connect (bool en)
Set auto connect The default value is true.
Return
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
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e ESP_ERR_WIFI_MODE: WiFi internal error, the station/soft-AP control block is invalid
* others: refer to error code in esp_err.h
Parameters
* en: : true - enable auto connect / false - disable auto connect
esp_err_tesp_wifi_get_auto_connect (bool *en)
Get the auto connect flag.
Return
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument
Parameters
* en: store current auto connect configuration
esp_err_tesp_wifi_set_vendor_ie (bool enable, wifi_vendor_ie_type_t type, wifi_vendor_ie_id_t idx,
const void *vnd_ie)
Set 802.11 Vendor-Specific Information Element.
Return
e ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init()

e ESP_ERR_WIFI_ARG: Invalid argument, including if first byte of vnd_ie 1is not
WIFI_VENDOR_IE_ELEMENT_ID (0xDD) or second byte is an invalid length.

e ESP_ERR_WIFI_NO_MEM: Out of memory
Parameters
* enable: If true, specified IE is enabled. If false, specified IE is removed.
* type: Information Element type. Determines the frame type to associate with the IE.
» idx: Index to set or clear. Each IE type can be associated with up to two elements (indices 0 & 1).

* vnd_ie: Pointer to vendor specific element data. First 6 bytes should be a header with fields match-
ing vendor_ie_data_t. If enable is false, this argument is ignored and can be NULL. Data does not
need to remain valid after the function returns.

esp_err_tesp_wifi_set_vendor_ie_cb (esp_vendor_ie_cb_t cb, void *ctx)
Register Vendor-Specific Information Element monitoring callback.
Return
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
Parameters
* cb: Callback function

* ctx: Context argument, passed to callback function.
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esp_err_tesp_wifi_set_max_tx_power (int8_t power)
Set maximum WiFi transmiting power.

Attention WiFi transmiting power is divided to six levels in phy init data. LevelO represents highest transmiting
power and level5 represents lowest transmiting power. Packets of different rates are transmitted in different
powers according to the configuration in phy init data. This API only sets maximum WiFi transmiting
power. If this API is called, the transmiting power of every packet will be less than or equal to the value
set by this API. If this API is not called, the value of maximum transmitting power set in phy_init_data.bin
or menuconfig (depend on whether to use phy init data in partition or not) will be used. Default value is
levelQ. Values passed in power are mapped to transmit power levels as follows:

[78, 127]: levelO

[76, 77]: levell

[74, 75]: level2

[68, 73]: level3

[60, 67]: level4

[52, 59]: level5

[44, 51]: level5 - 2dBm
[34, 43]: level5 - 4.5dBm
[28, 33]: level5 - 6dBm
[20, 27]: level5 - 8dBm
[8, 19]: level5 - 11dBm
[-128, 7]: level5 - 14dBm

Return
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
o ESP_ERR_WIFI_NOT_START: WiFi is not started by esp_wifi_start
Parameters

power: Maximum WiFi transmiting power.

esp_err_tesp_wifi_get_max_tx_power (int8_t *power)
Get maximum WiFi transmiting power.

Attention This API gets maximum WiFi transmiting power. Values got from power are mapped to transmit
power levels as follows:

78: 19.5dBm
76: 19dBm
74: 18.5dBm
68: 17dBm
60: 15dBm
52: 13dBm
44: 11dBm
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* 34: 8.5dBm
e 28: 7dBm
e 20: 5dBm
e 8: 2dBm
e -4: -1dBm
Return
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_NOT_START: WiFi is not started by esp_wifi_start
* ESP_ERR_WIFI_ARG: invalid argument
Parameters

* power: Maximum WiFi transmiting power.

Structures

struct wifi_init_config_t

WiFi stack configuration parameters passed to esp_wifi_init call.

Public Members
system_event_handler_t event_handler
WiFi event handler

wpa_crypto_funcs_t wpa_crypto_funcs
WiFi station crypto functions when connect

int static_rx buf num
WiFi static RX buffer number

int dynamic_rx buf num
WiFi dynamic RX buffer number

int tx_buf_type
WiFi TX buffer type

int static_tx buf num
WiFi static TX buffer number

int dynamic_tx_ buf_num
WiFi dynamic TX buffer number

int ampdu_rx_enable
WiFi AMPDU RX feature enable flag

int ampdu_tx_enable
WiFi AMPDU TX feature enable flag

int nvs_enable
WiFi NVS flash enable flag

int nano_enable
Nano option for printf/scan family enable flag
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inttx_ba win
WiFi Block Ack TX window size

int rx_ba win
WiFi Block Ack RX window size

intmagic
WiFi init magic number, it should be the last field

Macros

ESP_ERR_WIFI_OK
No error

ESP_ERR WIFI FAIL
General fail code

ESP_ERR WIFI_NO_MEM
Out of memory

ESP_ERR_WIFI_ARG
Invalid argument

ESP_ERR _WIFI_NOT_SUPPORT
Indicates that API is not supported yet

ESP_ERR WIFI NOT INIT
WiFi driver was not installed by esp_wifi_init

ESP_ERR _WIFI_NOT_STARTED
WiFi driver was not started by esp_wifi_start

ESP_ERR WIFI_NOT_ STOPPED
WiFi driver was not stopped by esp_wifi_stop

ESP_ERR _WIFI IF
WiFi interface error

ESP_ERR WIFI_ MODE
WiFi mode error

ESP_ERR WIFI STATE
WiFi internal state error

ESP_ERR WIFI_CONN
WiFi internal control block of station or soft-AP error

ESP_ERR WIFI NVS
WiFi internal NVS module error

ESP_ERR_WIFI_ MAC
MAC address is invalid

ESP_ERR WIFI SSID
SSID is invalid

ESP_ERR_WIFI_ PASSWORD
Password is invalid

ESP_ERR WIFI TIMEOUT
Timeout error
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ESP_ERR WIFI_ WAKE_ FAIL
WiFi is in sleep state(RF closed) and wakeup fail

ESP_ERR WIFI WOULD_ BLOCK
The caller would block

ESP_ERR_WIFI_ NOT CONNECT
Station still in disconnect status

WIFI_STATIC_TX BUFFER_NUM
WIFI_DYNAMIC_TX_BUFFER_NUM
WIFI_AMPDU_RX ENABLED
WIFI_AMPDU_TX ENABLED
WIFI_NVS_ENABLED
WIFI_NANO_FORMAT ENABLED
WIFI_INIT CONFIG_MAGIC
WIFI_DEFAULT TX_BA WIN
WIFI_DEFAULT RX_BA WIN

WIFI_INIT_ CONFIG_DEFAULT ()

Type Definitions

typedef void (*wifi_promiscuous_cb_t) (void *buf, wifi_promiscuous_pkt_type_t type)

The RX callback function in the promiscuous mode. Each time a packet is received, the callback function will

be called.

Parameters

e buf: Data received. Type of data in buffer (wifi_promiscuous_pkt_t or wifi_pkt_rx_ctrl_t) indicated

by ‘type’ parameter.

* type: promiscuous packet type.

typedef void (*esp_vendor_ie_cb_t) (void *ctx, wifi_vendor_ie_type_t type, const uint8_t sa[6],

. ' ] const vendor_ie_data_t *ynd_ie, int rssi)
Function signature for received Vendor-Specific Information Element callback.

Parameters

* ctx: Context argument, as passed to esp_wifi_set_vendor_ie_cb() when registering callback.

* type: Information element type, based on frame type received.

¢ sa: Source 802.11 address.

* vnd_ie: Pointer to the vendor specific element data received.

* rssi: Received signal strength indication.

Header File

* esp32/include/esp_wifi_types.h
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Unions

union wifi scan_time_t
#include <esp_wifi_types.h> Aggregate of active & passive scan time per channel.

Public Members
wifi_active_scan_time_t active
active scan time per channel, units: millisecond.

uint32_t passive
passive scan time per channel, units: millisecond, values above 1500ms may cause station to disconnect
from AP and are not recommended.

union wifi_config t
#include <esp_wifi_types.h> Configuration data for ESP32 AP or STA.

The usage of this union (for ap or sta configuration) is determined by the accompanying interface argument
passed to esp_wifi_set_config() or esp_wifi_get_config()

Public Members
wifi_ap_config_t ap
configuration of AP

wifi_sta_config_t sta
configuration of STA

Structures

struct wifi_country t
Structure describing WiFi country-based regional restrictions.

Public Members
char ec[3]
country code string

uint8_t schan
start channel

uint8_t nchan
total channel number

wifi_country_policy_t policy
country policy

struct wifi_active_scan_time_t
Range of active scan times per channel.
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Public Members
uint32_tmin
minimum active scan time per channel, units: millisecond

uint32_t max
maximum active scan time per channel, units: millisecond, values above 1500ms may cause station to
disconnect from AP and are not recommended.

struct wifi_scan_config_t
Parameters for an SSID scan.

Public Members
uint8_t *ssid
SSID of AP

uint8_t *bssid
MAC address of AP

uint8_t channel
channel, scan the specific channel

bool show_hidden
enable to scan AP whose SSID is hidden

wifi_scan_type_t scan_type
scan type, active or passive

wifi_scan_time_t scan_time
scan time per channel

struct wifi_ap record_ t
Description of an WiFi AP.

Public Members
uint8_t bssid[6]
MAC address of AP

uint8_t ssid[33]
SSID of AP

uint§_t primary
channel of AP

wifi_second_chan_t second
second channel of AP

int8_trssi
signal strength of AP

wifi_auth_mode_t authmode
authmode of AP

wifi_cipher_type_t pairwise_cipher
pairwise cipher of AP

wifi_cipher_type_t group_cipher
group cipher of AP
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uint32_t phy_11b
bit: O flag to identify if 11b mode is enabled or not

uint32_tphy_ 11g
bit: 1 flag to identify if 11g mode is enabled or not

uint32_tphy 1ln
bit: 2 flag to identify if 11n mode is enabled or not

uint32_tphy_ 1lr
bit: 3 flag to identify if low rate is enabled or not

uint32_t wps
bit: 4 flag to identify if WPS is supported or not

uint32_t reserved
bit: 5..31 reserved

struct wifi fast scan_threshold t
Structure describing parameters for a WiFi fast scan.

Public Members
int8_trssi
The minimum rssi to accept in the fast scan mode

wifi_auth_mode_t authmode
The weakest authmode to accept in the fast scan mode

struct wifi_ap config t
Soft-AP configuration settings for the ESP32.

Public Members

uint8_t ssid[32]
SSID of ESP32 soft-AP

uint8_t password[64]
Password of ESP32 soft-AP

uint8_t ssid_len
Length of SSID. If softap_config.ssid_len==0, check the SSID until there is a termination character; oth-
erwise, set the SSID length according to softap_config.ssid_len.

uint8_t channel
Channel of ESP32 soft-AP

wifi_auth_mode_t authmode
Auth mode of ESP32 soft-AP. Do not support AUTH_WEDP in soft-AP mode

uint8_t ssid_hidden
Broadcast SSID or not, default 0, broadcast the SSID

uint8_t max_connection
Max number of stations allowed to connect in, default 4, max 4

uintl6_t beacon_interval
Beacon interval, 100 ~ 60000 ms, default 100 ms

struct wifi_sta_config t
STA configuration settings for the ESP32.
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Public Members

uint8_t ssid[32]
SSID of target AP

uint8_t password[64]
password of target AP

wifi_scan_method_t scan_method
do all channel scan or fast scan

bool bssid set
whether set MAC address of target AP or not. Generally, station_config.bssid_set needs to be 0; and it
needs to be 1 only when users need to check the MAC address of the AP.

uint8_t bssid[6]
MAC address of target AP

uint8_t channel
channel of target AP. Set to 1~13 to scan starting from the specified channel before connecting to AP. If
the channel of AP is unknown, set it to O.

wifi_sort_method_t sort_method
sort the connect AP in the list by rssi or security mode

wifi_scan_threshold_t threshold
When scan_method is set, only APs which have an auth mode that is more secure than the selected auth
mode and a signal stronger than the minimum RSSI will be used.

struct wifi sta _info t

Description of STA associated with AP.

Public Members

uint8_t mac[6]
mac address

struct wifi sta_list_t

List of stations associated with the ESP32 Soft-AP.

Public Members
wifi_sta_info_t sta[ESP_WIFI_MAX_CONN_NUM]
station list

int num
number of stations in the list (other entries are invalid)

struct vendor_ie _data_t

Vendor Information Element header.
The first bytes of the Information Element will match this header. Payload follows.
Public Members

uint8_t element_id
Should be set to WIFI_VENDOR_IE_ELEMENT_ID (0xDD)
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uint8_t length

Length of all bytes in the element data following this field. Minimum 4.

uint8_t vendor_ouil3]
Vendor identifier (OUI).

uint8_t vendor_oui_type
Vendor-specific OUI type.

uint8_t payload[0]
Payload. Length is equal to value in ‘length’ field, minus 4.

struct wifi_pkt_rx ctrl_t
Received packet radio metadata header, this is the common header at the beginning of all promiscuous mode

RX callback buffers.

Public Members
signed rssi
signal intensity of packet

unsigned rate
data rate

unsigned __pad0___
reserve

unsigned sig_mode
0:is not 11n packet; 1:is 11n packet

unsigned __padl___
reserve

unsigned mes
if is 11n packet, shows the modulation(range from O to 76)

unsigned cwb
if is 11n packet, shows if is HT40 packet or not

unsigned __pad2___
reserve

unsigned smoothing
reserve

unsigned not_sounding
reserve

unsigned __pad3_
reserve

unsigned aggregation
Aggregation
unsigned stbe
STBC

unsigned fec_coding
Flag is set for 11n packets which are LDPC

unsigned sgi
SGI
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unsigned noise_floor
noise floor

unsigned ampdu_cnt
ampdu cnt

unsigned channel
which channel this packet in

unsigned __pad4___
reserve

unsigned timestamp
timestamp

unsigned __pad5___
reserve

unsigned __pad6___
reserve

unsigned sig_len
length of packet

unsigned __pad7___
reserve

unsigned rx_state
rx state

struct wifi_ promiscuous_pkt_t
Payload passed to ‘buf’ parameter of promiscuous mode RX callback.

Public Members
wifi_pkt_rx_ctrl_t rx_ctrl
metadata header

uint8_t payload[0]
Data or management payload. Length of payload is described by rx_ctrl.sig_len. Type of content deter-
mined by packet type argument of callback.

struct wifi_promiscuous_filter t
Mask for filtering different packet types in promiscuous mode.

Public Members

uint32_t filter mask
OR of one or more filter values WIFI_PROMIS_FILTER_*

Macros

WIFI_IF_STA
WIFI_IF_AP
WIFI_PROTOCOL_11B

WIFI_PROTOCOL_11G
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WIFI_PROTOCOL_11N
WIFI_PROTOCOL_LR

ESP_WIFI MAX CONN_NUM
max number of stations which can connect to ESP32 soft-AP

WIFI_VENDOR_ IE ELEMENT_ ID

WIFI_PROMIS_FILTER MASK ALL
filter all packets

WIFI_PROMIS_FILTER MASK MGMT
filter the packets with type of WIFI_PKT_MGMT

WIFI_PROMIS_FILTER MASK DATA
filter the packets with type of WIFI_PKT_DATA

WIFI_PROMIS_FILTER MASK MISC
filter the packets with type of WIFI_PKT_MISC

WIFI_PROMIS FILTER MASK_ DATA_ MPDU
filter the MPDU which is a kind of WIFI_PKT_DATA

WIFI_ PROMIS FILTER MASK DATA AMPDU
filter the AMPDU which is a kind of WIFI_PKT_ DATA

Type Definitions

typedef esp_interface_twifi_interface_t

typedef wifi_fast_scan_threshold_t wifi_scan_threshold_t
wifi_fast_scan_threshold t only used in fast scan mode once, now it enabled in all channel scan, the
wifi_fast_scan_threshold_t will be remove in version 4.0

Enumerations

enum wifi_mode_t
Values:

WIFI MODE NULL=0
null mode

WIFI_MODE_STA
WiFi station mode

WIFI_MODE_AP
WiFi soft-AP mode

WIFI_MODE_APSTA
WiFi station + soft-AP mode

WIFI_MODE_MAX

enum wifi_country_policy_ t
Values:

WIFI_COUNTRY_POLICY_ AUTO
Country policy is auto, use the country info of AP to which the station is connected
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WIFI_COUNTRY_POLICY_MANUAL
Country policy is manual, always use the configured country info

enum wifi_auth_mode_t
Values:

WIFI_AUTH_OPEN=0
authenticate mode : open

WIFI_AUTH WEP
authenticate mode : WEP

WIFI_AUTH_WPA PSK
authenticate mode : WPA_PSK

WIFI_AUTH WPA2 PSK
authenticate mode : WPA2_PSK

WIFI AUTH WPA WPA2 PSK
authenticate mode : WPA_WPA2_ PSK

WIFI_AUTH WPA2 ENTERPRISE
authenticate mode : WPA2_ENTERPRISE

WIFI_AUTH MAX

enum wifi err reason_t
Values:

WIFI_REASON_UNSPECIFIED =1
WIFI_REASON_AUTH_ EXPIRE =2
WIFI_REASON_AUTH_LEAVE =3
WIFI_REASON_ASSOC_EXPIRE =4
WIFI_REASON_ASSOC_TOOMANY =5
WIFI_REASON_NOT_AUTHED =6
WIFI_REASON_NOT_ASSOCED =7
WIFI_REASON_ASSOC_LEAVE = §
WIFI_REASON_ASSOC_NOT_ AUTHED =9
WIFI_REASON_DISASSOC_PWRCAP_BAD = 10
WIFI_REASON_DISASSOC_SUPCHAN BAD =11
WIFI_REASON_IE_INVALID=13
WIFI_REASON_MIC_FAILURE = 14
WIFI_REASON_4WAY HANDSHAKE_ TIMEOUT = 15
WIFI_REASON_GROUP_KEY UPDATE_TIMEOUT = 16
WIFI_REASON_IE_IN_4WAY DIFFERS =17
WIFI_REASON_GROUP_CIPHER_INVALID =18
WIFI_REASON_PAIRWISE_CIPHER INVALID= 19
WIFI_REASON_AKMP_INVALID =20
WIFI_REASON_ UNSUPP_RSN_IE_VERSION =21
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WIFI_REASON_INVALID_RSN_IE CAP =22
WIFI_REASON_802_1X AUTH FAILED =23
WIFI_REASON_CIPHER SUITE_REJECTED =24
WIFI_REASON_BEACON_TIMEOUT = 200
WIFI_REASON_NO_AP_FOUND =201
WIFI_REASON_AUTH_FAIL =202
WIFI_REASON_ASSOC_FAIL =203
WIFI_REASON_HANDSHAKE_TIMEOUT = 204
WIFI_REASON_CONNECTION_FAIL =205

enum wifi second_chan t
Values:

WIFI_SECOND_ CHAN NONE =(
the channel width is HT20

WIFI_SECOND_CHAN_ ABOVE
the channel width is HT40 and the second channel is above the primary channel

WIFI_SECOND_CHAN_BELOW
the channel width is HT40 and the second channel is below the primary channel

enum wifi_scan_type t
Values:

WIFI_SCAN TYPE ACTIVE=0
active scan

WIFI_SCAN_ TYPE_ PASSIVE
passive scan

enum wifi_cipher type_t
Values:

WIFI_CIPHER_TYPE_NONE =(
the cipher type is none

WIFI_CIPHER TYPE_WEP40
the cipher type is WEP40

WIFI_CIPHER TYPE WEP104
the cipher type is WEP104

WIFI_CIPHER TYPE_ TKIP
the cipher type is TKIP

WIFI_CIPHER TYPE_CCMP
the cipher type is CCMP

WIFI_CIPHER TYPE_TKIP_CCMP
the cipher type is TKIP and CCMP

WIFI_CIPHER TYPE_UNKNOWN
the cipher type is unknown

enum wifi scan_method t
Values:
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WIFI_FAST SCAN=0
Do fast scan, scan will end after find SSID match AP

WIFI_ALL CHANNEL_SCAN
All channel scan, scan will end after scan all the channel

enum wifi sort _method t
Values:

WIFI_CONNECT_AP_BY SIGNAL=0
Sort match AP in scan list by RSSI

WIFI_CONNECT_ AP_BY SECURITY
Sort match AP in scan list by security mode

enum wifi_ps_type t
Values:

WIFI_PS_NONE
No power save

WIFI_PS_MODEM
Modem power save

enum wifi bandwidth_t
Values:

WIFI_BW_HT20=1
WIFI_BW_HT40

enum wifi_storage_t
Values:

WIFI_STORAGE_FLASH
all configuration will strore in both memory and flash

WIFI_STORAGE_RAM
all configuration will only store in the memory

enum wifi_vendor_ie_type t
Vendor Information Element type.

Determines the frame type that the IE will be associated with.
Values:

WIFI_VND_IE_TYPE_BEACON

WIFI_VND_IE_TYPE_ PROBE_REQ
WIFI_VND_IE TYPE PROBE_RESP
WIFI_VND_IE_TYPE ASSOC_REQ
WIFI_VND_IE_ TYPE_ ASSOC_RESP

enum wifi vendor ie id t
Vendor Information Element index.

Each IE type can have up to two associated vendor ID elements.

Values:
WIFI VND _IE ID O
WIFI VND _IE ID 1
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enum wifi_promiscuous_pkt_type_ t
Promiscuous frame type.

Passed to promiscuous mode RX callback to indicate the type of parameter in the buffer.
Values:

WIFI_PKT MGMT
Management frame, indicates ‘buf’ argument is wifi_promiscuous_pkt_t

WIFI_PKT DATA
Data frame, indiciates ‘buf’ argument is wifi_promiscuous_pkt_t

WIFI_PKT MISC
Other type, such as MIMO etc. ‘buf’ argument is wifi_promiscuous_pkt_t but the payload is zero length.

2.1.2 Smart Config

API Reference

Header File

¢ esp32/include/esp_smartconfig.h

Functions

const char *esp_smartconfig get_version (void)
Get the version of SmartConfig.
Return
* SmartConfig version const char.
esp_err_t esp_smartconfig_start (sc_callback_t cb, ...)
Start SmartConfig, config ESP device to connect AP. You need to broadcast information by phone APP. Device
sniffer special packets from the air that containing SSID and password of target AP.
Attention 1. This API can be called in station or softAP-station mode.
Attention 2. Can not call esp_smartconfig_start twice before it finish, please call esp_smartconfig_stop first.
Return
e ESP_OK: succeed
* others: fail
Parameters
¢ cb: SmartConfig callback function.
e ...:log 1: UART output logs; 0: UART only outputs the result.

esp_err_t esp_smartconfig_stop (void)
Stop SmartConfig, free the buffer taken by esp_smartconfig_start.

Attention Whether connect to AP succeed or not, this API should be called to free memory taken by smartcon-
fig_start.
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Return
* ESP_OK: succeed
* others: fail
esp_err_t esp_esptouch_set_timeout (uint8_t time_s)
Set timeout of SmartConfig process.
Attention Timing starts from SC_STATUS_FIND_CHANNEL status. SmartConfig will restart if timeout.
Return
e ESP_OK: succeed
* others: fail
Parameters
e time_s: range 15s~255s, offset:45s.
esp_err_t esp_smartconfig_set_type (smartconfig_type_t type)
Set protocol type of SmartConfig.
Attention If users need to set the SmartConfig type, please set it before calling esp_smartconfig_start.
Return
* ESP_OK: succeed
* others: fail
Parameters
* type: Choose from the smartconfig_type_t.
esp_err_t esp_smartconfig fast_mode (bool enable)
Set mode of SmartConfig. default normal mode.
Attention 1. Please call it before API esp_smartconfig_start.
Attention 2. Fast mode have corresponding APP(phone).
Attention 3. Two mode is compatible.
Return
* ESP_OK: succeed
e others: fail
Parameters

¢ enable: false-disable(default); true-enable;

Type Definitions

typedef void (*sc_callback_t) (smartconfig_status_t status, void *pdata)
The callback of SmartConfig, executed when smart-config status changed.

Parameters

e status: Status of SmartConfig:
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SC_STATUS_GETTING_SSID_PSWD : pdata is a pointer of smartconfig_type_t, means config
type.
SC_STATUS_LINK : pdata is a pointer of struct station_config.

SC_STATUS_LINK_OVER : pdata is a pointer of phone’s IP address(4 bytes) if pdata unequal
NULL.

otherwise : parameter void *pdata is NULL.

* pdata: According to the different status have different values.

Enumerations

enum smartconfig_status_t
Values:

SC_STATUS_WAIT=0
Waiting to start connect

SC_STATUS_FIND_CHANNEL
Finding target channel

SC_STATUS_GETTING_SSID_PSWD
Getting SSID and password of target AP

SC_STATUS_LINK
Connecting to target AP

SC_STATUS_LINK_ OVER
Connected to AP successfully

enum smartconfig type t
Values:

SC_TYPE_ESPTOUCH =0
protocol: ESPTouch

SC_TYPE_AIRKISS
protocol: AirKiss

SC_TYPE_ESPTOUCH_AIRKISS
protocol: ESPTouch and AirKiss

2.1.3 ESP-NOW

Overview

ESP-NOW is a kind of connectionless WiFi communication protocol which is defined by Espressif. In ESP-NOW,
application data is encapsulated in vendor-specific action frame and then transmitted from one WiFi device to another
without connection. CTR with CBC-MAC Protocol(CCMP) is used to protect the action frame for security. ESP-NOW
is widely used in smart light, remote controlling, sensor, etc.

Frame Format

ESP-NOW uses vendor-specific action frame to transmit ESP-NOW data. The format of vendor-specific action frame
is as follows:

920 Chapter 2. API Reference



Read the Docs Template Documentation, Release v3.0.8-30-gf3704f027

| MAC Header | Category Code | Organization Identifier | Vendor Specific Content |
—FCS |

1 byte 3 bytes 7~255 bytes

» Category Code: The Category field is set to the value(127) indicating the vendor-specific category.

¢ Organization Identifier: The Organization Identifier contains a unique identifier(0x18fe34) which is the first three bytes
of MAC address applied by Espressif.

* Vendor Specific Content: The Vendor Specific Content contains vendor-specific field as follows:

1 byte 1 byte 3 bytes 1 byte 1 byte 0~250 bytes

* Element ID: The Element ID field is set to the value(221) indicating the vendor-specific element.

Length: The length is the total length of Organization Identifier, Type, Version and Body.

* Organization Identifier: The Organization Identifier contains a unique identifier(0x18fe34) which is the first three bytes
of MAC address applied by Espressif.

* Type: The Type field is set to the value(4) indicating ESP-NOW.
* Version: The Version field is set to the version of ESP-NOW.
* Body: The Body contains the ESP-NOW data.

As ESP-NOW is connectionless, the MAC header is a little different from that of standard frames. The FromDS and
ToDS bits of FrameControl field are both 0. The first address field is set to the destination address. The second address
field is set to the source address. The third address field is set to broadcast address(0xff:0xff:0xff:0xff:0x ff:0xff).

Security

ESP-NOW use CCMP method which can be referenced in IEEE Std. 802.11-2012 to protect the vendor-specific action
frame. The WiFi device maintains a Primary Master Key(PMK) and several Local Master Keys(LMK). The lengths
of them are 16 bytes. PMK is used to encrypt LMK with AES-128 algorithm. Call esp_now_set_pmk () to set
PMK. If PMK is not set, a default PMK will be used. If LMK of the paired device is set, it will be used to encrypt the
vendor-specific action frame with CCMP method. The maximum number of different LMKs is six. Do not support
encrypting multicast vendor-specific action frame.

Initialization and De-initialization

Call esp_now_init () to initialize ESP-NOW and esp_now_deinit () to de-initialize ESP-NOW. ESP-NOW
data must be transmitted after WiFi is started, so it is recommended to start WiFi before initializing ESP-NOW and
stop WiFi after de-initializing ESP-NOW. When esp_now_deinit () is called, all of the information of paired
devices will be deleted.

Add Paired Device

Before sending data to other device, call esp_now_add_peer () to add it to the paired device list first. The
maximum number of paired devices is twenty. If security is enabled, the LMK must be set. ESP-NOW data can be
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sent from station or softap interface. Make sure that the interface is enabled before sending ESP-NOW data. A device
with broadcast MAC address must be added before sending broadcast data. The range of the channel of paired device
is from O to 14. If the channel is set to 0, data will be sent on the current channel. Otherwise, the channel must be set
as the channel that the local device is on.

Send ESP-NOW Data

Call esp_now_send () tosend ESP-NOW data and esp_now_register_send_cb to register sending callback
function. It will return ESP_NOW_SEND_SUCCESS in sending callback function if the data is received successfully
on MAC layer. Otherwise, it will return ESP_NOW_SEND_FAIL. There are several reasons failing to send ESP-NOW
data, for example, the destination device doesn’t exist, the channels of the devices are not the same, the action frame
is lost when transmiting on the air, etc. It is not guaranteed that application layer can receive the data. If necessary,
send back ack data when receiving ESP-NOW data. If receiving ack data timeout happens, retransmit the ESP-NOW
data. A sequence number can also be assigned to ESP-NOW data to drop the duplicated data.

If there is a lot of ESP-NOW data to send, call esp_now_send () to send less than or equal to 250 bytes of data once
a time. Note that too short interval between sending two ESP-NOW datas may lead to disorder of sending callback
function. So, it is recommended that sending the next ESP-NOW data after the sending callback function of previous
sending has returned. The sending callback function runs from a high-priority WiFi task. So, do not do lengthy
operations in the callback function. Instead, post necessary data to a queue and handle it from a lower priority task.

Receiving ESP-NOW Data
Call esp_now_register_recv_cb to register receiving callback function. When receiving ESP-NOW data,

receiving callback function is called. The receiving callback function also runs from WiFi task. So, do not do lengthy
operations in the callback function. Instead, post necessary data to a queue and handle it from a lower priority task.

API Reference

Header File

* esp32/include/esp_now.h

Functions

esp_err_t esp_now_init (void)
Initialize ESPNOW function.
Return
e ESP_OK : succeed
e ESP_ ERR_ESPNOW _INTERNAL : Internal error
esp_err_t esp_now_deinit (void)
De-initialize ESPNOW function.
Return
e ESP_OK : succeed

esp_err_t esp_now_get_version (uint32_t *version)
Get the version of ESPNOW.
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Return
e ESP_OK : succeed
* ESP_ERR_ESPNOW_ARG : invalid argument
Parameters
e version: ESPNOW version
esp_err_t esp_now_register_recv_cb (esp_now_recv_cb_t cb)
Register callback function of receiving ESPNOW data.
Return
e ESP_OK : succeed
¢« ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
e ESP_ERR_ESPNOW_INTERNAL : internal error
Parameters
* cb: callback function of receiving ESPNOW data
esp_err_t esp_now_unregister_recv_cb (void)
Unregister callback function of receiving ESPNOW data.
Return
e ESP OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
esp_err_t esp_now_register_send_cb (esp_now_send_cb_t cb)
Register callback function of sending ESPNOW data.
Return
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
« ESP_ ERR_ESPNOW_INTERNAL : internal error
Parameters
* cb: callback function of sending ESPNOW data
esp_err_t esp_now_unregister_send_cb (void)
Unregister callback function of sending ESPNOW data.
Return
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

esp_err_t esp_now_send (const uint8_t *peer_addr, const uint8_t *data, size_t len)
Send ESPNOW data.

Attention 1. If peer_addr is not NULL, send data to the peer whose MAC address matches peer_addr
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Attention 2. If peer_addr is NULL, send data to all of the peers that are added to the peer list
Attention 3. The maximum length of data must be less than ESP_NOW_MAX_DATA_LEN
Attention 4. The buffer pointed to by data argument does not need to be valid after esp_now_send returns
Return
e ESP_OK : succeed
« ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
¢ ESP_ERR_ESPNOW_ARG : invalid argument
e ESP_ERR_ESPNOW_INTERNAL : internal error
e ESP_ERR_ESPNOW_NO_MEM : out of memory
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found
¢ ESP_ERR_ESPNOW_IF : current WiFi interface doesn’t match that of peer
Parameters
e peer_addr: peer MAC address
* data: data to send
e len: length of data
esp_err_t esp_now_add_peer (const esp_now_peer_info_t *peer)
Add a peer to peer list.
Return
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
¢ ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_FULL : peer list is full
e ESP_ERR_ESPNOW_NO_MEM : out of memory
ESP_ERR_ESPNOW_EXIST : peer has existed

Parameters
* peer: peer information
esp_err_t esp_now_del_peer (const uint_t *peer_addr)
Delete a peer from peer list.
Return
* ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found
Parameters

* peer_addr: peer MAC address
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esp_err_t esp_now_mod_peer (const esp_now_peer_info_t *peer)
Modify a peer.
Return
e ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
¢ ESP_ERR_ESPNOW_FULL : peer list is full
Parameters
* peer: peer information
esp_err_t esp_now_get_peer (const uint8_t *peer_addr, esp_now_peer_info_t *peer)
Get a peer whose MAC address matches peer_addr from peer list.
Return
* ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
e ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found
Parameters
* peer_addr: peer MAC address
* peer: peer information
esp_err_t esp_now_fetch_peer (bool from_head, esp_now_peer_info_t *peer)
Fetch a peer from peer list.
Return
* ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found
Parameters
e from_head: fetch from head of list or not
* peer: peer information
bool esp_now_is_peer_exist (const uint8_t *peer_addr)
Peer exists or not.
Return
* true : peer exists
* false : peer not exists

Parameters
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* peer_addr: peer MAC address

esp_err_t esp_now_get_peer_num (esp_now_peer_num_t *num)
Get the number of peers.
Return
e ESP_OK : succeed
¢ ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
¢ ESP_ERR_ESPNOW_ARG : invalid argument
Parameters
e num: number of peers
esp_err_t esp_now_set_pmk (const uint8_t *pmk)
Set the primary master key.
Attention 1. primary master key is used to encrypt local master key
Return
e ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
Parameters

e pmk: primary master key

Structures

struct esp_now_peer_info
ESPNOW peer information parameters.

Public Members
uint8_t peer_ addr[ESP_NOW_ETH ALEN]
ESPNOW peer MAC address that is also the MAC address of station or softap

uint8_t 1lmk[ESP_NOW_KEY_ LEN]
ESPNOW peer local master key that is used to encrypt data

uint8_t channel

Wi-Fi channel that peer uses to send/receive ESPNOW data. If the value is O, use the current channel

which station or softap is on. Otherwise, it must be set as the channel that station or softap is on.

wifi_interface_t ifidx
Wi-Fi interface that peer uses to send/receive ESPNOW data

bool encrypt

ESPNOW data that this peer sends/receives is encrypted or not
void *priv

ESPNOW peer private data
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struct esp_now_peer_ num
Number of ESPNOW peers which exist currently.

Public Members

int total num
Total number of ESPNOW peers, maximum value is ESP_NOW_MAX_TOTAL_PEER_NUM

int encrypt_num
Number of encrypted ESPNOW peers, maximum value is ESP_NOW_MAX_ENCRYPT_PEER_NUM

Macros

ESP_ERR_ESPNOW_BASE
ESPNOW error number base.

ESP_ERR_ESPNOW_NOT_ INIT
ESPNOW is not initialized.

ESP_ERR ESPNOW_ARG
Invalid argument

ESP_ERR_ESPNOW_NO_MEM
Out of memory

ESP_ERR ESPNOW_FULL
ESPNOW peer list is full

ESP_ERR_ESPNOW_NOT_FOUND
ESPNOW peer is not found

ESP_ERR_ESPNOW_INTERNAL
Internal error

ESP_ERR_ESPNOW_EXIST
ESPNOW peer has existed

ESP_ERR_ESPNOW_IF
Interface error

ESP_NOW_ETH_ALEN
Length of ESPNOW peer MAC address

ESP_NOW_KEY LEN
Length of ESPNOW peer local master key

ESP_NOW_MAX TOTAL_ PEER_NUM
Maximum number of ESPNOW total peers

ESP_NOW_MAX ENCRYPT PEER_NUM
Maximum number of ESPNOW encrypted peers

ESP_NOW_MAX DATA_LEN
Maximum length of ESPNOW data which is sent very time
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Type Definitions

typedef struct esp_now_peer_info esp_now_peer_info_t
ESPNOW peer information parameters.

typedef struct esp_now_peer_num esp_now_peer_num_t
Number of ESPNOW peers which exist currently.

typedef void (*esp_now_recv_cb_t) (const uint8_t *mac_addr, const uint8_t *data, int data_len)
Callback function of receiving ESPNOW data.
Parameters
* mac_addr: peer MAC address
e data: received data
e data_len: length of received data
typedef void (*esp_now_send_cb_t) (const uint8_t *mac_addr, esp_now_send_status_t status)
Callback function of sending ESPNOW data.
Parameters
* mac_addr: peer MAC address

* status: status of sending ESPNOW data (succeed or fail)

Enumerations

enum esp_now_send_status_t
Status of sending ESPNOW data .

Values:

ESP_NOW_SEND_SUCCESS =0
Send ESPNOW data successfully

ESP_NOW_SEND FAIL
Send ESPNOW data fail

Example code for this API section is provided in wifi directory of ESP-IDF examples.

2.2 Bluetooth API

2.2.1 Controller && VHCI

Overview

Instructions
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Application Example

Check bluetooth folder in ESP-IDF examples, which contains the following application:

e This is a BLE advertising demo with virtual HCI interface. Send Re-
set/ADV_PARAM/ADV_DATA/ADV_ENABLE HCI command for BLE advertising - bluetooth/ble_adv.

API Reference

Header File

* bt/include/bt.h

2.2.2 BT COMMON

BT GENERIC DEFINES

Overview

Instructions

Application Example

Instructions

API Reference
Header File

* bt/bluedroid/api/include/esp_bt_defs.h

Structures

struct esp_bt_uuid t
UUID type.

Public Members

uintl6_t len
UUID length, 16bit, 32bit or 128bit

union esp_bt_uuid_t::[anonymous] uuid
UUID
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Macros

ESP_BLUEDROID_ STATUS_CHECK (status)
ESP_BT_OCTET16_LEN
ESP_BT_OCTET8_LEN

ESP_DEFAULT GATT IF
Default GATT interface id.

ESP_BLE_CONN_INT MIN

relate to BTM_BLE_CONN_INT_MIN in btm_ble_api.h

ESP_BLE_CONN_INT MAX

relate to BTM_BLE_CONN_INT_MAX in btm_ble_api.h

ESP_BLE_CONN_LATENCY MAX

relate to ESP_BLE_CONN_LATENCY_MAX in btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MIN

relate to BTM_BLE_CONN_SUP_TOUT_MIN in btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MAX

relate to ESP_BLE_CONN_SUP_TOUT_MAX in btm_ble_api.h

ESP_BLE_CONN_PARAM UNDEF
ESP_BLE_SCAN_ PARAM UNDEF

ESP_BLE_IS_VALID_PARAM (X, min, max)
Check the param is valid or not.

ESP_UUID_LEN_16
ESP_UUID_LEN_32
ESP_UUID_LEN_128

ESP_BD_ADDR_LEN
Bluetooth address length.

ESP_BLE_ENC_KEY MASK

Used to exchange the encrytyption key in the init key & response key.

ESP_BLE_ID KEY MASK

Used to exchange the IRK key in the init key & response key.

ESP_BLE_CSR_KEY MASK

Used to exchange the CSRK key in the init key & response key.

ESP_BLE_ LINK_KEY MASK

Used to exchange the link key(this key just used in the BLE & BR/EDR coexist mode) in the init key & response

key.

ESP_APP_ID_ MIN
Minimum of the application id.

ESP_APP_ID_ MAX
Maximum of the application id.

ESP_BD_ADDR_STR
ESP_BD_ADDR_HEX (addr)
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Type Definitions

typedef uint8_tesp_bt_octetl6_t[ESP_BT OCTET16_LEN]
typedef uint8_t esp_bt_octet8_t[ESP_BT_OCTETS8_LEN]
typedef uint8_tesp_link_key[ESP_BT_OCTET16_LEN]

typedef uint8_t esp_bd addr t[ESP_BD_ADDR_LEN]
Bluetooth device address.

typedef uint8_t esp_ble_key _mask_t

Enumerations

enum esp_bt_status_t
Status Return Value.

Values:

ESP_BT_ STATUS_SUCCESS =0
ESP_BT_STATUS_FAIL

ESP_BT STATUS_NOT_READY

ESP_BT STATUS_NOMEM

ESP_BT_STATUS_BUSY

ESP_BT STATUS_ DONE =5

ESP_BT_ STATUS_UNSUPPORTED

ESP_BT_ STATUS_PARM INVALID

ESP_BT_ STATUS_UNHANDLED

ESP_BT STATUS_AUTH_FAILURE

ESP_BT STATUS_RMT DEV_DOWN = 10
ESP_BT_STATUS_AUTH_REJECTED
ESP_BT_STATUS_INVALID_STATIC_RAND_ADDR
ESP_BT STATUS_PENDING

ESP_BT_ STATUS_UNACCEPT_CONN_INTERVAL
ESP_BT_ STATUS_PARAM OUT_OF_RANGE

ESP_BT STATUS_TIMEOUT

ESP_BT_ STATUS_PEER_LE_DATA LEN_UNSUPPORTED
ESP_BT_STATUS_CONTROL_LE_DATA_ LEN_UNSUPPORTED
ESP_BT_STATUS_ERR_ILLEGAL_ PARAMETER_ FMT
ESP_BT STATUS_MEMORY_ FULL

enum esp_bt_dev_type_t
Bluetooth device type.

Values:
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ESP_BT_DEVICE_TYPE_BREDR = 0x01
ESP_BT_DEVICE_TYPE_BLE = 0x02
ESP_BT_DEVICE_TYPE_DUMO = (0x03

enum esp_ble_addr type_ t
BLE device address type.

Values:

BLE_ADDR_TYPE_PUBLIC = 0x00
BLE_ADDR_TYPE_RANDOM = 0x01
BLE_ADDR TYPE_RPA PUBLIC = 0x02
BLE ADDR TYPE_RPA_RANDOM = 0x03

BT MAIN API

Overview

Instructions

Application Example

Instructions

API Reference
Header File

* bt/bluedroid/api/include/esp_bt_main.h

Functions

esp_bluedroid_status_t esp_bluedroid_get_status (void)
Get bluetooth stack status.

Return Bluetooth stack status

esp_err_t esp_bluedroid_enable (void)
Enable bluetooth, must after esp_bluedroid_init()

Return
e ESP_OK : Succeed
¢ Other : Failed

esp_err_t esp_bluedroid_disable (void)
Disable bluetooth, must prior to esp_bluedroid_deinit()

Return
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e ESP_OK : Succeed
e Other : Failed
esp_err_t esp_bluedroid_init (void)
Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.
Return
e ESP_OK : Succeed
¢ Other : Failed
esp_err_t esp_bluedroid_deinit (void)
Deinit and free the resource for bluetooth, must be after every bluetooth stuff.
Return
e ESP_OK : Succeed
e Other : Failed

Enumerations

enum esp_bluedroid_status_t
Bluetooth stack status type, to indicate whether the bluetooth stack is ready.

Values:

ESP_BLUEDROID STATUS UNINITIALIZED =0
Bluetooth not initialized

ESP_BLUEDROID STATUS INITIALIZED
Bluetooth initialized but not enabled

ESP_BLUEDROID_ STATUS_ENABLED
Bluetooth initialized and enabled

BT DEVICE APIs

Overview

Bluetooth device reference APIs.

Instructions

Application Example

Instructions

API Reference

Header File

* bt/bluedroid/api/include/esp_bt_device.h

2.2. Bluetooth API 103


../template.html
../template.html
https://github.com/espressif/esp-idf/blob/f3704f027/components/bt/bluedroid/api/include/esp_bt_device.h

Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

Functions

const uint8_t *esp_bt_dev_get_address (void)
Get bluetooth device address. Must use after “esp_bluedroid_enable”.

Return bluetooth device address (six bytes), or NULL if bluetooth stack is not enabled

esp_err_t esp_bt_dev_set_device_name (const char *name)
Set bluetooth device name. This function should be called after esp_bluedroid_enable() completes successfully.

Return
* ESP_OK : Succeed
e ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of limit
e ESP_INVALID_STATE : if bluetooth stack is not yet enabled
* ESP_FAIL : others
Parameters

e name: : device name to be set

2.2.3 BT LE

GAP API

Overview

Instructions

Application Example

Check bluetooth folder in ESP-IDF examples, which contains the following applications:

e The two demos use different GAP APIs, such like advertising, scan, set device name and others - blue-
tooth/gatt_server, bluetooth/gatt_client

API Reference
Header File

* bt/bluedroid/api/include/esp_gap_ble_api.h

Functions

esp_err_tesp_ble_gap_register_ callback (esp_gap_ble_cb_t callback)
This function is called to occur gap event, such as scan result.

Return

e ESP_OK : success
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* other : failed
Parameters
* callback: callback function
esp_err_t esp_ble_gap_config_adv_data (esp_ble_adv_data_t *adv_data)
This function is called to override the BTA default ADV parameters.
Return
e ESP_OK : success
e other : failed
Parameters
* adv_data: Pointer to User defined ADV data structure. This memory space can not be freed until

callback of config_adv_data is received.

esp_err_t esp_ble_gap_set_scan_params (esp_ble_scan_params_t *scan_params)
This function is called to set scan parameters.
Return
e ESP_OK : success
* other : failed
Parameters
* scan_paramns: Pointer to User defined scan_params data structure. This memory space can not be

freed until callback of set_scan_params

esp_err_t esp_ble_gap_start_scanning (uint32_t duration)
This procedure keep the device scanning the peer device which advertising on the air.
Return
e ESP_OK : success
* other : failed
Parameters
e duration: Keeping the scanning time, the unit is second.
esp_err_t esp_ble_gap_stop_scanning (void)
This function call to stop the device scanning the peer device which advertising on the air.
Return
* ESP_OK : success
— other : failed
esp_err_t esp_ble_gap_start_advertising (esp_ble_adv_params_t *adv_params)
This function is called to start advertising.
Return

e ESP_OK : success
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e other : failed
Parameters
* adv_params: pointer to User defined adv_params data structure.
esp_err_t esp_ble_gap_stop_advertising (void)
This function is called to stop advertising.
Return
e ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_update_conn_params (esp_ble_conn_update_params_t *params)
Update connection parameters, can only be used when connection is up.
Return
e ESP_OK : success
e other : failed
Parameters
e params: - connection update parameters
esp_err_tesp_ble_gap_set_pkt_data_len (esp_bd_addr_t remote_device, uint16_t tx_data_length)
This function is to set maximum LE data packet size.
Return
e ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_set_rand_addr (esp_bd_addr_t rand_addr)
This function set the random address for the application.
Return
e ESP_OK : success
e other : failed
Parameters
* rand_addr: the random address which should be setting
esp_err_t esp_ble_gap_config_ local_privacy (bool privacy_enable)
Enable/disable privacy on the local device.
Return
e ESP_OK : success
e other : failed
Parameters

* privacy_enable: - enable/disable privacy on remote device.

106 Chapter 2. API Reference



Read the Docs Template Documentation, Release v3.0.8-30-gf3704f027

esp_err_t esp_ble_gap_update_whitelist (bool add_remove, esp_bd_addr_t remote_bda)
Add or remove device from white list.
Return
e ESP_OK : success
e other : failed
Parameters

¢ add_remove: the value is true if added the ble device to the white list, and false remove to the white
list.

e remote_bda: the remote device address add/remove from the white list.
esp_err_tesp_ble_gap_get_whitelist_size (uintl6_t *length)
Get the whitelist size in the controller.
Return
e ESP_OK : success
¢ other : failed
Parameters
* length: the white list length.
esp_err_tesp_ble_gap_set_prefer_ conn_params (esp_bd_addr_t bd_addr, vint16_t min_conn_int,

uint16_t max_conn_int, uintl6_t slave_latency,

uint16_t supervision_tout)
This function is called to set the preferred connection parameters when default connection parameter is not

desired before connecting. This API can only be used in the master role.

Return
e ESP_OK : success
* other : failed
Parameters
* bd_addr: BD address of the peripheral
* min_conn_int: minimum preferred connection interval
* max_conn_int: maximum preferred connection interval
* slave_latency: preferred slave latency
* supervision_tout: preferred supervision timeout

esp_err_t esp_ble_gap_set_device_name (const char *name)
Set device name to the local device.

Return
¢ ESP_OK : success
e other : failed
Parameters

e name: - device name.
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uint8_t *esp_ble_resolve_adv_data (uint8_t *adv_data, uint8_t type, uint8_t *length)
This function is called to get ADV data for a specific type.
Return - ESP_OK : success
e other : failed
Parameters
* adv_data: - pointer of ADV data which to be resolved
* type: - finding ADV data type
e length: - return the length of ADV data not including type
esp_err_tesp_ble_gap_config_adv_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw advertising data. User need to fill ADV data by self.
Return
¢ ESP_OK : success
* other : failed
Parameters
e raw_data: : raw advertising data
* raw_data_len: : raw advertising data length , less than 31 bytes
esp_err_t esp_ble_gap_config_scan_rsp_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw scan response data. User need to fill scan response data by self.
Return
e ESP_OK : success
e other : failed
Parameters
* raw_data: : raw scan response data
* raw_data_len: : raw scan response data length , less than 31 bytes
esp_err_t esp_ble_gap_read_rssi (esp_bd_addr_t remote_addr)
This function is called to read the RSSI of remote device. The address of link policy results are returned in the
gap callback function with ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT event.
Return
e ESP_OK : success
* other : failed
Parameters
e remote_addr: : The remote connection device address.
esp_err_tesp_ble_gap_set_security_param (esp_ble_sm_param_t param_type, void *value, nint8_t

len)
Set a GAP security parameter value. Overrides the default value.

Return - ESP_OK : success
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* other : failed
Parameters
* param_type: : the type of the param which to be set
e value: : the param value
e len: : the length of the param value
esp_err_t esp_ble_gap_security rsp (esp_bd_addr_t bd_addr, bool accept)
Grant security request access.
Return - ESP_OK : success
* other : failed
Parameters
* bd_addr: : BD address of the peer
* accept: : accept the security request or not
esp_err_t esp_ble_set_encryption (esp_bd_addr_t bd_addr, esp_ble_sec_act_t sec_act)
Set a gap parameter value. Use this function to change the default GAP parameter values.
Return - ESP_OK : success
* other : failed
Parameters
* bd_addr: : the address of the peer device need to encryption
* sec_act: : This is the security action to indicate what kind of BLE security level is required for the

BLE link if the BLE is supported

esp_err_t esp_ble_passkey_reply (esp_bd_addr_t bd_addr, bool accept, uint32_t passkey)
Reply the key value to the peer device in the lagecy connection stage.
Return - ESP_OK : success
e other : failed
Parameters
* bd_addr: : BD address of the peer
* accept: : passkey entry sucessful or declined.
* passkey: : passkey value, must be a 6 digit number, can be lead by O.
esp_err_tesp_ble_confirm_reply (esp_bd_addr_t bd_addr, bool accept)
Reply the comfirm value to the peer device in the lagecy connection stage.
Return - ESP_OK : success
e other : failed
Parameters
* bd_addzr: : BD address of the peer device

* accept: : numbers to compare are the same or different.
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esp_err_t esp_ble_remove_bond_device (esp_bd_addr_t bd_addr)
Removes a device from the security database list of peer device. It manages unpairing event while connected.
Return - ESP_OK : success
e other : failed
Parameters
* bd_addzr: : BD address of the peer device
int esp_ble_ get_bond_ device_num (void)
Get the device number from the security database list of peer device. It will return the device bonded number
immediately.
Return - >= 0 : bonded devices number.
e <0: failed
esp_err_t esp_ble_get_bond_device_list (int *dev_num, esp_ble_bond_dev_t *dev_list)
Get the device from the security database list of peer device. It will return the device bonded information
immediately.
Return - ESP_OK : success
¢ other : failed
Parameters

¢ dev_num: Indicate the dev_list array(buffer) size as input. If dev_num is large enough, it means the
actual number as output. Suggest that dev_num value equal to esp_ble_get_bond_device_num().

e dev_1list: an array(buffer) of esp_ble bond_dev_t type. Use for storing the bonded devices
address. The dev_list should be allocated by who call this API.

esp_err_t esp_ble_gap_disconnect (esp_bd_addr_t remote_device)
This function is to disconnect the physical connection of the peer device gattc maybe have multiple virtual
GATT server connections when multiple app_id registed. esp_ble_gattc_close (esp_gatt_if_t gattc_if, uint16_t
conn_id) only close one virtual GATT server connection. if there exist other virtual GATT server connections,
it does not disconnect the physical connection. esp_ble_gap_disconnect(esp_bd_addr_t remote_device) discon-
nect the physical connection directly.
Return - ESP_OK : success

e other : failed

Parameters

* remote_device: : BD address of the peer device

Unions

union esp_ble_key value_t
#include <esp_gap_ble_api.h> union type of the security key value
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Public Members
esp_ble_penc_keys_t penc_key
received peer encryption key

esp_ble_pcsrk_keys_t pesrk_key
received peer device SRK

esp_ble_pid_keys_t pid_key
peer device ID key

esp_ble_lenc_keys_t 1lenc_key
local encryption reproduction keys LTK = = d1(ER,DIV,0)

esp_ble_lcsrk_keys 1esrk_key
local device CSRK = d1(ER,DIV,1)

union esp_ble_sec_t
#include <esp_gap_ble_api.h> union associated with ble security

Public Members
esp_ble_sec_key_notif t key_notif
passkey notification

esp_ble_sec_req_t ble_req
BLE SMP related request

esp_ble_key tble_key
BLE SMP keys used when pairing

esp_ble_local_id_keys_tble_id_keys
BLE IR event

esp_ble_auth_cmpl_t auth_cmpl
Authentication complete indication.

union esp_ble_gap_cb_param t
#include <esp_gap_ble_api.h> Gap callback parameters union.

Public Members
struct esp_ble_gap_cb_param_t::ble_adv_data_cmpl_evt_param adv_data_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_cmpl_evt_param scan_rsp_data_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_param_cmpl_evt_param scan_param_cmpl
Event parameter of ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_result_evt_param scan_rst
Event parameter of ESP_GAP_BLE_SCAN_RESULT_EVT

struct esp_ble_gap_cb_param_t::ble_adv_data_raw_cmpl_evt_param adv_data_raw_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_raw_cmpl_evt_param scan_rsp_data_raw_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_adv_start_cmpl_evt_param adv_start_cmpl
Event parameter of ESP_GAP_BLE_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_start_cmpl_evt_param scan_start_cmpl
Event parameter of ESP_GAP_BLE_SCAN_START_COMPLETE_EVT

esp_ble_sec_tble_security
ble gap security union type

struct esp_ble_gap_cb_param_t::ble_scan_stop_cmpl_evt_param scan_stop_cmpl
Event parameter of ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_stop_cmpl_evt_param adv_stop_cmpl
Event parameter of ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_rand_cmpl_evt_param set_rand_addr_cmpl
Event parameter of ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT

struct esp_ble_gap_cb_param_t::ble_update_conn_params_evt_param update_conn_params
Event parameter of ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT

struct esp_ble_gap_cb_param_t::ble_pkt_data_length_cmpl_evt_param pkt_data_lenth_cmpl
Event parameter of ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_local_privacy_cmpl_evt_param local_privacy_cmpl
Event parameter of ESP_GAP_BLE_SET _LOCAL_PRIVACY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_remove_bond_dev_cmpl_evt_param remove_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_clear_bond_dev_cmpl_evt_param clear_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_get_bond_dev_cmpl_evt_param get_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_read_rssi_cmpl_evt_param read_rssi_cmpl
Event parameter of ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_update_whitelist_cmpl_evt_param update_whitelist_cmpl
Event parameter of ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT

struct ble_adv_data_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the set advertising data operation success status

struct ble_adv_data_raw_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the set raw advertising data operation success status

struct ble_adv_start_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_ADV_START_COMPLETE_EVT.
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Public Members

esp_bt_status_t status
Indicate advertising start operation success status

struct ble_adv_stop_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate adv stop operation success status

struct ble_clear_bond _dev_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the clear bond device operation success status

struct ble_get_bond _dev_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT.

Public Members
esp_bt_status_t status
Indicate the get bond device operation success status

uint8_t dev_num
Indicate the get number device in the bond list

esp_ble_bond_dev_t *bond_dev
the pointer to the bond device Structure

struct ble_local_privacy_cmpl_evt_param

#include <esp_gap_ble_api.h> ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the set local privacy operation success status

struct ble_pkt_data_length_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT.

Public Members
esp_bt_status_t status
Indicate the set pkt data length operation success status

esp_ble_pkt_data_length_params_t params
pkt data length value
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struct ble_read_rssi_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT.

Public Members
esp_bt_status_t status
Indicate the read adv tx power operation success status

int8_t rssi
The ble remote device rssi value, the range is from -127 to 20, the unit is dbm, if the RSSI cannot be
read, the RSSI metric shall be set to 127.

esp_bd_addr_t remote_addr
The remote device address

struct ble_remove_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT.

Public Members
esp_bt_status_t status
Indicate the remove bond device operation success status

esp_bd_addr_t bd_addr
The device address which has been remove from the bond list

struct ble_scan_param cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the set scan param operation success status

struct ble_scan_result_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_SCAN_RESULT_EVT.

Public Members
esp_gap_search_evt_t search_evt
Search event type

esp_bd_addr_t bda
Bluetooth device address which has been searched

esp_bt_dev_type_t dev_type
Device type

esp_ble_addr_type_t ble_addr_type
Ble device address type

esp_ble_evt_type_t ble_evt_type
Ble scan result event type

int rssi
Searched device’s RSSI
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uint§_tble_adv[ESP_BLE_ADV_DATA_LEN_MAX + ESP_BLE_SCAN_RSP_DATA_LEN_MAX]

Received EIR

int flag
Adpvertising data flag bit

int num_resps
Scan result number

uint8_t adv_data_len
Adyv data length

uint8_t scan_rsp_len
Scan response length

struct ble_scan_rsp_data_cmpl_evt_param

#include <esp_gap_ble_api.h> ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the set scan response data operation success status

struct ble_scan_rsp_data_raw_cmpl_evt_param

#include <esp_gap_ble_api.h> ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the set raw advertising data operation success status

struct ble_ scan_start_cmpl evt_param

#include <esp_gap_ble_api.h> ESP_GAP_BLE_SCAN_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate scan start operation success status

struct ble_scan_stop_cmpl_ evt_param

#include <esp_gap_ble_api.h> ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate scan stop operation success status

struct ble_set_rand cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_SET STATIC_RAND_ADDR_EVT.
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Public Members

esp_bt_status_t status
Indicate set static rand address operation success status

struct ble_update_conn_params_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT.

Public Members

esp_bt_status_t status
Indicate update connection parameters success status

esp_bd_addr_t bda
Bluetooth device address

uintl6_tmin_int
Min connection interval

uintl6_tmax int
Max connection interval

uintl6_t latency
Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t conn_int
Current connection interval

uintl6_t timeout
Supervision timeout for the LE Link. Range: 0x000A to 0xOC80. Mandatory Range: 0x000A to
0x0C80 Time = N * 10 msec

struct ble_update_whitelist_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT.

Public Members
esp_bt_status_t status
Indicate the add or remove whitelist operation success status

esp_ble_wl_opration_t wl_opration
The value is ESP_BLE_WHITELIST_ADD if add address to whitelist operation success,
ESP_BLE_WHITELIST_REMOVE if remove address from the whitelist operation success

Structures

struct esp_ble_adv_params_t
Advertising parameters.

Public Members

uintl6_tadv_int min
Minimum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec
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uintl6_t adv_int_ max
Maximum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec
Advertising max interval

esp_ble_adv_type_t adv_type
Adbvertising type

esp_ble_addr_type_t own_addr_type
Owner bluetooth device address type

esp_bd_addr_t peer_addr
Peer device bluetooth device address

esp_ble_addr_type_t peer_addr_type
Peer device bluetooth device address type, only support public address type and random address type

esp_ble_adv_channel_t channel_map
Adpvertising channel map

esp_ble_adv_filter_t adv_£filter_ policy
Advertising filter policy

struct esp_ble_adv_data_t
Advertising data content, according to “Supplement to the Bluetooth Core Specification”.

Public Members
bool set_scan_rsp
Set this advertising data as scan response or not

bool include_name
Adpvertising data include device name or not

bool include_txpower
Advertising data include TX power

intmin_interval
Adpvertising data show advertising min interval

intmax_interval
Advertising data show advertising max interval

int appearance
External appearance of device

uintl6_t manufacturer_len
Manufacturer data length

uint8_t *p_manufacturer data
Manufacturer data point

uintl6_t service_data_len
Service data length

uint§_t *p_service_data
Service data point

uintl6_t service_uuid_len
Service uuid length
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uint8_t *p_service_uuid
Service uuid array point

uint8_t £lag
Adpvertising flag of discovery mode, see BLE_ADV_DATA_FLAG detail

struct esp_ble_ scan_params_t
Ble scan parameters.

Public Members

esp_ble_scan_type_t scan_type
Scan type

esp_ble_addr_type_t own_addr_type
Owner address type

esp_ble_scan_filter_t scan_filter_policy
Scan filter policy

uintl6_t scan_interval
Scan interval. This is defined as the time interval from when the Controller started its last LE scan until
it begins the subsequent LE scan. Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625
msec Time Range: 2.5 msec to 10.24 seconds

uintl6_t scan_window
Scan window. The duration of the LE scan. LE_Scan_Window shall be less than or equal to
LE_Scan_Interval Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625 msec Time
Range: 2.5 msec to 10240 msec

esp_ble_scan_duplicate_t scan_duplicate
The Scan_Duplicates parameter controls whether the Link Layer should filter out duplicate advertising re-
ports (BLE_SCAN_DUPLICATE_ENABLE) to the Host, or if the Link Layer should generate advertising
reports for each packet received

struct esp_ble conn_update_params_t
Connection update parameters.

Public Members

esp_bd_addr_t bda
Bluetooth device address

uintl6_tmin_int
Min connection interval

uintl6_tmax_int
Max connection interval

uintl6_t latency
Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t timeout
Supervision timeout for the LE Link. Range: 0x000A to 0xOC80. Mandatory Range: 0x000A to 0x0C80
Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_pkt_data_length_params_t
BLE pkt date length keys.
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Public Members
uintl6_t rx_len
pkt rx data length value

uintl6_ttx len
pkt tx data length value

struct esp_ble penc_keys_t
BLE encryption keys.

Public Members
esp_bt_octetl6_t 1tk
The long term key

esp_bt_octet8_t rand
The random number

uintl6_t ediv
The ediv value

uint8_t sec_level
The security level of the security link

uint8_t key_size
The key size(7~16) of the security link

struct esp_ble_ pcsrk keys_t
BLE CSRK keys.

Public Members
uint32_t counter
The counter

esp_bt_octetl6_t csrk
The csrk key

uint8_t sec_level
The security level

struct esp_ble_pid keys_t
BLE pid keys.

Public Members
esp_bt_octetl6_t irk
The irk value

esp_ble_addr_type_t addr_type
The address type

esp_bd_addr_t static_addr
The static address

struct esp_ble_lenc_keys_t
BLE Encryption reproduction keys.
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Public Members
esp_bt_octetl6_t 1tk
The long term key

uintl6_tdiv
The div value

uint8_t key_size
The key size of the security link

uint8_t sec_level
The security level of the security link

struct esp_ble_lcsrk_keys
BLE SRK keys.

Public Members
uint32_t counter
The counter value

uintl6_tdiv
The div value

uint8_t sec_level
The security level of the security link

esp_bt_octetl6_t csrk
The csrk key value

struct esp_ble_sec_key notif t
Structure associated with ESP_KEY_NOTIF_EVT.

Public Members
esp_bd_addr_t bd_addr
peer address

uint32_t passkey
the numeric value for comparison. If just_works, do not show this number to UI

struct esp_ble _sec_req t
Structure of the security request.

Public Members
esp_bd_addr_t bd_addr
peer address

struct esp_ble_bond key_info_t
struct type of the bond key informatuon value
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Public Members

esp_ble_key_mask_t key_mask

the key mask to indicate witch key is present

esp_ble_penc_keys_t penc_key
received peer encryption key

esp_ble_pcsrk_keys_t pesrk_key
received peer device SRK

esp_ble_pid_keys_t pid_key
peer device ID key

struct esp_ble_bond dev_t
struct type of the bond device value

Public Members
esp_bd_addr_t bd_addr
peer address

esp_ble_bond_key_info_t bond_key
the bond key information

struct esp_ble key t
union type of the security key value

Public Members
esp_bd_addr_tbd_addr
peer address

esp_ble_key_type_t key_type

key type of the security link

esp_ble_key_value_t p_key_value
the pointer to the key value

struct esp_ble local_id keys_ t
structure type of the ble local id keys value

Public Members
esp_bt_octetl6_t ir
the 16 bits of the ir value

esp_bt_octetl6_t irk
the 16 bits of the ir key value

esp_bt_octetl6_t dhk
the 16 bits of the dh key value

struct esp_ble auth_cmpl_t

Structure associated with ESP_ AUTH_CMPL_EVT.
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Public Members
esp_bd_addr_t bd_addr
BD address peer device.

bool key_present
Valid link key value in key element

esp_link_key key
Link key associated with peer device.

uint8_t key_type
The type of Link Key

bool success
TRUE of authentication succeeded, FALSE if failed.

uint8_t fail reason
The HCI reason/error code for when success=FALSE

esp_ble_addr_type_t addr_type
Peer device address type

esp_bt_dev_type_t dev_type
Device type

Macros

ESP_BLE_ADV_FLAG_LIMIT DISC

BLE_ADV_DATA_FLAG data flag bit definition used for advertising data flag

ESP_BLE_ADV_FLAG_GEN_DISC

ESP_BLE_ADV_FLAG BREDR NOT_SPT

ESP_BLE_ADV_FLAG_DMT_CONTROLLER_ SPT

ESP_BLE_ADV_FLAG_DMT_HOST SPT

ESP_BLE_ADV_FLAG_NON_LIMIT DISC

ESP_LE_KEY NONE

ESP_LE_KEY_ PENC

ESP_LE_KEY PID

ESP_LE_KEY PCSRK

ESP_LE_KEY PLK

ESP_LE KEY LLK

ESP_LE_KEY LENC

ESP_LE_KEY LID

ESP_LE_KEY LCSRK

ESP_LE_AUTH_NO_BOND

ESP_LE_AUTH_BOND

ESP_LE_AUTH_REQ MITM
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ESP_LE_AUTH REQ SC_ONLY
ESP_LE_AUTH REQ SC_BOND
ESP_LE_AUTH REQ SC_MITM
ESP_LE_AUTH REQ SC_MITM BOND
ESP_IO_CAP_OUT

ESP_IO_CAP_IO

ESP_IO_CAP_IN
ESP_IO_CAP_NONE
ESP_IO_CAP_KBDISP

ESP_GAP_BLE_ADD_ WHITELIST_COMPLETE_EVT
This is the old name, just for backwards compatibility.

ESP_BLE_ADV_DATA_LEN_MAX
Advertising data maximum length.

ESP_BLE_SCAN_RSP_DATA LEN_ MAX
Scan response data maximum length.

Type Definitions

typedef uint§_t esp_ble_key type t

typedef uint8_tesp_ble_auth_req t
combination of the above bit pattern

typedef uint8_tesp_ble_io_cap_t
combination of the io capability

typedef void (*esp_gap_ble_cb_t) (esp_gap_ble_cb_event_t event, esp_ble_gap_cb_param_t
*param)
GAP callback function type.

Parameters
* event: : Event type

* param: : Point to callback parameter, currently is union type

Enumerations

enum esp_gap_ble_cb_event_t
GAP BLE callback event type.

Values:

ESP_GAP_BLE_ADV_DATA SET_COMPLETE_EVT =0
When advertising data set complete, the event comes

ESP_GAP_BLE_SCAN_RSP_DATA_SET COMPLETE_EVT
When scan response data set complete, the event comes

ESP_GAP_BLE_SCAN_PARAM SET_COMPLETE_EVT
When scan parameters set complete, the event comes
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ESP_GAP_BLE_SCAN_RESULT_EVT
When one scan result ready, the event comes each time

ESP_GAP_BLE_ADV_DATA RAW_SET_ COMPLETE_EVT
When raw advertising data set complete, the event comes

ESP_GAP_BLE_SCAN_RSP_DATA RAW_SET COMPLETE_EVT
When raw advertising data set complete, the event comes

ESP_GAP_BLE_ADV_START COMPLETE_EVT
When start advertising complete, the event comes

ESP_GAP_BLE_SCAN_START COMPLETE_ EVT
When start scan complete, the event comes

ESP_GAP_BLE_AUTH CMPL_EVT
ESP_GAP_BLE_KEY EVT
ESP_GAP_BLE_SEC_REQ EVT
ESP_GAP_BLE_PASSKEY NOTIF_EVT
ESP_GAP_BLE_PASSKEY REQ EVT
ESP_GAP_BLE_OOB_REQ EVT
ESP_GAP_BLE_LOCAL_IR EVT
ESP_GAP_BLE_LOCAL_ER EVT
ESP_GAP_BLE_NC_REQ EVT

ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT
When stop adv complete, the event comes

ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT
When stop scan complete, the event comes

ESP_GAP_BLE_SET_STATIC_RAND ADDR EVT
When set the static rand address complete, the event comes

ESP_GAP_ BLE UPDATE_CONN_PARAMS_EVT
When update connection parameters complete, the event comes

ESP_GAP_BLE_SET_ PKT_ LENGTH_COMPLETE_EVT
When set pkt lenght complete, the event comes

ESP_GAP_BLE_SET_ LOCAL_PRIVACY COMPLETE_EVT
When Enable/disable privacy on the local device complete, the event comes

ESP_GAP_BLE_ REMOVE_BOND_ DEV_COMPLETE_ EVT
When remove the bond device complete, the event comes

ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT
When clear the bond device clear complete, the event comes

ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT
When get the bond device list complete, the event comes

ESP_GAP_BLE_READ RSSI COMPLETE_ EVT
When read the rssi complete, the event comes

ESP_GAP_BLE UPDATE WHITELIST COMPLETE EVT
When add or remove whitelist complete, the event comes
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ESP_GAP_BLE_EVT_ MAX

enum esp_ble_adv_data_type
The type of advertising data(not adv_type)

Values:

ESP_BLE_AD_TYPE_FLAG = 0x01
ESP_BLE_AD_TYPE_16SRV_PART = 0x02
ESP_BLE_AD_TYPE_ 16SRV_CMPL = (0x03
ESP_BLE_AD_TYPE_32SRV_PART = (0x04
ESP_BLE_AD_TYPE_32SRV_CMPL = 0x05
ESP_BLE_AD_TYPE 128SRV_PART = 0x06
ESP_BLE_AD_TYPE_128SRV_CMPL = (0x07
ESP_BLE_AD_TYPE_NAME_SHORT = 0x08
ESP_BLE_AD_TYPE_NAME_CMPL = 0x09
ESP_BLE_AD_TYPE TX PWR =(0x0A
ESP_BLE_AD_TYPE_DEV_CLASS = 0x0D
ESP_BLE_AD TYPE SM TK=0x10
ESP_BLE_AD_TYPE_SM OOB_FLAG=0x11
ESP_BLE_AD_TYPE_INT_RANGE = 0x12
ESP_BLE_AD_TYPE_SOL_SRV_UUID =0x14
ESP_BLE_AD_TYPE_128SOL_SRV_UUID = (0x15
ESP_BLE_AD_TYPE_SERVICE_DATA =0x16
ESP_BLE_AD_TYPE_PUBLIC_TARGET =0x17
ESP_BLE_AD_TYPE_RANDOM_TARGET = 0x18
ESP_BLE_AD_TYPE_ APPEARANCE = (0x19
ESP_BLE_AD_TYPE_ADV_INT =0x1A
ESP_BLE_AD_TYPE_LE_DEV_ADDR =0xlb
ESP_BLE AD TYPE LE_ROLE = Oxlc
ESP_BLE_AD_TYPE_SPAIR C256 =0xld
ESP_BLE_AD_TYPE_ SPAIR R256 =(xle
ESP_BLE_AD_TYPE_32SOL_SRV_UUID = Ox1f
ESP_BLE_AD_TYPE_32SERVICE_DATA = 0x20
ESP_BLE_AD_TYPE_ 128SERVICE_DATA = (0x21
ESP_BLE_AD_TYPE_LE_SECURE_CONFIRM = (Ox22
ESP_BLE_AD_TYPE_LE_SECURE_RANDOM = 0x23
ESP_BLE_AD_TYPE_URI =(0x24

ESP_BLE_AD_TYPE_INDOOR_POSITION = (0x25
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ESP_BLE_AD_TYPE_TRANS_DISC_DATA = 0x26
ESP_BLE_AD_TYPE_LE_SUPPORT_ FEATURE = (0x27
ESP_BLE_AD_TYPE_CHAN_MAP_UPDATE = (0x28
ESP_BLE_AD_MANUFACTURER_SPECIFIC_TYPE = OxFF

enum esp_ble_adv_type_ t

Advertising mode.

Values:

ADV_TYPE_IND = 0x00
ADV_TYPE_DIRECT IND HIGH = 0x01
ADV_TYPE_SCAN_IND = 0x02
ADV_TYPE_NONCONN_IND = 0x03
ADV_TYPE_DIRECT IND_LOW = 0x04

enum esp_ble_adv_channel_t

Advertising channel mask.
Values:

ADV_CHNL_37 =0x01
ADV_CHNL_38 = 0x02
ADV_CHNL_39 = 0x04

ADV_CHNL_ALL = 0x07

enum esp_ble_adv_filter_ t

Values:

ADV_FILTER ALLOW_SCAN_ANY_ CON_ANY = (0x00
Allow both scan and connection requests from anyone.

ADV_FILTER ALLOW_SCAN WLST_ CON_ANY

Allow both scan req from White List devices only and connection req from anyone.

ADV_FILTER ALLOW_SCAN_ANY CON_WLST

Allow both scan req from anyone and connection req from White List devices only.

ADV_FILTER ALLOW_SCAN_ WLST_CON_WLST
Allow scan and connection requests from White List devices only.

enum esp_ble_sec_act_t

Values:
ESP_BLE_ SEC_ENCRYPT =1
ESP_BLE_SEC_ENCRYPT NO MITM

ESP_BLE_SEC_ENCRYPT_MITM

enum esp_ble_sm param_t

Values:

ESP_BLE_SM PASSKEY =0
ESP_BLE_SM AUTHEN_REQ MODE
ESP_BLE_SM IOCAP_MODE
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ESP_BLE_SM SET_ INIT KEY
ESP_BLE_SM SET RSP_KEY
ESP_BLE SM MAX KEY SIZE

enum esp_ble_scan_type_ t
Ble scan type.

Values:

BLE SCAN TYPE PASSIVE = 0x0
Passive scan

BLE_SCAN_ TYPE_ ACTIVE = 0x1
Active scan

enum esp_ble _scan_filter t
Ble scan filter type.

Values:

BLE_SCAN_FILTER ALLOW_ALL = 0x0
Accept all :

1. advertisement packets except directed advertising packets not addressed to this device (default).

BLE_SCAN_FILTER ALLOW_ONLY WLST = (0x1
Accept only :

1. advertisement packets from devices where the advertiser’s address is in the White list.

2. Directed advertising packets which are not addressed for this device shall be ignored.

BLE_SCAN_FILTER ALLOW_UND_RPA DIR=0x2
Accept all :

1. undirected advertisement packets, and

2. directed advertising packets where the initiator address is a resolvable private address, and

3. directed advertising packets addressed to this device.

BLE_SCAN_FILTER ALLOW_WLIST_PRA DIR=0x3
Accept all :

1. advertisement packets from devices where the advertiser’s address is in the White list, and

2. directed advertising packets where the initiator address is a resolvable private address, and

3. directed advertising packets addressed to this device.

enum esp_ble_scan_duplicate_t
Ble scan duplicate type.

Values:

BLE_SCAN_DUPLICATE_DISABLE = 0x(
the Link Layer should generate advertising reports to the host for each packet received

BLE_SCAN_DUPLICATE_ENABLE = Ox1
the Link Layer should filter out duplicate advertising reports to the Host

BLE_SCAN DUPLICATE_MAX = (0x2
0x02 — OxFF, Reserved for future use
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enum esp_gap_search_evt_t
Sub Event of ESP_GAP_BLE _SCAN_RESULT_EVT.

Values:

ESP_GAP_SEARCH_INQ RES_EVT =0
Inquiry result for a peer device.

ESP_GAP_SEARCH_INQ CMPL_EVT = |
Inquiry complete.

ESP_GAP_SEARCH_DISC_RES_EVT =2
Discovery result for a peer device.

ESP_GAP_SEARCH_DISC_BLE_RES_EVT =3
Discovery result for BLE GATT based service on a peer device.

ESP_GAP_SEARCH_DISC_CMPL_EVT =4
Discovery complete.

ESP_GAP_SEARCH_DI_DISC_CMPL_EVT =5
Discovery complete.

ESP_GAP_SEARCH_ SEARCH CANCEL_CMPL EVT =6
Search cancelled

enum esp_ble_evt_type_ t
Ble scan result event type, to indicate the result is scan response or advertising data or other.

Values:

ESP_BLE_EVT_CONN_ADV = 0x00
Connectable undirected advertising (ADV_IND)

ESP_BLE_EVT_CONN_DIR ADV = 0x01
Connectable directed advertising (ADV_DIRECT_IND)

ESP_BLE EVT DISC ADV =0x02
Scannable undirected advertising (ADV_SCAN_IND)

ESP_BLE_EVT NON_CONN_ADV = 0x03
Non connectable undirected advertising (ADV_NONCONN_IND)

ESP_BLE_EVT_ SCAN_RSP = (0x04
Scan Response (SCAN_RSP)

enum esp_ble_wl_opration_t
Values:

ESP_BLE WHITELIST REMOVE = (0X00
remove mac from whitelist

ESP_BLE WHITELIST ADD = 0X01
add address to whitelist

GATT DEFINES

Overview

Instructions
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Application Example

Instructions

API Reference
Header File

* bt/bluedroid/api/include/esp_gatt_defs.h

Unions

union esp_gatt_rsp_ t
#include <esp_gatt_defs.h> GATT remote read request response type.

Public Members
esp_gatt_value_t attr_value
Gatt attribute structure

uintl6_t handle
Gatt attribute handle

Structures

struct esp_gatt_id t
Gatt id, include uuid and instance id.

Public Members
esp_bt_uuid_t uuid
UUID

uint8_t inst_id
Instance id

struct esp_gatt_srvc_id_t
Gatt service id, include id (uuid and instance id) and primary flag.

Public Members
esp_gatt_id_t id
Gatt id, include uuid and instance

bool is_primary
This service is primary or not

struct esp_attr_desc_t
Attribute description (used to create database)
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Public Members
uintl6_t uuid_length
UUID length

uint8_t *uuid_p
UUID value

uintl6_t perm
Attribute permission

uintl6_tmax_length
Maximum length of the element

uintl6_t length
Current length of the element

uint8_t *value
Element value array

struct esp_attr_control_t
attribute auto response flag

Public Members

uint8_t auto_rsp
if auto_rsp set to ESP_GATT_RSP_BY_APP, means the response of Write/Read operation will by replied
by application. if auto_rsp set to ESP_GATT_AUTO_RSP, means the response of Write/Read operation
will be replied by GATT stack automatically.

struct esp_gatts_attr _db_t
attribute type added to the gatt server database

Public Members
esp_attr_control_t attr_control
The attribute control type

esp_attr_desc_t att_desc
The attribute type

struct esp_attr_value_t
set the attribute value type

Public Members
uintl6_t attr max len
attribute max value length

uintl6_t attr_len
attribute current value length

uint8_t *attr_value
the pointer to attribute value

struct esp_gatts_incl_svc_desc_t
Gatt include service entry element.
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Public Members

uintl6_t start_hdl
Gatt start handle value of included service

uintl6_t end_hdl
Gatt end handle value of included service

uintl6_t uuid
Gatt attribute value UUID of included service

struct esp_gatts_incll28_svc_desc_t
Gatt include 128 bit service entry element.

Public Members

uintl6_t start hdl
Gatt start handle value of included 128 bit service

uintl6_t end _hdl
Gatt end handle value of included 128 bit service

struct esp_gatt_value_t
Gatt attribute value.

Public Members

uint8_t value[ESP_GATT_MAX ATTR_ LEN]
Gatt attribute value

uintl6_t handle
Gatt attribute handle

uintl6_t offset
Gatt attribute value offset

uintl6_t len
Gatt attribute value length

uint8_t auth_req
Gatt authentication request

struct esp_gattc_multi_t
read multiple attribute

Public Members
uint8_tnum_attr
The number of the attribute

uintl6_t handles[ESP_GATT MAX READ_ MULTI_HANDLES]
The handles list

struct esp_gattc_db_elem_t
data base attribute element
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Public Members

esp_gatt_db_attr_type_t type
The attribute type

uintl6_t attribute_ handle
The attribute handle, it’s valid for all of the type

uintl6_t start_handle
The service start handle, it’s valid only when the type = ESP_GATT_DB_PRIMARY_SERVICE or

ESP_GATT_DB_SECONDARY_SERVICE

uintl6_t end_handle
The service end handle, it’s valid only when the type
ESP_GATT_DB_SECONDARY_SERVICE

ESP_GATT_DB_PRIMARY_SERVICE or

esp_gatt_char_prop_t properties
The characteristic properties, it’s valid only when the type = ESP_GATT_DB_CHARACTERISTIC

esp_bt_uuid_t uuid
The attribute uuid, it’s valid for all of the type

struct esp_gattc_service_elem t

service element

Public Members
bool is_primary
The service flag, ture if the service is primary service, else is secondly service

uintl6_t start_handle
The start handle of the service

uintl6_t end_handle
The end handle of the service

esp_bt_uuid_t vuid
The uuid of the service

struct esp_gattc_char_elem t

characteristic element

Public Members
uintl6_t char_handle
The characteristic handle

esp_gatt_char_prop_t properties
The characteristic properties

esp_bt_uuid_t uuid
The characteristic uuid

struct esp_gattc_descr_elem t

descriptor element
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Public Members
uintl6_t handle
The characteristic descriptor handle

esp_bt_uuid_t uuid
The characteristic descriptor uuid

struct esp_gattc_incl_svc_elem t
include service element

Public Members
uintl6_t handle
The include service current attribute handle

uintl6_t incl_srve_s_handle
The start hanlde of the service which has been included

esp_bt_uuid_t uuid
The include service uuid

Macros

ESP_GATT UUID_ IMMEDIATE ALERT SVC
All “ESP_GATT_UUID_xxx” is attribute types

ESP_GATT UUID_LINK_ LOSS_SVC

ESP_GATT UUID_TX_POWER_SVC

ESP_GATT UUID_CURRENT_TIME_SVC

ESP_GATT UUID_REF_ TIME UPDATE_SVC
ESP_GATT UUID_NEXT_ DST CHANGE_SVC
ESP_GATT_UUID_GLUCOSE_SVC

ESP_GATT UUID_HEALTH_ THERMOM SVC
ESP_GATT UUID_DEVICE_INFO_SVC

ESP_GATT UUID_HEART RATE_SVC

ESP_GATT UUID_PHONE_ ALERT STATUS_SVC
ESP_GATT UUID_BATTERY SERVICE_SVC
ESP_GATT_ UUID_BLOOD_PRESSURE_SVC
ESP_GATT UUID_ALERT_ NTF_SVC

ESP_GATT UUID_HID_SVC

ESP_GATT UUID_SCAN_ PARAMETERS_SVC
ESP_GATT_ UUID_RUNNING_SPEED_CADENCE_SVC
ESP_GATT UUID_CYCLING_SPEED_CADENCE_SVC
ESP_GATT UUID_CYCLING_POWER_SVC

ESP_GATT UUID_LOCATION_AND NAVIGATION_SVC
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ESP_GATT_ UUID_USER_DATA SVC
ESP_GATT UUID_ WEIGHT_SCALE_SVC
ESP_GATT UUID_PRI_SERVICE
ESP_GATT UUID_SEC_SERVICE
ESP_GATT_UUID_INCLUDE_SERVICE
ESP_GATT UUID_ CHAR_ DECLARE
ESP_GATT UUID CHAR EXT PROP
ESP_GATT_ UUID_CHAR DESCRIPTION
ESP_GATT UUID_CHAR_CLIENT_CONFIG
ESP_GATT UUID_CHAR SRVR CONFIG
ESP_GATT UUID_ CHAR_ PRESENT FORMAT
ESP_GATT_UUID_CHAR_AGG_FORMAT
ESP_GATT UUID_CHAR_VALID_ RANGE
ESP_GATT UUID_ EXT RPT REF DESCR
ESP_GATT UUID RPT REF_DESCR
ESP_GATT_UUID_GAP_DEVICE_NAME
ESP_GATT UUID_GAP_ICON

ESP_GATT UUID_ GAP_PREF_ CONN_PARAM
ESP_GATT_ UUID_GAP_CENTRAL ADDR RESOL
ESP_GATT_UUID_GATT_SRV_CHGD
ESP_GATT UUID_ ALERT_LEVEL
ESP_GATT UUID_TX POWER_ LEVEL
ESP_GATT_UUID_CURRENT TIME
ESP_GATT_UUID_LOCAL_TIME_ INFO
ESP_GATT UUID REF TIME_ INFO
ESP_GATT_UUID_NW_STATUS
ESP_GATT_UUID_NW_TRIGGER
ESP_GATT UUID_ ALERT_STATUS
ESP_GATT_ UUID_RINGER_ CP
ESP_GATT_UUID_RINGER_SETTING
ESP_GATT UUID_ GM MEASUREMENT
ESP_GATT UUID_ GM CONTEXT
ESP_GATT_UUID_GM CONTROL_POINT
ESP_GATT_UUID_GM FEATURE
ESP_GATT UUID_SYSTEM ID

ESP_GATT UUID MODEL_NUMBER STR
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ESP_GATT UUID_SERIAIL NUMBER_STR
ESP_GATT UUID_FW_VERSION_STR
ESP_GATT UUID_HW_VERSION_STR
ESP_GATT UUID_SW_VERSION_STR
ESP_GATT UUID_MANU_ NAME
ESP_GATT UUID_IEEE_DATA
ESP_GATT UUID_PNP_ID

ESP_GATT UUID_HID_INFORMATION
ESP_GATT UUID_HID_ REPORT MAP
ESP_GATT UUID_HID_CONTROL_POINT
ESP_GATT UUID_HID_REPORT
ESP_GATT UUID_HID_ PROTO_MODE
ESP_GATT UUID_HID_ BT KB_INPUT
ESP_GATT UUID_HID_ BT KB_OUTPUT
ESP_GATT UUID_HID_ BT MOUSE_INPUT

ESP_GATT_HEART RATE_MEAS
Heart Rate Measurement.

ESP_GATT_BODY_ SENSOR_LOCATION
Body Sensor Location.

ESP_GATT HEART RATE_ CNTL_POINT
Heart Rate Control Point.

ESP_GATT UUID_ BATTERY LEVEL
ESP_GATT UUID_SC_CONTROL_POINT
ESP_GATT_UUID_SENSOR_LOCATION
ESP_GATT_UUID_RSC_MEASUREMENT
ESP_GATT UUID_RSC_FEATURE
ESP_GATT_UUID_CSC_MEASUREMENT
ESP_GATT UUID_CSC_FEATURE
ESP_GATT UUID_SCAN_INT WINDOW
ESP_GATT_ UUID_SCAN_REFRESH

ESP_GATT_ILLEGAL_UUID
GATT INVALID UUID.

ESP_GATT_ ILLEGAL_ HANDLE
GATT INVALID HANDLE.

ESP_GATT ATTR_HANDLE MAX
GATT attribute max handle.

ESP_GATT MAX READ MULTI_ HANDLES
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ESP_GATT_PERM READ
Attribute permissions.

ESP_GATT PERM READ_ ENCRYPTED
ESP_GATT PERM READ ENC_MITM
ESP_GATT_PERM WRITE
ESP_GATT_PERM WRITE_ENCRYPTED
ESP_GATT PERM WRITE_ ENC_MITM
ESP_GATT PERM WRITE_SIGNED
ESP_GATT_PERM WRITE_SIGNED_ MITM
ESP_GATT_CHAR PROP_BIT BROADCAST
ESP_GATT_CHAR PROP_BIT READ
ESP_GATT_CHAR PROP_BIT WRITE_NR
ESP_GATT_CHAR PROP_BIT WRITE
ESP_GATT_CHAR PROP_BIT NOTIFY
ESP_GATT CHAR PROP_BIT INDICATE
ESP_GATT_CHAR PROP_BIT_AUTH
ESP_GATT_CHAR PROP_BIT EXT PROP

ESP_GATT_MAX ATTR _LEN
GATT maximum attribute length.

ESP_GATT_RSP_BY_APP
ESP_GATT_AUTO_RSP

ESP_GATT_IF_NONE
If callback report gattc_if/gatts_if as this macro, means this event is not correspond to any app

Type Definitions

typedef uintl6_t esp_gatt_perm_t
typedef uint8_t esp_gatt_char_prop_t

typedef uint8_tesp_gatt_if t
Gatt interface type, different application on GATT client use different gatt_if

Enumerations

enum esp_gatt_prep_write_type
Attribute write data type from the client.

Values:

ESP_GATT_PREP_WRITE_CANCEL = 0x00
Prepare write cancel

ESP_GATT_PREP_WRITE_EXEC = 0x01
Prepare write execute
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enum esp_gatt_status_t
GATT success code and error codes.

Values:

ESP_GATT_OK = 0x0
ESP_GATT_INVALID_HANDLE = 0x01
ESP_GATT_READ_NOT_ PERMIT = 0x02
ESP_GATT_ WRITE_NOT_ PERMIT = 0x03
ESP_GATT_INVALID_PDU = 0x04
ESP_GATT_INSUF_AUTHENTICATION = 0x05
ESP_GATT_REQ NOT_ SUPPORTED = 0x06
ESP_GATT_ INVALID_OFFSET = 0x07
ESP_GATT_INSUF_AUTHORIZATION = 0x08
ESP_GATT_ PREPARE Q FULL = (0x09
ESP_GATT_NOT_FOUND = 0x0a
ESP_GATT_NOT_LONG = 0x0b

ESP_GATT INSUF_KEY SIZE = 0x0c
ESP_GATT_INVALID_ ATTR LEN = (0x0d
ESP_GATT_ ERR_UNLIKELY = Ox0Oe
ESP_GATT_INSUF_ENCRYPTION = OxOf
ESP_GATT_UNSUPPORT_GRP_TYPE = (0x10
ESP_GATT_INSUF_RESOURCE =0x11
ESP_GATT_NO_RESOURCES = 0x80
ESP_GATT_INTERNAL_ERROR = (0x81
ESP_GATT_WRONG_STATE = 0x82
ESP_GATT DB_FULL = 0x83
ESP_GATT_BUSY = 0x84
ESP_GATT_ERROR = 0x85
ESP_GATT_CMD_STARTED = 0x86
ESP_GATT_ILLEGAL_ PARAMETER = (0x87
ESP_GATT_PENDING = 0x88
ESP_GATT_AUTH_FAIL =0x89
ESP_GATT_MORE = (x8a
ESP_GATT_INVALID_CFG = 0x8b
ESP_GATT_SERVICE_STARTED = 0x8¢
ESP_GATT_ENCRYPED MITM=ESP_GATT OK

ESP_GATT_ENCRYPED_NO_MITM = 0x8d
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ESP_GATT_NOT_ENCRYPTED = 0x8e
ESP_GATT_CONGESTED = 0x8f
ESP_GATT_DUP_REG = 0x90
ESP_GATT_ALREADY_OPEN = 0x91
ESP_GATT_CANCEL = 0x92
ESP_GATT_STACK_RSP = 0xe0
ESP_GATT_APP_RSP = Oxel
ESP_GATT_UNKNOWN_ERROR = Oxef
ESP_GATT_CCC_CFG_ERR = Oxfd
ESP_GATT_PRC_IN_PROGRESS = (Oxfe
ESP_GATT_OUT_OF_RANGE = Oxff

enum esp_gatt_conn_reason_t
Gatt Connection reason enum.

Values:

ESP_GATT_ CONN_UNKNOWN = 0
Gatt connection unknown

ESP_GATT_CONN_L2C_FAILURE = |
General L2cap failure

ESP_GATT CONN_TIMEOUT = 0x08
Connection timeout

ESP_GATT_CONN_TERMINATE_PEER_ USER=0x13
Connection terminate by peer user

ESP_GATT_CONN_TERMINATE_LOCAL_HOST =0x16
Connectionterminated by local host

ESP_GATT_CONN_ FAIL_ ESTABLISH = 0x3e
Connection fail to establish

ESP_GATT_CONN_LMP_TIMEOUT = 0x22
Connection fail for LMP response tout

ESP_GATT_CONN_CONN_CANCEL = (0x0100
L2CAP connection cancelled

ESP_GATT CONN_NONE = 0x0101
No connection to cancel

enum esp_gatt_auth_req t
Gatt authentication request type.

Values:

ESP_GATT_AUTH_REQ NONE =(
ESP_GATT_AUTH_REQ NO_MITM=1
ESP_GATT_AUTH_REQ MITM=2
ESP_GATT_AUTH_REQ SIGNED_NO MITM=3
ESP_GATT_AUTH_REQ SIGNED_MITM=4
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enum esp_gatt_write_type t
Gatt write type.

Values:

ESP_GATT_ WRITE_TYPE_NO_RSP =1
Gatt write attribute need no response

ESP_GATT_ WRITE_TYPE_RSP
Gatt write attribute need remote response

enum esp_gatt_db_attr type t
the type of attribute element

Values:

ESP_GATT_DB_PRIMARY SERVICE
Gattc primary service attribute type in the cache

ESP_GATT_DB_SECONDARY_SERVICE
Gattc secondary service attribute type in the cache

ESP_GATT_DB_CHARACTERISTIC
Gattc characteristic attribute type in the cache

ESP_GATT_DB_DESCRIPTOR
Gattc characteristic descriptor attribute type in the cache

ESP_GATT_DB_INCLUDED_SERVICE
Gattc include service attribute type in the cache

ESP_GATT_DB_ALL
Gattc all the attribute (primary service & secondary service & include service & char & descriptor) type
in the cache

GATT SERVER API

Overview

Instructions

Application Example

Check bluetooth folder in ESP-IDF examples, which contains the following application:

e This is a GATT server demo. Use GATT API to create a GATT server with send advertising. This GATT server
can be connected and the service can be discovery - bluetooth/gatt_server

API Reference
Header File

* bt/bluedroid/api/include/esp_gatts_api.h
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Functions

esp_err_t esp_ble_gatts_register_callback (esp_gatts_cb_t callback)
This function is called to register application callbacks with BTA GATTS module.
Return
e ESP_OK : success
e other : failed
esp_err_tesp_ble_gatts_app_register (uintl6_t app_id)
This function is called to register application identifier.
Return
¢ ESP_OK : success
e other : failed
esp_err_tesp_ble_gatts_app_unregister (esp_gatt_if t gatts_if)
unregister with GATT Server.
Return
e ESP_OK : success
e other : failed
Parameters
e gatts_1if: GATT server access interface

esp_err_t esp_ble_gatts_create_service (esp_gatt_if t gatts_if, esp_gatt_srvc_id_t *service_id,

uint16_t num_handle)
Create a service. When service creation is done, a callback event BTA_GATTS_CREATE_SRVC_EVT is called

to report status and service ID to the profile. The service ID obtained in the callback function needs to be used
when adding included service and characteristics/descriptors into the service.

Return
e ESP_OK : success
e other : failed
Parameters
e gatts_1if: GATT server access interface
e service_id: service ID.
e num_handle: number of handle requested for this service.
esp_err_tesp_ble_gatts_create_attr_tab (const esp_gatts_attr_db_t *gatts_attr_db,

esp_gatt_if t gatts_if, uint8_t max_nb_attr, uint8_t

srve_inst_id)
Create a service attribute tab.

Return

e ESP_OK : success
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e other : failed
Parameters
* gatts_attr_db: the pointer to the service attr tab
e gatts_1if: GATT server access interface
e max_nb_attr: the number of attribute to be added to the service database.
e srvc_inst_1id: the instance id of the service

esp_err_t esp_ble_gatts_add_included_service (uintl6_t service_handle, uint16_t in-

cluded_service_handle)
This function is called to add an included service. After included service is included, a callback event

BTA_GATTS_ADD_INCL_SRVC_EVT is reported the included service ID.
Return
e ESP_OK : success
e other : failed
Parameters
e service_handle: service handle to which this included service is to be added.
e included_service_handle: the service ID to be included.
esp_err_tesp_ble_gatts_add_char (uintl6_t service_handle, esp_bt_uuid_t *char_uuid,
esp_gatt_perm_1 perm, esp_gatt_char_prop_t property,

esp_attr_value_t *char_val, esp_attr_control_t *control)
This function is called to add a characteristic into a service.

Return
e ESP_OK : success
e other : failed
Parameters
e service_handle: service handle to which this included service is to be added.
e char_uuid: : Characteristic UUID.
* perm: : Characteristic value declaration attribute permission.
* property: : Characteristic Properties
e char_wval: : Characteristic value
e control: : attribute response control byte
esp_err_tesp_ble_gatts_add_char_descr (uintl6_t service_handle, esp_bt_uuid_t *de-
scr_uuid, esp_gatt_perm_t perm, esp_attr_value_t

*char_descr_val, esp_attr_control_t *control)
This function is called to add characteristic descriptor. When it’s done, a callback event

BTA_GATTS_ADD_DESCR_EVT is called to report the status and an ID number for this descriptor.

Return
e ESP_OK : success

e other : failed
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Parameters
* service_handle: service handle to which this characteristic descriptor is to be added.
* perm: descriptor access permission.
e descr_uuid: descriptor UUID.
e char_descr_val: : Characteristic descriptor value
e control: : attribute response control byte
esp_err_t esp_ble_gatts_delete_service (uintl6_t service_handle)
This function is called to delete a service. When this is done, a callback event BTA_GATTS_DELETE_EVT is
report with the status.
Return
e ESP_OK : success
* other : failed
Parameters
e service_handle: service_handle to be deleted.
esp_err_t esp_ble_gatts_start_service (uintl6_t service_handle)
This function is called to start a service.
Return
e ESP_OK : success
* other : failed
Parameters
e service_handle: the service handle to be started.

esp_err_t esp_ble_gatts_stop_service (uintl6_t service_handle)
This function is called to stop a service.

Return
e ESP_OK : success
e other : failed
Parameters
* service_handle: - service to be topped.
esp_err_tesp_ble_gatts_send_indicate (esp_gart_if t gatts_if, uintl6_t conn_id, uintl6_t

attr_handle, uintl6_t value_len, uint8_t *value, bool

need_confirm)
Send indicate or notify to GATT client. Set param need_confirm as false will send notification, otherwise

indication.

Return
e ESP_OK : success

e other : failed
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Parameters
e gatts_1if: GATT server access interface
e conn_id: - connection id to indicate.
e attr_handle: - attribute handle to indicate.
e value_len: - indicate value length.
* value: value to indicate.
* need_confirm: - Whether a confirmation is required. false sends a GATT notification, true sends

a GATT indication.

esp_err_tesp_ble_gatts_send_response (esp_gatt_if t gatts_if, uintl6_t conn_id, wint32_t trans_id,

esp_gatt_status_t status, esp_gatt_rsp_t *rsp)
This function is called to send a response to a request.

Return
e ESP_OK : success
e other : failed
Parameters
e gatts_1if: GATT server access interface
e conn_id: - connection identifier.
e trans_id: - transfer id
* status: - response status
* rsp: - response data.

esp_err_t esp_ble_gatts_set_attr_ value (uintl6_t attr_handle, uintl6_t length, const uint8_t

*value)
This function is called to set the attribute value by the application.

Return
e ESP_OK : success
e other : failed
Parameters
e attr_handle: the attribute handle which to be set
* length: the value length
* value: the pointer to the attribute value

esp_gatt_status_t esp_ble_gatts_get_attr_value (uintl6_t attr_handle, uintl6_t *length, const

) ) uint8_t **value)
Retrieve attribute value.

Return
e ESP_GATT _OK : success
e other : failed

Parameters
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e attr_handle: Attribute handle.
* length: pointer to the attribute value length
* value: Pointer to attribute value payload, the value cannot be modified by user
esp_err_t esp_ble_gatts_open (esp_gatt_if t gatts_if, esp_bd_addr_t remote_bda, bool is_direct)
Open a direct open connection or add a background auto connection.
Return
e ESP_OK : success
e other : failed
Parameters
* gatts_1if: GATT server access interface
e remote_bda: remote device bluetooth device address.
e is_direct: direct connection or background auto connection
esp_err_tesp_ble_gatts_close (esp_gatt_if t gatts_if, uint16_t conn_id)
Close a connection a remote device.
Return
* ESP_OK : success
e other : failed
Parameters
e gatts_1if: GATT server access interface

e conn_id: connection ID to be closed.

Unions

union esp_ble_gatts_cb_param t
#include <esp_gatts_api.h> Gatt server callback parameters union.

Public Members
struct esp_ble_gatts_cb_param_t::gatts_reg_evt_param reg
Gatt server callback param of ESP_GATTS_REG_EVT

struct esp_ble_gatts_cb_param_t::gatts_read_evt_param read
Gatt server callback param of ESP_GATTS_READ_EVT

struct esp_ble_gatts_cb_param_t::gatts_write_evt_param write
Gatt server callback param of ESP_GATTS_WRITE_EVT

struct esp_ble_gatts_cb_param_t::gatts_exec_write_evt_param exec_write

Gatt server callback param of ESP_GATTS_EXEC_WRITE_EVT

struct esp_ble_gatts_cb_param_t::gatts_mtu_evt_param mtu
Gatt server callback param of ESP_GATTS_MTU_EVT
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struct esp_ble_gatts_cb_param_t::gatts_conf_evi_param conf
Gatt server callback param of ESP_GATTS_CONF_EVT (confirm)

struct esp_ble_gatts_cb_param_t::gatts_create_evt_param create
Gatt server callback param of ESP_GATTS_CREATE_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_incl_srvc_evt_param add_incl_srve
Gatt server callback param of ESP_GATTS_ADD_INCL_SRVC_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_evt_param add_char
Gatt server callback param of ESP_GATTS_ADD_CHAR_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_descr_evt_param add_char_descr
Gatt server callback param of ESP_GATTS_ADD_CHAR_DESCR_EVT

struct esp_ble_gatts_cb_param_t::gatts_delete_evt_param del
Gatt server callback param of ESP_GATTS_DELETE_EVT

struct esp_ble_gatts_cb_param_t::gatts_start_evt_param start
Gatt server callback param of ESP_GATTS_START_EVT

struct esp_ble_gatts_cb_param_t::gatts_stop_evt_param stop
Gatt server callback param of ESP_GATTS_STOP_EVT

struct esp_ble_gatts_cb_param_t::gatts_connect_evt_param connect

Gatt server callback param of ESP_GATTS_CONNECT_EVT

struct esp_ble_gatts_cb_param_t::gatts_disconnect_evt_param disconnect
Gatt server callback param of ESP_GATTS_DISCONNECT_EVT

struct esp_ble_gatts_cb_param_t::gatts_open_evt_param open
Gatt server callback param of ESP_GATTS_OPEN_EVT

struct esp_ble_gatts_cb_param_t::gatts_cancel_open_evt_param cancel_open
Gatt server callback param of ESP_GATTS_CANCEL_OPEN_EVT

struct esp_ble_gatts_cb_param_t::gatts_close_evt_param close
Gatt server callback param of ESP_GATTS_CLOSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_congest_evt_param congest
Gatt server callback param of ESP_GATTS_CONGEST_EVT

struct esp_ble_gatts_cb_param_t::gatts_rsp_evt_param rsp
Gatt server callback param of ESP_GATTS_RESPONSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_attr_tab_evt_param add_attr_tab
Gatt server callback param of ESP_GATTS_CREAT_ATTR_TAB_EVT

struct esp_ble_gatts_cb_param_t::gatts_set_attr_val_evt_param set_attr_wval
Gatt server callback param of ESP_GATTS_SET_ATTR_VAL_EVT

struct gatts_add attr_tab_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CREAT_ATTR_TAB_EVT.

Public Members
esp_gatt_status_t status
Operation status

esp_bt_uuid_t sve_uuid
Service uuid type
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uintl6_t num_handle
The number of the attribute handle to be added to the gatts database

uintl6_t *handles
The number to the handles

struct gatts_add_char_ descr_evt_param

#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_DESCR_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t attr_ handle
Descriptor attribute handle

uintl6_t service_handle
Service attribute handle

esp_bt_uuid_t descr_uuid
Characteristic descriptor uuid

struct gatts_add_char_ evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_EVT.

Public Members
esp_galt_status_t status
Operation status

uintl6_t attr_handle
Characteristic attribute handle

uintl6_t service_handle
Service attribute handle

esp_bt_uuid t char_uuid
Characteristic uuid

struct gatts_add_incl_srvc_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_INCL_SRVC_EVT.

Public Members
esp_gait_status_t status
Operation status

uintl6_t attr_handle
Included service attribute handle

uintl6_t service_handle
Service attribute handle

struct gatts_cancel_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CANCEL_OPEN_EVT.
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Public Members

esp_gatt_status_t status
Operation status

struct gatts_close_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CLOSE_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

struct gatts_conf_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONF_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

uintl6_t len
The indication or notification value length, len is valid when send notification or indication failed

uint8_t *value
The indication or notification value , value is valid when send notification or indication failed

struct gatts_congest_evt_param
#include <esp_gatts_api.h> ESP_GATTS_LISTEN_EVT.

ESP_GATTS_CONGEST_EVT

Public Members
uintl6_t conn_id
Connection id

bool congested
Congested or not

struct gatts_connect_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONNECT_EVT.

Public Members
uintl6_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address
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struct gatts_create_evt_param
#include <esp_gatts_api.h> ESP_GATTS_UNREG_EVT.

ESP_GATTS_CREATE_EVT

Public Members
esp_gatt_status_t status
Operation status

uintl6_t service handle
Service attribute handle

esp_gatt_srvc_id_t service_id
Service id, include service uuid and other information

struct gatts_delete_evt_param
#include <esp_gatts_api.h> ESP_GATTS_DELETE_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t service_handle
Service attribute handle

struct gatts_disconnect_evt_param
#include <esp_gatts_api.h> ESP_GATTS_DISCONNECT_EVT.

Public Members
uintl6_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address

esp_gatt_conn_reason_{ reason
Indicate the reason of disconnection

struct gatts_exec_write_evt_param
#include <esp_gatts_api.h> ESP_GATTS_EXEC_WRITE_EVT.

Public Members
uintl6_t conn_id
Connection id

uint32_t trans_id
Transfer id

esp_bd_addr_t bda
The bluetooth device address which been written

uint8_t exec_write_flag
Execute write flag

148

Chapter 2. API Reference



Read the Docs Template Documentation, Release v3.0.8-30-gf3704f027

struct gatts_mtu_evt_param
#include <esp_gatts_api.h> ESP_GATTS_MTU_EVT.

Public Members
uintl6_t conn_id
Connection id

uintl6_t mtu
MTU size

struct gatts_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_OPEN_EVT.

Public Members

esp_gatt_status_t status
Operation status

struct gatts_read evt_param
#include <esp_gatts_api.h> ESP_GATTS_READ_EVT.

Public Members
uintl6_t conn_id
Connection id

uint32_t trans_id
Transfer id

esp_bd_addr_t bda
The bluetooth device address which been read

uintl6_t handle
The attribute handle

uintl6_t offset
Offset of the value, if the value is too long

bool is_long
The value is too long or not

bool need_rsp
The read operation need to do response

struct gatts_reg evt_param
#include <esp_gatts_api.h> ESP_GATTS_REG_EVT.

Public Members
esp_galt_status_t status
Operation status

uintl6_t app_id
Application id which input in register API
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struct gatts_rsp_evt_param
#include <esp_gatts_api.h> ESP_GATTS_RESPONSE_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t handle
Attribute handle which send response

struct gatts_set_attr val_evt_param
#include <esp_gatts_api.h> ESP_GATTS_SET_ATTR_VAL_EVT.

Public Members
uintl6_t srve_handle
The service handle

uintl6_t attr_handle
The attribute handle

esp_gatt_status_t status
Operation status

struct gatts_start_evt_param
#include <esp_gatts_api.h> ESP_GATTS_START_EVT.

Public Members
esp_galtt_status_t status
Operation status

uintl6_t service_handle
Service attribute handle

struct gatts_stop_evt_param
#include <esp_gatts_api.h> ESP_GATTS_STOP_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t service_handle
Service attribute handle

struct gatts_write_evt_param
#include <esp_gatts_api.h> ESP_GATTS_WRITE_EVT.
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Public Members
uintl6_t conn_id
Connection id

uint32_ttrans_id
Transfer id

esp_bd_addr_t bda
The bluetooth device address which been written

uintl6_t handle
The attribute handle

uintl6_t of £set
Offset of the value, if the value is too long

bool need_rsp
The write operation need to do response

bool is_prep
This write operation is prepare write

uintl6_t len
The write attribute value length

uint8_t *value
The write attribute value

Macros

ESP_GATT_ PREP_WRITE_CANCEL
Prepare write flag to indicate cancel prepare write

ESP_GATT_PREP_WRITE_EXEC
Prepare write flag to indicate execute prepare write

Type Definitions

typedef void (*esp_gatts_cb_t) (esp_gatts_cb_event_t event, esp_gatt_if t gatts_if,
esp_ble_gatts_cb_param_t *param)
GATT Server callback function type.

Parameters
* event: : Event type
e gatts_if:: GATT server access interface, normally different gatts_if correspond to different profile

e param: : Point to callback parameter, currently is union type

Enumerations

enum esp_gatts_cb_event_t
GATT Server callback function events.

Values:
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ESP_GATTS_REG_EVT =0
When register application id, the event comes

ESP_GATTS_READ_EVT =1
When gatt client request read operation, the event comes

ESP_GATTS_WRITE_EVT =2
When gatt client request write operation, the event comes

ESP_GATTS_EXEC_WRITE_EVT =3
When gatt client request execute write, the event comes

ESP_GATTS MTU EVT =4
When set mtu complete, the event comes

ESP_GATTS_CONF_EVT =5
When receive confirm, the event comes

ESP_GATTS_UNREG_EVT =6
When unregister application id, the event comes

ESP_GATTS_CREATE_EVT =7
When create service complete, the event comes

ESP_GATTS ADD INCL_SRVC EVT =28
When add included service complete, the event comes

ESP_GATTS_ADD CHAR EVT =9
When add characteristic complete, the event comes

ESP_GATTS_ADD_CHAR DESCR_EVT = 10
When add descriptor complete, the event comes

ESP_GATTS DELETE EVT =11
When delete service complete, the event comes

ESP_GATTS_ START EVT =12
When start service complete, the event comes

ESP_GATTS_STOP_EVT =13
When stop service complete, the event comes

ESP_GATTS_ CONNECT EVT = 14
When gatt client connect, the event comes

ESP_GATTS_ DISCONNECT EVT =15
When gatt client disconnect, the event comes

ESP_GATTS_ OPEN EVT =16
When connect to peer, the event comes

ESP_GATTS_ CANCEL OPEN EVT =17
When disconnect from peer, the event comes

ESP_GATTS CLOSE_EVT =18
When gatt server close, the event comes

ESP_GATTS_LISTEN_EVT =19
When gatt listen to be connected the event comes

ESP_GATTS_CONGEST_EVT =20
When congest happen, the event comes
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ESP_GATTS_RESPONSE_EVT =21
When gatt send response complete, the event comes

ESP_GATTS_CREAT_ATTR _TAB_EVT =22

ESP_GATTS_SET_ATTR_VAL_EVT =23

GATT CLIENT API

Overview

Instructions

Application Example

Check bluetooth folder in ESP-IDF examples, which contains the following application:

e This is a GATT client demo. This demo can scan devices, connect to the GATT server and discover the service
bluetooth/gatt_client

API Reference
Header File

* bt/bluedroid/api/include/esp_gattc_api.h

Functions

esp_err_tesp_ble_gattc_register_callback (esp_gattc_cb_t callback)
This function is called to register application callbacks with GATTC module.
Return
¢ ESP_OK: success
* other: failed
Parameters
e callback: : pointer to the application callback function.
esp_err_tesp_ble_gattc_app_register (uintl6_t app_id)
This function is called to register application callbacks with GATTC module.
Return
* ESP_OK: success
* other: failed
Parameters

e app_id: : Application Identify (UUID), for different application

2.2. Bluetooth API 153


../template.html
https://github.com/espressif/esp-idf/tree/f3704f027/examples/bluetooth
https://github.com/espressif/esp-idf/tree/f3704f027/examples/bluetooth/gatt_client
https://github.com/espressif/esp-idf/blob/f3704f027/components/bt/bluedroid/api/include/esp_gattc_api.h

Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

esp_err_t esp_ble_gattc_app_unregister (esp_gatt_if t gattc_if)
This function is called to unregister an application from GATTC module.
Return
e ESP_OK: success
e other: failed
Parameters
e gattc_if: Gattclient access interface.

esp_err_t esp_ble_gattc_open (esp_gatt_if t gattc_if, esp_bd_addr_t remote_bda, esp_ble_addr_type_t

remote_addr_type, bool is_direct)
Open a direct connection or add a background auto connection.

Return
¢ ESP_OK: success
* other: failed
Parameters
e gattc_if: Gattclient access interface.
e remote_bda: remote device bluetooth device address.
* remote_addr_type: remote device bluetooth device the address type.
e is_direct: direct connection or background auto connection
esp_err_t esp_ble_gattc_close (esp_gatt_if t gattc_if, uintl6_t conn_id)
Close a virtual connection to a GATT server. gattc maybe have multiple virtual GATT server connections when
multiple app_id registed, this API only close one virtual GATT server connection. if there exist other virtual
GATT server connections, it does not disconnect the physical connection. if you want to disconnect the physical
connection directly, you can use esp_ble_gap_disconnect(esp_bd_addr_t remote_device).
Return
¢ ESP_OK: success
e other: failed
Parameters
e gattc_if: Gattclient access interface.
e conn_id: connection ID to be closed.
esp_err_t esp_ble_gattc_send _mtu_req (esp_gatt_if t gattc_if, uintl6_t conn_id)
Configure the MTU size in the GATT channel. This can be done only once per connection. Before using, use
esp_ble_gatt_set_local_mtu() to configure the local MTU size.
Return
e ESP_OK: success
* other: failed
Parameters

e gattc_if: Gattclient access interface.
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e conn_id: connection ID.

esp_err_tesp_ble_gattc_search_service (esp_gatt_if t gattc_if, uintl6_t conn_id, esp_bt_uuid_t
*filter_uuid)
This function is called to request a GATT service discovery on a GATT server. This function report service
search result by a callback event, and followed by a service search complete event.
Return
¢ ESP_OK: success
e other: failed
Parameters
e gattc_1if: Gattclient access interface.
e conn_id: connection ID.
e filter_uuid: a UUID of the service application is interested in. If Null, discover for all services.
esp_gatt_status_t esp_ble_gattc_get_service (esp_gatt_if t gattc_if, uintl6_t conn_id,
esp_bt_uuid_t *svc_uuid, esp_gattc_service_elem_t
*result, uint16_t *count, uint16_t offset)
Find all the service with the given service uuid in the gattc cache, if the svc_uuid is NULL, find all the service.
Note: It just get service from local cache, won’t get from remote devices. If want to get it from remote device,
need to used the esp_ble_gattc_search_service.
Return
e ESP_OK: success
e other: failed
Parameters
e gattc_if: Gattclient access interface.
e conn_id: connection ID which identify the server.
* svc_uuid: the pointer to the service uuid.
* result: The pointer to the service whith has been found in the gattc cache.

e count: input the number of service want to find, it will output the number of service has been found
in the gattc cache with the given service uuid.

* offset: Offset of the service position to get.
esp_gatt_status_t esp_ble_gattc_get_all_char (esp_gatt_if t  gattc_if, uintl6_t  conn_id,
uintl6_t  start_handle, uintl6_t end_handle,

esp_gattc_char_elem_t *result, uintl6_t *count,

uint16_t offset)
Find all the characteristic with the given service in the gattc cache Note: It just get characteristic from local

cache, won’t get from remote devices.

Return
¢ ESP_OK: success
¢ other: failed

Parameters
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e gattc_if: Gattclient access interface.

* conn_id: connection ID which identify the server.

e start_handle: the attribute start handle.

¢ end_handle: the attribute end handle

* result: The pointer to the charateristic in the service.

e count: input the number of characteristic want to find, it will output the number of characteristic has
been found in the gattc cache with the given service.

* of fset: Offset of the characteristic position to get.
esp_gatt_status_t esp_ble_gattc_get_all_descr (esp_gatt_if t gattc_if, uintl6_t conn_id, uint16_t

char_handle, esp_gattc_descr_elem_t *result,

uintl6_t *count, uint16_t offset)
Find all the descriptor with the given characteristic in the gattc cache Note: It just get descriptor from local

cache, won’t get from remote devices.
Return
e ESP_OK: success
e other: failed
Parameters
e gattc_if: Gattclient access interface.
e conn_id: connection ID which identify the server.
e char_handle: the given characteristic handle
* result: The pointer to the descriptor in the characteristic.

e count: input the number of descriptor want to find, it will output the number of descriptor has been
found in the gattc cache with the given characteristic.

* of fset: Offset of the descriptor position to get.

esp_gatt_status_t esp_ble_gattc_get_char_by_uuid (esp_gatt if t gattc_if, uintl6_t conn_id,

uintl6_t start_handle, uintl6_t
end_handle, esp_bt_uuid_t char_uuid,
esp_gattc_char_elem_t  *result, uintl6_t
*count)

Find the characteristic with the given characteristic uuid in the gattc cache Note: It just get characteristic from
local cache, won’t get from remote devices.
Return
¢ ESP_OK: success
e other: failed
Parameters
e gattc_if: Gattclient access interface.
* conn_id: connection ID which identify the server.
e start_handle: the attribute start handle

¢ end_handle: the attribute end handle
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e char_uuid: the characteristic uuid
* result: The pointer to the characteristic in the service.
e count: input the number of characteristic want to find, it will output the number of characteristic has

been found in the gattc cache with the given service.

esp_gatt_status_t esp_ble_gattc_get_descr_by_uuid (esp_gatt _if t gattc_if, uintl6_t conn_id,
uintl6_t start_handle, vintl6_t end_handle,
esp_bt_uuid_t char_uuid, esp_bt_uuid_t de-
scr_uuid, esp_gattc_descr_elem_t *result,

) ) ) ) ] uintl16_t *count) ]
Find the descriptor with the given characteristic uuid in the gattc cache Note: It just get descriptor from local

cache, won’t get from remote devices.
Return
¢ ESP_OK: success
e other: failed
Parameters
e gattc_if: Gattclient access interface.
e conn_1id: connection ID which identify the server.
e start_handle: the attribute start handle
* end_handle: the attribute end handle
e char_uuid: the characteristic uuid.
e descr_uuid: the descriptor uuid.
e result: The pointer to the descriptor in the given characteristic.
e count: input the number of descriptor want to find, it will output the number of descriptor has been

found in the gattc cache with the given characteristic.

esp_gatt_status_t esp_ble_gattc_get_descr_by_ char_handle (esp_gatt_if t gattc_if, uintl6_t
conn_id, uintl6_t char_handle,
esp_bt_uuid _t descr_uuid,
esp_gattc_descr_elem_t *re-

sult, uint16_t *count)
Find the descriptor with the given characteristic handle in the gattc cache Note: It just get descriptor from local

cache, won’t get from remote devices.

Return
¢ ESP_OK: success
* other: failed
Parameters
e gattc_1if: Gattclient access interface.
* conn_id: connection ID which identify the server.
e char_handle: the characteristic handle.
e descr_uuid: the descriptor uuid.

e result: The pointer to the descriptor in the given characteristic.
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count: input the number of descriptor want to find, it will output the number of descriptor has been
found in the gattc cache with the given characteristic.

esp_gatt_status_t esp_ble_gattc_get_include_service (esp_gatt_if t gattc_if, uintl6_t conn_id,

uint16_t start_handle, uint16_t
end_handle, esp_bt_uuid_t *incl_uuid,
esp_gattc_incl_svc_elem_t *result,

uint16_t *count)

Find the include service with the given service handle in the gattc cache Note: It just get include service from
local cache, won’t get from remote devices.

Return
e ESP_OK: success
e other: failed
Parameters

gattc_1f: Gatt client access interface.

conn_id: connection ID which identify the server.
start_handle: the attribute start handle

end_handle: the attribute end handle

incl_uuid: the include service uuid

result: The pointer to the include service in the given service.

count: input the number of include service want to find, it will output the number of include service
has been found in the gattc cache with the given service.

esp_gatt_status_t esp_ble_gattc_get_attr_count (esp_gart if t  gattc_if, uintl6_t  conn_id,

esp_gatt_db_attr_type_t type, uint16_t
start_handle, uintl6_t end_handle, uintl6_t
char_handle, vint16_t *count)

Find the attribute count with the given service or characteristic in the gattc cache.

Return
e ESP_OK: success
e other: failed
Parameters

gattc_1f: Gatt client access interface.
conn_id: connection ID which identify the server.
type: the attribute type.

start_handle: the attribute start handle, if the type is ESP_GATT_DB_DESCRIPTOR, this pa-
rameter should be ignore

end_handle: the attribute end handle, if the type is ESP_GATT_DB_DESCRIPTOR, this parame-
ter should be ignore

char_handle: the characteristic handle, this parameter valid when the type is
ESP_GATT_DB_DESCRIPTOR. If the type isn’t ESP_GATT_DB_DESCRIPTOR, this parameter
should be ignore.
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e count: output the number of attribute has been found in the gattc cache with the given attribute type.

esp_gatt_status_t esp_ble_gattc_get_db (esp_gatt_if t  gattc_if, uintl6_t  conn_id, uintl6_t
start_handle, uintl6_t end_handle, esp_gattc_db_elem_t
*db, uint16_t *count)
This function is called to get the GATT database. Note: It just get attribute data base from local cache, won’t
get from remote devices.
Return
¢ ESP_OK: success
e other: failed
Parameters
e gattc_if: Gattclient access interface.
e start_handle: the attribute start handle
¢ end_handle: the attribute end handle
e conn_id: connection ID which identify the server.
* db: output parameter which will contain the GATT database copy. Caller is responsible for freeing it.
e count: number of elements in database.

esp_err_t esp_ble_gattc_read_char (esp_gatt if t gattc_if, uintl6_t conn_id, uintl6_t handle,

esp_gatt_auth_req_t auth_req)
This function is called to read a service’s characteristics of the given characteristic handle.

Return
¢ ESP_OK: success
e other: failed

Parameters
e gattc_if: Gattclient access interface.
e conn_id: : connection ID.
* handle: : characteritic handle to read.
* auth_req: : authenticate request type

esp_err_t esp_ble_gattc_read multiple (esp_gatt _if t gattc_if, uintl6_t conn_id, esp_gattc_multi_t

*read_multi, esp_gatt_auth_req_t auth_req)
This function is called to read multiple characteristic or characteristic descriptors.

Return
¢ ESP_OK: success
e other: failed
Parameters
e gattc_if: Gattclient access interface.
e conn_id: : connection ID.

* read_multi: : pointer to the read multiple parameter.
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* auth_req: : authenticate request type

esp_err_tesp_ble_gattc_read_char_descr (esp_gatt_if t gattc_if, uintl6_t conn_id, uint16_t han-
dle, esp_gatt_auth_req_t auth_req)
This function is called to read a characteristics descriptor.

Return
* ESP_OK: success
e other: failed
Parameters
e gattc_if: Gattclient access interface.
e conn_id: : connection ID.
* handle: : descriptor handle to read.
e auth_req: : authenticate request type
esp_err_tesp_ble_gattc_write_char (esp_gatt if t gattc_if, uintl6_t conn_id, uintl6_t handle,
uintl6_t value_len, uint8_t *value, esp_gatt_write_type_t
write_type, esp_gatt_aulh_req_t auth_req)
This function is called to write characteristic value.
Return
e ESP_OK: success
e other: failed
Parameters
e gattc_if: Gattclient access interface.
e conn_id: : connection ID.
* handle: : characteristic handle to write.
* value_len: length of the value to be written.
¢ value: : the value to be written.
* write_type: : the type of attribute write operation.

e auth_req: : authentication request.

esp_err_tesp_ble_gattc_write_char_descr (esp_gatt if t gattc_if, uint16_t conn_id,
uintl6_t handle, uintl6_t value len, uint8 t
*value, esp_gatt_write_type_t write_type,

esp_gatt_auth_req_t auth_req)
This function is called to write characteristic descriptor value.

Return
e ESP_OK: success
e other: failed
Parameters

e gattc_1if: Gattclient access interface.
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e conn_id: : connection ID
* handle: : descriptor hadle to write.
* value_len: length of the value to be written.
e value: : the value to be written.
* write_type: : the type of attribute write operation.
* auth_req: : authentication request.
esp_err_tesp_ble_gattc prepare_write (esp_gatt_if t gattc_if, uintl6_t conn_id, uintl6_t han-

dle, uintl6_t offset, uintl6_t value_len, uint8_t *value,

esp_gatt_auth_req_t auth_req)
This function is called to prepare write a characteristic value.

Return
e ESP_OK: success
e other: failed
Parameters
e gattc_if: Gattclient access interface.
e conn_id: : connection ID.
* handle: : charateristic handle to prepare write.
e offset: : offset of the write value.
* value_len: length of the value to be written.
e value: : the value to be written.
* auth_req: : authentication request.
esp_err_t esp_ble_gattc_prepare_write_char_descr (esp_gatt_if t gattc_if, uintl6_t conn_id,
uintl6_t  handle, uintl6_t  offset,

uintl6_t  value_len, uint8_t *value,

esp_gatt_auth_req_t auth_req)
This function is called to prepare write a characteristic descriptor value.

Return
* ESP_OK: success
e other: failed
Parameters
e gattc_if: Gattclient access interface.
e conn_id: : connection ID.
* handle: : characteristic descriptor hanlde to prepare write.
e offset: : offset of the write value.
* value_len: length of the value to be written.
* value: : the value to be written.

* auth_req: : authentication request.
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esp_err_t esp_ble_gattc_execute_write (esp_gatt_if t gattc_if, uintl16_t conn_id, bool is_execute)
This function is called to execute write a prepare write sequence.
Return
e ESP_OK: success
e other: failed
Parameters
e gattc_if: Gattclient access interface.
e conn_id: : connection ID.
e is_execute: : execute or cancel.

esp_err_tesp_ble_gattc_register_ for_ notify (esp_gatt_if t gattc_if, esp_bd_addr_t server_bda,

uint16_t handle)
This function is called to register for notification of a service.

Return
* ESP_OK: registration succeeds
e other: failed
Parameters
e gattc_1if: Gattclient access interface.
* server_bda: : target GATT server.
* handle: : GATT characteristic handle.

esp_err_t esp_ble_gattc_unregister_ for notify (esp_gatt if t gattc_if, esp_bd_addr_t

) o ) ) ) server_bda, uint16_t handle)
This function is called to de-register for notification of a service.

Return
* ESP_OK: unregister succeeds
e other: failed
Parameters
e gattc_if: Gattclient access interface.
* server_bda: : target GATT server.
* handle: : GATT characteristic handle.
esp_err_t esp_ble_gattc_cache_refresh (esp_bd_addr_t remote_bda)
Refresh the server cache store in the gattc stack of the remote device.
Return
¢ ESP_OK: success
* other: failed
Parameters

e remote_bda: remote device BD address.
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Unions

union esp_ble_gattc_cb_param t

#include <esp_gattc_api.h> Gatt client callback parameters union.

Public Members
struct esp_ble_gattc_cb_param_t::gattc_reg_evt_param reg
Gatt client callback param of ESP_GATTC_REG_EVT

struct esp_ble_gattc_cb_param_t::gattc_open_evt_param open
Gatt client callback param of ESP_GATTC_OPEN_EVT

struct esp_ble_gattc_cb_param_t:.gattc_close_evt_param close
Gatt client callback param of ESP_GATTC_CLOSE_EVT

struct esp_ble_gattc_cb_param_t:.gattc_cfg_mtu_evt_param cf£g_mtu
Gatt client callback param of ESP_GATTC_CFG_MTU_EVT

struct esp_ble_gattc_cb_param_t::gattc_search_cmpl_evt_param search_cmpl
Gatt client callback param of ESP_GATTC_SEARCH_CMPL_EVT

struct esp_ble_gattc_cb_param_t::gattc_search_res_evt_param search_res
Gatt client callback param of ESP_GATTC_SEARCH_RES_EVT

struct esp_ble_gattc_cb_param_t::gattc_read_char_evt_param read
Gatt client callback param of ESP_GATTC_READ_CHAR_EVT

struct esp_ble_gattc_cb_param_t::.gattc_write_evt_param write
Gatt client callback param of ESP_GATTC_WRITE_DESCR_EVT

struct esp_ble_gattc_cb_param_t::gattc_exec_cmpl_evt_param exec_cmpl
Gatt client callback param of ESP_GATTC_EXEC_EVT

struct esp_ble_gattc_cb_param_t::gattc_notify_evt_param notify
Gatt client callback param of ESP_GATTC_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_srvc_chg_evt_param srve_chg
Gatt client callback param of ESP_GATTC_SRVC_CHG_EVT

struct esp_ble_gattc_cb_param_t::gattc_congest_evt_param congest
Gatt client callback param of ESP_GATTC_CONGEST_EVT

struct esp_ble_gattc_cb_param_t::gattc_reg_for_notify_evt_param reg_f£for_notify
Gatt client callback param of ESP_GATTC_REG_FOR_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t:.gattc_unreg_for_notify_evt_param unreg_for_notify
Gatt client callback param of ESP_GATTC_UNREG_FOR_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_connect_evt_param connect
Gatt client callback param of ESP_GATTC_CONNECT_EVT

struct esp_ble_gattc_cb_param_t::gattc_disconnect_evt_param disconnect
Gatt client callback param of ESP_GATTC_DISCONNECT_EVT

struct esp_ble_gattc_cb_param_t::gattc_queue_full_evt_param queue_£full
Gatt client callback param of ESP_GATTC_QUEUE_FULL_EVT

struct gattc_cfg mtu_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CFG_MTU_EVT.
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Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

uintl6_t mtu
MTU size

struct gattc_close_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CLOSE_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address

esp_garl_c()nn_reason_l reason
The reason of gatt connection close

struct gattc_congest_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CONGEST_EVT.

Public Members
uintl6_t conn_id
Connection id

bool congested
Congested or not

struct gattc_connect_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CONNECT_EVT.

Public Members
uintl6_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address

struct gattc_disconnect_evt_param
#include <esp_gattc_api.h> ESP_GATTC_DISCONNECT_EVT.
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Public Members
esp_gatt_conn_reason_t reason
disconnection reason

uintl6_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address

struct gattc_exec_cmpl_evt_param
#include <esp_gattc_api.h> ESP_GATTC_EXEC_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

struct gattc _notify evt param
#include <esp_gattc_api.h> ESP_GATTC_NOTIFY_EVT.

Public Members
uintl6_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address

uintl6_t handle
The Characteristic or descriptor handle

uintl6_t value_len
Notify attribute value

uint§_t *value
Notify attribute value

bool is_notify
True means notify, false means indicate

struct gattc_open_evt_param
#include <esp_gattc_api.h> ESP_GATTC_OPEN_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address
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uintl6_t mtu
MTU size

struct gattc_queue_full_evt_param
#include <esp_gattc_api.h> ESP_GATTC_QUEUE_FULL_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

bool is_full
The gattc command queue is full or not

struct gattc_read_char_ evt_param
#include <esp_gattc_api.h> ESP_GATTC_READ_CHAR_EVT, ESP_GATTC_READ_DESCR_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

uint16_t handle
Characteristic handle

uint8_t *value
Characteristic value

uintl6_t value_len
Characteristic value length

struct gattc_reg evt_param

#include <esp_gattc_api.h> ESP_GATTC_REG_EVT.

Public Members

esp_gatt_status_t status
Operation status

uintl6_t app_id
Application id which input in register API

struct gattc_reg_ for notify evt_param
#include <esp_gattc_api.h> ESP_GATTC_REG_FOR_NOTIFY_EVT.

Public Members

esp_gatt_status_t status
Operation status
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uintl6_t handle
The characteristic or descriptor handle

struct gattc_search_cmpl_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SEARCH_CMPL_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

struct gattc_search_res_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SEARCH_RES_EVT.

Public Members
uintl6_t conn_id
Connection id

uintl6_t start_handle
Service start handle

uintl6_t end_handle
Service end handle

esp_gatt_id_t srve_id
Service id, include service uuid and other information

struct gattc_srvc_chg evt_param

#include <esp_gattc_api.h> ESP_GATTC_SRVC_CHG_EVT.

Public Members

esp_bd_addr_t remote_bda
Remote bluetooth device address

struct gattc _unreg for_ notify evt_param

#include <esp_gattc_api.h> ESP_GATTC_UNREG_FOR_NOTIFY_EVT.

Public Members

esp_gatt_status_t status
Operation status

uintl6_t handle
The characteristic or descriptor handle

struct gattc_write_evt_param

#include <esp_gattc_api.h> ESP_GATTC_WRITE_CHAR_EVT, ESP_GATTC_PREP_WRITE_EVT,

ESP_GATTC_WRITE_DESCR_EVT.
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Public Members

esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

uintl6_t handle
The Characteristic or descriptor handle

uintl6_t of fset
The prepare write offset, this value is valid only when prepare write

Type Definitions

typedef void (*esp_gattc_cb_t) (esp_gattc_cb_event_t event, esp_gatt_if t gattc_if,
esp_ble_gattc_cb_param_t *param)
GATT Client callback function type.
Parameters
* event: : Event type

e gatts_if:: GATT client access interface, normally different gattc_if correspond to different profile

* param: : Point to callback parameter, currently is union type

Enumerations

enum esp_gattc_cb_event_t
GATT Client callback function events.

Values:

ESP_GATTC REG EVT=0
When GATT client is registered, the event comes

ESP_GATTC_ UNREG EVT =1
When GATT client is unregistered, the event comes

ESP_GATTC_ OPEN EVT =2
When GATT virtual connection is set up, the event comes

ESP_GATTC_READ CHAR EVT =3
When GATT characteristic is read, the event comes

ESP_GATTC_WRITE_ CHAR EVT =4
When GATT characteristic write operation completes, the event comes

ESP_GATTC_CLOSE_EVT =5
When GATT virtual connection is closed, the event comes

ESP_GATTC_SEARCH_CMPL_EVT =6
When GATT service discovery is completed, the event comes

ESP_GATTC_SEARCH_RES_EVT =7
When GATT service discovery result is got, the event comes
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ESP_GATTC_READ_DESCR_EVT =8
When GATT characteristic descriptor read completes, the event comes

ESP_GATTC_WRITE_DESCR_EVT =9
When GATT characteristic descriptor write completes, the event comes

ESP_GATTC_NOTIFY EVT =10
When GATT notification or indication arrives, the event comes

ESP_GATTC_PREP_WRITE EVT =11
When GATT prepare-write operation completes, the event comes

ESP_GATTC_ EXEC_EVT=12
When write execution completes, the event comes

ESP_GATTC ACL EVT=13
When ACL connection is up, the event comes

ESP_GATTC_CANCEL_OPEN_EVT = 14
When GATT client ongoing connection is cancelled, the event comes

ESP_GATTC_SRVC_CHG_EVT =15
When “service changed” occurs, the event comes

ESP_GATTC_ENC_CMPL_CB_EVT =17
When encryption procedure completes, the event comes

ESP_GATTC_CFG_MTU_EVT =18
When configuration of MTU completes, the event comes

ESP_GATTC ADV DATA EVT =19
When advertising of data, the event comes

ESP_GATTC_MULT ADV_ENB_EVT =20
When multi-advertising is enabled, the event comes

ESP_GATTC_MULT_ADV_UPD_EVT =21
When multi-advertising parameters are updated, the event comes

ESP_GATTC_MULT ADV_DATA EVT =22
When multi-advertising data arrives, the event comes

ESP_GATTC MULT ADV DIS EVT =23
When multi-advertising is disabled, the event comes

ESP_GATTC_CONGEST_EVT =24
When GATT connection congestion comes, the event comes

ESP_GATTC BTH SCAN ENB_ EVT =25
When batch scan is enabled, the event comes

ESP_GATTC_BTH_SCAN_CFG_EVT =26
When batch scan storage is configured, the event comes

ESP_GATTC_BTH_SCAN_RD_EVT =27
When Batch scan read event is reported, the event comes

ESP_GATTC BTH SCAN THR EVT =28
‘When Batch scan threshold is set, the event comes

ESP_GATTC_BTH_SCAN_PARAM EVT =29
When Batch scan parameters are set, the event comes
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ESP_GATTC_BTH SCAN DIS EVT =30
‘When Batch scan is disabled, the event comes

ESP_GATTC_SCAN_FLT_ CFG_EVT =31
When Scan filter configuration completes, the event comes

ESP_GATTC_SCAN FLT PARAM EVT =32
When Scan filter parameters are set, the event comes

ESP_GATTC_SCAN_FLT_ STATUS_EVT =33
When Scan filter status is reported, the event comes

ESP_GATTC_ADV_VSC_EVT = 34
When advertising vendor spec content event is reported, the event comes

ESP_GATTC_REG_FOR_NOTIFY_ EVT =38
When register for notification of a service completes, the event comes

ESP_GATTC_UNREG_FOR_NOTIFY_ EVT = 39
When unregister for notification of a service completes, the event comes

ESP_GATTC_CONNECT_EVT =40
When the ble physical connection is set up, the event comes

ESP_GATTC_DISCONNECT EVT =41
When the ble physical connection disconnected, the event comes

ESP_GATTC_READ MUTIPLE_EVT =42
When the ble characteristic or descriptor mutiple complete, the event comes

ESP_GATTC_QUEUE_FULL_EVT =43
When the gattc command queue full, the event comes

BLUFI API

Overview

BLUPFI is a profile based GATT to config ESP32 WIFI to connect/disconnect AP or setup a softap and etc. Use should
concern these things:

1. The event sent from profile. Then you need to do something as the event indicate.

2. Security reference. You can write your own Security functions such as symmetrical encryption/decryption and
checksum functions. Even you can define the “Key Exchange/Negotiation” procedure.

Application Example

Check bluetooth folder in ESP-IDF examples, which contains the following application:

 This is a BLUFI demo. This demo can set ESP32’s wifi to softap/station/softap&station mode and config wifi
connections - bluetooth/blufi

API Reference
Header File

* bt/bluedroid/api/include/esp_blufi_api.h
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Functions

esp_err_t esp_blufi_register_ callbacks (esp_blufi_callbacks_t *callbacks)
This function is called to receive blufi callback event.
Return ESP_OK - success, other - failed
Parameters
e callbacks: callback functions

esp_err_tesp_blufi_profile_init (void)
This function is called to initialize blufi_profile.

Return ESP_OK - success, other - failed

esp_err_tesp_blufi_profile_deinit (void)
This function is called to de-initialize blufi_profile.

Return ESP_OK - success, other - failed

esp_err_tesp_blufi_send wifi_conn_report (wifi_mode_t opmode, esp_blufi_sta_conn_state_t
sta_conn_state, uint8_t softap_conn_num,
esp_blufi_extra_info_t *extra_info)
This function is called to send wifi connection report.

Return ESP_OK - success, other - failed
Parameters
* opmode: : wifi opmode
* sta_conn_state: : station is already in connection or not
* softap_conn_num: : softap connection number
* extra_info: : extra information, such as sta_ssid, softap_ssid and etc.

uintl6_t esp_blufi_get_version (void)
Get BLUFI profile version.

Return Most 8bit significant is Great version, Least 8bit is Sub version

esp_err_t esp_blufi_close (esp_gatt_if t gatts_if, uintl6_t conn_id)
Close a connection a remote device.
Return
e ESP_OK : success
e other : failed
Parameters
e gatts_1if: GATT server access interface

e conn_id: connection ID to be closed.
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Unions

union esp_blufi_cb_param t
#include <esp_blufi_api.h> BLUFI callback parameters union.

Public Members
struct esp_blufi_cb_param_t::blufi_init_finish_evt_param init_£finish
Blufi callback param of ESP_BLUFI_EVENT_INIT_FINISH

struct esp_blufi_cb_param_t::blufi_deinit_finish_evt_param deinit_£inish
Blufi callback param of ESP_BLUFI_EVENT_DEINIT_FINISH

struct esp_blufi_cb_param_t::blufi_set_wifi_mode_evt_param wifi_mode
Blufi callback param of ESP_BLUFI_EVENT_INIT_FINISH

struct esp_blufi_cb_param_t::blufi_connect_evt_param connect
Blufi callback param of ESP_BLUFI_EVENT_CONNECT

struct esp_blufi_cb_param_t::blufi_disconnect_evt_param disconnect
Blufi callback param of ESP_BLUFI_EVENT_DISCONNECT

struct esp_blufi_cb_param_t::blufi_recv_sta_bssid_evt_param sta_bssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_BSSID

struct esp_blufi_cb_param_t::blufi_recv_sta_ssid_evt_param sta_ssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_SSID

struct esp_blufi_cb_param_t::blufi_recv_sta_passwd_evt_param sta_passwd
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_PASSWD

struct esp_blufi_cb_param_t::blufi_recv_softap_ssid_evt_param softap_ssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_SSID

struct esp_blufi_cb_param_t::blufi_recv_softap_passwd_evt_param softap_passwd
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_PASSWD

struct esp_blufi_cb_param_t::blufi_recv_softap_max_conn_num_evt_param softap_max_conn_num
Blufi callback param of ESP_BLUFI_EVENT _RECV_SOFTAP_MAX_ CONN_NUM

struct esp_blufi_cb_param_t::blufi_recv_softap_auth_mode_evt_param softap_auth_mode
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_AUTH_MODE

struct esp_blufi_cb_param_t::blufi_recv_softap_channel_evt_param softap_channel
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL

struct esp_blufi_cb_param_t::blufi_recv_username_evt_param username
Blufi callback param of ESP_BLUFI_EVENT_RECV_USERNAME

struct esp_blufi_cb_param_t::blufi_recv_ca_evt_param ca
Blufi callback param of ESP_BLUFI_EVENT_RECV_CA_CERT

struct esp_blufi_cb_param_t::blufi_recv_client_cert_evt_param client_cert
Blufi callback param of ESP_BLUFI_EVENT_RECV_CLIENT_CERT

struct esp_blufi_cb_param_t::blufi_recv_server_cert_evt_param server_cert
Blufi callback param of ESP_BLUFI_EVENT_RECV_SERVER_CERT

struct esp_blufi_cb_param_t::blufi_recv_client_pkey_evt_param client_pkey
Blufi callback param of ESP_BLUFI_EVENT_RECV_CLIENT_PRIV_KEY
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struct esp_blufi_cb_param_t::blufi_recv_server_pkey_evt_param server_pkey
Blufi callback param of ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY

struct blufi_connect_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_CONNECT.

Public Members
esp_bd_addr_t remote_bda
Blufi Remote bluetooth device address

uint8_t server_if
server interface

uintl6_t conn_id
Connection id

struct blufi_deinit_finish_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_DEINIT_FINISH.

Public Members

esp_blufi_deinit_state_t state
De-initial status

struct blufi_disconnect_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_DISCONNECT.

Public Members

esp_bd_addr_t remote_bda
Blufi Remote bluetooth device address

struct blufi_init_ finish_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_INIT_FINISH.

Public Members

esp_blufi_init_state_t state
Initial status

struct blufi_recv_ca_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CA_CERT.

Public Members
uint8_t *cert
CA certificate point

int cert_len
CA certificate length

struct blufi_recv_client_cert_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CLIENT_CERT
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Public Members
uint§_t *cert
Client certificate point

int cert_len
Client certificate length

struct blufi_recv_client_pkey_ evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CLIENT_PRIV_KEY

Public Members
uint8_t *pkey
Client Private Key point, if Client certificate not contain Key

int pkey_1len
Client Private key length

struct blufi_recv_server_cert_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SERVER_CERT

Public Members
uint8_t *cert
Client certificate point

int cert_len
Client certificate length

struct blufi_ recv_server_pkey evt_param

#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY

Public Members

uint8_t *pkey
Client Private Key point, if Client certificate not contain Key

int pkey_len
Client Private key length

struct blufi_recv_softap_auth_mode_evt_param

#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_AUTH_MODE.

Public Members

wifi_auth_mode_t auth_mode
Authentication mode

struct blufi_recv_softap_channel_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL.
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Public Members

uint8_t channel
Authentication mode

struct blufi_recv_softap_max_conn_num_ evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_MAX_ CONN_NUM.

Public Members

int max_conn_num
SSID

struct blufi_recv_softap_passwd _evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_PASSWD.

Public Members
uint8_t *passwd
Password

int passwd_1len
Password Length

struct blufi_recv_softap ssid evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_SSID.

Public Members
uint8_t *ssid
SSID

int ssid_len
SSID length

struct blufi_recv_sta_bssid_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_BSSID.

Public Members

uint8_t bssid[6]
BSSID

struct blufi_recv_sta passwd_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_PASSWD.

Public Members
uint8_t *passwd
Password

int passwd_len
Password Length
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struct blufi_recv_sta_ ssid_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_SSID.

Public Members
uint8_t *ssid
SSID

int ssid_len
SSID length

struct blufi_recv_username_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_USERNAME.

Public Members
uint8_t *name
Username point

int name_len
Username length

struct blufi_set_wifi mode_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_SET_WIFI_MODE.

Public Members

wifi_mode_t op_mode
Wifi operation mode

Structures

struct esp_blufi_extra_ info_t
BLUFI extra information structure.

Public Members
uint8_t sta_bssid[6]
BSSID of station interface

bool sta_bssid_set
is BSSID of station interface set

uint8_t *sta_ssid
SSID of station interface

int sta_ssid_len
length of SSID of station interface

uint8_t *sta_passwd
password of station interface

int sta_passwd_len
length of password of station interface

176 Chapter 2. API Reference



Read the Docs Template Documentation, Release v3.0.8-30-gf3704f027

uint8_t *softap_ssid
SSID of softap interface

int softap_ssid_len
length of SSID of softap interface

uint8_t *softap_passwd
password of station interface

int softap_passwd_len
length of password of station interface

uint8_t softap_authmode
authentication mode of softap interface

bool softap_authmode_set
is authentication mode of softap interface set

uint8_t softap_max_ conn_num
max connection number of softap interface

bool softap_max_conn_num_set
is max connection number of softap interface set

uint8_t softap_channel
channel of softap interface

bool softap_channel_set
is channel of softap interface set

struct esp_blufi callbacks_t
BLUFI callback functions type.

Public Members
esp_blufi_event _cb_t event_cb
BLUFI event callback

esp_blufi_negotiate_data_handler_t negotiate_data_handler
BLUFI negotiate data function for negotiate share key

esp_blufi_encrypt_func_t encrypt_func
BLUFI encrypt data function with share key generated by negotiate_data_handler

esp_blufi_decrypt_func_t decrypt_func
BLUFI decrypt data function with share key generated by negotiate_data_handler

esp_blufi_checksum_func_t checksum_func
BLUFI check sum function (FCS)

Type Definitions

typedef void (*esp_blufi_event_cb_t) (esp_blufi_cb_event t event, esp_blufi_cb_param_t
*param)
BLUFI event callback function type.

Parameters

* event: : Event type

2.2. Bluetooth API 177



Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

* param: : Point to callback parameter, currently is union type

typedef void (*esp_blufi_negotiate_data_handler_t) (uint8_t *data, int len, uint8_t **out-
put_data, int “*output_len, bool
*need_free)
BLUFI negotiate data handler.
Parameters
* data: : data from phone
* len: : length of data from phone
e output_data: : data want to send to phone
e output_len: : length of data want to send to phone
typedef int (*esp_blufi_encrypt_func_t) (uint8_t iv8, uint8_t *crypt_data, int cyprt_len)
BLUFI encrypt the data after negotiate a share key.
Return Nonnegative number is encrypted length, if error, return negative number;
Parameters
* iv8: : initial vector(8bit), normally, blufi core will input packet sequence number

e crypt_data: : plain text and encrypted data, the encrypt function must support autochthonous
encrypt

e crypt_len: : length of plain text
typedef int (*esp_blufi_ decrypt_func_ t) (uint8_tiv8, uint8_t *crypt_data, int crypt_len)
BLUFI decrypt the data after negotiate a share key.
Return Nonnegative number is decrypted length, if error, return negative number;
Parameters
e iv8: : initial vector(8bit), normally, blufi core will input packet sequence number

e crypt_data: : encrypted data and plain text, the encrypt function must support autochthonous
decrypt

* crypt_len: : length of encrypted text

typedef uintl6_t (*esp_blufi_checksum_func_t) (uint8_t iv8, uint8_t *data, int len)
BLUFI checksum.

Parameters

e iv8: : initial vector(8bit), normally, blufi core will input packet sequence number
* data: : data need to checksum

e len: : length of data

Enumerations

enum esp_blufi_cb_event_t
Values:
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ESP_BLUFI_EVENT_INIT_FINISH=0
ESP_BLUFI_EVENT DEINIT FINISH
ESP_BLUFI_EVENT SET WIFI_ OPMODE
ESP_BLUFI_EVENT BLE_ CONNECT
ESP_BLUFI_EVENT_ BLE_DISCONNECT
ESP_BLUFI_EVENT REQ CONNECT_TO_AP
ESP_BLUFI_EVENT REQ DISCONNECT_ FROM AP
ESP_BLUFI_EVENT GET_ WIFI_ STATUS
ESP_BLUFI_EVENT DEAUTHENTICATE_STA
ESP_BLUFI_EVENT RECV_STA BSSID
ESP_BLUFI_EVENT RECV_STA SSID
ESP_BLUFI_EVENT_ RECV_STA_PASSWD
ESP_BLUFI_EVENT RECV_SOFTAP_SSID
ESP_BLUFI_EVENT RECV_SOFTAP_PASSWD
ESP_BLUFI_EVENT RECV_SOFTAP_MAX CONN_NUM
ESP_BLUFI_EVENT_ RECV_SOFTAP_AUTH_ MODE
ESP_BLUFI_EVENT_ RECV_SOFTAP_CHANNEL
ESP_BLUFI_EVENT RECV_USERNAME
ESP_BLUFI_EVENT RECV_CA_CERT
ESP_BLUFI_EVENT RECV_CLIENT_CERT
ESP_BLUFI_EVENT RECV_SERVER_CERT
ESP_BLUFI_EVENT RECV_CLIENT_ PRIV_KEY
ESP_BLUFI_EVENT RECV_SERVER_PRIV_KEY
ESP_BLUFI_EVENT RECV_SLAVE_ DISCONNECT_BLE

enum esp_blufi_sta_conn_state_t
BLUFI config status.

Values:
ESP_BLUFI_STA CONN_SUCCESS = 0x00
ESP_BLUFI_ STA CONN FAIL =0x01

enum esp_blufi_init_state_t
BLUFI init status.

Values:
ESP_BLUFI_ INIT OK=0
ESP_BLUFI_ INIT FAILED=0

enum esp_blufi deinit_state_t
BLUFI deinit status.

Values:
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ESP_BLUFI_DEINIT_OK=0
ESP_BLUFI_DEINIT FAILED =0

2.2.4 CLASSIC BT

CLASSIC BLUETOOTH GAP API

Overview

Instructions

Application Example

Instructions

API Reference
Header File

* bt/bluedroid/api/include/esp_gap_bt_api.h

Functions

esp_err_t esp_bt_gap_set_scan_mode (esp_bt_scan_mode_t mode)
Set discoverability and connectability mode for legacy bluetooth. This function should be called after
esp_bluedroid_enable() completes successfully.
Return
e ESP_OK : Succeed
e ESP_ERR_INVALID_ARG: if argument invalid
* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters

e mode: : one of the enums of bt_scan_mode_t

Enumerations

enum esp_bt_scan_mode_t
Discoverability and Connectability mode.

Values:

ESP_BT SCAN MODE_ NONE =(
Neither discoverable nor connectable
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ESP_BT SCAN_ MODE_CONNECTABLE
Connectable but not discoverable

ESP_BT SCAN MODE_CONNECTABLE_ DISCOVERABLE
both discoverable and connectaable

Bluetooth A2DP API

Overview

Instructions

Application Example

Check bluetooth folder in ESP-IDF examples, which contains the following application:

* This is a A2DP sink client demo. This demo can be discovered and connected by A2DP source device and
receive the audio stream from remote device - bluetooth/a2dp_sink

API Reference
Header File

* bt/bluedroid/api/include/esp_a2dp_api.h

Functions

esp_err_t esp_a2d_register_callback (esp_a2d _cb_t callback)
Register application callback function to A2DP module. This function should be called only after
esp_bluedroid_enable() completes successfully.
Return
* ESP_OK: success
¢ ESP_INVALID_STATE: if bluetooth stack is not yet enabled
» ESP_FAIL.: if callback is a NULL function pointer
Parameters
e callback: A2DP sink event callback function
esp_err_t esp_a2d_register_data_callback (esp_a2d_data_cb_t callback)
Register A2DP sink data output function; For now the output is PCM data stream decoded from SBC format.
This function should be called only after esp_bluedroid_enable() completes successfully, used only by A2DP
sink. The callback is invoked in the context of A2DP sink task whose stack size is configurable through menu-
config.
Return
¢ ESP_OK: success
* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
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» ESP_FAIL: if callback is a NULL function pointer
Parameters

e callback: A2DP data callback function

esp_err_t esp_a2d_sink_init (void)

Initialize the bluetooth A2DP sink module. This function should be called after esp_bluedroid_enable() com-

pletes successfully.

Return
* ESP_OK: if the initialization request is sent successfully
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_a2d_sink_deinit (void)

De-initialize for A2DP sink module. This function should be called only after esp_bluedroid_enable() completes

successfully.

Return
e ESP_OK: success
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
esp_err_t esp_a2d_sink_connect (esp_bd_addr_t remote_bda)
Connect the remote bluetooth device bluetooth, must after esp_a2d_sink_init()
Return
* ESP_OK: connect request is sent to lower layer
* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e remote_bda: remote bluetooth device address
esp_err_t esp_a2d_sink_disconnect (esp_bd_addr_t remote_bda)
Disconnect the remote bluetooth device.
Return
* ESP_OK: disconnect request is sent to lower layer
* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters

¢ remote_bda: remote bluetooth device address
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Unions

union esp_a2d_cb_param t
#include <esp_a2dp_api.h> A2DP state callback parameters.

Public Members
struct esp_a2d_cb_param_t::a2d_conn_stat_param conn_stat
A2DP connection status

struct esp_a2d_cb_param_t::a2d_audio_stat_param audio_stat
audio stream playing state

struct esp_a2d_cb_param_t::a2d_audio_cfg_param audio_cfg
media codec configuration infomation

struct a2d_audio_cfg param
#include <esp_a2dp_api.h> ESP_A2D_AUDIO_CFG_EVT.

Public Members
esp_bd_addr_t remote_bda
remote bluetooth device address

esp_a2d_mcc_t mee
A2DP media codec capability information

struct a2d_audio_stat_param
#include <esp_a2dp_api.h> ESP_A2D_AUDIO_STATE_EVT.

Public Members
esp_a2d_audio_state_t state
one of the values from esp_a2d_audio_state_t

esp_bd_addr_t remote_bda
remote bluetooth device address

struct a2d_conn_stat_param
#include <esp_a2dp_api.h> ESP_A2D_CONNECTION_STATE_EVT.

Public Members
esp_a2d_connection_state_t state
one of values from esp_a2d_connection_state_t

esp_bd_addr_t remote_bda
remote bluetooth device address

esp_a2d_disc_rsn_t disc_rsn
reason of disconnection for “DISCONNECTED”
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Structures

struct esp_a2d mcc_t
A2DP media codec capabilities union.

Public Members
esp_a2d_mct_t type
A2DP media codec type

union esp_a2d_mcc_t::[anonymous] cie
A2DP codec information element

Macros

ESP_A2D_MCT_SBC
Media codec types supported by A2DP.

SBC

ESP_A2D_MCT Ml2
MPEG-1, 2 Audio

ESP_A2D_MCT_M24
MPEG-2, 4 AAC

ESP_A2D_MCT_ATRAC
ATRAC family

ESP_A2D_MCT_NON_A2DP
ESP_A2D_CIE_LEN_SBC
ESP_A2D_CIE_LEN M12
ESP_A2D_CIE_LEN_M24

ESP_A2D_CIE_LEN_ATRAC

Type Definitions

typedef uint8_tesp_a2d mct_t
typedef void (*esp_a2d_cb_t) (esp_a2d _cb_event_t event, esp_a2d_cb_param_t *param)
A2DP profile callback function type.
Parameters
* event: : Event type
* param: : Pointer to callback parameter

typedef void (*fesp_a2d_data_cb_t) (const uint8_t *buf, uint32_t len)
A2DP profile data callback function.

Parameters
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e buf: : data received from A2DP source device and is PCM format decoder from SBC decoder; buf
references to a static memory block and can be overwritten by upcoming data

* len: : size(in bytes) in buf

Enumerations

enum esp_a2d_connection_state_t
Bluetooth A2DP connection states.
Values:
ESP_A2D CONNECTION STATE DISCONNECTED =0

connection released

ESP_A2D_CONNECTION_STATE CONNECTING
connecting remote device

ESP_A2D_CONNECTION_STATE_ CONNECTED
connection established

ESP_A2D_CONNECTION_STATE_ DISCONNECTING
disconnecting remote device

enum esp_a2d_disc_rsn_t
Bluetooth A2DP disconnection reason.
Values:
ESP_A2D DISC_RSN NORMAL =0
Finished disconnection that is initiated by local or remote device

ESP_A2D_DISC_RSN_ABNORMAL
Abnormal disconnection caused by signal loss

enum esp_a2d_audio_state_t
Bluetooth A2DP datapath states.
Values:
ESP_A2D_AUDIO_STATE_REMOTE_SUSPEND = ()
audio stream datapath suspended by remote device

ESP_A2D_AUDIO_STATE_STOPPED
audio stream datapath stopped

ESP_A2D_AUDIO_STATE_STARTED
audio stream datapath started

enum esp_a2d_cb_event_t
A2DP callback events.
Values:
ESP_A2D CONNECTION STATE EVT=0

connection state changed event

ESP_A2D_AUDIO_STATE_EVT =1
audio stream transmission state changed event

ESP_A2D AUDIO _CFG_EVT=2
audio codec is configured
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BT AVRCP APIs

Overview

Bluetooth AVRCP reference APIs.

Instructions

Application Example

Instructions

API Reference
Header File

* bt/bluedroid/api/include/esp_avrc_api.h

Functions

esp_err_t esp_avrc_ct_register_ callback (esp_avrc_ct_cb_t callback)
Register application callbacks to AVRCP module; for now only AVRCP Controller role is supported. This
function should be called after esp_bluedroid_enable() completes successfully.
Return
¢ ESP_OK: success
* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e callback: AVRCP controller callback function
esp_err_t esp_avrce_ct_init (void)
Initialize the bluetooth AVRCP controller module, This function should be called after esp_bluedroid_enable()
completes successfully.
Return
e ESP_OK: success
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
esp_err_t esp_avrce_ct_deinit (void)
De-initialize AVRCP controller module. This function should be called after after esp_bluedroid_enable() com-
pletes successfully.
Return

e ESP_OK: success
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* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
esp_err_tesp_avrc_ct_send_set_player_value_cmd (uint8_t #/, uint8_t attr_id, uint8_t value_id)

Send player application settings command to AVRCP target. This function should be called after
ESP_AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP connection is established.

Return
e ESP_OK: success
* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e t1:: transaction label, O to 15, consecutive commands should use different values.
e attr_id: : player application setting attribute IDs from one of esp_avrc_ps_attr_ids_t
* value_id: : attribute value defined for the specific player application setting attribute
esp_err_t esp_avrc_ct_send_register_notification_cmd (uint8_t 7/, uint8_t event_id, uint32_t

event_parameter)
Send register notification command to AVRCP target, This function should be called after

ESP_AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP connection is established.

Return
e ESP_OK: success
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e t1:: transaction label, O to 15, consecutive commands should use different values.

e event_id: : id of events, e.g. ESP_AVRC_RN_PLAY_STATUS_CHANGE,
ESP_AVRC_RN_TRACK_CHANGE, etc.

* event_parameter: : special  parameters,  eg. playback interval for
ESP_AVRC_RN_PLAY_POS_CHANGED

esp_err_t esp_avrc_ct_send_metadata_cmd (uint8_t ¢/, uint8_t attr_mask)
Send metadata command to AVRCP target, This function should be called after
ESP_AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP connection is established.

Return
* ESP_OK: success
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e t1:: transaction label, O to 15, consecutive commands should use different values.

e attr_mask: : mask of attributes, e.g. ESP_AVRC_MD_ATTR_ID_TITLE |
ESP_AVRC_MD_ATTR_ID_ARTIST.
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esp_err_t esp_avrc_ct_send_passthrough_cmd (uint8_t #/, uint8_t key_code, uint8_t key_state)
Send passthrough command to AVRCP target, This function should be called after
ESP_AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP connection is established.
Return
e ESP_OK: success
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e t1:: transaction label, O to 15, consecutive commands should use different values.

* key_code: : passthrough command code, e.g. ESP_AVRC_PT_CMD_PLAY,
ESP_AVRC_PT_CMD_STOP, etc.

* key_state: : passthrough command key state, ESP_AVRC_PT_CMD_STATE_PRESSED or
ESP_AVRC_PT_CMD_STATE_RELEASED

Unions

union esp_avrc_ct_cb_param t
#include <esp_avrc_api.h> AVRC controller callback parameters.

Public Members
struct esp_avrc_ct_cb_param_t::avrc_ct_conn_stat_param conn_stat
AVRC connection status

struct esp_avrc_ct_cb_param_t::avre_ct_psth_rsp_param psth_rsp
passthrough command response

struct esp_avrc_ct_cb_param_t::avrc_ct_meta_rsp_param meta_rsp
metadata attributes response

struct esp_avrc_ct_cb_param_t::avrc_ct_change_notify_param change_nt £
notifications

struct esp_avrc_ct_cb_param_t::avre_ct_rmt_feats_param rmt_feats
AVRC features discovered from remote SDP server

struct avrc_ct_change_notify param
#include <esp_avrc_api.h> ESP_AVRC_CT_CHANGE_NOTIFY_EVT.

Public Members
uint8_t event_id
id of AVRC event notification

uint32_t event_parameter
event notification parameter

struct avrc_ct_conn_stat_param
#include <esp_avrc_api.h> ESP_AVRC_CT_CONNECTION_STATE_EVT.
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Public Members
bool connected
whether AVRC connection is set up

esp_bd_addr_t remote_bda
remote bluetooth device address

struct avrc_ct_meta_ rsp param
#include <esp_avrc_api.h> ESP_AVRC_CT_METADATA_RSP_EVT.

Public Members
uint8_tattr_id
id of metadata attribute

uint8_t *attr_text
attribute itself

intattr_length
attribute character length

struct avrc_ct_psth_rsp param
#include <esp_avrc_api.h> ESP_AVRC_CT_PASSTHROUGH_RSP_EVT.

Public Members
uint8_ttl
transaction label, O to 15

uint8_t key_code
passthrough command code

uint8_t key_state
0 for PRESSED, 1 for RELEASED

struct avrc _ct_rmt_feats_ param

#include <esp_avrc_api.h> ESP_AVRC_CT_REMOTE_FEATURES_EVT.

Public Members

uint32_t feat_mask
AVRC feature mask of remote device

esp_bd_addr_t remote_bda
remote bluetooth device address

Type Definitions

typedef void (*esp_avrc_ct_cb_t) (esp_avrc_ct_cb_event_t event, esp_avrc_ct_cb_param_t
*param )
AVRCP controller callback function type.

Parameters
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e event: : Event type

* param: : Pointer to callback parameter union

Enumerations

enum esp_avrc_features_t
AVRC feature bit mask.

Values:

ESP_AVRC_FEAT_RCTG = 0x0001
remote control target

ESP_AVRC_FEAT RCCT = 0x0002
remote control controller

ESP_AVRC_FEAT_VENDOR = 0x0008
remote control vendor dependent commands

ESP_AVRC_FEAT_ BROWSE = (0x0010
use browsing channel

ESP_AVRC_FEAT_META_DATA = 0x0040
remote control metadata transfer command/response

ESP_AVRC_FEAT_ADV_CTRL = 0x0200
remote control advanced control commmand/response

enum esp_avrc_pt_cmd_t
AVRC passthrough command code.

Values:

ESP_AVRC PT CMD PLAY =0x44
play

ESP_AVRC_PT CMD_STOP = 0x45
stop

ESP_AVRC_PT_CMD_PAUSE = 0x46
pause

ESP_AVRC_PT CMD_FORWARD = 0x4B
forward

ESP_AVRC _PT CMD BACKWARD = 0x4C
backward

ESP_AVRC_PT CMD_ REWIND = 0x48
rewind

ESP_AVRC_PT CMD FAST FORWARD = (0x49
fast forward

enum esp_avrc_pt_cmd_state_t
AVRC passthrough command state.

Values:

ESP_AVRC_PT CMD_STATE PRESSED =0
key pressed
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ESP_AVRC_PT CMD_STATE_ RELEASED = |
key released

enum esp_avrc_ct_cb_event_t
AVRC Controller callback events.

Values:

ESP_AVRC_CT_ CONNECTION_STATE_EVT =0
connection state changed event

ESP_AVRC_CT PASSTHROUGH_RSP_EVT =1
passthrough response event

ESP_AVRC_CT METADATA RSP EVT =2
metadata response event

ESP_AVRC_CT_PLAY STATUS_RSP_EVT =3
play status response event

ESP_AVRC_CT_CHANGE_ NOTIFY EVT =4
notification event

ESP_AVRC _CT REMOTE FEATURES EVT =15
feature of remote device indication event

enum esp_avrc_md_attr mask_t
AVRC metadata attribute mask.

Values:

ESP_AVRC_MD_ATTR_ TITLE =(x1
title of the playing track

ESP_AVRC_MD_ATTR_ARTIST = 0x2
track artist

ESP_AVRC_MD ATTR ALBUM = (x4
album name

ESP_AVRC_MD_ATTR TRACK_ NUM = 0x8
track position on the album

ESP_AVRC_MD ATTR NUM TRACKS =0x10
number of tracks on the album

ESP_AVRC_MD_ATTR_ GENRE = 0x20
track genre

ESP_AVRC_MD_ATTR PLAYING_TIME = 0x40
total album playing time in miliseconds

enum esp_avrc_rn_event_ids_t
AVRC event notification ids.

Values:

ESP_AVRC_RN_PLAY STATUS_CHANGE = 0x01
track status change, eg. from playing to paused

ESP_AVRC_RN_TRACK_CHANGE = 0x02
new track is loaded

ESP_AVRC_RN TRACK_REACHED END = (0x03
current track reached end
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ESP_AVRC_RN_TRACK_REACHED_START = 0x04

current track reached start position

ESP_AVRC_RN_PLAY_ POS_CHANGED = 0x05

track playing position changed

ESP_AVRC_RN_BATTERY_STATUS_CHANGE = 0x06

battery status changed

ESP_AVRC_RN_SYSTEM STATUS_CHANGE = 0x07

system status changed

ESP_AVRC_RN_APP_SETTING_CHANGE = 0x08

application settings changed
ESP_AVRC_RN_MAX EVT

enum esp_avrc_ps_attr_ids_t
AVRC player setting ids.

Values:

ESP_AVRC_PS_EQUALIZER = 0x01
equalizer, on or off

ESP_AVRC_PS_REPEAT_MODE = 0x02
repeat mode

ESP_AVRC_PS SHUFFLE_MODE = 0x03
shuffle mode

ESP_AVRC_PS SCAN MODE = 0x04
scan mode on or off

ESP_AVRC_PS_MAX ATTR

enum esp_avrc_ps_eq value_ids_t
AVRC equalizer modes.

Values:

ESP_AVRC_PS_EQUALIZER OFF = OxI
equalizer OFF

ESP_AVRC_PS_EQUALIZER ON = 0x2
equalizer ON

enum esp_avrc_ps_rpt_value_ids_t
AVRC repeat modes.

Values:

ESP_AVRC_PS_REPEAT_ OFF = (Ox1
repeat mode off

ESP_AVRC_PS_REPEAT_ SINGLE = 0x2
single track repeat

ESP_AVRC_PS_REPEAT_GROUP = 0x3
group repeat

enum esp_avrc_ps_shf value_ids_t
AVRC shuffle modes.

Values:
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ESP_AVRC_PS_SHUFFLE_OFF = Ox1
ESP_AVRC_PS_SHUFFLE_ALL = (0x2
ESP_AVRC_PS_SHUFFLE_GROUP = 0x3

enum esp_avrc_ps_scn_value_ids_t
AVRC scan modes.

Values:

ESP_AVRC_ PS SCAN OFF =0x1
scan off

ESP_AVRC_PS SCAN ALL=0x2
all tracks scan

ESP_AVRC_PS_SCAN_GROUP = 0x3
group scan

Example code for this API section is provided in bluetooth directory of ESP-IDF examples.

2.3 Ethernet API

2.3.1 ETHERNET

Application Example

Ethernet example: ethernet/ethernet.

PHY Interfaces

The configured PHY model(s) are set in software by configuring the eth_config_t structure for the given PHY.

Headers include a default configuration structure. These default configurations will need some members overriden or
re-set before they can be used for a particular PHY hardware configuration. Consult the Ethernet example to see how
this is done.

e ethernet/include/eth_phy/phy.h (common)
* ethernet/include/eth_phy/phy_tlk110.h
* ethernet/include/eth_phy/phy_lan8720.h

PHY Configuration Constants

const eth_config_t phy_t1lk110_default_ethernet_config
Default TLK110 PHY configuration.

This configuration is not suitable for use as-is, it will need to be modified for your particular PHY hardware
setup.

Consult the Ethernet example to see how this is done.

const eth_config_t phy_1an8720_default_ethernet_config
Default LAN8720 PHY configuration.
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This configuration is not suitable for use as-is, it will need to be modified for your particular PHY hardware
setup.

Consult the Ethernet example to see how this is done.

API Reference - Ethernet

Header File

e ethernet/include/esp_eth.h

Functions

esp_err_t esp_eth_init (eth_config_t *config)
Init ethernet mac.
Note config can not be NULL,and phy chip must be suitable to phy init func.
Return
* ESP_OK
« ESP_FAIL
Parameters
¢ config: mac init data.
esp_err_tesp_eth_init_internal (eth_config_t *config)
Init Ethernet mac driver only.
For the most part, you need not call this function directly. It gets called from esp_eth_init().
This function may be called, if you only need to initialize the Ethernet driver without having to use the network
stack on top.
Note config can not be NULL,and phy chip must be suitable to phy init func.
Return
* ESP_OK
« ESP_FAIL
Parameters
¢ config: mac init data.
esp_err_t esp_eth_tx (uint8_t *buf, uint16_t size)
Send packet from tcp/ip to mac.
Note buf can not be NULL,size must be less than 1580
Return
« ESP_OK
« ESP_FAIL

Parameters
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e buf: start address of packet data.
* size: size (byte) of packet data.
esp_err_t esp_eth_enable (void)
Enable ethernet interface.
Note Shout be called after esp_eth_init
Return
e ESP_OK
e« ESP_FAIL
esp_err_t esp_eth_disable (void)
Disable ethernet interface.
Note Shout be called after esp_eth_init
Return
¢ ESP_OK
e« ESP_FAIL
void esp_eth_get_mac (uint8_t mac[6])
Get mac addr.

Get mac of ethernet interface.

Note mac addr must be a valid unicast address
Parameters
e mac: start address of mac address.
¢ mac: store mac of the interface.
void esp_eth_smi_write (uint32_t reg_num, uint16_t value)
Read phy reg with smi interface.
Note phy base addr must be right.
Parameters
* reg_num: phy reg num.
e value: value which write to phy reg.
uintl6_t esp_eth_smi_read (uint32_t reg_num)
Read phy reg with smi interface.
Note phy base addr must be right.
Return value what read from phy reg
Parameters

* reg_num: phy reg num.
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esp_err_t esp_eth_smi_wait_value (uint32_t reg_num, uintl6_t value, uint16_t value_mask, int time-

out_ms)
Continuously read a PHY register over SMI interface, wait until the register has the desired value.

Note PHY base address must be right.
Return ESP_OK if desired value matches, ESP_ERR_TIMEOUT if timed out.
Parameters
e reg_num: PHY register number
¢ value: Value to wait for (masked with value_mask)
* value_mask: Mask of bits to match in the register.
* timeout_ms: Timeout to wait for this value (milliseconds). 0 means never timeout.
staticesp_err_tesp_eth_smi_wait_set (uint32_t reg_num, uintl6_t value_mask, int timeout_ms)
Continuously read a PHY register over SMI interface, wait until the register has all bits in a mask set.
Note PHY base address must be right.
Return ESP_OK if desired value matches, ESP_ ERR_TIMEOUT if timed out.
Parameters
e reg_num: PHY register number
* value_mask: Value mask to wait for (all bits in this mask must be set)
e timeout_ms: Timeout to wait for this value (milliseconds). 0 means never timeout.
void esp_eth_free_rx_buf (void *buf)
Free emac rx buf.
Note buf can not be null,and it is tcpip input buf.
Parameters
* buf: start address of recevie packet data.
esp_err_t esp_eth_set_mac (const uint8_t mac[6])
Set mac of ethernet interface.
Note user can call this function after emac_init,and the new mac address will be enabled after emac_enable.
Return
e ESP_OK: succeed
e ESP_ERR_INVALID_MAC: invalid mac address
Parameters

¢ mac: the Mac address.

Structures

struct eth_config t
ethernet configuration
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Public Members
eth_phy_base_t phy_addr
phy base addr (0~31)

eth_mode_t mac_mode
mac mode only support RMII now

eth_clock_mode_t clock_mode
external/internal clock mode selecton

eth_tepip_input_func tepip_input
tepip input func

eth_phy_func phy_init
phy init func

eth_phy_check_link_func phy_check_1link
phy check link func

eth_phy_check_init_func phy_check_init
phy check init func

eth_phy_get_speed_mode_func phy_get_speed_mode
phy check init func

eth_phy_get_duplex_mode_func phy_get_duplex_mode
phy check init func

eth_gpio_config_func gpio_config
gpio config func

bool £low_ctrl_ enable
flag of flow ctrl enable

eth_phy_get_partner_pause_enable_func phy_get_partner_pause_enable
get partner pause enable

eth_phy_power_enable_func phy_power_enable
enable or disable phy power

Type Definitions

typedef bool (*eth_phy_check_1link_func) (void)

typedef void (*eth_phy_check_init_func) (void)

typedef eth_speed_mode_t (*eth_phy_get_speed_mode_func) (void)
typedef eth_duplex_mode_t (*eth_phy_get_duplex_mode_func) (void)
typedef void (*feth_phy_func) (void)

typedef esp_err_t (*eth_tcpip_input_func) (void *buffer, uint16_t len, void *eb)
typedef void (*eth_gpio_config_func) (void)

typedef bool (*eth_phy_get_partner_pause_enable_func) (void)
typedef void (*eth_phy_ power_enable_func) (bool enable)
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Enumerations

enum eth mode t
Values:

ETH_MODE_RMII =0
ETH MODE_MII

enum eth_clock_mode_t
Values:

ETH_CLOCK_GPIOO0_IN=0
ETH_CLOCK_GPIOO0_OUT =1
ETH_CLOCK_GPIOl16_OUT =2
ETH_CLOCK_GPIOl17_OUT =3

enum eth_speed mode_t
Values:

ETH_SPEED_MODE_10M=0
ETH_SPEED_MODE_100M

enum eth_duplex_mode_t
Values:

ETH_MODE_HALFDUPLEX =0
ETH_MODE_FULLDUPLEX

enum eth_phy base_ t
Values:

PHY0 =0
PHY1
PHY2
PHY3
PHY4
PHY5
PHY6
PHY7
PHYS8
PHYO
PHY10
PHY11
PHY12
PHY13
PHY14

PHY15
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PHY16
PHY17
PHY18
PHY19
PHY20
PHY21
PHY22
PHY23
PHY24
PHY25
PHY26
PHY27
PHY28
PHY29
PHY30

PHY31

API Reference - PHY Common

Header File

* ethernet/include/eth_phy/phy.h

Functions

void phy_rmii_ configure_data_ interface_pins (void)
Common PHY-management functions.

These are not enough to drive any particular Ethernet PHY, but they provide a common configuration structure
and management functions. Configure fixed pins for RMII data interface.

This configures GPIOs 0, 19, 22, 25, 26, 27 for use with RMII data interface. These pins cannot be changed,
and must be wired to ethernet functions.

This is not sufficient to fully configure the Ethernet PHY, MDIO configuration interface pins (such as SMI MDC,
MDO, MDI) must also be configured correctly in the GPIO matrix.

void phy _rmii smi_ configure_pins (uint8_t mdc_gpio, uint8_t mdio_gpio)
Configure variable pins for SMI (MDIO) ethernet functions.

Calling this function along with mii_configure_default_pins() will fully configure the GPIOs for the ethernet
PHY.

void phy_mii_enable_flow_ctrl (void)
Enable flow control in standard PHY MII register.

bool phy_mii_check_1link_status (void)
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bool phy_mii_get_partner pause_enable (void)

API Reference - PHY TLK110

Header File

e ethernet/include/eth_phy/phy_tlk110.h

Functions

void phy_t1k110_dump_registers ()
Dump all TLK110 PHY SMI configuration registers.

Note These registers are dumped at ‘debug’ level, so output may not be visible depending on default log levels.
void phy_t1k110_check_phy_ init (void)
Default TLK110 phy_check_init function.

eth_speed_mode_t phy_t1k110_get_speed_mode (void)
Default TLK110 phy_get_speed_mode function.

eth_duplex_mode_t phy_t1k110_get_duplex_mode (void)
Default TLK110 phy_get_duplex_mode function.

void phy_t1k1l10_power_enable (bool)
Default TLK110 phy_power_enable function.

Consult the ethernet example to see how this is done.

Note This function may need to be replaced with a custom function if the PHY has a GPIO to enable power or
start a clock.

void phy_t1k110_init (void)
Default TLK110 phy_init function.

API Reference - PHY LAN8720

Header File

* ethernet/include/eth_phy/phy_lan8720.h

Functions

void phy_1an8720_dump_registers ()
Dump all LAN8720 PHY SMI configuration registers.

Note These registers are dumped at ‘debug’ level, so output may not be visible depending on default log levels.

void phy_1an8720_check_phy_init (void)
Default LAN8720 phy_check_init function.

eth_speed_mode_t phy_1an8720_get_speed_mode (void)
Default LAN8720 phy_get_speed_mode function.
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eth_duplex_mode_t phy_1an8720_get_duplex_mode (void)
Default LAN8720 phy_get_duplex_mode function.

void phy_1an8720_power_enable (bool)
Default LAN8720 phy_power_enable function.

Consult the ethernet example to see how this is done.

Note This function may need to be replaced with a custom function if the PHY has a GPIO to enable power or
start a clock.

void phy_1an8720_init (void)
Default LAN8720 phy_init function.

Example code for this API section is provided in ethernet directory of ESP-IDF examples.

2.4 Peripherals API

2.4.1 Analog to Digital Converter
Overview

ESP32 integrates two 12-bit SAR (Successive Approximation Register) ADCs (Analog to Digital Converters) and
supports measurements on 18 channels (analog enabled pins). Some of these pins can be used to build a programmable
gain amplifier which is used for the measurement of small analog signals.

The ADC driver API supports ADC1 (9 channels, attached to GPIOs 32 - 39), and ADC2 (10 channels, attached to
GPIOs 0, 2, 4, 12 - 15 and 25 - 27). However, there’re some restrictions for the application to use ADC2:

1. The application can use ADC2 only when Wi-Fi driver is not started, since the ADC is also used by the Wi-Fi
driver, which has higher priority.

2. Some of the ADC2 pins are used as strapping pins (GPIO 0, 2, 15), so they cannot be used freely. For examples,
for official Develop Kits:

» ESP32 Core Board V2 / ESP32 DevKitC: GPIO 0 cannot be used due to external auto program circuits.
e ESP-WROVER-KIT V3: GPIO 0, 2, 4 and 15 cannot be used due to external connections for different purposes.

Configuration and Reading ADC

The ADC should be configured before reading is taken.

* For ADCI1, configure desired precision and attenuation by calling functions adc1_config width () and
adcl _config_channel_atten().

e For ADC2, configure the attenuation by adc2_config_channel_atten (). The reading width of ADC2
is configured every time you take the reading.

Attenuation configuration is done per channel, see adc1_channel_t and adc2_channel_t, set as a parameter
of above functions.

Then it is possible to read ADC conversion result with adc1_get_raw () and adc2_get_raw (). Reading width
of ADC2 should be set as a parameter of adc2_get_raw () instead of in the configuration functions.
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Note: Since the ADC2 is shared with the WIFI module, which has higher priority, reading operation of
adc2_get_raw () will fail between esp wifi_ start () and esp wifi_stop (). Use the return code to
see whether the reading is successful.

It is also possible to read the internal hall effect sensor via ADCI1 by calling dedicated function
hall_sensor_read(). Note that even the hall sensor is internal to ESP32, reading from it uses channels O
and 3 of ADC1 (GPIO 36 and 39). Do not connect anything else to these pins and do not change their configuration.
Otherwise it may affect the measurement of low value signal from the sesnor.

This API provides convenient way to configure ADCI1 for reading from ULP. To do so, call function
adcl_ulp_enable () and then set precision and attenuation as discussed above.

There is another specific function adc2_vref to_gpio () used to route internal reference voltage to a GPIO pin.
It comes handy to calibrate ADC reading and this is discussed in section Minimizing Noise.

Application Examples

Reading voltage on ADC1 channel 0 (GPIO 36):

#include <driver/adc.h>

adcl_config_width (ADC_WIDTH_BIT_12);
adcl_config_channel_atten (ADC1_CHANNEL_O0,ADC_ATTEN_DB_O0);
int val = adcl_get_raw (ADC1_CHANNEL_O) ;

The input voltage in above example is from O to 1.1V (0 dB attenuation). The input range can be extended by setting
higher attenuation, see adc_atten_t. An example using the ADC driver including calibration (discussed below) is
available in esp-idf: peripherals/adc

Reading voltage on ADC2 channel 7 (GPIO 27):

#include <driver/adc.h>

int read_raw;
adc2_config_channel_atten( ADC2_CHANNEL_7, ADC_ATTEN_Odb );

esp_err_t r = adc2_get_raw( ADC2_CHANNEL_7, ADC_WIDTH_12Bit, &read_raw);

if ( r == ESP_OK ) {
printf ("¢d\n", read_raw );
} else if ( r == ESP_ERR_TIMEOUT ) {

printf ("ADC2 used by Wi-Fi.\n");
}

The reading may fail due to collision with Wi-Fi, should check it. An example using the ADC2 driver to read the
output of DAC is available in esp-idf: peripherals/adc2

Reading the internal hall effect sensor:

#include <driver/adc.h>

(continues on next page)
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(continued from previous page)

adcl_config_width (ADC_WIDTH_BIT_12);
int val = hall_sensor_read();

The value read in both these examples is 12 bits wide (range 0-4095).

Minimizing Noise

The ESP32 ADC can be sensitive to noise leading to large discrepancies in ADC readings. To minimize noise, users
may connect a 0.1uF capacitor to the ADC input pad in use. Multisampling may also be used to further mitigate the
effects of noise.

ADC Noise Comparison
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Fig. 1: Graph illustrating noise mitigation using capacitor and multisampling of 64 samples.

ADC Calibration

The esp_adc_cal/include/esp_adc_cal.h API provides functions to correct for differences in measured voltages caused
by variation of ADC reference voltages (Vref) between chips. Per design the ADC reference voltage is 1100mV,
however the true reference voltage can range from 1000mV to 1200mV amongst different ESP32s.

Correcting ADC readings using this API involves characterizing one of the ADCs at a given attenuation to obtain
a characteristics curve (ADC-Voltage curve) that takes into account the difference in ADC reference voltage. The
characteristics curve is in the form of y = coeff_a * x + coeff_b and is used to convert ADC readings to
voltages in mV. Calculation of the characteristics curve is based on calibration values which can be stored in eFuse or

provided by the user.
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Reference voltage comparison
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Fig. 2: Graph illustrating effect of differing reference voltages on the ADC voltage curve.

Calibration Values

Calibration values are used to generate characteristic curves that account for the unique ADC reference voltage of a
particular ESP32. There are currently three sources of calibration values. The availability of these calibration values
will depend on the type and production date of the ESP32 chip/module.

Two Point values represent each of the ADCs’ readings at 150mV and 850mV. These values are measured and burned
into eFuse BLOCK3 during factory calibration.

eFuse Vref represents the true ADC reference voltage. This value is measured and burned into eFuse BLOCKO during
factory calibration.

Default Vref is an estimate of the ADC reference voltage provided by the user as a parameter during characterization.
If Two Point or eFuse Vref values are unavailable, Default Vref will be used.

Application Example

For a full example see esp-idf: peripherals/adc

Characterizing an ADC at a particular attenuation:

#include "driver/adc.h"
#include "esp_adc_cal.h"

//Characterize ADC at particular atten
esp_adc_cal_characteristics_t +adc_chars = calloc(l, sizeof (esp_adc_cal_

—characteristics_t)); (continues on next page)
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(continued from previous page)

esp_adc_cal_value_t val_type = esp_adc_cal_characterize (unit, atten, ADC_WIDTH_
BIT_12, DEFAULT_VREF, adc_chars);

//Check type of calibration value used to characterize ADC

if (val_type == ESP_ADC_CAL_VAL_EFUSE_VREF) {
printf ("eFuse Vref");

} else if (val_type == ESP_ADC_CAL_VAL_EFUSE_TP) {
printf ("Two Point");

} else {

printf ("Default");

Reading an ADC then converting the reading to a voltage:

#include "driver/adc.h"
#include "esp_adc_cal.h"

uint32_t reading = adcl_get_raw (ADC1_CHANNEL_S);
uint32_t voltage = esp_adc_cal_raw_to_voltage (reading, adc_chars);

Routing ADC reference voltage to GPIO, so it can be manually measured (for Default Vref):

#include "driver/adc.h"

esp_err_t status = adc2_vref_to_gpio(GPIO_NUM_25);

if (status == ESP_OK) {
printf ("v_ref routed to GPIO\n");
} else {

printf("failed to route v_ref\n");

GPIO Lookup Macros

There are macros available to specify the GPIO number of a ADC channel, or vice versa. e.g.
1. ADC1_CHANNEL_O_GPIO_NUM is the GPIO number of ADC1 channel 0 (36);

2. ADC1_GPIO32_CHANNEL is the ADCI channel number of GPIO 32 (ADCI1 channel 4).

API Reference

This reference covers three components:
* ADC driver
* ADC Calibration
* GPIO Lookup Macros

ADC driver
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Header File

¢ driver/include/driver/adc.h

Functions

esp_err_t adel_pad_get_io_num (adcl_channel_t channel, gpio_num_t *gpio_num)
Get the gpio number of a specific ADC1 channel.
Return
e ESP_OK if success
« ESP_ERR_INVALID_ARG if channal not valid
Parameters
* channel: Channel to get the gpio number
¢ gpio_num: output buffer to hold the gpio number
esp_err_t adel_config_width (adc_bits_width_t width_bit)
Configure ADCI capture width, meanwhile enable output invert for ADC1. The configuration is for all channels
of ADCI.
Return
¢ ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e width_bit: Bit capture width for ADC1
esp_err_t adc_set_data_width (adc_unit_t adc_unit, adc_bits_width_t width_bit)
Configure ADC capture width.
Return
¢ ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
¢ adc_unit: ADC unit index
e width_bit: Bit capture width for ADC unit.
esp_err_t adecl_config_channel_atten (adcl_channel_t channel, adc_atten_t atten)
Configure the ADCI1 channel, including setting attenuation.

The default ADC full-scale voltage is 1.1V. To read higher voltages (up to the pin maximum voltage, usually
3.3V) requires setting >0dB signal attenuation for that ADC channel.

Note This function also configures the input GPIO pin mux to connect it to the ADCI channel. It must be called
before calling adc1_get_raw() for this channel.

When VDD_A is 3.3V:
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0dB attenuaton (ADC_ATTEN_DB_0) gives full-scale voltage 1.1V

2.5dB attenuation (ADC_ATTEN_DB_2_5) gives full-scale voltage 1.5V

6dB attenuation (ADC_ATTEN_DB_6) gives full-scale voltage 2.2V

L]

11dB attenuation (ADC_ATTEN_DB_11) gives full-scale voltage 3.9V (see note below)
Note The full-scale voltage is the voltage corresponding to a maximum reading (depending on ADC1 config-
ured bit width, this value is: 4095 for 12-bits, 2047 for 11-bits, 1023 for 10-bits, 511 for 9 bits.)
Note At 11dB attenuation the maximum voltage is limited by VDD_A, not the full scale voltage.
Return
¢ ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e channel: ADCI channel to configure
* atten: Attenuation level
int adel_get_raw (adcl_channel_t channel)
Take an ADC1 reading on a single channel.
Note Call adc1_config_width() before the first time this function is called.

Note For a given channel, adc1_config_channel_atten(channel) must be called before the first time this function
is called.

Return
e -1: Parameter error
e Other: ADCI channel reading.
Parameters
e channel: ADCI channel to read
void adc_power_on ()
Enable ADC power.

void adc_power_off ()
Power off SAR ADC This function will force power down for ADC.

esp_err_t ade_gpio_init (adc_unit t adc_unit, adc_channel_t channel)
Initialize ADC pad.
Return
* ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e adc_unit: ADC unit index

e channel: ADC channel index
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esp_err_t adc_set_data_inv (adc_unit_t adc_unit, bool inv_en)
Set ADC data invert.
Return
e ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
¢ adc_unit: ADC unit index
¢ inv_en: whether enable data invert
esp_err_t adc_set_clk_div (uint8_t clk_div)
Set ADC source clock.
Return
¢ ESP_OK success
Parameters
e clk_div: ADC clock divider, ADC clock is divided from APB clock
esp_err_t adc_set_i2s_data_source (adc_i2s_source_t src)
Set I2S data source.
Return
e ESP_OK success
Parameters
* src: I2S DMA data source, I2S DMA can get data from digital signals or from ADC.
esp_err_t ade_i2s_mode_init (adc_unit_t adc_unit, adc_channel_t channel)
Initialize 12S ADC mode.
Return
e ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
¢ adc_unit: ADC unit index
e channel: ADC channel index
void adecl_ulp_enable ()
Configure ADCI to be usable by the ULP.

This function reconfigures ADC1 to be controlled by the ULP. Effect of this function can be reverted using
adcl_get_raw function.

Note that adc1_config_channel_atten, adc1_config_width functions need to be called to configure ADC1 chan-
nels, before ADCI is used by the ULP.

inthall_ sensor_read()
Read Hall Sensor.
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Note The Hall Sensor uses channels 0 and 3 of ADCI1. Do not configure these channels for use as ADC
channels.

Note The ADC1 module must be enabled by calling adc1_config_width() before calling hall_sensor_read().
ADCI should be configured for 12 bit readings, as the hall sensor readings are low values and do not cover
the full range of the ADC.

Return The hall sensor reading.
esp_err_t adec2_pad_get_io_num (adc2_channel_t channel, gpio_num_t *gpio_num)
Get the gpio number of a specific ADC2 channel.
Return
* ESP_OK if success
* ESP_ERR_INVALID_ARG if channal not valid
Parameters
e channel: Channel to get the gpio number
* gpio_num: output buffer to hold the gpio number
esp_err_t ade2_config_channel_atten (adc2_channel_t channel, adc_atten_t atten)
Configure the ADC2 channel, including setting attenuation.

The default ADC full-scale voltage is 1.1V. To read higher voltages (up to the pin maximum voltage, usually
3.3V) requires setting >0dB signal attenuation for that ADC channel.

Note This function also configures the input GPIO pin mux to connect it to the ADC2 channel. It must be called
before calling adc2_get_raw () for this channel.

When VDD_A is 3.3V:

* (0dB attenuaton (ADC_ATTEN_0db) gives full-scale voltage 1.1V
* 2.5dB attenuation (ADC_ATTEN_2_5db) gives full-scale voltage 1.5V
¢ 6dB attenuation (ADC_ATTEN_6db) gives full-scale voltage 2.2V
* 11dB attenuation (ADC_ATTEN_11db) gives full-scale voltage 3.9V (see note below)
Note The full-scale voltage is the voltage corresponding to a maximum reading (depending on ADC2 config-
ured bit width, this value is: 4095 for 12-bits, 2047 for 11-bits, 1023 for 10-bits, 511 for 9 bits.)
Note At 11dB attenuation the maximum voltage is limited by VDD_A, not the full scale voltage.
Return
¢ ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e channel: ADC2 channel to configure
* atten: Attenuation level

esp_err_t adec2_get_raw (adc2_channel_t channel, adc_bits_width_t width_bit, int *raw_out)
Take an ADC2 reading on a single channel.
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Note For a given channel, adc2_config_channel_atten () must be called before the first time this
function is called. If Wi-Fi is started via esp_wifi_start (), this function will always fail with
ESP_ERR_TIMEOQUT.

Return
e ESP_OK if success
e ESP_ERR_TIMEOUT the WIFI is started, using the ADC2
Parameters
e channel: ADC2 channel to read
e width_bit: Bit capture width for ADC2
e raw_out: the variable to hold the output data.
esp_err_t adec2_vref to_gpio (gpio_num_t gpio)
Output ADC2 reference voltage to gpio 25 or 26 or 27.
This function utilizes the testing mux exclusive to ADC 2 to route the reference voltage one of ADC2’s channels.
Supported gpios are gpios 25, 26, and 27. This refernce voltage can be manually read from the pin and used in
the esp_adc_cal component.
Return
* ESP_OK: v_ref successfully routed to selected gpio
* ESP_ERR_INVALID_ARG: Unsupported gpio
Parameters

* gpio: GPIO number (gpios 25,26,27 supported)

Macros

ADC_ATTEN_O0db
ADC_ATTEN_2_5db
ADC_ATTEN_6db
ADC_ATTEN_11db
ADC_WIDTH_9Bit
ADC_WIDTH_10Bit
ADC_WIDTH_11Bit

ADC_WIDTH 12Bit

Enumerations

enum adc_atten_t
Values:

ADC_ATTEN_DB_0=0
The input voltage of ADC will be reduced to about 1/1
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ADC_ATTEN_DB_2_5=1

The input voltage of ADC will be reduced to about 1/1.34

ADC_ATTEN_DB_6=2

The input voltage of ADC will be reduced to about 1/2

ADC_ATTEN_DB_11=3

The input voltage of ADC will be reduced to about 1/3.6

ADC_ATTEN_ MAX

enum adc_bits_width t

Values:

ADC_WIDTH BIT 9=0
ADC capture width is 9Bit

ADC_WIDTH BIT 10=1
ADC capture width is 10Bit

ADC_WIDTH BIT 11=2
ADC capture width is 11Bit

ADC_WIDTH BIT 12=3
ADC capture width is 12Bit

ADC_WIDTH MAX

enum adcl_channel t

Values:

ADC1 CHANNEL 0=0
ADCI channel 0 is GPIO36

ADC1_CHANNEL 1
ADCI1 channel 1 is GPIO37

ADC1_ CHANNEL_2
ADCI channel 2 is GPIO38

ADC1_CHANNEL_3
ADCI1 channel 3 is GPIO39

ADC1_ CHANNEL_ 4
ADCI channel 4 is GPIO32

ADC1_CHANNEL_5
ADCI1 channel 5 is GPIO33

ADC1_ CHANNEL_6
ADCI channel 6 is GPIO34

ADC1_CHANNEL_7
ADCI1 channel 7 is GPIO35

ADC1_CHANNEL MAX

enum adc2_ channel t

Values:

ADC2_CHANNEL 0=0
ADC?2 channel 0 is GPIO4

ADC2_ CHANNEL_1
ADC?2 channel 1 is GPIO0
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ADC2_ CHANNEL_2
ADC?2 channel 2 is GPIO2

ADC2_ CHANNEL_3
ADC?2 channel 3 is GPIO15

ADC2_ CHANNEL_ 4
ADC?2 channel 4 is GPIO13

ADC2_ CHANNEL_ 5
ADC?2 channel 5 is GPIO12

ADC2_ CHANNEL_6
ADC?2 channel 6 is GPIO14

ADC2_ CHANNEL_7
ADC?2 channel 7 is GPIO27

ADC2_ CHANNEL_8
ADC?2 channel 8 is GPIO25

ADC2_ CHANNEL_ 9
ADC?2 channel 9 is GPIO26

ADC2_CHANNEL_ MAX

enum adc_channel t

Values:

ADC_CHANNEL 0=0
ADC channel

ADC_CHANNEL 1
ADC channel

ADC_CHANNEL 2
ADC channel

ADC_CHANNEL_ 3
ADC channel

ADC_CHANNEL 4
ADC channel

ADC_CHANNEL 5
ADC channel

ADC_CHANNEL 6
ADC channel

ADC_CHANNEL 7
ADC channel

ADC_CHANNEL_ 8
ADC channel

ADC_CHANNEL 9
ADC channel

ADC_CHANNEL_MAX

enum adc_unit_t

Values:
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ADC_UNIT 1=1
SAR ADC 1

ADC_UNIT 2=2
SAR ADC 2, not supported yet

ADC_UNIT BOTH=3
SAR ADC 1 and 2, not supported yet

ADC_UNIT ALTER=7
SAR ADC 1 and 2 alternative mode, not supported yet

ADC_UNIT_MAX

enum adc_i2s_encode_t
Values:

ADC_ENCODE_12BIT
ADC to 12S data format, [15:12]-channel [11:0]-12 bits ADC data

ADC_ENCODE_11BIT
ADC to 12S data format, [15]-1 [14:11]-channel [10:0]-11 bits ADC data

ADC_ENCODE_MAX

enum adc_i2s_source_t
Values:

ADC_I2S_DATA_SRC_IO_SIG=0
I2S data from GPIO matrix signal

ADC_I2S DATA SRC _ADC=1
12S data from ADC

ADC_I2S_DATA SRC_MAX

ADC Calibration

Header File

* esp_adc_cal/include/esp_adc_cal.h

Functions

esp_err_t esp_adc_cal_check_efuse (esp_adc_cal_value_t value_type)
Checks if ADC calibration values are burned into eFuse.

This function checks if ADC reference voltage or Two Point values have been burned to the eFuse of the current
ESP32
Return

e ESP_OK: The calibration mode is supported in eFuse

e ESP_ERR_NOT_SUPPORTED: Error, eFuse values are not burned

* ESP_ERR_INVALID_ARG: Error, invalid argument (ESP_ADC_CAL_VAL_DEFAULT_VREF)

Parameters
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e value_type: Type of calibration value (ESP_ADC_CAL_VAL_EFUSE_VREF or
ESP_ADC_CAL_VAL_EFUSE_TP)

esp_adc_cal_value_t esp_adc_cal_characterize (adc_unit_t adc_num, adc_atten_t atten,

adc_bits_width_t bit_width, wint32_t default_vref,
esp_adc_cal_characteristics_t *chars)
Characterize an ADC at a particular attenuation.

This function will characterize the ADC at a particular attenuation and generate the ADC-Voltage curve in the
form of [y = coeff_a * x + coeff_b]. Characterization can be based on Two Point values, eFuse Vref, or default
Vref and the calibration values will be prioritized in that order.
Note Two Point values and eFuse Vref can be enabled/disabled using menuconfig.
Return
« ESP_ ADC_CAL_VAL_EFUSE_VREF: eFuse Vref used for characterization
* ESP_ADC_CAL_VAL_EFUSE_TP: Two Point value used for characterization (only in Linear Mode)
* ESP_ADC_CAL_VAL_DEFAULT_VREF: Default Vref used for characterization
Parameters
¢ adc_num: ADC to characterize (ADC_UNIT_1 or ADC_UNIT_2)
* atten: Attenuation to characterize
* bit_width: Bit width configuration of ADC
e default_vref: Default ADC reference voltage in mV (used if eFuse values is not available)

* chars: Pointer to empty structure used to store ADC characteristics

uint32_t esp_adc_cal_raw_to_voltage (uint32_t adc_reading, const esp_adc_cal_characteristics_t

*chars)
Convert an ADC reading to voltage in mV.

This function converts an ADC reading to a voltage in mV based on the ADC’s characteristics.

Note Characteristics structure must be initialized before this function is called (call esp_adc_cal_characterize())
Return Voltage in mV
Parameters

e adc_reading: ADC reading

* chars: Pointer to initialized structure containing ADC characteristics

esp_err_t esp_adc_cal_get_voltage (adc_channel_t channel, const esp_adc_cal_characteristics_t

*chars, uint32_t *voltage)
Reads an ADC and converts the reading to a voltage in mV.

This function reads an ADC then converts the raw reading to a voltage in mV based on the characteristics

provided. The ADC that is read is also determined by the characteristics.

Note The Characteristics structure must be initialized before this function is called (call
esp_adc_cal_characterize())

Return

e ESP_OK: ADC read and converted to mV
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* ESP_ERR_TIMEOUT: Error, timed out attempting to read ADC

e ESP_ERR_INVALID_ARG: Error due to invalid arguments
Parameters

¢ channel: ADC Channel to read

e chars: Pointer to initialized ADC characteristics structure

* voltage: Pointer to store converted voltage

Structures

struct esp_adc _cal_characteristics_t
Structure storing characteristics of an ADC.

Note Call esp_adc_cal_characterize() to initialize the structure

Public Members
adc_unit_t ade_num
ADC number

adc_atten_t atten
ADC attenuation

adc_bits_width_t bit_width
ADC bit width

uint32_t coeff a
Gradient of ADC-Voltage curve

uint32_t coeff_b
Offset of ADC-Voltage curve

uint32_t vref
Vref used by lookup table

const uint32_t *1low_curve
Pointer to low Vref curve of lookup table (NULL if unused)

const uint32_t *high_curve
Pointer to high Vref curve of lookup table (NULL if unused)

Enumerations

enum esp_adc_cal_value_t
Type of calibration value used in characterization.

Values:

ESP_ADC_CAL_VAL_EFUSE_VREF =(
Characterization based on reference voltage stored in eFuse

ESP_ADC_CAL_VAL EFUSE TP =1
Characterization based on Two Point values stored in eFuse
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ESP_ADC_CAL_VAL_DEFAULT VREF =2
Characterization based on default reference voltage

GPIO Lookup Macros

Header File

* soc/esp32/include/soc/adc_channel.h

Macros

ADC1l_GPIO36_CHANNEL
ADC1_CHANNEL_ O_GPIO_NUM
ADC1_GPIO37_CHANNEL
ADC1_CHANNEL 1 GPIO_NUM
ADC1l_GPIO38_CHANNEL
ADC1_CHANNEL_ 2_ GPIO_NUM
ADC1_GPIO39_CHANNEL
ADC1_CHANNEL_ 3_GPIO_NUM
ADC1_GPIO32_CHANNEL
ADC1_CHANNEL 4_GPIO_NUM
ADC1_GPIO33_CHANNEL
ADC1_CHANNEL_5_GPIO_NUM
ADC1_GPIO34_CHANNEL
ADC1_CHANNEL_6_GPIO_NUM
ADC1_GPIO35_CHANNEL
ADC1_CHANNEL_7_GPIO_NUM
ADC2_GPIO4_CHANNEL
ADC2_CHANNEL_0_GPIO_NUM
ADC2_GPIOO_CHANNEL
ADC2_CHANNEL_1_GPIO_NUM
ADC2_GPIO2_CHANNEL
ADC2_CHANNEL_2_GPIO_NUM
ADC2_GPIO15_CHANNEL
ADC2_CHANNEL_ 3_GPIO_NUM
ADC2_GPIO13_CHANNEL
ADC2_CHANNEL_4_GPIO_NUM
ADC2_GPIOl1l2_CHANNEL
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ADC2_CHANNEL_5_GPIO_NUM
ADC2_GPIOl14_CHANNEL
ADC2_CHANNEL_6_GPIO_NUM
ADC2_GPIO27_CHANNEL
ADC2_CHANNEL_7_GPIO_NUM
ADC2_GPIO25_CHANNEL
ADC2_CHANNEL_8_GPIO_NUM
ADC2_GPIO26_CHANNEL
ADC2_CHANNEL_ 9 GPIO_NUM

2.4.2 Digital To Analog Converter

Overview

ESP32 has two 8-bit DAC (digital to analog converter) channels, connected to GPIO25 (Channel 1) and GPI026
(Channel 2).

The DAC driver allows these channels to be set to arbitrary voltages.

The DAC channels can also be driven with DM A-style written sample data, via the /25 driver when using the “built-in
DAC mode”.

For other analog output options, see the Sigma-delta Modulation module and the LED Control module. Both these
modules produce high frequency PWM output, which can be hardware low-pass filtered in order to generate a lower
frequency analog output.

Application Example

Setting DAC channel 1 (GPIO 25) voltage to approx 0.78 of VDD_A voltage (VDD * 200 / 255). For VDD_A 3.3V,
this is 2.59V:

#include <driver/dac.h>

dac_output_enable (DAC_CHANNEL_1);
dac_output_voltage (DAC_CHANNEL_1, 200);

API Reference

Header File

¢ driver/include/driver/dac.h

Functions

esp_err_t dac_pad_get_io_num (dac_channel_t channel, gpio_num_t *gpio_num)
Get the gpio number of a specific DAC channel.
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Return
* ESP_OK if success
* ESP_ERR_INVALID_ARG if channal not valid
Parameters
* channel: Channel to get the gpio number
* gpio_num: output buffer to hold the gpio number
esp_err_t dac_output_voltage (dac_channel_t channel, uint8_t dac_value)
Set DAC output voltage.
DAC output is 8-bit. Maximum (255) corresponds to VDD.
Note Need to configure DAC pad before calling this function. DAC channel 1 is attached to GPIO25, DAC
channel 2 is attached to GP1026
Return
* ESP_OK success
e ESP ERR_INVALID_ ARG Parameter error
Parameters
e channel: DAC channel
* dac_value: DAC output value

esp_err_t dac_output_enable (dac_channel_t channel)
DAC pad output enable.

Note DAC channel 1 is attached to GPIO25, DAC channel 2 is attached to GPIO26 12S left channel will be
mapped to DAC channel 2 12S right channel will be mapped to DAC channel 1
Parameters
e channel: DAC channel
esp_err_t dac_output_disable (dac_channel_t channel)
DAC pad output disable.
Note DAC channel 1 is attached to GPIO25, DAC channel 2 is attached to GP1I026
Parameters
e channel: DAC channel
esp_err_tdac_i2s_enable ()
Enable DAC output data from 128S.

esp_err_tdac_i2s_disable ()
Disable DAC output data from 12S.
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Enumerations

enum dac_channel t
Values:

DAC_CHANNEL_1 = |
DAC channel 1 is GPIO25

DAC_CHANNEL_2
DAC channel 2 is GPIO26

DAC_CHANNEL_MAX

GPIO Lookup Macros

Some useful macros can be used to specified the GPIO number of a DAC channel, or vice versa. e.g.
1. DAC_CHANNEL_1_GPIO_NUM is the GPIO number of channel 1 (25);

2. DAC_GPIO26_CHANNEL is the channel number of GPIO 26 (channel 2).

Header File

* soc/esp32/include/soc/dac_channel.h

Macros

DAC_GPIO25_CHANNEL
DAC_CHANNEL_1_GPIO_NUM
DAC_GPIO26_CHANNEL

DAC_CHANNEL_2_GPIO_NUM

2.4.3 GPIO & RTC GPIO

Overview

The ESP32 chip features 40 physical GPIO pads. Some GPIO pads cannot be used or do not have the corresponding
pin on the chip package(refer to technical reference manual). Each pad can be used as a general purpose I/O or can be
connected to an internal peripheral signal.

* Note that GPIO6-11 are usually used for SPI flash.
* GPI034-39 can only be set as input mode and do not have software pullup or pulldown functions.

There is also separate “RTC GPIO” support, which functions when GPIOs are routed to the “RTC” low-power and
analog subsystem. These pin functions can be used when in deep sleep, when the Ultra Low Power co-processor is
running, or when analog functions such as ADC/DAC/etc are in use.

Application Example

GPIO output and input interrupt example: peripherals/gpio.
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API Reference - Normal GPIO

Header File

e driver/include/driver/gpio.h

Functions

esp_err_t gpio_config (const gpio_config_t *pGPIOConfig)
GPIO common configuration.

Configure GPIO’s Mode,pull-up,PullDown,Intr Type

Return

* ESP_OK success

e ESP_ ERR_INVALID_ ARG Parameter error
Parameters

* pGPIOConfig: Pointer to GPIO configure struct

esp_err_tgpio_set_intr_type (gpio_num_t gpio_num, gpio_int_type_t intr_type)

GPIO set interrupt trigger type.
Return

* ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error
Parameters

* gpio_num: GPIO number. If you want to set the trigger type of e.g. of GPIO16, gpio_num should
be GPIO_NUM_16 (16);

e intr_type: Interrupt type, select from gpio_int_type_t
esp_err_tgpio_intr_enable (gpio_num_t gpio_num)

Enable GPIO module interrupt signal.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Parameters
* gpio_num: GPIO number. If you want to enable an interrupt on e.g. GPIO16, gpio_num should be

GPIO_NUM_16 (16);

esp_err_tgpio_intr_disable (gpio_num_t gpio_num)
Disable GPIO module interrupt signal.
Return
¢ ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
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Parameters
* gpio_num: GPIO number. If you want to disable the interrupt of e.g. GPIO16, gpio_num should be
GPIO_NUM_16 (16);

esp_err_t gpio_set_level (gpio_num_t gpio_num, uint32_t level)
GPIO set output level.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG GPIO number error
Parameters

* gpio_num: GPIO number. If you want to set the output level of e.g. GPIO16, gpio_num should be
GPIO_NUM_16 (16);

e level: Output level. O: low ; 1: high
int gpio_get_level (gpio_num_t gpio_num)
GPIO get input level.
Return
* 0 the GPIO input level is 0
* 1 the GPIO input level is 1
Parameters
* gpio_num: GPIO number. If you want to get the logic level of e.g. pin GPIO16, gpio_num should
be GPIO_NUM_16 (16);
esp_err_t gpio_set_direction (gpio_num_t gpio_num, gpio_mode_t mode)
GPIO set direction.

Configure GPIO direction,such as output_only,input_only,output_and_input

Return

e ESP_OK Success

e ESP_ERR_INVALID_ARG GPIO error
Parameters

* gpio_num: Configure GPIO pins number, it should be GPIO number. If you want to set direction of
e.g. GPIO16, gpio_num should be GPIO_NUM_16 (16);

* mode: GPIO direction
esp_err_tgpio_set_pull_mode (gpio_num_t gpio_num, gpio_pull_mode_t pull)
Configure GPIO pull-up/pull-down resistors.
Only pins that support both input & output have integrated pull-up and pull-down resistors. Input-only GPIOs
34-39 do not.
Return

¢ ESP_OK Success
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e ESP_ERR_INVALID_ARG : Parameter error

Parameters

* gpio_num: GPIO number. If you want to set pull up or down mode for e.g. GPIO16, gpio_num
should be GPIO_NUM_16 (16);

e pull: GPIO pull up/down mode.
esp_err_t gpio_wakeup_enable (gpio_num_t gpio_num, gpio_int_type_t intr_type)

Enable GPIO wake-up function.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Parameters
¢ gpio_num: GPIO number.
* intr_type: GPIO  wake-up type. Only GPIO_INTR_LOW_LEVEL or

GPIO_INTR_HIGH_LEVEL can be used.

esp_err_t gpio_wakeup_disable (gpio_num_t gpio_num)
Disable GPIO wake-up function.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* gpio_num: GPIO number
esp_err_tgpio_isr_ register (void (¥fin)) void *

, void *arg, int intr_alloc_flags, gpio_isr_handle_t *handleRegister GPIO interrupt handler, the handler is an
ISR. The handler will be attached to the same CPU core that this function is running on.

This ISR function is called whenever any GPIO interrupt occurs. See the alternative gpio_install_isr_service()
and gpio_isr_handler_add() API in order to have the driver support per-GPIO ISRs.

To disable or remove the ISR, pass the returned handle to the interrupt allocation functions.
Parameters
e fn: Interrupt handler function.

e intr_alloc_flags: Flags used to allocate the interrupt.  One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

* arg: Parameter for handler function

* handle: Pointer to return handle. If non-NULL, a handle for the interrupt will be returned here.

Return
e ESP_OK Success ;
e ESP_ERR_INVALID_ARG GPIO error
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esp_err_tgpio_pullup_en (gpio_num_t gpio_num)
Enable pull-up on GPIO.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* gpio_num: GPIO number
esp_err_tgpio_pullup_dis (gpio_num_t gpio_num)
Disable pull-up on GPIO.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* gpio_num: GPIO number
esp_err_t gpio_pulldown_en (gpio_num_t gpio_num)
Enable pull-down on GPIO.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* gpio_num: GPIO number
esp_err_t gpio_pulldown_dis (gpio_num_t gpio_num)
Disable pull-down on GPIO.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
¢ gpio_num: GPIO number
esp_err_tgpio_install_isr_service (intintr_alloc_flags)
Install the driver’s GPIO ISR handler service, which allows per-pin GPIO interrupt handlers.

This function is incompatible with gpio_isr_register() - if that function is used, a single global ISR is registered
for all GPIO interrupts. If this function is used, the ISR service provides a global GPIO ISR and individual pin
handlers are registered via the gpio_isr_handler_add() function.

Return

¢ ESP_OK Success
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» ESP_FAIL Operation fail
* ESP_ERR_NO_MEM No memory to install this service
Parameters
e intr_alloc_flags: Flags used to allocate the interrupt.  One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
void gpio_uninstall_isr service ()
Uninstall the driver’s GPIO ISR service, freeing related resources.

esp_err_t gpio_isr_ handler_add (gpio_num_t gpio_num, gpio_isr_t isr_handler, void *args)
Add ISR handler for the corresponding GPIO pin.

Call this function after using gpio_install_isr_service() to install the driver’s GPIO ISR handler service.

The pin ISR handlers no longer need to be declared with IRAM_ATTR, unless you pass the
ESP_INTR_FLAG_IRAM flag when allocating the ISR in gpio_install_isr_service().

This ISR handler will be called from an ISR. So there is a stack size limit (configurable as “ISR stack size” in
menuconfig). This limit is smaller compared to a global GPIO interrupt handler due to the additional level of
indirection.
Return
¢ ESP_OK Success
* ESP_ERR_INVALID_STATE Wrong state, the ISR service has not been initialized.
e ESP ERR_INVALID_ ARG Parameter error
Parameters
¢ gpio_num: GPIO number
* isr_handler: ISR handler function for the corresponding GPIO number.
* args: parameter for ISR handler.
esp_err_tgpio_isr_handler_remove (gpio_num_t gpio_num)
Remove ISR handler for the corresponding GPIO pin.
Return
e ESP_OK Success
* ESP_ERR_INVALID_STATE Wrong state, the ISR service has not been initialized.
e ESP_ERR_INVALID_ARG Parameter error
Parameters
¢ gpio_num: GPIO number
esp_err_tgpio_set_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t strength)
Set GPIO pad drive capability.
Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Parameters
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e gpio_num: GPIO number, only support output GPIOs
* strength: Drive capability of the pad
esp_err_tgpio_get_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t *strength)

Get GPIO pad drive capability.
Return

¢ ESP_OK Success

e ESP_ ERR_INVALID_ ARG Parameter error
Parameters

* gpio_num: GPIO number, only support output GPIOs

* strength: Pointer to accept drive capability of the pad

Structures

struct gpio_config t
Configuration parameters of GPIO pad for gpio_config function.

Public Members
uint64_t pin_bit_mask
GPIO pin: set with bit mask, each bit maps to a GPIO

gpio_mode_t mode
GPIO mode: set input/output mode

gpio_pullup_t pull_up_en
GPIO pull-up

gpio_pulldown_t pull_down_en
GPIO pull-down

gpio_int_type_t intr_type
GPIO interrupt type

Macros

GPIO_SEL_O
Pin O selected

GPIO _SEL 1
Pin 1 selected

GPIO_SEL 2
Pin 2 selected

Note There are more macros like that up to pin 39, excluding pins 20, 24 and 28..31. They are not shown here
to reduce redundant information.

GPIO_IS_VALID_GPIO (gpio_num)
Check whether it is a valid GPIO number
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GPIO_IS_VALID_OUTPUT_GPIO (gpio_num)
Check whether it can be a valid GPIO number of output mode

Type Definitions

typedef void (*gpio_isr_t) (void *)
typedef intr_handle_t gpio_isr_handle_t

Enumerations

enum gpio_num_t
Values:

GPIO_NUM 0=0
GPIOO, input and output

GPIO_NUM 1=1
GPIO1, input and output

GPIO_NUM 2=2
GPIO2, input and output

Note There are more enumerations like that up to GPIO39, excluding GP1I020, GPIO24 and GPI1028..31.

They are not shown here to reduce redundant information.

Note GPIO34..39 are input mode only.

enum gpio_int_type t
Values:

GPIO_INTR DISABLE =0
Disable GPIO interrupt

GPIO_INTR_POSEDGE =1
GPIO interrupt type : rising edge

GPIO_INTR_NEGEDGE =2
GPIO interrupt type : falling edge

GPIO_INTR ANYEDGE =3
GPIO interrupt type : both rising and falling edge

GPIO_INTR_LOW_LEVEL =4
GPIO interrupt type : input low level trigger

GPIO_INTR HIGH LEVEL =95
GPIO interrupt type : input high level trigger

GPIO_INTR MAX

enum gpio_mode_t
Values:

GPIO_MODE_DISABLE = GPIO_MODE_DEF_DISABLE
GPIO mode : disable input and output

GPIO_MODE_INPUT = GPIO_MODE_DEF_INPUT
GPIO mode : input only
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GPIO_MODE_OUTPUT = GPIO_MODE_DEF_OUTPUT
GPIO mode : output only mode

GPIO_MODE_OUTPUT_OD = ((GPIO_MODE_DEF_OUTPUT)I(GPIO_MODE_DEF_OD))
GPIO mode : output only with open-drain mode

GPIO_MODE_INPUT_OUTPUT_OD = ((GPIO_MODE_DEF_INPUT)I(GPIO_MODE_DEF_OUTPUT)I(GPIO_MODE_DEF (
GPIO mode : output and input with open-drain mode

GPIO_MODE_INPUT_OUTPUT = ((GPIO_MODE_DEF_INPUT)I(GPIO_MODE_DEF_OUTPUT))
GPIO mode : output and input mode

enum gpio_pullup_t
Values:

GPIO_PULLUP_DISABLE = 0x0
Disable GPIO pull-up resistor

GPIO_PULLUP_ENABLE = Ox1
Enable GPIO pull-up resistor

enum gpio_pulldown_t
Values:

GPIO_PULLDOWN_DISABLE = (0x0
Disable GPIO pull-down resistor

GPIO_PULLDOWN_ENABLE = Ox1
Enable GPIO pull-down resistor

enum gpio_pull _mode_t
Values:

GPIO_PULLUP_ONLY
Pad pull up

GPIO_PULLDOWN_ONLY
Pad pull down

GPIO_PULLUP_PULLDOWN
Pad pull up + pull down

GPIO_FLOATING
Pad floating

enum gpio_drive_cap_t
Values:

GPIO_DRIVE_CAP_0=0
Pad drive capability: weak

GPIO_DRIVE_CAP_1=1
Pad drive capability: stronger

GPIO_DRIVE_CAP_2=2
Pad drive capability: default value

GPIO_DRIVE_CAP_DEFAULT =2
Pad drive capability: default value

GPIO_DRIVE_CAP_3 =3
Pad drive capability: strongest

GPIO_DRIVE_ CAP_MAX
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API Reference - RTC GPIO

Header File

¢ driver/include/driver/rtc_io.h

Functions

staticbool rtc_gpio_is_valid_gpio (gpio_num_t gpio_num)
Determine if the specified GPIO is a valid RTC GPIO.
Return true if GPIO is valid for RTC GPIO use. talse otherwise.
Parameters
¢ gpio_num: GPIO number
esp_err_trtc_gpio_init (gpio_num_t gpio_num)
Init a GPIO as RTC GPIO.

This function must be called when initializing a pad for an analog function.

Return
¢ ESP_OK success
e ESP_ERR_INVALID_ARG GPIO is not an RTC IO
Parameters
* gpio_num: GPIO number (e.g. GPIO_NUM_12)
esp_err_t rte_gpio_deinit (gpio_num_t gpio_num)
Init a GPIO as digital GPIO.
Return
e ESP_OK success
e ESP_ERR_INVALID_ARG GPIO is not an RTC IO
Parameters
* gpio_num: GPIO number (e.g. GPIO_NUM_12)
uint32_t rtc_gpio_get_level (gpio_num_t gpio_num)
Get the RTC IO input level.
Return
* 1 High level
* 0 Low level
e ESP_ERR_INVALID_ARG GPIO is not an RTC IO
Parameters

* gpio_num: GPIO number (e.g. GPIO_NUM_12)
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esp_err_t rtc_gpio_set_level (gpio_num_t gpio_num, uint32_t level)
Set the RTC 10 output level.
Return
¢ ESP_OK Success
* ESP_ERR_INVALID_ARG GPIO is not an RTC IO
Parameters
* gpio_num: GPIO number (e.g. GPIO_NUM_12)
e level: output level
esp_err_t rtc_gpio_set_direction (gpio_num_t gpio_num, rtc_gpio_mode_t mode)
RTC GPIO set direction.
Configure RTC GPIO direction, such as output only, input only, output and input.

Return
* ESP_OK Success
* ESP_ERR_INVALID_ARG GPIO is not an RTC IO
Parameters
* gpio_num: GPIO number (e.g. GPIO_NUM_12)
* mode: GPIO direction
esp_err_t rte_gpio_pullup_en (gpio_num_t gpio_num)
RTC GPIO pullup enable.
This function only works for RTC IOs. In general, call gpio_pullup_en, which will work both for normal GPIOs
and RTC 10s.
Return
¢ ESP_OK Success
* ESP_ERR_INVALID_ARG GPIO is not an RTC IO
Parameters
* gpio_num: GPIO number (e.g. GPIO_NUM_12)
esp_err_t rtc_gpio_pulldown_en (gpio_num_t gpio_num)
RTC GPIO pulldown enable.
This function only works for RTC IOs. In general, call gpio_pulldown_en, which will work both for normal
GPIOs and RTC IOs.
Return
¢ ESP_OK Success
* ESP_ERR_INVALID_ARG GPIO is not an RTC IO
Parameters

* gpio_num: GPIO number (e.g. GPIO_NUM_12)
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esp_err_t rte_gpio_pullup_dis (gpio_num_t gpio_num)

RTC GPIO pullup disable.
This function only works for RTC 1Os. In general, call gpio_pullup_dis, which will work both for normal GPIOs
and RTC 10s.
Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG GPIO is not an RTC IO
Parameters

* gpio_num: GPIO number (e.g. GPIO_NUM_12)

esp_err_t rtc_gpio_pulldown_dis (gpio_num_t gpio_num)

RTC GPIO pulldown disable.
This function only works for RTC 10s. In general, call gpio_pulldown_dis, which will work both for normal
GPIOs and RTC 10s.
Return
e ESP_OK Success
¢ ESP_ERR_INVALID_ARG GPIO is not an RTC IO
Parameters

* gpio_num: GPIO number (e.g. GPIO_NUM_12)

esp_err_t rte_gpio_hold_en (gpio_num_t gpio_num)

Enable hold function on an RTC IO pad.
Enabling HOLD function will cause the pad to latch current values of input enable, output enable, output value,
function, drive strength values. This function is useful when going into light or deep sleep mode to prevent the
pin configuration from changing.
Return

* ESP_OK Success

* ESP_ERR_INVALID_ARG GPIO is not an RTC IO
Parameters

* gpio_num: GPIO number (e.g. GPIO_NUM_12)

esp_err_trtc_gpio_hold_dis (gpio_num_t gpio_num)

Disable hold function on an RTC IO pad.
Disabling hold function will allow the pad receive the values of input enable, output enable, output value,
function, drive strength from RTC_IO peripheral.
Return
e ESP_OK Success
¢ ESP_ERR_INVALID_ARG GPIO is not an RTC IO
Parameters

* gpio_num: GPIO number (e.g. GPIO_NUM_12)
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void rtc_gpio_force_hold_dis_all ()
Disable force hold signal for all RTC 1Os.

Each RTC pad has a “force hold” input signal from the RTC controller. If this signal is set, pad latches current
values of input enable, function, output enable, and other signals which come from the RTC mux. Force hold
signal is enabled before going into deep sleep for pins which are used for EXT1 wakeup.

esp_err_t rtc_gpio_set_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t strength)
Set RTC GPIO pad drive capability.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* gpio_num: GPIO number, only support output GPIOs
e strength: Drive capability of the pad
esp_err_trtc_gpio_get_drive capability (gpio_num_t gpio_num, gpio_drive_cap_t *strength)
Get RTC GPIO pad drive capability.
Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* gpio_num: GPIO number, only support output GPIOs

* strength: Pointer to accept drive capability of the pad

Structures

struct rtc_gpio_desc_t
Pin function information for a single GPIO pad’s RTC functions.

This is an internal function of the driver, and is not usually useful for external use.

Public Members
uint32_t reg
Register of RTC pad, or 0 if not an RTC GPIO

uint32_t mux
Bit mask for selecting digital pad or RTC pad

uint32_t func
Shift of pad function (FUN_SEL) field

uint32_t ie
Mask of input enable

uint32_t pullup
Mask of pullup enable
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uint32_t pulldown
Mask of pulldown enable

uint32_t slpsel
If slpsel bit is set, slpie will be used as pad input enabled signal in sleep mode

uint32_t slpie
Mask of input enable in sleep mode

uint32_t hold
Mask of hold enable

uint32_t hold_force
Mask of hold_force bit for RTC 10 in RTC_CNTL_HOLD_FORCE_REG

uint32_tdrv_v
Mask of drive capability

uint32_tdrv_s
Offset of drive capability

int rte_num
RTC IO number, or -1 if not an RTC GPIO

Macros

RTC_GPIO_IS_VALID_GPIO (gpio_num)

Enumerations

enum rtc_gpio_mode_t
Values:

RTC_GPIO_MODE_INPUT_ ONLY
Pad input

RTC_GPIO_MODE_OUTPUT_ONLY
Pad output

RTC_GPIO_MODE_INPUT_OUTPUT
Pad pull input + output

RTC_GPIO_MODE_DISABLED
Pad (output + input) disable

2.44 12C

An I2C (Inter-Integrated Circuit) bus can be used for communication with several external devices connected to the
same bus as ESP32. There are two I12C controllers on board of the ESP32, each of which can be set to master mode or
slave mode.

Overview

The following sections will walk you through typical steps to configure and operate the 12C driver:
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1. Configure Driver - select driver’s parameters like master or slave mode, set specific GPIO pins to act as SDA
and SCL, set the clock speed, etc.

2. Install Driver- activate driver in master or slave mode to operate on one of the two I2C controllers available on
ESP32.

3. Run Communication:
a) Master Mode - run communication acting as a master
b) Slave Mode - get slave responding to messages from the master
4. Interrupt Handling - configure and service I12C interrupts.
5. Going Beyond Defaults - adjust timing, pin configuration and other parameters of the I2C communication.
6. Error Handling - how to recognize and handle driver configuration and communication errors.
7. Delete Driver- on communication end to free resources used by the I12C driver.

The top level identification of an I2C driver is one of the two port numbers selected from i2c_port_t. The mode
of operation for a given port is provided during driver configuration by selecting either “master” or “slave” from
i2c_mode_t.

Configure Driver

The first step to establishing I2C communication is to configure the driver. This is done by setting several parameters
contained in i 2¢c_config_t structure:

¢ 12C operation mode - select either slave or master from i2¢c_opmode_t
* Settings of the communication pins:
— GPIO pin numbers assigned to the SDA and SCL signals
— Whether to enable ESP32’s internal pull up for respective pins
* 12C clock speed, if this configuration concerns the master mode
* If this configuration concerns the slave mode:
— Whether 10 bit address mode should be enabled
— The slave address

Then, to initialize configuration for a given I2C port, call function i2c_param config () with the port number
and i2c_config_t structure as the function call parameters.

At this stage 12¢c_param config () also sets “behind the scenes” couple of other I2C configuration parameters to
commonly used default values. To check what are the values and how to change them, see Going Beyond Defaults.

Install Driver

Having the configuration initialized, the next step is to install the I2C driver by calling i 2¢c_driver install ().
This function call requires the following parameters:

* The port number, one of the two ports available, selected from i2c_port_t
* The operation mode, slave or master selected from 1 2c_opmode_t
* Sizes of buffers that will be allocated for sending and receiving data in the slave mode

* Flags used to allocate the interrupt
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Run Communication

With the 12C driver installed, ESP32 is ready to communicate with other [2C devices. Programming of communication
depends on whether selected I12C port operates in a master or a slave mode.

Master Mode

ESP32’s 12C port working in the master made is responsible for establishing communication with slave 12C devices
and sending commands to trigger actions by slaves, like doing a measurement and sending back a result.

To organize this process the driver provides a container, called a “command link”, that should be populated with a
sequence of commands and then passed to the I2C controller for execution.

Master Write

An example of building a commend link for I2C master sending n bytes to slave is shown below:

| Data n times [l\]

| Master I;L‘S;Aﬂ‘ Slave Address | | Data | Eﬂ
Slave I\_\] ALCK, ACK,

Cormmands

crnd = i2c_cmd_link_create()

i2c_rnaster_start{crd,

i2c_rnaster_write_bytelcrnd, Address, ACK)

i2c_master_write(Data, n, ACK]

i2c_master_stoplcmd,

izc_rnaster_crnd_begin(l2c_port, crnd, wait)

_________|__J7

i2c_crmd_link_delete(cmd)

Fig. 3: I2C command link - master write example

The following describes how the command link for a “master write” is set up and what comes inside:
1. The first step is to create a command link with 1 2¢c_cmd_1ink create ().
Then the command link is populated with series of data to be sent to the slave:
2. Startbit- i1 2c master start ()

3. Single byte slave address - 1 2c_master write byte (). The address is provided as an argument of
this function call.

4. One or more bytes of data as an argument of 1 2c_master _write ().
5. Stop bit- i1 2c_master_stop ()

Both i2c master write byte() and i2c_master_write () commands have additional argument
defining whether slave should acknowledge received data or not.

6. Execution of command link by I2C controller is triggered by calling i 2c_master_cmd _begin().
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7. As the last step, after sending of the commands is finished, the resources used by the command link are released
by calling i2c_cmd_link_delete().

Master Read

There is a similar sequence of steps for the master to read the data from a slave.

| Data [n-1) times I;

Master % START Slave Address ACEK STOP
I I I BT :

Cornrmands |¥

cmd = i2c_cmd_link_create() |

iZc_master_startlcrnd,

i2c_rnaster_write_byte(crnd, address, ACK)

i2c_master_read(Data, n-1, ACK)

i2e_master_read(Data, 1, MAK)

i2c_rmaster_stoplcrnd,

i2c_master_crmd_beqgin(12c_port, crnd, wait)

i2c_crnd_link_delete(crnd)

Fig. 4: I12C command link - master read example

When reading the data, instead of “i2c_master_read...”, the command link 1is populated with
i2c_master_read_byte() and / or i2c_master_read(). Also, the last read is configured for not
providing an acknowledge by the master.

Master Write or Read?

After sending a slave’s address, see step 3 on pictures above, the master either writes to or reads from the slave. The
information what the master will actually do is hidden in the least significant bit of the slave’s address.

Therefore the command link instructing the slave that the master will write the data contains the address like
(ESP_SLAVE_ADDR << 1) | I2C_MASTER WRITE and looks as follows:

i2c_master_write_byte (cmd, (ESP_SLAVE_ADDR << 1) | I2C_MASTER _WRITE, ACK_CHECK_EN)

By similar token the command link to read from the slave looks as follows:

i2c_master_write_byte (cmd, (ESP_SLAVE_ADDR << 1) | I2C_MASTER_READ, ACK_CHECK_EN)

Slave Mode

The API provides functions to read and write data by the slave - * i2c _slave read buffer() and
i2c_slave_write_buffer (). Anexample of using these functions is provided in peripherals/i2c.

Interrupt Handling

To register an interrupt handler, call function i2c isr register(), to delete the handler call
i2c_isr_free (). Description of interrupts triggered by I2C controller is provided in the ESP32 Technical Refer-
ence Manual (PDF).
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Going Beyond Defaults

There are couple of I2C communication parameters setup during driver configuration (when -calling
i2¢c_param_config(), see Configure Driver), to some default commonly used values. Some parameters are
also already configured in registers of the I2C controller. These parameters can be changed to user defined values by
calling dedicated functions:

* Period of SCL pulses being high and low - i1 2¢c_set_period ()

e SCL and SDA signal timing used during generation of start / stop signals - 12¢c_set_start_timing() /
i2c_set_stop _timing()

* Timing relationship between SCL and SDA signals when sampling by slave, as well as when transmitting by
master - 12¢c_set_data_timing/()

e [2C timeout - 1 2¢c_set_timeout ()

Note: The timing values are defined in APB clock cycles. The frequency of APB is specified in
I2C_APB_CLK_FREQ.

¢ What bit, LSB or MSB, is transmitted / received first - 12¢c_set_data mode () selectable out of modes
definedin i1 2¢c_trans mode t

Each one of the above functions has a _get_ counterpart to check the currently set value.

To see the default values of parameters setup during driver configuration, please refer to file driver/i2c.c looking up
defines with _ DEFAULT suffix.

With function i2¢c_set_pin () itis also possible to select different SDA and SCL pins and alter configuration of
pull ups, changing what has been already entered with 1 2c_param config().

Note: ESP32’s internal pull ups are in the range of some tens of kOhm, and as such in most cases insufficient for
use as [12C pull ups by themselves. We suggest to add external pull ups as well, with values as described in the 12C
standard.

Error Handling

Most of driver’s function return the ESP_OK on successful completion or a specific error code on a failure. It is a
good practice to always check the returned values and implement the error handling. The driver is also printing out log
messages, when e.g. checking the correctness of entered configuration, that contain explanation of errors. For details
please refer to file driver/i2c.c looking up defines with _ERR_STR suffix.

Use dedicated interrupts to capture communication failures. For instance there is T2C_TIME_OUT_INT interrupt
triggered when I2C takes too long to receive data. See Interrupt Handling for related information.

To reset internal hardware buffers in case of communication failure, you can use i2¢c_reset_tx_fifo () and
12c _reset_rx fifo().

Delete Driver

If the I2C communication is established with 1 2¢c_driver _install () for some specific period of time and then
not required, the driver may be removed to free allocated resources by calling i 2c_driver delete ().
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Application Example

I2C master and slave example: peripherals/i2c.

API Reference

Header File

¢ driver/include/driver/i2c.h

Functions

esp_err_t i2c_driver_install (i2c_port_t i2c_num, i2c_mode_t mode, size_t slv_rx_buf len, size_t

slv_tx_buf len, int intr_alloc_flags)
12C driver install.

Note Only slave mode will use this value, driver will ignore this value in master mode.
Note Only slave mode will use this value, driver will ignore this value in master mode.

Note In master mode, if the cache is likely to be disabled(such as write flash) and the slave is time-sensitive,
ESP_INTR_FLAG_IRAM is suggested to be used. In this case, please use the memory allocated from
internal RAM in i2c read and write function, because we can not access the psram(if psram is enabled) in
interrupt handle function when cache is disabled.

Return

* ESP_OK Success

e ESP ERR_INVALID_ ARG Parameter error

e ESP_FAIL Driver install error
Parameters

e i2c_num: 12C port number

¢ mode: I12C mode( master or slave )

e slv_rx_buf_len: receiving buffer size for slave mode
Parameters

e slv_tx_buf_len: sending buffer size for slave mode
Parameters

e intr_alloc_flags: Flags used to allocate the interrupt.  One or multiple (ORred)

ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

esp_err_ti2c_driver_delete (i2c_port_t i2c_num)
12C driver delete.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Parameters
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e i2c_num: I2C port number

esp_err_t i2c_param_config (i2c_port_t i2c_num, const i2c_config_t *i2c_conf)

I2C parameter initialization.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2c_num: I2C port number
e i2c_conf: pointer to I2C parameter settings
esp_err_ti2c_reset_tx_fifo (i2c_port_t i2c_num)
reset 12C tx hardware fifo
Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2c_num: 12C port number
esp_err_ti2c_reset_rx_ fifo (i2c_port_ti2c_num)
reset 12C rx fifo
Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2c_num: 12C port number
esp_err_ti2c_isr_register (i2c_port_t i2c_num, void (¥fn)) void *
, void *arg, int intr_alloc_flags, intr_handle_t *handlel2C isr handler register.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2c_num: 12C port number
e fn: isr handler function

* arg: parameter for isr handler function

e intr_alloc_flags: Flags used to allocate the interrupt.

ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

* handle: handle return from esp_intr_alloc.

One or multiple (ORred)
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esp_err_t i2c_isr_free (intr_handle_t handle)
to delete and free 12C isr.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* handle: handle of isr.

esp_err_t i2c_set_pin (i2c_port_t i2c_num, int sda_io_num, int scl_io_num, gpio_pullup_t sda_pullup_en,

gpio_pullup_t scl_pullup_en, i2c_mode_t mode)
Configure GPIO signal for I2C sck and sda.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2c_num: I2C port number
e sda_io_num: GPIO number for I12C sda signal
* scl_io_num: GPIO number for I2C scl signal
e sda_pullup_en: Whether to enable the internal pullup for sda pin
* scl_pullup_en: Whether to enable the internal pullup for scl pin
* mode: I2C mode

i2¢_cmd_handle t i2e_cmd _link create ()
Create and init I2C command link.

Note Before we build I12C command link, we need to call i2c_cmd_link_create() to create a command link.
After we finish sending the commands, we need to call i2c_cmd_link_delete() to release and return the
resources.

Return i2c command link handler

void i2c_emd_link_delete (i2¢_cmd_handle_t cmd_handle)
Free I2C command link.

Note Before we build I2C command link, we need to call i2c_cmd_link_create() to create a command link.
After we finish sending the commands, we need to call i2c_cmd_link_delete() to release and return the
resources.

Parameters
¢ cmd_handle: 12C command handle
esp_err_ti2c_master_start (i2c_cmd_handle_t cmd_handle)
Queue command for I2C master to generate a start signal.

Note Only call this function in [2C master mode Call i2c_master_cmd_begin() to send all queued commands

Return
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e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e cmd_handle: 12C ecmd link
esp_err_ti2c_master_write_byte (i2c_cmd_handle_t cmd_handle, uint8_t data, bool ack_en)
Queue command for I2C master to write one byte to 12C bus.
Note Only call this function in [2C master mode Call i2c_master_cmd_begin() to send all queued commands
Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e cmd_handle: I2C cmd link
* data: I2C one byte command to write to bus
¢ ack_en: enable ack check for master

esp_err_ti2c_master_write (i2c_cmd_handle_t cmd_handle, uint8_t *data, size_t data_len, bool

ack_en)
Queue command for I2C master to write buffer to 12C bus.

Note Only call this function in [2C master mode Call i2c_master_cmd_begin() to send all queued commands

Note If the psram is enabled and intr_flag is ESP_INTR_FLAG_IRAM, please use the memory allocated from
internal RAM.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e cmd_handle: I2C ecmd link
* data: datato send
Parameters
e data_len: datalength
¢ ack_en: enable ack check for master
esp_err_t i2c_master_read_byte (i2c_cmd_handle_t cmd_handle, vint8_t *data, i2c_ack_type_t ack)
Queue command for I2C master to read one byte from I2C bus.
Note Only call this function in [2C master mode Call i2c_master_cmd_begin() to send all queued commands

Note If the psram is enabled and intr_flag is ESP__INTR_FLAG_IRAM, please use the memory allocated from
internal RAM.

Return

e ESP_OK Success
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e ESP_ERR_INVALID_ARG Parameter error
Parameters

* cmd_handle: 12C cmd link

* data: pointer accept the data byte
Parameters

* ack: ack value for read command

esp_err_t i2c_master_read (i2c_cmd_handle_t  cmd_handle, uint8_t *data, size_t data_len,

i2c_ack_type_t ack)
Queue command for I2C master to read data from 12C bus.

Note Only call this function in I2C master mode Call i2c_master_cmd_begin() to send all queued commands

Note If the psram is enabled and intr_flag is ESP_INTR_FLAG_ IRAM, please use the memory allocated from
internal RAM.

Return

* ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error
Parameters

e cmd_handle: 12C cmd link

* data: data buffer to accept the data from bus
Parameters

* data_len: read data length

* ack: ack value for read command

esp_err_t i2c_master_stop (i2c_cmd_handle_t cmd_handle)

Queue command for I2C master to generate a stop signal.
Note Only call this function in I12C master mode Call i2c_master_cmd_begin() to send all queued commands
Return

e ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error
Parameters

e cmd_handle: I2C ecmd link

esp_err_ti2c_master_cmd_begin (i2c_port_t i2c_num, i2c_cmd_handle_t cmd_handle, TickType_t

ticks_to_wait)
12C master send queued commands. This function will trigger sending all queued commands. The task will be

blocked until all the commands have been sent out. The I2C APIs are not thread-safe, if you want to use one
12C port in different tasks, you need to take care of the multi-thread issue.

Note Only call this function in I2C master mode

Return

e ESP_OK Success
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ESP_ERR_INVALID_ARG Parameter error

ESP_FAIL Sending command error, slave doesn’t ACK the transfer.
e ESP_ERR_INVALID_STATE I2C driver not installed or not in master mode.
* ESP_ERR_TIMEOUT Operation timeout because the bus is busy.
Parameters
e i2c_num: 12C port number
e cmd_handle: I12C command handler
e ticks_to_wait: maximum wait ticks.
inti2c_slave_write_ buffer (i2c_port_t i2c_num, uint8_t *data, int size, TickType_t ticks_to_wait)
I2C slave write data to internal ringbuffer, when tx fifo empty, isr will fill the hardware fifo from the internal
ringbuffer.
Note Only call this function in I12C slave mode
Return
e ESP_FAIL(-1) Parameter error
* Others(>=0) The number of data bytes that pushed to the 12C slave buffer.
Parameters
e i2c_num: 12C port number
* data: data pointer to write into internal buffer
* size: data size
e ticks_to_wait: Maximum waiting ticks

int i2c_slave_read_buffer (i2c_port_t i2c_num, uint8_t *data, size_t max_size, TickType_t

ticks_to_wait)
12C slave read data from internal buffer. When I2C slave receive data, isr will copy received data from hardware

rx fifo to internal ringbuffer. Then users can read from internal ringbuffer.
Note Only call this function in I2C slave mode
Return
e ESP_FAIL(-1) Parameter error
* Others(>=0) The number of data bytes that read from I12C slave buffer.
Parameters
e i2c_num: 12C port number
* data: data pointer to write into internal buffer
* max_size: Maximum data size to read
* ticks_to_wait: Maximum waiting ticks

esp_err_ti2c_set_period (i2c_port_t i2c_num, int high_period, int low_period)
set I2C master clock period

Return
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e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2c_num: 12C port number
* high_period: clock cycle number during SCL is high level, high_period is a 14 bit value
e low_period: clock cycle number during SCL is low level, low_period is a 14 bit value
esp_err_t i2c_get_period (i2c_port_t i2c_num, int *high_period, int *low_period)
get I2C master clock period
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2c_num: I12C port number
* high_period: pointer to get clock cycle number during SCL is high level, will get a 14 bit value
* low_period: pointer to get clock cycle number during SCL is low level, will get a 14 bit value
esp_err_ti2c_filter_enable (i2c_port_t i2c_num, uint8_t cyc_num)
enable hardware filter on I2C bus Sometimes the I12C bus is disturbed by high frequency noise(about 20ns), or

the rising edge of the SCL clock is very slow, these may cause the master state machine broken. enable hardware
filter can filter out high frequency interference and make the master more stable.

Note Enable filter will slow the SCL clock.
Return

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error
Parameters

e i2c_num: 12C port number

* cyc_num: the APB cycles need to be filtered(O<= cyc_num <=7). When the period of a pulse is less
than cyc_num * APB_cycle, the I2C controller will ignore this pulse.

esp_err_ti2c_filter_disable (i2c_port_ti2c_num)
disable filter on I12C bus
Return
* ESP_OK Success
e ESP ERR_INVALID_ ARG Parameter error
Parameters
e i2c_num: 12C port number

esp_err_ti2c_set_start_timing (i2c_port_t i2c_num, int setup_time, int hold_time)
set I2C master start signal timing

2.4. Peripherals API 243



Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Parameters
e i2c_num: 12C port number
* setup_time: clock number between the falling-edge of SDA and rising-edge of SCL for start mark,
it’s a 10-bit value.
* hold_time: clock num between the falling-edge of SDA and falling-edge of SCL for start mark,
it’s a 10-bit value.

esp_err_ti2c_get_start_timing (i2c_port_t i2c_num, int *setup_time, int *hold_time)
get I2C master start signal timing

Return

* ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error
Parameters

e i2c_num: 12C port number

* setup_time: pointer to get setup time

* hold_time: pointer to get hold time

esp_err_t i2c_set_stop_timing (i2c_port_t i2c_num, int setup_time, int hold_time)
set I2C master stop signal timing

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Parameters
e i2c_num: I12C port number
* setup_time: clock num between the rising-edge of SCL and the rising-edge of SDA, it’s a 10-bit
value.

* hold_time: clock number after the STOP bit’s rising-edge, it’s a 14-bit value.

esp_err_t i2c_get_stop_timing (i2c_port_t i2c_num, int *setup_time, int *hold_time)
get I2C master stop signal timing

Return

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error
Parameters

e i2c_num: I12C port number

* setup_time: pointer to get setup time.
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* hold_time: pointer to get hold time.

esp_err_ti2c_set_data_timing (i2c_port_t i2c_num, int sample_time, int hold_time)
set I2C data signal timing
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2c_num: I2C port number

e sample_time: clock number I2C used to sample data on SDA after the rising-edge of SCL, it’s a
10-bit value

* hold_time: clock number I2C used to hold the data after the falling-edge of SCL, it’s a 10-bit value
esp_err_ti2c_get_data_timing (i2c_port_t i2c_num, int *sample_time, int *hold_time)
get I12C data signal timing
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2c_num: 12C port number
* sample_time: pointer to get sample time
* hold_time: pointer to get hold time
esp_err_t i2c_set_timeout (i2c_port_t i2c_num, int timeout)
set I2C timeout value
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2c_num: 12C port number
* timeout: timeout value for I2C bus (unit: APB 80Mhz clock cycle)
esp_err_ti2c_get_timeout (i2c_port_t i2c_num, int *timeout)
get 12C timeout value
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters

e i2c_num: 12C port number
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* timeout: pointer to get timeout value

esp_err_ti2c_set_data_mode (i2c_port_t i2c_num, i2c_trans_mode_t tx_trans_mode, i2c_trans_mode_t

rx_trans_mode)
set I2C data transfer mode

Return
* ESP_OK Success
e ESP_ ERR_INVALID_ ARG Parameter error

Parameters
e i2c_num: 12C port number
* tx_trans_mode: I2C sending data mode
* rx_trans_mode: I12C receving data mode

esp_err_ti2c_get_data_mode (i2c_port t i2c_num, i2c_trans_mode_t *tx_trans_mode,

i2c_trans_mode_t *rx_trans_mode)
get I12C data transfer mode

Return
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
e i2c_num: 12C port number
* tx_trans_mode: pointer to get I2C sending data mode

e rx_trans_mode: pointer to get I2C receiving data mode

Structures

struct i2c_config t
12C initialization parameters.

Public Members
i2c_mode_t mode
12C mode

gpio_num_t sda_io_num
GPIO number for I12C sda signal

gpio_pullup_t sda_pullup_en
Internal GPIO pull mode for I12C sda signal

gpio_num_t scl_io_num
GPIO number for I12C scl signal

gpio_pullup_t scl_pullup_en
Internal GPIO pull mode for I12C scl signal
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uint32_t clk_speed
12C clock frequency for master mode, (no higher than 1MHz for now)

uint8_t addr_10bit_en
12C 10bit address mode enable for slave mode

uintl6_t slave_addr
12C address for slave mode

Macros

I2C_APB CLK FREQ
12C source clock is APB clock, 80MHz

I2C_FIFO_LEN
12C hardware fifo length

Type Definitions

typedef void *i2c¢_cmd_handle t
I12C command handle

Enumerations

enum i2c_mode_t
Values:

I2C_MODE_SLAVE =0
12C slave mode

I2C_MODE_MASTER
12C master mode

I2C_MODE_MAX

enum i2c_rw_t
Values:

I2C_MASTER WRITE =0
12C write data

I2C_ MASTER READ
12C read data

enum i2c_trans_mode_ t
Values:

I2C_DATA MODE MSB FIRST=0
12C data msb first

I2C_DATA MODE LSB FIRST=1
12C data Isb first

I2C_DATA MODE_MAX

enum i2c_opmode_t
Values:
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I2C_CMD_RESTART =0
12C restart command

I2C_CMD_WRITE
12C write command

I2C_CMD_READ
12C read command

I2C_CMD_STOP
12C stop command

I2C_CMD_END
12C end command

enum i2c_port_t
Values:

I2C_NUM 0=0
12C port 0

I2C_NUM 1
12C port 1

I2C_NUM MAX

enum i2c_addr_mode_t
Values:

I2C_ADDR BIT 7=0
12C 7bit address for slave mode

I2C_ADDR_BIT 10
12C 10bit address for slave mode

I2C_ADDR BIT MAX

enum i2c_ack_type_ t
Values:

I2C_MASTER_ACK = 0x0
12C ack for each byte read

I2C_MASTER_NACK = 0x1
12C nack for each byte read

I2C_MASTER_LAST NACK = 0x2
12C nack for the last byte

I2C_MASTER_ACK_ MAX

2.4.5 12S

Overview
ESP32 contains two I2S peripherals. These peripherals can be configured to input and output sample data via the 12S
driver.

The I2S peripheral supports DMA meaning it can stream sample data without requiring each sample to be read or
written by the CPU.
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I2S output can also be routed directly to the Digital/Analog Converter output channels (GPIO 25 & GPIO 26) to
produce analog output directly, rather than via an external I12S codec.

Note: For high accuracy clock applications, APLL clock source can be used with .use_apll = 1 and ESP32 will
automatic caculate APLL parameter.

Application Example

A full 12S example is available in esp-idf: peripherals/i2s.

Short example of 12S configuration:

#include "driver/i2s.h"
#include "freertos/queue.h"

static const int i2s_num = 0; // i2s port number

static const i2s_config_t i2s_config = {
.mode = I2S_MODE_MASTER | I2S_MODE_TX,
.sample_rate = 44100,
.bits_per_sample = 16,
.channel_format = I2S_CHANNEL_FMT_RIGHT_LEFT,
.communication_format = I2S_COMM_FORMAT_I2S | I2S_COMM_FORMAT_I2S_MSB,
.intr_alloc_flags = 0, // default interrupt priority
.dma_buf_count = 8§,
.dma_buf_len = 64,
.use_apll = 0

bi

static const i2s_pin_config_t pin_config = {
.bck_io_num = 26,
.Ws_io_num = 25,
.data_out_num = 22,
.data_in_num = I2S_PIN_NO_CHANGE
}i

i2s_driver_install (i2s_num, &i2s_config, 0, NULL); //install and start 1i2s_,
—driver

i2s_set_pin(i2s_num, &pin_configqg);
i2s_set_sample_rates (i2s_num, 22050); //set sample rates

i2s_driver_uninstall (i2s_num); //stop & destroy i2s driver

Short example configuring 12S to use internal DAC for analog output:

#include "driver/i2s.h"
#include "freertos/queue.h"

static const int i2s_num

0; // i2s port number

static const i2s_config_t i2s_config = {

(continues on next page)

2.4. Peripherals API 249



https://github.com/espressif/esp-idf/tree/f3704f027/examples/peripherals/i2s

Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

(continued from previous page)

}i

.mode = I2S_MODE_MASTER | I2S_MODE_TX | I2S_MODE_DAC_BUILT_IN,

.sample_rate = 44100,

.bits_per_sample = 16, /% the DAC module will only take the 8bits from MSB x/
.channel_format = I2S_CHANNEL_FMT_RIGHT_LEFT,

.communication_format = I2S_COMM_FORMAT_I2S_MSB,

.intr_alloc_flags = 0, // default interrupt priority

.dma_buf_count = 8,

.dma_buf_len = 64,

.use_apll = 0

i2s_driver_install (i2s_num, &i2s_config, 0, NULL); //install and start 1i2s_,

—driver

i2s_set_pin(i2s_num, NULL); //for internal DAC, this will enable both of the,

—internal channels

//You can call i2s_set_dac_mode to set built-in DAC output mode.
//12s _set_dac_mode (I2S_DAC_CHANNEI_BOTH_EN) ;

i2s_set_sample_rates (i2s_num, 22050); //set sample rates

i2s_driver_uninstall (i2s_num); //stop & destroy i2s driver

API Reference

Header File

¢ driver/include/driver/i2s.h

Functions

esp_err_ti2s_set_pin (i2s_port_t i2s_num, const i2s_pin_config_t *pin)

Set 12S pin number.

Inside the pin configuration structure, set [2S_PIN_NO_CHANGE for any pin where the current configuration
should not be changed.

Note The I2S peripheral output signals can be connected to multiple GPIO pads. However, the 12S peripheral
input signal can only be connected to one GPIO pad.

Parameters
e 12s_num: I2S_NUM_0 or I2S_NUM_1
e pin: I2S Pin structure, or NULL to set 2-channel 8-bit internal DAC pin configuration (GPIO25 &
GPI1026)

Note if *pin is set as NULL, this function will initialize both of the built-in DAC channels by default. if
you don’t want this to happen and you want to initialize only one of the DAC channels, you can call
12s_set_dac_mode instead.

Return
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e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
e ESP_FAIL IO error

esp_err_t i2s_set_dac_mode (i25_dac_mode_t dac_mode)
Set I2S dac mode, 12S built-in DAC is disabled by default.

Note Built-in DAC functions are only supported on I2S0 for current ESP32 chip. If either of the built-in DAC
channel are enabled, the other one can not be used as RTC DAC function at the same time.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Parameters
* dac_mode: DAC mode configurations - see i2s_dac_mode_t

esp_err_ti2s_driver_install (i2s_port_t i2s_num, const i2s_config_t *i2s_config, int queue_size,

void *i2s_queue)
Install and start I2S driver.

This function must be called before any 12S driver read/write operations.
Parameters

e i2s_num: [2S_NUM_0, I2S_NUM_1

e i2s_config: I2S configurations - see i2s_config_t struct

* queue_size: 125 event queue size/depth.

e i2s_qgueue: 125 event queue handle, if set NULL, driver will not use an event queue.

¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
* ESP_ERR_NO_MEM Out of memory
esp_err_ti2s_driver_uninstall (i2s_port_t i2s_num)
Uninstall I2S driver.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2s_num: I12S_NUM_0, I2S_NUM_1
int i2s_write_bytes (i2s_port_t i2s_num, const void *src, size_t size, TickType_t ticks_to_wait)
Write data to I12S DMA transmit buffer.

This function is deprecated. Use ‘i2s_write’ instead. This definition will be removed in a future release.

Return
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* The amount of bytes written, if timeout, the result will be less than the size passed in.
e ESP_FAIL Parameter error

esp_err_ti2s_write (i2s_port_t i2s_num, const void *src, size_t size, size_t *bytes_written, TickType_t
ticks_to_wait)

Write data to 12S DMA transmit buffer.
Return

e ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error
Parameters

e i2s_num: [2S_NUM_0, I2S_NUM_1

e src: Source address to write from

* size: Size of data in bytes

* bytes_written: Number of bytes written, if timeout, the result will be less than the size passed
in.

e ticks_to_wait: TX buffer wait timeout in RTOS ticks. If this many ticks pass without space
becoming available in the DMA transmit buffer, then the function will return (note that if the data is
written to the DMA buffer in pieces, the overall operation may still take longer than this timeout.)
Pass portMAX_DELAY for no timeout.

esp_err_t i2s_write_expand (i2s_port_t i2s_num, const void *src, size_t size, size_t src_bits, size_t
aim_bits, size_t *bytes_written, TickType_t ticks_to_wait)
Write data to I12S DMA transmit buffer while expanding the number of bits per sample. For example, expanding

16-bit PCM to 32-bit PCM.
Format of the data in source buffer is determined by the I2S configuration (see i2s_config_t).
Parameters

e i2s_num: [2S_NUM_0, I2S_NUM_1

e src: Source address to write from

* size: Size of data in bytes

* src_bits: Source audio bit

* aim_bits: Bit wanted, no more than 32, and must be greater than src_bits

* bytes_written: Number of bytes written, if timeout, the result will be less than the size passed
in.

e ticks_to_wait: TX buffer wait timeout in RTOS ticks. If this many ticks pass without space
becoming available in the DMA transmit buffer, then the function will return (note that if the data is
written to the DMA buffer in pieces, the overall operation may still take longer than this timeout.)
Pass portMAX_DELAY for no timeout.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
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int i2s_read_bytes (i2s_port_t i2s_num, void *dest, size_t size, TickType_t ticks_to_wait)
Read data from 12S DMA receive buffer.

This function is deprecated. Use ‘i2s_read’ instead. This definition will be removed in a future release.

Return
* The amount of bytes read, if timeout, bytes read will be less than the size passed in
» ESP_FAIL Parameter error

esp_err_t i2s_read (i2s_port t i2s_num, void *dest, size_t size, size_t *bytes_read, TickType_t

ticks_to_wait)
Read data from 12S DMA receive buffer.

Note If the built-in ADC mode is enabled, we should call i2s_adc_start and i2s_adc_stop around the whole
reading process, to prevent the data getting corrupted.

Note If the built-in ADC mode is enabled, we should call i2s_adc_start and i2s_adc_stop around the whole
reading process, to prevent the data getting corrupted.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2s_num: [2S_NUM_0, I2S_NUM_1
* dest: Destination address to read into
* size: Size of data in bytes
* bytes_read: Number of bytes read, if timeout, bytes read will be less than the size passed in.

e ticks_to_wait: RX buffer wait timeout in RTOS ticks. If this many ticks pass without bytes
becoming available in the DMA receive buffer, then the function will return (note that if data is read
from the DMA buffer in pieces, the overall operation may still take longer than this timeout.) Pass
portMAX_DELAY for no timeout.

int i2s_push_sample (i2s_port_t i2s_num, const void *sample, TickType_t ticks_to_wait)
Write a single sample to the 12S DMA TX buffer.

This function is deprecated. Use ‘i2s_write’ instead. This definition will be removed in a future release.

Return

* Number of bytes successfully pushed to DMA buffer, will be either zero or the size of configured
sample buffer (in bytes).

* ESP_FAIL Parameter error
Parameters
e i2s_num: [2S_NUM_0, I2S_NUM_1
* sample: Buffer to read data. Size of buffer (in bytes) = bits_per_sample / 8.

e ticks_to_wait: Timeout in RTOS ticks. If a sample is not available in the DMA buffer within
this period, no data is read and function returns zero.
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int i2s_pop_sample (i2s_port_t i2s_num, void *sample, TickType_t ticks_to_wait)
Read a single sample from the 12S DMA RX buffer.

This function is deprecated. Use ‘i2s_read’ instead. This definition will be removed in a future release.

Return

e Number of bytes successfully read from DMA buffer, will be either zero or the size of configured
sample buffer (in bytes).

e ESP_FAIL Parameter error

Parameters
e i2s_num: [2S_NUM_0, I2S_NUM_1
* sample: Buffer to write data. Size of buffer (in bytes) = bits_per_sample / 8.
e ticks_to_wait: Timeout in RTOS ticks. If a sample is not available in the DMA buffer within

this period, no data is read and function returns zero.
esp_err_ti2s_set_sample_rates (i2s_port_t i2s_num, uint32_t rate)
Set sample rate used for I2S RX and TX.

The bit clock rate is determined by the sample rate and i2s_config_t configuration parameters (number of chan-
nels, bits_per_sample).

bit_clock = rate % (number of channels) x bits_per_sample

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
e ESP_ERR_NO_MEM Out of memory
Parameters
e 12s_num: I2S_NUM_O0, I2S_NUM_1
* rate: I12S sample rate (ex: 8000, 44100...)
esp_err_t i2s_stop (i2s_port_t i2s_num)
Stop 12S driver.
Disables 12S TX/RX, until i2s_start() is called.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2s_num: [2S_NUM_0, I2S_NUM_1
esp_err_t i2s_start (i2s_port_t i2s_num)
Start 12S driver.

It is not necessary to call this function after i2s_driver_install() (it is started automatically), however it is neces-
sary to call it after i2s_stop().
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Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e 12s_num: I12S_NUM_O0, I2S_NUM_1
esp_err_ti2s_zero_dma_buffer (i2s_port_t i2s_num)
Zero the contents of the TX DMA buffer.
Pushes zero-byte samples into the TX DMA buffer, until it is full.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2s_num: [2S_NUM_0, I2S_NUM_1
esp_err_t i2s_set_clk (i2s_port_t i2s_num, uint32_t rate, i2s_bits_per_sample_t bits, i2s_channel_t ch)
Set clock & bit width used for I2S RX and TX.

Similar to i2s_set_sample_rates(), but also sets bit width.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
* ESP_ERR_NO_MEM Out of memory
Parameters
e 12s_num: I2S_NUM_O0, I2S_NUM_1
* rate: I12S sample rate (ex: 8000, 44100...)

e bits: I2S bit width (I2S_BITS_PER_SAMPLE 16BIT, I2S_BITS_PER _SAMPLE 24BIT,
12S_BITS_PER_SAMPLE_32BIT)

¢ ch: I2S channel, (I2S_CHANNEL_MONO, 12S_CHANNEL_STEREO)
esp_err_t i2s_set_adc_mode (adc_unit t adc_unit, adcl_channel_t adc_channel)
Set built-in ADC mode for 12S DMA, this function will initialize ADC pad, and set ADC parameters.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e adc_unit: SAR ADC unit index

¢ adc_channel: ADC channel index

2.4. Peripherals API 255



Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

esp_err_t i2s_adc_enable (i25s_port_t i2s_num)
Start to use I12S built-in ADC mode.

Note This function would acquire the lock of ADC to prevent the data getting corrupted during the I12S periph-
eral is being used to do fully continuous ADC sampling.
Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
e ESP_ERR_INVALID_STATE driver state error
e ESP_FAIL Internal driver error
Parameters
e i2s_num: i2s port index
esp_err_t i2s_adc_disable (i2s_port_t i2s_num)
Stop to use 128 built-in ADC mode.
Note This function would release the lock of ADC so that other tasks can use ADC.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
« ESP ERR_INVALID_STATE driver state error
Parameters

e 12s_num: i2s port index

Structures

struct i2s_config t
I2S configuration parameters for i2s_param_config function.

Public Members
i2s_mode_t mode
12S work mode

int sample_rate
12S sample rate

i2s_bits_per_sample_t bits_per_sample
12S bits per sample

i2s_channel_fimt_t channel_format
12S channel format

i2s_comm_format_t communication_format
I2S communication format
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intintr_alloc_flags
Flags used to allocate the interrupt. One or multiple (ORred) ESP_INTR_FLAG_* values. See
esp_intr_alloc.h for more info

int dma_buf_count
12S DMA Buffer Count

int dma_buf_ len
12S DMA Buffer Length

intuse_apll
12S using APLL as main I2S clock, enable it to get accurate clock

struct i2s_event_t
Event structure used in I2S event queue.

Public Members
i2s_event_type_t type
12S event type

size_t size
12S data size for I2S_DATA event

struct i2s_pin_config t
12S pin number for i2s_set_pin.

Public Members
intbeck_io num
BCK in out pin

intws_io_num
WS in out pin

int data_out_num
DATA out pin

intdata_in_num
DATA in pin

Macros

I2S_PIN_NO_CHANGE
Use in i2s5_pin_config_t for pins which should not be changed

Type Definitions

typedef intr_handle_t i2s_isr_ handle_t
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Enumerations

enum i2s_bits_per_sample_t

12S bit width per sample.
Values:

I2S_BITS_PER SAMPLE_ 8BIT =238
12S bits per sample: 8-bits

I2S_BITS_PER_SAMPLE_16BIT= 16
I2S bits per sample: 16-bits

I2S_BITS_PER SAMPLE_24BIT =24
12S bits per sample: 24-bits

I2S_BITS_PER_SAMPLE_32BIT =32
I2S bits per sample: 32-bits

enum i2s_channel t

12S channel.
Values:

I2S_CHANNEL_MONO = |
12S 1 channel (mono)

I2S_CHANNEL STEREO =2
12S 2 channel (stereo)

enum i2s_comm_ format_ t

12S communication standard format.
Values:

I2S COMM FORMAT I2S =0x01
12S communication format I12S

I2S COMM FORMAT I2S MSB =0x02
12S format MSB

I2S COMM FORMAT I2S LSB =0x04
12S format LSB

I2S_COMM FORMAT_PCM = 0x08
12S communication format PCM

I2S_COMM_FORMAT PCM_SHORT = 0x10
PCM Short

I2S_COMM_FORMAT PCM_LONG = 0x20
PCM Long

enum i2s_channel fmt_t

12S channel format type.

Values:

I2S_CHANNEL_ FMT_RIGHT LEFT = 0x00
I2S_CHANNEL_FMT_ ALL_RIGHT
I2S_CHANNEL_FMT_ ALL_LEFT
I2S_CHANNEL_ FMT ONLY RIGHT
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I2S_CHANNEL_FMT_ONLY_LEFT

enum pdm_sample_rate_ratio_t
PDM sample rate ratio, measured in Hz.

Values:
PDM SAMPLE RATE RATIO 64
PDM SAMPLE RATE RATIO 128

enum pdm pcm_conv_t
PDM PCM convter enable/disable.

Values:
PDM PCM_CONV_ENABLE
PDM PCM CONV_DISABLE

enum i2s_port_t
12S Peripheral, 0 & 1.

Values:

I2S_NUM 0 =0x0
12S0

I2S NUM 1 =0x]
12S 1

I2S_NUM_MAX
enum i2s_mode_t
12S Mode, defaut is 2S_MODE_MASTER | I2S_MODE_TX.
Note PDM and built-in DAC functions are only supported on 12S0 for current ESP32 chip.

Values:
I2S_MODE_MASTER = |
I2S_MODE_SLAVE =2
I2S_MODE_TX =4
I2S_MODE_RX =38

I2S_MODE_DAC_BUILT_IN =16
Output 12S data to built-in DAC, no matter the data format is 16bit or 32 bit, the DAC module will only
take the 8bits from MSB

I2S MODE_ADC BUILT IN=32
Input I2S data from built-in ADC, each data can be 12-bit width at most

I2S_MODE_PDM = 64

enum i2s_event_type_ t
I12S event types.

Values:
I2S EVENT DMA ERROR

I2S EVENT_ TX DONE
12S DMA finish sent 1 buffer
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I2S EVENT_ RX DONE
12S DMA finish received 1 buffer

I2S EVENT_ MAX
12S event max index

enum i2s_dac_mode t
12S DAC mode for i2s_set_dac_mode.
Note PDM and built-in DAC functions are only supported on I2S0 for current ESP32 chip.

Values:

I2S_DAC_CHANNEL_DISABLE =0
Disable I2S built-in DAC signals

I2S_DAC_CHANNEL_RIGHT EN=1
Enable I2S built-in DAC right channel, maps to DAC channel 1 on GPIO25

I2S _DAC_CHANNEL LEFT EN=2
Enable I2S built-in DAC left channel, maps to DAC channel 2 on GPIO26

I2S DAC_CHANNEIL BOTH EN =0x3
Enable both of the 12S built-in DAC channels.

I2S DAC_CHANNEL MAX = 0x4
12S built-in DAC mode max index

2.4.6 LED Control

Introduction

The LED control (LEDC) module is primarily designed to control the intensity of LEDs, although it can be used to
generate PWM signals for other purposes as well. It has 16 channels which can generate independent waveforms, that
can be used to drive e.g. RGB LED devices.

Half of all LEDC’s channels provide high speed mode of operation. This mode offers implemented in hardware,
automatic and glitch free change of PWM duty cycle. The other half of channels operate in a low speed mode, where
the moment of change depends on the application software. Each group of channels is also able to use different clock
sources but this feature is not implemented in the APIL.

The PWM controller also has the ability to automatically increase or decrease the duty cycle gradually, allowing for
fades without any processor interference.

Functionality Overview

Getting LEDC to work on specific channel in either iigh or low speed mode is done in three steps:
1. Configure Timer to determine PWM signal’s frequency and the a number (resolution of duty range).
2. Configure Channel by associating it with the timer and GPIO to output the PWM signal.

3. Change PWM Signal that drives the output to change LED’s intensity. This may be done under full control by
software or with help of hardware fading functions.

In an optional step it is also possible to set up an interrupt on the fade end.
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Fig. 5: Key Settings of LED PWM Controller’s API

Configure Timer

Setting of the timer is done by calling function Iedc_timer config (). This function should be provided with a
data structure ledc_timer._config_t that contains the following configuration settings:

e The timer number ledc_timer t and a speed mode 1edc _mode_t.
* The PWM signal’s frequency and resolution of PWM’s duty value changes.

The frequency and the duty resolution are interdependent. The higher the PWM frequency, the lower duty resolution
is available and vice versa. This relationship may became important, if you are planning to use this API for purposes
other that changing intensity of LEDs. Check section Supported Range of Frequency and Duty Resolution for more
details.

Configure Channel

Having set up the timer, the next step is to configure selected channel (one out of 1edc _channel_t). This is done
by calling function ledc_channel_config().

In similar way, like with the timer configuration, the channel setup function should be provided with specific structure
ledc_channel_config_t, that contains channel’s configuration parameters.

At this point channel should became operational and start generating PWM signal of frequency determined by the
timer settings and the duty on selected GPIO, as configured in ledc_channel_config_t. The channel operation
/ the signal generation may be suspended at any time by calling function I1edc_stop ().

Change PWM Signal

Once the channel is operational and generating the PWM signal of constant duty and frequency, there are couple of
ways to change this signal. When driving LEDs we are changing primarily the duty to vary the light intensity. See the
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two section below how to change the duty by software or with hardware fading. If required, we can change signal’s
frequency as well and this is covered in section Change PWM Frequency.

Change PWM Duty by Software

Setting of the duty is done by first calling dedicated function ledc _set_duty () and then calling
ledc_update_duty () to make the change effective. To check the value currently set, there is a corresponding
_get_ function ledc_get_duty ().

Another way to set the duty, and some other channel parameters as well, is by calling ledc_channel config()
discussed in the previous section.

The range of the duty value entered into functions depends on selected duty_resolution and should be from O to
(2 ** duty_resolution) - 1. For example, if selected duty resolution is 10, then the duty range is from 0 to 1023. This
provides the resolution of ~0.1%.

Change PWM Duty with Hardware Fading

The LEDC hardware provides the means to gradually fade from one duty value to another. To use this functionality first
enable fading with ledc_fade func_install (). Then configure it by calling one of available fading functions:

* ledc_set_fade with_time ()
e ledc _set_fade with step()
e Jedc _set_fade()
Finally start fading with ledc_fade start ().

If not required anymore, fading and associated interrupt may be disabled with 1edc_fade func _uninstall ().

Change PWM Frequency

The LEDC API provides several means to change the PWM frequency “on the fly”.

* One of options is to call ledc_set_freqg(). There is a corresponding function ledc _get_freqg() to
check what frequency is currently set.

e Another option to change the frequency, and the duty resolution as well, is by calling
ledc _bind channel timer () to bind other timer to the channel.

* Finally the channel’s timer may be changed by calling ledc_channel_config().

More Control Over PWM

There are couple of lower level timer specific functions, that may be used to provide additional means to change the
PWM settings:

e ledc_timer_set ()

* ledc _timer_rst ()

e ledc _timer_pause()
e ledc_timer_resume ()

The first two functions are called “behind the scenes” by ledc _channel_ config () to provide “clean” start up
of a timer after is it configured.
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Use Interrupts

When configuring a LEDC channel, one of parameters selected within ledc _channel config_ t is
ledc_intr_type_t and allows to enable an interrupt on fade completion.

Registration of a handler to service this interrupt is done by calling ledc_isr_register ().

LEDC High and Low Speed Mode

Out of the total 8 timers and 16 channels available in the LED PWM Controller, half of them are dedicated to operate
in the high speed mode and the other half in the low speed mode. Selection of the low or high speed “capable” timer
or the channel is done with parameter 1 edc_mode__t that is present in applicable function calls.

The advantage of the high speed mode is h/w supported, glitch-free changeover of the timer settings. This means that if
the timer settings are modified, the changes will be applied automatically after the next overflow interrupt of the timer.
In contrast, when updating the low-speed timer, the change of settings should be specifically triggered by software.
The LEDC API is doing it “behind the scenes”, e.g. when ledc _timer_config() or ledc_timer_set () is
called.

For additional details regarding speed modes please refer to ESP32 Technical Reference Manual (PDF). Note that
support for SLOW_CLOCK mentioned in this manual is not implemented in the LEDC APIL.

Supported Range of Frequency and Duty Resolution

The LED PWM Controller is designed primarily to drive LEDs and provides wide resolution of PWM duty settings.
For instance for the PWM frequency at 5 kHz, the maximum duty resolution is 13 bits. It means that the duty may be
set anywhere from 0 to 100% with resolution of ~0.012% (13 ** 2 = 8192 discrete levels of the LED intensity).

The LEDC may be used for providing signals at much higher frequencies to clock other devices, e.g. a digital camera
module. In such a case the maximum available frequency is 40 MHz with duty resolution of 1 bit. This means that
duty is fixed at 50% and cannot be adjusted.

The API is designed to report an error when trying to set a frequency and a duty resolution that is out of the range of
LEDC'’s hardware. For example, an attempt to set the frequency at 20 MHz and the duty resolution of 3 bits will result
in the following error reported on a serial monitor:

E (196) ledc: requested frequency and duty resolution can not be achieved, try
—reducing freq hz or duty_resolution. div_param=128

In such a case either the duty resolution or the frequency should be reduced. For example setting the duty resolution
at 2 will resolve this issue and provide possibility to set the duty with 25% steps, i.e. at 25%, 50% or 75%.

The LEDC API will also capture and report an attempt to configure frequency / duty resolution combination that is
below the supported minimum, e.g.:

E (196) ledc: requested frequency and duty resolution can not be achieved, try,
—~increasing freq _hz or duty_resolution. div_param=128000000

Setting of the duty resolution is normally done using ledc timer bit_t. This enumeration covers the range
from 10 to 15 bits. If a smaller duty resolution is required (below 10 down to 1), enter the equivalent numeric values
directly.

Application Example

The LEDC change duty cycle and fading control example: peripherals/ledc.
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API Reference

Header File

¢ driver/include/driver/ledc.h

Functions

esp_err_t lede_channel_config (const ledc_channel_config_t *ledc_conf)
LEDC channel configuration Configure LEDC channel with the given channel/output gpio_num/interrupt/source
timer/frequency(Hz)/LEDC duty resolution.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e ledc_conf: Pointer of LEDC channel configure struct
esp_err_t ledc_timer_config (const ledc_timer_config_t *timer_conf)
LEDC timer configuration Configure LEDC timer with the given source timer/frequency(Hz)/duty_resolution.
Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

¢ ESP_FAIL Can not find a proper pre-divider number base on the given frequency and the current
duty_resolution.

Parameters
e timer_conf: Pointer of LEDC timer configure struct
esp_err_t ledc_update_duty (ledc_mode_t speed_mode, ledc_channel _t channel)
LEDC update channel parameters Call this function to activate the LEDC updated parameters. After
ledc_set_duty, ledc_set_fade, we need to call this function to update the settings.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* speed_mode: Select the LEDC speed_mode, high-speed mode and low-speed mode,
¢ channel: LEDC channel (0-7), select from ledc_channel_t
esp_err_t ledc_stop (ledc_mode_t speed_mode, ledc_channel_t channel, vint32_t idle_level)
LEDC stop. Disable LEDC output, and set idle level.
Return

¢ ESP_OK Success
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e ESP_ERR_INVALID_ARG Parameter error
Parameters
* speed_mode: Select the LEDC speed_mode, high-speed mode and low-speed mode
e channel: LEDC channel (0-7), select from ledc_channel_t
e idle_level: Set output idle level after LEDC stops.
esp_err_t ledc_set_freq (ledc_mode_t speed_mode, ledc_timer_t timer_num, uint32_t freq_hz)
LEDC set channel frequency (Hz)
Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

* ESP_FAIL Can not find a proper pre-divider number base on the given frequency and the current
duty_resolution.

Parameters
* speed_mode: Select the LEDC speed_mode, high-speed mode and low-speed mode
e timer_num: LEDC timer index (0-3), select from ledc_timer_t
e freqg_hz: Set the LEDC frequency

uint32_t ledc_get_freq (ledc_mode_t speed_mode, ledc_timer_t timer_num)

LEDC get channel frequency (Hz)

Return
* O error
¢ Others Current LEDC frequency

Parameters
* speed_mode: Select the LEDC speed_mode, high-speed mode and low-speed mode
e timer_num: LEDC timer index (0-3), select from ledc_timer_t

esp_err_t lede_set_duty (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t duty)

LEDC set duty Only after calling ledc_update_duty will the duty update.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Parameters
* speed_mode: Select the LEDC speed_mode, high-speed mode and low-speed mode
¢ channel: LEDC channel (0-7), select from ledc_channel_t
e duty: Set the LEDC duty, the range of duty setting is [0, (2**duty_resolution) - 1]

uint32_t ledc_get_duty (ledc_mode_t speed_mode, ledc_channel_t channel)
LEDC get duty.
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Return
 LEDC_ERR_DUTY if parameter error
* Others Current LEDC duty
Parameters
* speed_mode: Select the LEDC speed_mode, high-speed mode and low-speed mode
¢ channel: LEDC channel (0-7), select from ledc_channel_t
esp_err_t lede_set_fade (ledc_mode_t  speed_mode, ledc_channel_t  channel, uint32_t  duty,

ledc_duty_direction_t  gradule_direction, uint32_t step_num, uint32_t

duty_cyle_num, uint32_t duty_scale)
LEDC set gradient Set LEDC gradient, After the function calls the ledc_update_duty function, the function can

take effect.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* speed_mode: Select the LEDC speed_mode, high-speed mode and low-speed mode
e channel: LEDC channel (0-7), select from ledc_channel_t
e duty: Set the start of the gradient duty, the range of duty setting is [0, (2**duty_resolution) - 1]
e gradule_direction: Set the direction of the gradient
* step_num: Set the number of the gradient
e duty_cyle_num: Set how many LEDC tick each time the gradient lasts
e duty_scale: Set gradient change amplitude
esp_err_t lede_isr_register (void (*fn)) void *
, void *arg, int intr_alloc_flags, ledc_isr_handle_t *handleRegister LEDC interrupt handler, the handler is an
ISR. The handler will be attached to the same CPU core that this function is running on.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Function pointer error.
Parameters
e fn: Interrupt handler function.
* arg: User-supplied argument passed to the handler function.

e intr _alloc_flags: Flags used to allocate the interrupt.  One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

¢ arg: Parameter for handler function
* handle: Pointer to return handle. If non-NULL, a handle for the interrupt will be returned here.
esp_err_t ledc_timer_set (ledc_mode_t speed_mode, ledc_timer_t timer_sel, uint32_t clock_divider,

uint32_t duty_resolution, ledc_clk_src_t clk_src)
Configure LEDC settings.
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Return
¢ (-1) Parameter error
* Other Current LEDC duty
Parameters
* speed_mode: Select the LEDC speed_mode, high-speed mode and low-speed mode
e timer_sel: Timer index (0-3), there are 4 timers in LEDC module

e clock_divider: Timer clock divide value, the timer clock is divided from the selected clock
source

e duty_resolution: Resolution of duty setting in number of bits. The range of duty values is [0,
(2**duty_resolution) - 1]

e clk_src: Select LEDC source clock.
esp_err_t ledc_timer_rst (ledc_mode_t speed_mode, uint32_t timer_sel)
Reset LEDC timer.
Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
* speed_mode: Select the LEDC speed_mode, high-speed mode and low-speed mode
e timer_sel: LEDC timer index (0-3), select from ledc_timer_t
esp_err_t ledc_timer_pause (ledc_mode_t speed_mode, nint32_t timer_sel)
Pause LEDC timer counter.
Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
* speed_mode: Select the LEDC speed_mode, high-speed mode and low-speed mode
e timer_sel: LEDC timer index (0-3), select from ledc_timer_t
esp_err_t ledc_timer_resume (ledc_mode_t speed_mode, uint32_t timer_sel)
Resume LEDC timer.
Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
* speed_mode: Select the LEDC speed_mode, high-speed mode and low-speed mode

e timer_sel: LEDC timer index (0-3), select from ledc_timer_t
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esp_err_t ledc_bind_channel_timer (ledc_mode_t speed_mode, uint32_t channel, uint32_t timer_idx)
Bind LEDC channel with the selected timer.
Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
* speed_mode: Select the LEDC speed_mode, high-speed mode and low-speed mode
¢ channel: LEDC channel index (0-7), select from ledc_channel_t
e timer_idx: LEDC timer index (0-3), select from ledc_timer_t
esp_err_t ledc_set_fade_with_step (ledc_mode_t speed_mode, ledc_channel_t channel, vint32_t tar-
get_duty, int scale, int cycle_num)
Set LEDC fade function. Should call ledc_fade_func_install() before calling this function. Call ledc_fade_start()
after this to start fading.
Return
¢ ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE Fade function not installed.
¢« ESP_FAIL Fade function init error
Parameters
* speed_mode: Select the LEDC speed_mode, high-speed mode and low-speed mode,
¢ channel: LEDC channel index (0-7), select from ledc_channel_t
* target_duty: Target duty of fading [0, (2**duty_resolution) - 1]
* scale: Controls the increase or decrease step scale.
e cycle_num: increase or decrease the duty every cycle_num cycles

esp_err_t ledc_set_fade_with_time (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t tar-

get_duty, int max_fade_time_ms)
Set LEDC fade function, with a limited time. Should call ledc_fade_func_install() before calling this function.

Call ledc_fade_start() after this to start fading.
Return
e ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success
e ESP_ERR_INVALID_STATE Fade function not installed.
« ESP_FAIL Fade function init error
Parameters
* speed_mode: Select the LEDC speed_mode, high-speed mode and low-speed mode,
¢ channel: LEDC channel index (0-7), select from ledc_channel_t

* target_duty: Target duty of fading.( 0 - (2 ** duty_resolution - 1)))
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* max_fade_time_ms: The maximum time of the fading ( ms ).

esp_err_t ledc_fade_func_install (int intr_alloc_flags)
Install ledc fade function. This function will occupy interrupt of LEDC module.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE Fade function already installed.
Parameters
e intr_alloc_flags: Flags used to allocate the interrupt.  One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
void ledc_fade_ func_uninstall ()
Uninstall LEDC fade function.

esp_err_t ledec_fade_start (ledc_mode_t speed_mode, ledc_channel_t channel, ledc_fade_mode_t

wait_done)
Start LEDC fading.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE Fade function not installed.
¢ ESP_ ERR _INVALID_ ARG Parameter error.
Parameters
* speed_mode: Select the LEDC speed_mode, high-speed mode and low-speed mode
e channel: LEDC channel number

* wait_done: Whether to block until fading done.

Structures

struct ledc_channel_config t
Configuration parameters of LEDC channel for ledc_channel_config function.

Public Members
int gpio_num
the LEDC output gpio_num, if you want to use gpiol6, gpio_num = 16

ledc_mode_t speed_mode
LEDC speed speed_mode, high-speed mode or low-speed mode

ledc _channel t channel
LEDC channel (0 - 7)

ledc_intr_type_t intr_type
configure interrupt, Fade interrupt enable or Fade interrupt disable

ledc_timer_t timer_sel
Select the timer source of channel (0 - 3)
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uint32_t duty
LEDC channel duty, the range of duty setting is [0, (2**duty_resolution) - 1]

struct ledc_timer_ config t
Configuration parameters of LEDC Timer timer for ledc_timer_config function.

Public Members
ledc_mode_t speed_mode
LEDC speed speed_mode, high-speed mode or low-speed mode

ledc_timer_bit_t duty_resolution
LEDC channel duty resolution

ledc_timer_bit tbit_num
Deprecated in ESP-IDF 3.0. This is an alias to ‘duty_resolution’ for backward compatibility with ESP-IDF
2.1

ledc_timer t timer num
The timer source of channel (0 - 3)

uint32_t freq hz
LEDC timer frequency (Hz)

Macros

LEDC_APB CLK_HZ
LEDC_REF_CLK_HZ

LEDC_ERR_DUTY

Type Definitions

typedef intr_handle_t ledc_isr_handle_t

Enumerations

enum ledc_mode_t
Values:

LEDC_HIGH_SPEED_MODE =0
LEDC high speed speed_mode

LEDC_LOW_SPEED_MODE
LEDC low speed speed_mode

LEDC_SPEED_MODE_MAX
LEDC speed limit

enum ledc_intr_ type_t
Values:

LEDC_INTR DISABLE =0
Disable LEDC interrupt
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LEDC_INTR_FADE_END
Enable LEDC interrupt

enum ledc_duty_direction_t
Values:

LEDC_DUTY DIR_DECREASE =()
LEDC duty decrease direction

LEDC_DUTY_DIR_INCREASE =1
LEDC duty increase direction

enum ledc_clk _src_t
Values:

LEDC_REF_TICK=0
LEDC timer clock divided from reference tick (1Mhz)

LEDC_APB_CLK
LEDC timer clock divided from APB clock (§0Mhz)

enum ledc_timer t
Values:

LEDC_TIMER 0=0
LEDC timer O

LEDC_TIMER 1
LEDC timer 1

LEDC_TIMER 2
LEDC timer 2

LEDC_TIMER 3
LEDC timer 3

enum ledc_channel t
Values:

LEDC_CHANNEL_0=0
LEDC channel 0

LEDC_CHANNEL 1
LEDC channel 1

LEDC_CHANNEL_2
LEDC channel 2

LEDC_CHANNEL 3
LEDC channel 3

LEDC_CHANNEL 4
LEDC channel 4

LEDC_CHANNEL 5
LEDC channel 5

LEDC_CHANNEL_ 6
LEDC channel 6

LEDC_CHANNEL 7
LEDC channel 7

LEDC_CHANNEL_MAX
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enum ledc_timer bit_ t
Values:

LEDC_TIMER_10_BIT=10
LEDC PWM duty resolution of 10 bits

LEDC_TIMER 11 _BIT=11
LEDC PWM duty resolution of 11 bits

LEDC_TIMER 12 BIT=12
LEDC PWM duty resolution of 12 bits

LEDC_TIMER 13_BIT=13
LEDC PWM duty resolution of 13 bits

LEDC_TIMER 14 _BIT=14
LEDC PWM duty resolution of 14 bits

LEDC_TIMER 15_BIT=15
LEDC PWM duty resolution of 15 bits

enum ledc_fade_mode_t
Values:

LEDC_FADE_NO_WAIT=0
LEDC fade function will return immediately

LEDC_FADE_WAIT_DONE
LEDC fade function will block until fading to the target duty

LEDC_FADE MAX

2.4.7 MCPWM

Overview

ESP32 has two MCPWM units which can be used to control different motors.

Block Diagram

The block diagram of MCPWM unit is as shown.
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(continues on next page)
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(continued from previous page)
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Application Example

Examples of using MCPWM for motor control: peripherals/mcpwm.

API Reference
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Header File

e driver/include/driver/mcpwm.h

Functions

esp_err_t mepwm_gpio_init (mcpwm_unit_t mcpwm_num, mcpwm_io_signals_t io_signal, int gpio_num)
This function initializes each gpio signal for MCPWM.
Note This function initializes one gpio at a time.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* mcpwm_num: set MCPWM Channel(0-1)

e io_signal: set MCPWM signals, each MCPWM unit has 6 outputtMCPWMXA, MCPWMXB)
and 9 input(SYNC_X, FAULT_X, CAP_X) ‘X’ is timer_num(0-2)

* gpio_num: set this to configure gpio for MCPWM, if you want to use gpiol6, gpio_num = 16
esp_err_t mepwm_set_pin (mcpwm_unit_t mcpwm_num, const mcpwm_pin_config_t *mcpwm_pin)
Initialize MCPWM gpio structure.
Note This function can be used to initialize more then one gpio at a time.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM Channel(0-1)
* mcpwm_pin: MCPWM pin structure

esp_err_tmepwm_init (mcpwm_unit_t mepwm_num, mcpwm_timer_t timer_num, const mcpwm_config_t

*mcpwm_conf)
Initialize MCPWM parameters.

Return
* ESP_OK Success
e ESP_ ERR_INVALID_ ARG Parameter error
Parameters
e mcpwm_num: set MCPWM Channel(0-1)
¢ timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers

* mcpwm_conf: conﬁgure structure mcpwm_config_t
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esp_err_t mcpwm_set_ frequency (mcpwm_unit_t mcpwm_num, mcpwm_timer_t timer_num, uint32_t fre-

quency)
Set frequency(in Hz) of MCPWM timer.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
* frequency: set the frequency in Hz of each timer

esp_err_tmcpwm_set_duty (mcpwm_unit_t mcpwm_num, mcpwm_timer_t timer_num, mcpwm_operator_t

op_num, float duty)
Set duty cycle of each operator(MCPWMXA/MCPWMXB)

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
e op_numn: set the operator(MCPWMXA/MCPWMXB), ‘X’ is timer number selected
* duty: set duty cycle in %(i.e for 62.3% duty cycle, duty = 62.3) of each operator

esp_err_t mcpwm_set_duty_in_us (mcpwm_unit_t mcpwm_num, mepwm_timer_t timer_num,

mepwm_operator_t op_num, uint32_t duty)
Set duty cycle of each operator(MCPWMXA/MCPWMXB) in us.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Parameters
e mcpwm_num: set MCPWM unit(0-1)
* timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
e op_num: set the operator(MCPWMXA/MCPWMXB), ‘x’ is timer number selected
* duty: set duty value in microseconds of each operator

esp_err_t mcpwm_set_duty_type (mcpwm_unit_t mcpwm_num, mcpwm_timer_t timer_num,

mcpwm_operator_t op_num, mcpwm_duty_type_t duty_num)
Set duty either active high or active low(out of phase/inverted)

Note Call this function every time after mcpwm_set_signal_high or mcpwm_set_signal_low to resume with
previously set duty cycle
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Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
¢ op_num: set the operatorMCPWMXA/MCPWMXB), ‘X’ is timer number selected
e duty_num: set active low or active high duty type
uint32_t mcpwm_get_frequency (mcpwm_unit_t mcpwm_num, mcpwm_timer_t timer_num)
Get frequency of timer.
Return
* frequency of timer
Parameters
¢ mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
float mcpwm_get_duty (mcpwm_unit t mcpwm_num, mcpwm_timer_t timer_num, mcpwm_operator_t

op_num)
Get duty cycle of each operator.

Return
e duty cycle in % of each operator(56.7 means duty is 56.7%)
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
* op_num: set the operator(MCPWMXA/MCPWMXB), ‘x’ is timer number selected

esp_err_tmcpwm_set_signal_high (mcpwm_unit_t mepwm_num, mcepwm_timer_t timer_num,

mcpwm_operator_t op_num)
Use this function to set MCPWM signal high.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
e op_num: set the operator(MCPWMXA/MCPWMXB), ‘x’ is timer number selected
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esp_err_t mcpwm_set_signal_low (mcpwm_unit_t mcpwm_num, mcpwm_timer_t timer_num,

mepwm_operator_t op_num)
Use this function to set MCPWM signal low.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
e op_num: set the operator(MCPWMXA/MCPWMXB), ‘x’ is timer number selected
esp_err_tmepwm_start (mcpwm_unit_t mcpwm_num, mcpwm_timer_t timer_num)
Start MCPWM signal on timer ‘x’.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
esp_err_t mecpwm_stop (mcpwm_unit_t mepwm_num, mcpwm_timer_t timer_num)
Start MCPWM signal on timer ‘x’.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
esp_err_tmcpwm_carrier_init (mcpwm_unit_t mcpwm_num, mcpwm_timer_t timer_num,
mcpwm_carrier_config_t *carrier_conf’)
Initialize carrier configuration.
Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers

e carrier_conf: configure structure mcpwm_carrier_config_t

const

2.4. Peripherals API

277



Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

esp_err_t mcpwm_carrier_enable (mcpwm_unit_t mcpwm_num, mcpwm_timer_t timer_num)
Enable MCPWM carrier submodule, for respective timer.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
¢ mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
esp_err_tmecpwm_carrier_disable (mcpwm_unit_t mcpwm_num, mcpwm_timer_t timer_num)
Disable MCPWM carrier submodule, for respective timer.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers

esp_err_tmcpwm_carrier_set_period (mcpwm_unit t mcpwm_num, mcpwm_timer_t timer_num,

uint8_t carrier_period)
Set period of carrier.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
e carrier_period: set the carrier period of each timer, carrier period = (carrier_period + 1)*800ns

(carrier_period <= 15)

esp_err_tmcpwm_carrier_set_duty_ cycle (mcpwm_unit_t mcpwm_num, mcpwm_timer_t timer_num,

uint8_t carrier_duty)
Set duty_cycle of carrier.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
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e carrier_duty: set duty_cycle of carrier , carrier duty cycle = carrier_duty*12.5% (chop_duty <=
7)

esp_err_tmcpwm_carrier_oneshot_mode_enable (mcpwm_unit t mcpwm_num, mcpwm_timer_t

timer_num, uint8_t pulse_width)
Enable and set width of first pulse in carrier oneshot mode.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
* pulse_width: set pulse width of first pulse in oneshot mode, width = (carrier period)*(pulse_width

+1) (pulse_width <= 15)

esp_err_tmcpwm_carrier_oneshot_mode_disable (mcpwm_unit t mcpwm_num, mcpwm_timer_t

) ] ] _timer_num)
Disable oneshot mode, width of first pulse = carrier period.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers

esp_err_tmcpwm_carrier_output_invert (mcpwm_unit t mcpwm_num, mcpwm_timer_t timer_num,

mepwm_carrier_out_ivt_t carrier_ivt_mode)
Enable or disable carrier output inversion.

Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
e carrier_ivt_mode: enable or disable carrier output inversion

esp_err_t mcpwm_deadtime_enable (mcpwm_unit_t  mcpwm_num, mepwm_timer_t timer_num,

mepwm_deadtime_type_t dt_mode, uint32_t red, uint32_t fed)
Enable and initialize deadtime for each MCPWM timer.

Return

¢ ESP_OK Success
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e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
e dt_mode: set deadtime mode
* red: set rising edge delay = red*100ns
» fed: setrising edge delay = fed*100ns
esp_err_t mcpwm_deadtime_disable (mcpwm_unit_t mcpwm_num, mcpwm_timer_t timer_num)
Disable deadtime on MCPWM timer.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
esp_err_tmcpwm_fault_init (mcpwm_unit t mcpwm_num, mcpwm_fault_input_level t intput_level,

mcepwm_fault_signal_t fault_sig)
Initialize fault submodule, currently low level triggering not supported.

Return
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e intput_level: set fault signal level, which will cause fault to occur

e fault_sig: set the fault Pin, which needs to be enabled

esp_err_tmcpwm_fault_set_oneshot_mode (mcpwm_unit_t mepwm_num, mcpwm_timer_t
timer_num, mcpwm_fault_signal_t fault_sig,
mcpwm_action_on_pwmxa_t action_on_pwmxa,

mepwm_action_on _pwmxb_t action_on _pwmxb)
Set oneshot mode on fault detection, once fault occur in oneshot mode reset is required to resume MCPWM
signals.
Note currently low level triggering not supported
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Parameters

e mcpwm_num: set MCPWM unit(0-1)
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e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
e fault_sig: set the fault Pin, which needs to be enabled for oneshot mode

* action_on_pwmxa: action to be taken on MCPWMXA when fault occurs, either no change or
high or low or toggle

* action_on_pwmxb: action to be taken on MCPWMXB when fault occurs, either no change or

high or low or toggle

esp_err_tmcpwm_fault_set_cyc_mode (mcpwm_unit t mcpwm_num, mcpwm_timer_t timer_num,
mcepwm_fault_signal_t fault_sig, mcpwm_action_on_pwmxa_t
action_on_pwmxa, mcpwm_action_on_pwmxb_t ac-

tion_on_pwmxb)
Set cycle-by-cycle mode on fault detection, once fault occur in cyc mode MCPWM signal resumes as soon as

fault signal becomes inactive.
Note currently low level triggering not supported
Return
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
* timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
e fault_sig: set the fault Pin, which needs to be enabled for cyc mode

* action_on_pwmxa: action to be taken on MCPWMXA when fault occurs, either no change or
high or low or toggle

* action_on_pwmxb: action to be taken on MCPWMXB when fault occurs, either no change or

high or low or toggle

esp_err_tmcpwm_fault_deinit (mcpwm_unit_t mcpwm_num, mcpwm_fault_signal_t fault_sig)
Disable fault signal.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e fault_sig: fault pin, which needs to be disabled
esp_err_t mcpwm_capture_enable (mcpwm_unit_t mcpwm_num, mcpwm_capture_signal_t cap_sig,
mcepwm_capture_on_edge_t cap_edge, vint32_t num_of pulse)
Initialize capture submodule.
Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
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Parameters
e mcpwm_num: set MCPWM unit(0-1)
* cap_edge: set capture edge, BIT(0) - negative edge, BIT(1) - positive edge
* cap_sig: capture Pin, which needs to be enabled
* num_of_pulse: count time between rising/falling edge between 2 *(pulses mentioned), counter

uses APB_CLK

esp_err_t mcpwm_capture_disable (mcpwm_unit_t mcpwm_num, mcpwm_capture_signal_t cap_sig)
Disable capture signal.
Return
* ESP_OK Success
e ESP_ ERR_INVALID_ ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
* cap_sig: capture Pin, which needs to be disabled
uint32_t mcpwm_capture_signal_get_value (mcpwm_unit_t mcpwm_num, mcpwm_capture_signal_t
cap_sig)
Get capture value.
Return Captured value
Parameters
e mcpwm_num: set MCPWM unit(0-1)
* cap_sig: capture pin on which value is to be measured
uint32_t mcpwm_capture_signal_get_edge (mcpwm_unit_t mcpwm_num, mcpwm_capture_signal_t
cap_sig)
Get edge of capture signal.
Return Capture signal edge: 1 - positive edge, 2 - negtive edge
Parameters
e mcpwm_num: set MCPWM Channel(0-1)
* cap_sig: capture pin of whose edge is to be determined
esp_err_t mcpwm_sync_enable (mcpwm_unit_t mepwm_num, mcpwm_timer_t timer_num,
mcpwm_sync_signal_t sync_sig, nint32_t phase_val)
Initialize sync submodule.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
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e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
e sync_sig: set the fault Pin, which needs to be enabled
* phase_val: phase value in 1/1000(for 86.7%, phase_val = 867) which timer moves to on sync

signal

esp_err_t mepwm_sync_disable (mcpwm_unit_t mcpwm_num, mcpwm_timer_t timer_num)
Disable sync submodule on given timer.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e timer_num: set timer number(0-2) of MCPWM, each MCPWM unit has 3 timers
esp_err_tmcpwm_isr_ register (mcpwm_unit_t mcpwm_num, void (*fn)) void *
, void *arg, int intr_alloc_flags, intr_handle_t *handleRegister MCPWM interrupt handler, the handler is an
ISR. the handler will be attached to the same CPU core that this function is running on.
Return
* ESP_OK Success
¢ ESP_ERR_INVALID_ARG Function pointer error.
Parameters
e mcpwm_num: set MCPWM unit(0-1)
e fn: interrupt handler function.
* arg: user-supplied argument passed to the handler function.

e intr_alloc_flags: flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. see esp_intr_alloc.h for more info.

* arg: parameter for handler function

* handle: pointer to return handle. If non-NULL, a handle for the interrupt will be returned here.

Structures

struct mcpwm pin_config_t
MCPWM pin number for.

Public Members
int mcpwmOa_out_num
MCPWMOA out pin

int mcpwmOb_ out_num
MCPWMOA out pin
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int mepwmla_out_num
MCPWMOA out pin

int mcpwmlb_out_num
MCPWMOA out pin

int mcpwm2a_out_num
MCPWMOA out pin

int mcpwm2b_out_num
MCPWMOA out pin

int mepwm_syncO_in_num
SYNCO in pin

intmepwm_syncl_in_num
SYNCI in pin

int mepwm_sync2_in_num
SYNC?2 in pin

int mcpwm_fault0_in_num
FAULTO in pin

intmepwm_faultl_in num
FAULTI in pin

intmepwm_fault2_in_num
FAULT?2 in pin

int mcpwm_capO_in_num
CAPO in pin

intmepwm_capl_in_num
CAPI in pin

int mecpwm_cap2_in_num
CAP2 in pin

struct mcpwm_config t
MCPWM config structure.

Public Members
uint32_t frequency
Set frequency of MCPWM in Hz

float cmpr_a
Set % duty cycle for operator a(MCPWMXA), i.e for 62.3% duty cycle, duty_a = 62.3

float cmpr_b
Set % duty cycle for operator b(MCPWMXB), i.e for 48% duty cycle, duty_b = 48.0

mcpwm_duty_type_t duty_mode
Set type of duty cycle

mcepwm_counter_type_t counter_mode
Set type of MCPWM counter

struct mcpwm carrier_config t
MCPWM config carrier structure.
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Public Members

uint8_t carrier_ period
Set carrier period = (carrier_period + 1)*800ns, carrier_period should be < 16

uint8_t carrier duty
Set carrier duty cycle, carrier_duty should be less then 8(increment every 12.5%)

uint8_t pulse_width_in_os
Set pulse width of first pulse in one shot mode = (carrier period)*(pulse_width_in_os + 1), should be less
then 16

mepwm_carrier_os_t carrier_os_mode
Enable or disable carrier oneshot mode

mcpwm_carrier_out_ivt_t carrier_ ivt_mode
Invert output of carrier

Enumerations

enum mcpwm_io_signals_t
IO signals for MCPWM 6 MCPWM output pins that generate PWM signals 3 MCPWM fault input pins to detect
faults like overcurrent, overvoltage, etc 3 MCPWM sync input pins to synchronize MCPWM outputs signals 3
MCPWM capture input pin to capture hall sell signal to measure time.

Values:

MCPWMOA =0
PWMOA output pin

MCPWMOB
PWMOB output pin

MCPWM1A
PWMIA output pin

MCPWM1B
PWMIB output pin

MCPWM2A
PWM2A output pin

MCPWM2B
PWM2B output pin

MCPWM_SYNC_0
SYNCO input pin
MCPWM_SYNC_1
SYNCI input pin
MCPWM_SYNC_2
SYNC?2 input pin
MCPWM_FAULT_O
FAULTO input pin

MCPWM_FAULT 1
FAULT1 input pin
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MCPWM_FAULT_2
FAULT?2 input pin

MCPWM_CAP_0 =284
CAPO input pin

MCPWM_CAP_1
CAPI input pin

MCPWM_CAP_2
CAP2 input pin

enum mcpwm_unit_t
Select MCPWM unit.

Values:

MCPWM UNIT 0=0
MCPWM unit0 selected

MCPWM_UNIT_1
MCPWM unitl selected

MCPWM UNIT_ MAX
Num of MCPWM units on ESP32

enum mcpwm_timer_ t
Select MCPWM timer.

Values:

MCPWM_ TIMER 0=0
Select MCPWM timer0

MCPWM_TIMER 1
Select MCPWM timerl

MCPWM_TIMER 2
Select MCPWM timer2

MCPWM_TIMER_ MAX
Num of MCPWM timers on ESP32

enum mcpwm_operator_t
Select MCPWM operator.

Values:

MCPWM_OPR_A =0

Select MCPWMXA, where ‘X’ is timer number

MCPWM_OPR_B

Select MCPWMXB, where ‘X’ is timer number

MCPWM_OPR_MAX

Num of operators to each timer of MCPWM

enum mcpwm_counter_type t
Select type of MCPWM counter.

Values:

MCPWM_UP_COUNTER = |
For asymmetric MCPWM
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MCPWM_DOWN_COUNTER
For asymmetric MCPWM

MCPWM_UP_DOWN_COUNTER
For symmetric MCPWM, frequency is half of MCPWM frequency set

MCPWM_ COUNTER_ MAX
Maximum counter mode

enum mcpwm_duty_type_ t
Select type of MCPWM duty cycle mode.

Values:

MCPWM_DUTY_MODE_0=0
Active high duty, i.e. duty cycle proportional to high time for asymmetric MCPWM

MCPWM_DUTY_ MODE_1
Active low duty, i.e. duty cycle proportional to low time for asymmetric MCPWM, out of phase(inverted)

MCPWM

MCPWM_DUTY_ MODE_MAX
Num of duty cycle modes

enum mcpwm_carrier os_t
MCPWM carrier oneshot mode, in this mode the width of the first pulse of carrier can be programmed.

Values:

MCPWM_ ONESHOT MODE DIS =0
Enable oneshot mode

MCPWM_ONESHOT MODE_EN
Disable oneshot mode

enum mcpwm_carrier_out_ivt_t
MCPWM carrier output inversion, high frequency carrier signal active with MCPWM signal is high.

Values:

MCPWM_CARRIER OUT_IVT_DIS=0
Enable carrier output inversion

MCPWM_CARRIER_OUT_IVT_EN
Disable carrier output inversion

enum mcpwm_sync_signal_t
MCPWM select sync signal input.

Values:

MCPWM_SELECT_SYNCO =4
Select SYNCO as input

MCPWM_SELECT_SYNC1
Select SYNCI as input

MCPWM_SELECT_SYNC2
Select SYNC2 as input

enum mcpwm_fault_signal_t
MCPWM select fault signal input.

Values:
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MCPWM_SELECT_F0=0
Select FO as input

MCPWM_SELECT_F1
Select F1 as input

MCPWM_SELECT_F2
Select F2 as input

enum mcpwm_fault_input_level_t
MCPWM select triggering level of fault signal.

Values:

MCPWM_LOW_LEVEL_TGR =0
Fault condition occurs when fault input signal goes from high to low, currently not supported

MCPWM_HIGH_LEVEL_TGR
Fault condition occurs when fault input signal goes low to high

enum mcpwm_action_on_pwmxa_t
MCPWM select action to be taken on MCPWMXA when fault occurs.

Values:

MCPWM_NO_CHANGE_IN_MCPWMXA =0
No change in MCPWMXA output

MCPWM_FORCE_MCPWMXA LOW
Make MCPWMXA output low

MCPWM_FORCE_MCPWMXA HIGH
Make MCPWMXA output high

MCPWM_TOG_MCPWMXA
Make MCPWMXA output toggle

enum mcpwm_action_on_pwmxb_t
MCPWM select action to be taken on MCPWMxB when fault occurs.

Values:

MCPWM_NO_CHANGE_IN_MCPWMXB = (
No change in MCPWMXB output

MCPWM_FORCE_MCPWMXB_LOW
Make MCPWMXB output low

MCPWM_FORCE_MCPWMXB_HIGH
Make MCPWMXB output high

MCPWM_TOG_MCPWMXB
Make MCPWMXB output toggle

enum mcpwm_capture_signal_t
MCPWM select capture signal input.

Values:

MCPWM_SELECT_CAPO =0
Select CAPO as input

MCPWM_SELECT_CAP1
Select CAP1 as input
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MCPWM_SELECT_CAP2
Select CAP2 as input

enum mcpwm_capture_on_edge_t
MCPWM select capture starts from which edge.

Values:

MCPWM_NEG_EDGE =0
Capture starts from negative edge

MCPWM_POS_EDGE
Capture starts from positive edge

enum mcpwm_deadtime_type t
MCPWM deadtime types, used to generate deadtime, RED refers to rising edge delay and FED refers to falling
edge delay.

Values:

MCPWM_BYPASS_RED =0
MCPWMXA = no change, MCPWMXB = falling edge delay

MCPWM_BYPASS_FED
MCPWMXA = rising edge delay, MCPWMXB = no change

MCPWM_ACTIVE_HIGH_MODE
MCPWMXA = rising edge delay, MCPWMXB = falling edge delay

MCPWM_ACTIVE_LOW_MODE
MCPWMXA = compliment of rising edge delay, MCPWMXB = compliment of falling edge delay

MCPWM_ACTIVE_HIGH_COMPLIMENT_ MODE
MCPWMXA = rising edge delay, MCPWMXB = compliment of falling edge delay

MCPWM_ACTIVE_ LOW_COMPLIMENT MODE
MCPWMXA = compliment of rising edge delay, MCPWMXB = falling edge delay

MCPWM_ACTIVE_RED_FED_FROM PWMXA
MCPWMXA = MCPWMXB = rising edge delay as well as falling edge delay, generated from MCP-
WMXA

MCPWM_ACTIVE_RED_FED_FROM PWMXB
MCPWMXA = MCPWMXB = rising edge delay as well as falling edge delay, generated from MCP-
WMXB

MCPWM_DEADTIME_TYPE_MAX

2.4.8 Pulse Counter

Introduction

The PCNT (Pulse Counter) module is designed to count the number of rising and/or falling edges of an input signal.
Each pulse counter unit has a 16-bit signed counter register and two channels that can be configured to either increment
or decrement the counter. Each channel has a signal input that accepts signal edges to be detected, as well as a control
input that can be used to enable or disable the signal input. The inputs have optional filters that can be used to discard
unwanted glitches in the signal.
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Functionality Overview

Description of functionality of this API has been broken down into four sections:
» Configuration - describes counter’s configuration parameters and how to setup the counter.
* Operating the Counter - provides information on control functions to pause, measure and clear the counter.
e Filtering Pulses - describes options to filtering pulses and the counter control signals.

» Using Interrupts - presents how to trigger interrupts on specific states of the counter.

Configuration

The PCNT module has eight independent counting “units” numbered from O to 7. In the API they are referred
to using pcnt_unit_t. Each unit has two independent channels numbered as O and 1 and specified with
pcnt_channel_t.

The configuration is provided separately per unit’s channel using pcnt_config_t and covers:
e The unit and the channel number this configuration refers to.
* GPIO numbers of the pulse input and the pulse gate input.

* Two pairs of parameters: pcnt_ctrl_mode_t and pcnt_count_mode_t to define how the counter reacts
depending on the the status of control signal and how counting is done positive / negative edge of the pulses.

e Two limit values (minimum / maximum) that are used to establish watchpoints and trigger interrupts when the
pulse count is meeting particular limit.

Setting up of particular channel is then done by calling a function pcnt_unit_config() with above
pcnt_config_t asthe input parameter.

To disable the pulse or the control input pin in configuration, provide PCNT_PIN_NOT_USED instead of the GPIO
number.

Operating the Counter
After doing setup with pcnt_unit_config (), the counter immediately starts to operate. The accumulated pulse
count can be checked by calling pcnt_get_counter_value ().

There are couple of functions that allow to control the counter’s operation: pcnt_counter pause(),
pcnt_counter_resume () and pcnt_counter_clear ()

It is also possible to dynamically change the previously set up counter modes with pcnt_unit_config() by
calling pcnt_set_mode ().

If desired, the pulse input pin and the control input pin may be changed “on the fly” using pcnt_set_pin (). To
disable particular input provide as a function parameter PCNT_PIN_NOT_USED instead of the GPIO number.

Note: For the counter not to miss any pulses, the pulse duration should be longer than one APB_CLK cycle (12.5
ns). The pulses are sampled on the edges of the APB_CLK clock and may be missed, if fall between the edges. This
applies to counter operation with or without a filer.
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Filtering Pulses
The PCNT unit features filters on each of the pulse and control inputs, adding the option to ignore short glitches in the
signals.

The length of ignored pulses is provided in APB_CLK clock cycles by calling pcnt_set_filter _value (). The
current filter setting may be checked with pcnt_get_filter value (). The APB_CLK clock is running at 80
MHz.

The filter is put into operation / suspended by calling pcnt_filter. _enable () / pcnt_filter disable().

Using Interrupts
There are five counter state watch events, defined in pcnt_evt_type t, that are able to trigger an interrupt. The
event happens on the pulse counter reaching specific values:

e Minimum or maximum count values: counter_1_limor counter_h_limprovidedin pcnt_config_t
as discussed in Configuration

* Threshold 0 or Threshold 1 values set using function pcnt_set_event_value ().
e Pulse count =0

To register, enable or disable an interrupt to service the above events, call pcnt_isr register(),
pcnt_intr_enable (). and pcnt_intr_disable (). To enable or disable events on reaching threshold val-
ues, you will also need to call functions pcnt_event_enable () and pcnt_event_disable ().

In order to check what are the threshold values currently set, use function pcnt_get_event_value ().
Application Example

Pulse counter with control signal and event interrupt example: peripherals/pcnt.

API Reference

Header File

e driver/include/driver/pcnt.h

Functions

esp_err_tpent_unit_config (const pent_config_t *pent_config)
Configure Pulse Counter unit.
Return
* ESP_OK Success
e ESP_ ERR_INVALID_ ARG Parameter error
Parameters
* pcnt_config: Pointer of Pulse Counter unit configure parameter

esp_err_t pent_get_counter_value (pcnt_unit_t pent_unit, intl6_t *count)
Get pulse counter value.

2.4. Peripherals API 291


https://github.com/espressif/esp-idf/tree/f3704f027/examples/peripherals/pcnt
https://github.com/espressif/esp-idf/blob/f3704f027/components/driver/include/driver/pcnt.h

Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e pcnt_unit: Pulse Counter unit number
* count: Pointer to accept counter value
esp_err_t pecnt__counter_pause (pcnt_unit_t pcnt_unit)
Pause PCNT counter of PCNT unit.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e pcnt_unit: PCNT unit number
esp_err_t pecnt_counter_resume (pcnt_unit_t pcnt_unit)
Resume counting for PCNT counter.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e pcnt_unit: PCNT unit number, select from pent_unit_t
esp_err_t pent_counter_clear (pcnt_unit_t pcnt_unit)
Clear and reset PCNT counter value to zero.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e pcnt_unit: PCNT unit number, select from pent_unit_t

esp_err_tpent_intr_ enable (pcnt_unit t pent_unit)
Enable PCNT interrupt for PCNT unit.

Note Each Pulse counter unit has five watch point events that share the same interrupt. Configure events with
pent_event_enable() and pent_event_disable()
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Parameters
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e pcnt_unit: PCNT unit number

esp_err_tpent_intr_disable (pcnt_unit_t pent_unit)
Disable PCNT interrupt for PCNT unit.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e pcnt_unit: PCNT unit number
esp_err_t pcnt_event_enable (pcnt_unit_t unit, pcnt_evt_type_t evt_type)
Enable PCNT event of PCNT unit.
Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e unit: PCNT unit number
* evt_type: Watch point event type. All enabled events share the same interrupt (one interrupt per

pulse counter unit).

esp_err_t pent_event_disable (pcnt_unit_t unit, pcnt_evt_type_t evt_type)

Disable PCNT event of PCNT unit.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Parameters
e unit: PCNT unit number
* evt_type: Watch point event type. All enabled events share the same interrupt (one interrupt per

pulse counter unit).

esp_err_t pcnt_set_event_value (pcnt_unit_t unit, pcnt_evt_type_t evt_type, int16_t value)
Set PCNT event value of PCNT unit.
Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e unit: PCNT unit number

* evt_type: Watch point event type. All enabled events share the same interrupt (one interrupt per
pulse counter unit).

¢ value: Counter value for PCNT event
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esp_err_t pcnt_get_event_value (pcnt_unit_t unit, pcnt_evt_type_t evt_type, intl6_t *value)
Get PCNT event value of PCNT unit.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e unit: PCNT unit number

* evt_type: Watch point event type. All enabled events share the same interrupt (one interrupt per
pulse counter unit).

* value: Pointer to accept counter value for PCNT event
esp_err_tpent_isr register (void (*fi)) void *
, void *arg, int intr_alloc_flags, pcnt_isr_handle_t *handleRegister PCNT interrupt handler, the handler is an
ISR. The handler will be attached to the same CPU core that this function is running on.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Function pointer error.
Parameters
e fn: Interrupt handler function.
¢ arg: Parameter for handler function

e intr_alloc_flags: Flags used to allocate the interrupt. = One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

* handle: Pointer to return handle. If non-NULL, a handle for the interrupt will be returned here.
esp_err_t pent_set_pin (pent_unit_t unit, pcnt_channel_t channel, int pulse_io, int ctrl_io)
Configure PCNT pulse signal input pin and control input pin.
Note Set the signal input to PCNT_PIN_NOT_USED if unused.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e unit: PCNT unit number
e channel: PCNT channel number
* pulse_io: Pulse signal input GPIO
e ctrl_io: Control signal input GPIO

esp_err_tpent_filter enable (pcnt_unit_t unit)
Enable PCNT input filter.

Return
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e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e unit: PCNT unit number
esp_err_tpent_filter disable (pcnt_unit _t unit)
Disable PCNT input filter.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e unit: PCNT unit number
esp_err_tpent_set_filter value (pcnt_unit_t unit, uint16_t filter_val)
Set PCNT filter value.
Note filter_val is a 10-bit value, so the maximum filter_val should be limited to 1023.
Return
* ESP_OK Success
e ESP ERR_INVALID_ ARG Parameter error
Parameters
e unit: PCNT unit number
e filter_val: PCNT signal filter value, counter in APB_CLK cycles. Any pulses lasting shorter

than this will be ignored when the filter is enabled.

esp_err_t pent_get_filter_value (pcnt_unit_t unit, uintl6_t *filter_val)
Get PCNT filter value.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e unit: PCNT unit number
e filter_val: Pointer to accept PCNT filter value.
esp_err_t pent_set_mode (pcnt_unit t unit, pcnt_channel t channel, pcnt_count_mode_t pos_mode,

pent_count_mode_t neg_mode, pcnt_ctrl_mode_t hetrl_mode, pcnt_ctrl_mode_t

letrl_mode)
Set PCNT counter mode.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
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Parameters
e unit: PCNT unit number
e channel: PCNT channel number
* pos_mode: Counter mode when detecting positive edge
* neg_mode: Counter mode when detecting negative edge
* hctrl_mode: Counter mode when control signal is high level

e lctrl_mode: Counter mode when control signal is low level

Structures

struct pcnt_config t
Pulse Counter configuration for a single channel.

Public Members

int pulse_gpio_num
Pulse input GPIO number, if you want to use GPIO16, enter pulse_gpio_num = 16, a negative value will
be ignored

int ctrl_gpio_num
Control signal input GPIO number, a negative value will be ignored

pent_ctrl_mode_t 1etrl_mode
PCNT low control mode

pent_ctrl_mode_t hetrl_mode
PCNT high control mode

pent_count_mode_t pos_mode
PCNT positive edge count mode

pent_count_mode_t neg_mode
PCNT negative edge count mode

intl6_t counter_h_lim
Maximum counter value

intl6_t counter_1 lim
Minimum counter value

pent_unit_t unit
PCNT unit number

pent_channel_t channel
the PCNT channel

Macros

PCNT_PIN_ NOT_USED
When selected for a pin, this pin will not be used
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Type Definitions

typedef intr_handle_t pecnt_isr_handle_t

Enumerations

enum pcnt_ctrl _mode_t
Selection of available modes that determine the counter’s action depending on the state of the control signal’s
input GPIO.

Note Configuration covers two actions, one for high, and one for low level on the control input

Values:

PCNT_MODE_KEEP =0
Control mode: won’t change counter mode

PCNT_MODE_REVERSE =1
Control mode: invert counter mode(increase -> decrease, decrease -> increase)

PCNT_MODE_DISABLE =2
Control mode: Inhibit counter(counter value will not change in this condition)

PCNT_MODE_MAX
enum pcnt_count_mode_t
Selection of available modes that determine the counter’s action on the edge of the pulse signal’s input GPIO.

Note Configuration covers two actions, one for positive, and one for negative edge on the pulse input

Values:

PCNT_COUNT_DIS =0
Counter mode: Inhibit counter(counter value will not change in this condition)

PCNT_ COUNT INC=1
Counter mode: Increase counter value

PCNT_COUNT_DEC =2
Counter mode: Decrease counter value

PCNT_COUNT_MAX

enum pcnt_unit_t
Selection of all available PCNT units.

Values:

PCNT UNIT 0=0
PCNT unit O

PCNT_UNIT 1=1
PCNT unit 1

PCNT_UNIT 2=2
PCNT unit 2

PCNT_UNIT 3=3
PCNT unit 3
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PCNT_UNIT 4=4
PCNT unit 4

PCNT_UNIT 5=35
PCNT unit 5

PCNT_UNIT_6=0
PCNT unit 6

PCNT_UNIT_7=7
PCNT unit 7

PCNT_UNIT_MAX

enum pcnt_channel_t
Selection of channels available for a single PCNT unit.

Values:

PCNT_CHANNEL_ 0 = 0x00
PCNT channel 0

PCNT_ CHANNEIL 1 =0x01
PCNT channel 1

PCNT_CHANNEL_MAX

enum pcnt_evt_type_t
Selection of counter’s events the may trigger an interrupt.

Values:

PCNT_EVT_L_LIM=0
PCNT watch point event: Minimum counter value

PCNT_EVT H LIM=1
PCNT watch point event: Maximum counter value

PCNT_EVT_THRES_0=2
PCNT watch point event: thresholdO value event

PCNT_EVT_THRES_1 =3
PCNT watch point event: thresholdl value event

PCNT_EVT_ZERO =4
PCNT watch point event: counter value zero event

PCNT_EVT MAX

2.4.9 RMT

The RMT (Remote Control) module driver can be used to send and receive infrared remote control signals. Due to
flexibility of RMT module, the driver can also be used to generate or receive many other types of signals.

The signal, which consists of a series of pulses, is generated by RMT’s transmitter based on a list of values. The values
define the pulse duration and a binary level, see below. The transmitter can also provide a carrier and modulate it with
provided pulses.

The reverse operation is performed by the receiver, where a series of pulses is decoded into a list of values containing
the pulse duration and binary level. A filter may be applied to remove high frequency noise from the input signal.

There couple of typical steps to setup and operate the RMT and they are discussed in the following sections:

1. Configure Driver
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2.
3,
4.

Transmit Data or Receive Data
Change Operation Parameters

Use Interrupts

The RMT has eight channels numbered from zero to seven. Each channel is able to independently transmit or receive
data. They are referred to using indexes defined in structure rmt_channel_t.

Configure Driver

There are several parameters that define how particular channel operates. Most of these parameters are configured
by setting specific members of rmt_config_t structure. Some of the parameters are common to both transmit or
receive mode, and some are mode specific. They are all discussed below.

Common Parameters

The channel to be configured, select one from the rmt__channel_t enumerator.

The RMT operation mode - whether this channel is used to transmit or receive data, selected by setting a
rmt_mode members to one of the values from rmt_mode_t.

What is the pin number to transmit or receive RMT signals, selected by setting gpio_num.
How many memory blocks will be used by the channel, set with mem_block_num.

A clock divider, that will determine the range of pulse length generated by the RMT transmitter or discriminated
by the receiver. Selected by setting clk_div to a value within [1 .. 255] range. The RMT source clock is typically
APB CLK, 80Mhz by default.

Note:

The period of a square wave after the clock divider is called a ‘tick’. The length of the pulses generated by the

RMT transmitter or discriminated by the receiver is configured in number of ‘ticks’.

There are also couple of specific parameters that should be set up depending if selected channel is configured in
Transmit Mode or Receive Mode:

Transmit Mode

When configuring channel in transmit mode, set tx_config and the following members of rmt_tx config t:

Transmit the currently configured data items in a loop - loop_en
Enable the RMT carrier signal - carrier_en

Frequency of the carrier in Hz - carrier_freq_hz

Duty cycle of the carrier signal in percent (%) - carrier_duty_percent
Level of the RMT output, when the carrier is applied - carrier_level
Enable the RMT output if idle - idle_output_en

Set the signal level on the RMT output if idle - idle_level
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Receive Mode

In receive mode, set rx_config and the following members of rmt_rx config t:
* Enable a filter on the input of the RMT receiver - filter_en

¢ A threshold of the filter, set in the number of ticks - filter_ticks_thresh. Pulses shorter than this setting will be
filtered out. Note, that the range of entered tick values is [0..255].

¢ A pulse length threshold that will turn the RMT receiver idle, set in number of ticks - idle_threshold. The
receiver will ignore pulses longer than this setting.

Finalize Configuration

Once the rmt__config_t structure is populated with parameters, it should be then invoked with rmt_config ()
to make the configuration effective.

The last configuration step is installation of the driver in memory by calling rmt_driver install (). If
rx_buf_size parameter of this function is > 0, then a ring buffer for incoming data will be allocated. A default ISR
handler will be installed, see a note in Use Interrupts.

Now, depending on how the channel is configured, we are ready to either Transmit Data or Receive Data. This is
described in next two sections.

Transmit Data

Before being able to transmit some RMT pulses, we need to define the pulse pattern. The minimum pat-
tern recognized by the RMT controller, later called an ‘item’, is provided in a structure rmt_item32_t, see
soc/esp32/include/soc/rmt_struct.h. Each item consists of two pairs of two values. The first value in a pair describes
the signal duration in ticks and is 15 bits long, the second provides the signal level (high or low) and is contained in a
single bit. A block of couple of items and the structure of an item is presented below.

0 1a 32
O e e

Period (15 L Period (15, L

Period (15 L Period (15, L

Fig. 8: Structure of RMT items (L - signal level)

For a simple example how to define a block of items see peripherals/rmt_tx.
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The items are provided to the RMT controller by calling function rmt_write_ items (). This function also au-
tomatically triggers start of transmission. It may be called to wait for transmission completion or exit just after
transmission start. In such case you can wait for the transmission end by calling rmt_wait_tx done (). This
function does not limit the number of data items to transmit. It is using an interrupt to successively copy the new data
chunks to RMT’s internal memory as previously provided data are sent out.

Another way to provide data for transmission is by calling rmt_fi11 tx_items (). In this case transmission is
not started automatically. To control the transmission process use rmt_tx_start () and rmt_tx_stop (). The
number of items to sent is restricted by the size of memory blocks allocated in the RMT controller’s internal memory,
see rmt_set_mem block num().

Receive Data

Before starting the receiver we need some storage for incoming items. The RMT controller has 512 x 32-bits of
internal RAM shared between all eight channels. In typical scenarios it is not enough as an ultimate storage for all
incoming (and outgoing) items. Therefore this API supports retrieval of incoming items on the fly to save them in a
ring buffer of a size defined by the user. The size is provided when calling rmt_driver_install () discussed
above. To get a handle to this buffer call rmt_get_ ringbuf handle ().

With the above steps complete we can start the receiver by calling rmt_rx_start () and then move to checking
what’s inside the buffer. To do so, you can use common FreeRTOS functions that interact with the ring buffer. Please
see an example how to do it in peripherals/rmt_nec_tx_rx.

To stop the receiver, call rmt_rx_stop ().

Change Operation Parameters

Previously described function rmt_config () provides a convenient way to set several configuration parameters
in one shot. This is usually done on application start. Then, when the application is running, the API provides an
alternate way to update individual parameters by calling dedicated functions. Each function refers to the specific RMT
channel provided as the first input parameter. Most of the functions have _ger  counterpart to read back the currently
configured value.

Parameters Common to Transmit and Receive Mode

* Selection of a GPIO pin number on the input or output of the RMT - rmt_set_pin()
¢ Number of memory blocks allocated for the incoming or outgoing data - rmt_set_mem_pd ()
* Setting of the clock divider - rmt_set_clk_div()

* Selection of the clock source, note that currently one clock source is supported, the APB clock which is 80Mhz
-rmt_set_source_clk()

Transmit Mode Parameters

» Enable or disable the loop back mode for the transmitter - rmt_ set_tx_loop_mode ()

e Binary level on the output to apply the carrier - rmt_set_tx_carrier(), selected from
rmt_carrier level_ t

* Determines the binary level on the output when transmitter is idle - rmt_ set_idle level (), selected from
rmt_idle level_t
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Receive Mode Parameters

* The filter setting - rmt_set_rx filter()
* The receiver threshold setting - rmt_set_rx idle thresh()

* Whether the transmitter or receiver is entitled to access RMT’s memory - rmt_set_memory_owner (),
selection is from rmt__mem owner t.

Use Interrupts

Registering of an interrupt handler for the RMT controller is done be calling rmt_isr_register().

Note: When calling rmt_driver_install () to use the system RMT driver, a default ISR is being installed. In
such a case you cannot register a generic ISR handler with rmt_isr_register ().

The RMT controller triggers interrupts on four specific events describes below. To enable interrupts on these events,
the following functions are provided:

e The RMT receiver has finished receiving a signal - rmt_set_rx_intr_en()

* The RMT transmitter has finished transmitting the signal - rmt_set_tx_intr _en()

e The number of events the transmitter has sent matches a threshold value rmt_set_tx_ thr_intr_en()
¢ Ownership to the RMT memory block has been violated - rmt__set_err_intr_en()

Setting or clearing an interrupt enable mask for specific channels and events may be also done by calling
rmt_set_intr._enable mask () or rmt_clr._intr _enable mask().

When servicing an interrupt within an ISR, the interrupt need to explicitly cleared. To do so, set spe-
cific bits described as RMT.int_clr.val.chN_event_name and defined as a volatile struct in
soc/esp32/include/soc/rmt_struct.h, where N is the RMT channel number [0, 7] and the event_name is one of
four events described above.

If you do not need an ISR anymore, you can deregister it by calling a function rmt_isr_deregister ().
Uninstall Driver

If the RMT driver has been installed with rmt_driver install () for some specific period of time and then not
required, the driver may be removed to free allocated resources by calling rmt_driver _uninstall ().

Application Examples

e A simple RMT TX example: peripherals/rmt_tx.

* NEC remote control TX and RX example: peripherals/rmt_nec_tx_rx.

API Reference

Header File

e driver/include/driver/rmt.h
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Functions

esp_err_t rmt_set_clk_div (rmf_channel_t channel, uint8_t div_cnt)
Set RMT clock divider, channel clock is divided from source clock.
Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
e channel: RMT channel (0-7)
e div_cnt: RMT counter clock divider
esp_err_t rmt_get_clk_diwv (rmr_channel_t channel, vint8_t *div_cnt)
Get RMT clock divider, channel clock is divided from source clock.
Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
¢ channel: RMT channel (0-7)
* div_cnt: pointer to accept RMT counter divider
esp_err_t rmt_set_rx_idle_thresh (rmt_channel_t channel, uint16_t thresh)
Set RMT RX idle threshold value.
In receive mode, when no edge is detected on the input signal for longer than idle_thres channel clock cycles,
the receive process is finished.
Return
e ESP_ERR_INVALID_ ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel (0-7)
e thresh: RMT RX idle threshold
esp_err_t rmt_get_rx_idle_thresh (rmt_channel_t channel, uint16_t *thresh)
Get RMT idle threshold value.
In receive mode, when no edge is detected on the input signal for longer than idle_thres channel clock cycles,
the receive process is finished.
Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success

Parameters
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¢ channel: RMT channel (0-7)
* thresh: pointer to accept RMT RX idle threshold value
esp_err_t rmt_set_mem block_num (rmi_channel_t channel, vint8_t rmt_mem_num)
Set RMT memory block number for RMT channel.

This function is used to configure the amount of memory blocks allocated to channel n The 8 channels share a
512x32-bit RAM block which can be read and written by the processor cores over the APB bus, as well as read
by the transmitters and written by the receivers.

The RAM address range for channel n is start_addr_CHn to end_addr_CHn, which are defined by: Mem-
ory block start address is RMT_CHANNEL_MEM(n) (in soc/rmt_reg.h), that is, start_addr_chn = RMT
base address + 0x800 + 64 4 n, and end_addr_chn = RMT base address + 0x800 + 64 4 n + 64 4
RMT_MEM_SIZE_CHn mod 512 4

Note If memory block number of one channel is set to a value greater than 1, this channel will occupy the
memory block of the next channel. Channel 0 can use at most 8 blocks of memory, accordingly channel 7
can only use one memory block.

Return
e ESP ERR _INVALID_ ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel (0-7)
e rmt_mem_num: RMT RX memory block number, one block has 64 * 32 bits.
esp_err_t rmt_get_mem block_num (rmt_channel_t channel, vint8_t *rmt_mem_num)
Get RMT memory block number.
Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
¢ channel: RMT channel (0-7)
e rmt_mem_num: Pointer to accept RMT RX memory block number

esp_err_t rmt_set_tx_carrier (rmt_channel_t channel, bool carrier_en, uintl6_t high_level, uint16_t

low_level, rmt_carrier level t carrier_level)
Configure RMT carrier for TX signal.

Set different values for carrier_high and carrier_low to set different frequency of carrier. The unit of car-
rier_high/low is the source clock tick, not the divided channel counter clock.
Return
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
Parameters

e channel: RMT channel (0-7)

2.4. Peripherals API 305



Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

esp_err_t rmt_set_mem_pd (rmt_channel_t channel, bool pd_en)

esp_err_t rmt_get_mem_pd (rmt_channel_t channel, bool *pd_en)

esp_err_t rmt_tx_start (rmf_channel_t channel, bool tx_idx_rst)

carrier_en: Whether to enable output carrier.
high_level: High level duration of carrier

low_level: Low level duration of carrier.

carrier_level: Configure the way carrier wave is modulated for channel 0-7.

— 1’bl:transmit on low output level

— 1’b0:transmit on high output level

Set RMT memory in low power mode.

Reduce power consumed by memory. 1:memory is in low power state.

Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success

Parameters

channel: RMT channel (0-7)

pd_en: RMT memory low power enable.

Get RMT memory low power mode.

Return
e ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success

Parameters

* pd_en: Pointer to accept RMT memory low power mode.

channel: RMT channel (0-7)

Set RMT start sending data from memory.

Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success

Parameters

channel: RMT channel (0-7)

e tx_idx_rst: Set true to reset memory index for TX. Otherwise, transmitter will continue sending

from the last index in memory.

esp_err_t rmt_tx_stop (rmt_channel_t channel)
Set RMT stop sending.

Return
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e ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success
Parameters
¢ channel: RMT channel (0-7)
esp_err_t rmt_rx_start (rmt_channel_t channel, bool rx_idx_rst)
Set RMT start receiving data.
Return
e ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success
Parameters

¢ channel: RMT channel (0-7)

e rx_idx_rst: Settrue to reset memory index for receiver. Otherwise, receiver will continue receiv-

ing data to the last index in memory.

esp_err_t rmt_xrx_stop (rmt_channel_t channel)
Set RMT stop receiving data.
Return
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel (0-7)
esp_err_t rmt_memory_rw_rst (rmt_channel_t channel)
Reset RMT TX/RX memory index.
Return
e ESP ERR_INVALID_ ARG Parameter error
¢ ESP_OK Success
Parameters
e channel: RMT channel (0-7)
esp_err_t rmt_set_memory_owner (rmt_channel_t channel, rmt_mem_owner_t owner)
Set RMT memory owner.
Return
e ESP ERR_INVALID_ ARG Parameter error
¢ ESP_OK Success
Parameters

e channel: RMT channel (0-7)

* owner: To set when the transmitter or receiver can process the memory of channel.
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esp_err_t rmt_get_memory_owner (rmt_channel_t channel, rmt_mem_owner_t *owner)
Get RMT memory owner.
Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
e channel: RMT channel (0-7)
* owner: Pointer to get memory owner.
esp_err_t rmt_set_tx_loop_mode (rmt_channel_t channel, bool loop_en)
Set RMT tx loop mode.
Return
e ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success
Parameters
¢ channel: RMT channel (0-7)
* loop_en: Enable RMT transmitter loop sending mode. If set true, transmitter will continue sending

from the first data to the last data in channel 0-7 over and over again in a loop.

esp_err_t rmt_get_tx_loop_mode (rmt_channel_t channel, bool *loop_en)
Get RMT tx loop mode.
Return
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel (0-7)
¢ loop_en: Pointer to accept RMT transmitter loop sending mode.
esp_err_t rmt_set_rx_filter (rmt_channel_t channel, bool rx_filter_en, uint8_t thresh)
Set RMT RX filter.
In receive mode, channel 0-7 will ignore input pulse when the pulse width is smaller than threshold. Counted in
source clock, not divided counter clock.
Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
e channel: RMT channel (0-7)
e rx_filter_en: To enable RMT receiver filter.

e thresh: Threshold of pulse width for receiver.
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esp_err_t rmt_set_source_clk (rmt_channel_t channel, rmt_source_clk_t base_clk)
Set RMT source clock.

RMT module has two clock sources:
1. APB clock which is 80Mhz
2. REF tick clock, which would be 1Mhz (not supported in this version).

Return
e ESP ERR_INVALID_ ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel (0-7)
¢ base_clk: To choose source clock for RMT module.
esp_err_t rmt_get_source_clk (rmt_channel_t channel, rmt_source_clk_t *src_clk)
Get RMT source clock.
RMT module has two clock sources:
1. APB clock which is 80Mhz

2. REF tick clock, which would be 1Mhz (not supported in this version).

Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
e channel: RMT channel (0-7)
* src_clk: Pointer to accept source clock for RMT module.
esp_err_t rmt_set_idle_level (rmt_channel_t channel, bool idle_out_en, rmt_idle_level_t level)
Set RMT idle output level for transmitter.
Return
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
Parameters
¢ channel: RMT channel (0-7)
e idle_out_en: To enable idle level output.
* level: To set the output signal’s level for channel 0-7 in idle state.
esp_err_t rmt_get_status (rmt_channel_t channel, uint32_t *status)
Get RMT status.
Return

e ESP_ ERR_INVALID_ ARG Parameter error
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e ESP_OK Success
Parameters
e channel: RMT channel (0-7)
e status: Pointer to accept channel status.
void rmt_set_intr enable_ mask (uint32_t mask)
Set mask value to RMT interrupt enable register.
Parameters
* mask: Bit mask to set to the register
void rmt_clr intr enable_mask (uint32_t mask)
Clear mask value to RMT interrupt enable register.
Parameters
* mask: Bit mask to clear the register
esp_err_trmt_set_rx_intr_ en (rmt_channel_t channel, bool en)
Set RMT RX interrupt enable.
Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
e channel: RMT channel (0 - 7)
* en: enable or disable RX interrupt.
esp_err_t rmt_set_err_intr_en (rmt_channel_t channel, bool en)
Set RMT RX error interrupt enable.
Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
e channel: RMT channel (0 - 7)
e en: enable or disable RX err interrupt.
esp_err_t rmt_set_tx_intr_en (rmt_channel_t channel, bool en)
Set RMT TX interrupt enable.
Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success

Parameters
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¢ channel: RMT channel (0 - 7)
e en: enable or disable TX interrupt.
esp_err_trmt_set_tx_thr_ intr_en (rmt_channel_t channel, bool en, uint16_t evt_thresh)
Set RMT TX threshold event interrupt enable.

An interrupt will be triggered when the number of transmitted items reaches the threshold value

Return
e ESP_ ERR_INVALID_ ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel (0 - 7)
* en: enable or disable TX event interrupt.
e evt_thresh: RMT event interrupt threshold value
esp_err_t rmt_set_pin (rmt_channel_t channel, rmt_mode_t mode, gpio_num_t gpio_num)
Set RMT pin.
Return
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel (0 - 7)
* mode: TX or RX mode for RMT
¢ gpio_num: GPIO number to transmit or receive the signal.
esp_err_t rmt_config (const rmt_config_t *rmt_param)
Configure RMT parameters.
Return
e ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success
Parameters
e rmt_param: RMT parameter struct
esp_err_t rmt_isr_register (void (*fn)) void *

, void *arg, int intr_alloc_flags, rmt_isr_handle_t *handleRegister RMT interrupt handler, the handler is an
ISR.

The handler will be attached to the same CPU core that this function is running on.
Note If you already called rmt_driver_install to use system RMT driver, please do not register ISR handler
again.

Return
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e ESP_OK Success

e ESP_ERR_INVALID_ARG Function pointer error.

* ESP_FAIL System driver installed, can not register ISR handler for RMT
Parameters

e fn: Interrupt handler function.

¢ arg: Parameter for the handler function

e intr_alloc_flags: Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

* handle: If non-zero, a handle to later clean up the ISR gets stored here.
esp_err_t rmt_isr_deregister (rmt_isr_handle_t handle)
Deregister previously registered RMT interrupt handler.
Return
* ESP_OK Success
* ESP_ERR_INVALID_ARG Handle invalid
Parameters
* handle: Handle obtained from rmt_isr_register

esp_err_trmt_f£fill tx items (rmt_channel_t channel, const rmt_item32_t *item, uintl6_t item_num,

uint16_t mem_offset)
Fill memory data of channel with given RMT items.

Return
e ESP ERR_INVALID_ ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel (0 - 7)
¢ item: Pointer of items.
e item_num: RMT sending items number.
* mem_offset: Index offset of memory.
esp_err_t rmt_driver_install (rmf_channel_t channel, size_t rx_buf size, int intr_alloc_flags)
Initialize RMT driver.
Return
e ESP_ERR_INVALID_STATE Driver is already installed, call rmt_driver_uninstall first.
¢ ESP_ERR_NO_MEM Memory allocation failure
e ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success
Parameters

¢ channel: RMT channel (0 - 7)
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e rx_buf_size: Size of RMT RX ringbuffer. Can be 0 if the RX ringbuffer is not used.
e intr_alloc_flags: Flags for the RMT driver interrupt handler. Pass O for default flags. See

esp_intr_alloc.h for details.

esp_err_t rmt_driver_uninstall (rmf_channel_t channel)
Uninstall RMT driver.
Return
e ESP ERR_INVALID_ ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel (0 - 7)

esp_err_t rmt_write_items (rmt_channel_t channel, const rmt_item32_t *rmt_item, int item_num, bool

wait_tx_done)
RMT send waveform from rmt_item array.

This API allows user to send waveform with any length.

Note This function will not copy data, instead, it will point to the original items, and send the waveform items.
If wait_tx_done is set to true, this function will block and will not return until all items have been sent out.
If wait_tx_done is set to false, this function will return immediately, and the driver interrupt will continue

sending the items. We must make sure the item data will not be damaged when the driver is still sending
items in driver interrupt.

Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
e channel: RMT channel (0 - 7)
* rmt_item: head point of RMT items array.
¢ item_num: RMT data item number.
* walt_tx_done:
— If set 1, it will block the task and wait for sending done.
— If set 0, it will not wait and return immediately.
esp_err_t rmt_wait_tx_done (rmt_channel_t channel, TickType_t wait_time)
Wait RMT TX finished.
Return
¢ ESP_OK RMT Tx done successfully
* ESP_ERR_TIMEOUT Exceeded the ‘wait_time’ given
e ESP_ERR_INVALID_ARG Parameter error
e ESP_FAIL Driver not installed

Parameters
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¢ channel: RMT channel (0 - 7)
* wait_time: Maximum time in ticks to wait for transmission to be complete
esp_err_t rmt_get_ringbuf_handle (rmt_channel_t channel, RingbufHandle_t *buf _handle)
Get ringbuffer from RMT.
Users can get the RMT RX ringbuffer handle, and process the RX data.

Return
e ESP_ ERR_INVALID_ ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel (0 - 7)
* buf_handle: Pointer to buffer handle to accept RX ringbuffer handle.

Structures

struct rmt_tx config t
Data struct of RMT TX configure parameters.

Public Members
bool 1loop_en
Enable sending RMT items in a loop

uint32_t carrier_freq hz
RMT carrier frequency

uint8_t carrier duty percent
RMT carrier duty (%)

rmt_carrier_level t carrier_ level
Level of the RMT output, when the carrier is applied

bool carrier en
RMT carrier enable

rmt_idle_level t idle_level
RMT idle level

bool idle_output_en
RMT idle level output enable

struct rmt_rx config t
Data struct of RMT RX configure parameters.

Public Members
bool filter en
RMT receiver filter enable

uint8_t filter_ticks_thresh
RMT filter tick number
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uintl6_t idle_threshold
RMT RX idle threshold

struct rmt_config t
Data struct of RMT configure parameters.

Public Members
rmt_mode_t rmt_mode
RMT mode: transmitter or receiver

rmt_channel_t channel
RMT channel

uint8_t elk_div
RMT channel counter divider

gpio_num_t gpio_num
RMT GPIO number

uint8_t mem_block_num
RMT memory block number

rmt_tx_config_t tx_config
RMT TX parameter

rmt_rx_config_t rx_config
RMT RX parameter

Macros

RMT_MEM BLOCK_ BYTE_NUM

RMT MEM ITEM NUM

Type Definitions

typedef intr_handle_t rmt_isr handle_t

Enumerations

enum rmt_channel t
Values:

RMT CHANNEL_0=0
RMT Channel 0

RMT_ CHANNEL_ 1
RMT Channel 1

RMT CHANNEL_2
RMT Channel 2

RMT_ CHANNEL_ 3
RMT Channel 3
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RMT_CHANNEL_4
RMT Channel 4

RMT_ CHANNEL_5
RMT Channel 5

RMT CHANNEL_6
RMT Channel 6

RMT_ CHANNEL_ 7
RMT Channel 7

RMT_CHANNEL_MAX

enum rmt_mem owner_ t
Values:

RMT MEM OWNER TX =0
RMT RX mode, RMT transmitter owns the memory block

RMT MEM OWNER RX = |
RMT RX mode, RMT receiver owns the memory block

RMT_MEM OWNER_ MAX

enum rmt_source_clk t
Values:

RMT_BASECLK_REF =0

RMT source clock system reference tick, IMHz by default (not supported in this version)

RMT BASECLK APB
RMT source clock is APB CLK, 80Mhz by default

RMT BASECLK_MAX

enum rmt_data_mode_t
Values:

RMT_DATA MODE_FIFO =0
RMT DATA MODE_MEM = |
RMT_DATA MODE_MAX

enum rmt_mode_t
Values:

RMT MODE_TX=0
RMT TX mode

RMT MODE_RX
RMT RX mode

RMT_MODE_MAX

enum rmt_idle level t
Values:

RMT IDLE LEVEL LOW=0
RMT TX idle level: low Level

RMT_IDLE_LEVEL_HIGH
RMT TX idle level: high Level

RMT_ IDLE_ LEVEL_ MAX
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enum rmt_carrier level t
Values:

RMT_CARRIER_LEVEL_LOW=0
RMT carrier wave is modulated for low Level output

RMT_CARRIER_LEVEL_HIGH
RMT carrier wave is modulated for high Level output

RMT_ CARRIER LEVEL_MAX

2.4.10 SDMMC Host Peripheral

Overview

SDMMC peripheral supports SD and MMC memory cards and SDIO cards. SDMMC software builds on top of
SDMMC driver and consists of the following parts:

1. SDMMC host driver (driver/sdmmc_host . h) — this driver provides APIs to send commands to the slave
device(s), send and receive data, and handling error conditions on the bus.

2. SDMMC protocol layer (sdmmc_cmd.h) — this component handles specifics of SD protocol such as card
initialization and data transfer commands. Despite the name, only SD (SDSC/SDHC/SDXC) cards are supported
at the moment. Support for MCC/eMMC cards can be added in the future.

Protocol layer works with the host via sdmmc_host_t structure. This structure contains pointers to various functions
of the host.

In addition to SDMMC Host peripheral, ESP32 has SPI peripherals which can also be used to work with SD cards.
This is supported using a variant of the host driver, driver/sdspi_host . h. This driver has the same interface as
SDMMC host driver, and the protocol layer can use either of two.

Application Example

An example which combines SDMMC driver with FATFS library is provided in examples/storage/sd_card
directory. This example initializes the card, writes and reads data from it using POSIX and C library APIs. See
README.md file in the example directory for more information.

Protocol layer APIs

Protocol layer is given sdmmc_host_t structure which describes the SD/MMC host driver, lists its capabilites,
and provides pointers to functions of the driver. Protocol layer stores card-specific information in sdmmc_card_t
structure. When sending commands to the SD/MMC host driver, protocol layer uses sdmmc_command_t structure
to describe the command, argument, expected return value, and data to transfer, if any.

Normal usage of the protocol layer is as follows:
1. Call the host driver functions to initialize the host (e.g. sdmmc_host_init, sdmmc_host_init_slot).

2. Call sdmmc_card_init to initialize the card, passing it host driver information (host) and a pointer to
sdmmc__card_t structure which will be filled in (card).

3. To read and write sectors of the card, use sdmmc_read_sectors and sdmmc_write_sectors, passing
the pointer to card information structure (card).

4. When card is not used anymore, call the host driver function to disable SDMMC host peripheral and free
resources allocated by the driver (e.g. sdmmc_host_deinit).
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Most applications need to use the protocol layer only in one task; therefore the protocol layer doesn’t implement any
kind of locking on the sdmmc_card_t structure, or when accessing SDMMC host driver. Such locking has to be
implemented in the higher layer, if necessary (e.g. in the filesystem driver).

struct sdmmc_host_t
SD/MMC Host description

This structure defines properties of SD/MMC host and functions of SD/MMC host which can be used by upper
layers.

Public Members

uint32_t £lags
flags defining host properties

int slot
slot number, to be passed to host functions

intmax_freq khz
max frequency supported by the host

float io_voltage
I/0 voltage used by the controller (voltage switching is not supported)

esp_err_t (*init) (void)
Host function to initialize the driver

esp_err_t (*set_bus_width) (int slot, size_t width)
host function to set bus width

esp_err_t (*set_card_clk) (int slot, uint32_t freq_khz)
host function to set card clock frequency

esp_err_t (*do_transaction) (int slot, sdmmc_command_t *cmdinfo)
host function to do a transaction

esp_err_t (*deinit) (void)
host function to deinitialize the driver

int command_timeout_ms
timeout, in milliseconds, of a single command. Set to O to use the default value.

SDMMC_HOST_ FLAG_1BIT
host supports 1-line SD and MMC protocol

SDMMC_HOST_FLAG_4BIT
host supports 4-line SD and MMC protocol

SDMMC_HOST_FLAG_S8BIT
host supports 8-line MMC protocol

SDMMC_HOST_FLAG_SPI
host supports SPI protocol

SDMMC_FREQ DEFAULT
SD/MMC Default speed (limited by clock divider)

SDMMC_FREQ HIGHSPEED
SD High speed (limited by clock divider)

SDMMC_FREQ PROBING
SD/MMC probing speed
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struct sdmmc_command t
SD/MMC command information

Public Members

uint32_t opcode
SD or MMC command index

uint32_t arg
SD/MMC command argument

sdmmc_response_t response
response buffer

void *data
buffer to send or read into

size_tdatalen
length of data buffer

size_tblklen
block length

int flags
see below

esp_err_t error
error returned from transfer

int timeout_ms
response timeout, in milliseconds

struct sdmmc_card t
SD/MMC card information structure

Public Members
sdmmc_host_t host
Host with which the card is associated

uint32_t ocr
OCR (Operation Conditions Register) value

sdmmce_cid t eid
decoded CID (Card IDentification) register value

sdmmc_csd_t esd
decoded CSD (Card-Specific Data) register value

sdmmc_scr_t ser
decoded SCR (SD card Configuration Register) value

uintl6_t rca
RCA (Relative Card Address)

struct sdmmc_csd t
Decoded values from SD card Card Specific Data register
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Public Members
int csd_ver
CSD structure format

int mme_ver
MMC version (for CID format)

int capacity
total number of sectors

int sector_size
sector size in bytes

int read_block_len
block length for reads

int card command class
Card Command Class for SD

inttr_speed
Max transfer speed

struct sdmmc_cid t
Decoded values from SD card Card IDentification register

Public Members
intmfg_id
manufacturer identification number

intoem_id
OEM/product identification number

char name|8)]
product name (MMC v1 has the longest)

int revision
product revision

int serial
product serial number

int date
manufacturing date

struct sdmmc_scr_t
Decoded values from SD Configuration Register

Public Members
int sd_spec
SD Physical layer specification version, reported by card

int bus_width
bus widths supported by card: BIT(0) — 1-bit bus, BIT(2) — 4-bit bus

esp_err_t sdmmc_card_init (const sdmmc_host_t *host, sdmmc_card_t *out_card)
Probe and initialize SD/MMC card using given host
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Note Only SD cards (SDSC and SDHC/SDXC) are supported now. Support for MMC/eMMC cards will be
added later.

Return
e ESP_OK on success
* One of the error codes from SDMMC host controller
Parameters
* host: pointer to structure defining host controller
e out_card: pointer to structure which will receive information about the card when the function

completes

esp_err_t sdmmc_write_sectors (sdmmc_card_t *card, const void *src, size_t start_sector, size_t sec-

) ) tor_count)
Write given number of sectors to SD/MMC card

Return
* ESP_OK on success
¢ One of the error codes from SDMMC host controller
Parameters
* card: pointer to card information structure previously initialized using sdmmc_card_init

e src: pointer to data buffer to read data from; data size must be equal to sector_count * card-
>csd.sector_size

* start_sector: sector where to start writing
e sector_count: number of sectors to write
esp_err_t sdmme_read_sectors (sdmmc_card_t *card, void *dst, size_t start_sector, size_t sector_count)
Write given number of sectors to SD/MMC card
Return
¢ ESP_OK on success
¢ One of the error codes from SDMMC host controller
Parameters
* card: pointer to card information structure previously initialized using sdmmc_card_init

e dst: pointer to data buffer to write into; buffer size must be at least sector_count * card-
>csd.sector_size

* start_sector: sector where to start reading

e sector_count: number of sectors to read

SDMMC host driver APIs

On the ESP32, SDMMC host peripheral has two slots:
* Slot 0 (SDMMC_HOST_SLOT_0) is an 8-bit slot. It uses HS1_ x signals in the PIN MUX.

 Slot 1 (SDMMC_HOST_SLOT_1) is a 4-bit slot. It uses HS2_ * signals in the PIN MUX.
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Card Detect and Write Protect signals can be routed to arbitrary pins using GPIO matrix. To use
these pins, set gpio_cd and gpio_wp members of sdmmc_slot_config_t structure when calling
sdmmc_host_init_slot.

Of all the funtions listed below, only sdmmc_host_init, sdmmc_host_init_slot, and
sdmmc_host_deinit will be wused directly by most applications. Other functions, such as
sdmmc_host_set_bus_width, sdmmc_host_set_card_clk, and sdmmc_host_do_transaction
will be called by the SD/MMC protocol layer via function pointers in sdmmc_host_t structure.

esp_err_t sdmme_host_init ()
Initialize SDMMC host peripheral.
Note This function is not thread safe
Return
¢ ESP_OK on success
e ESP_ERR_INVALID_STATE if sdmmc_host_init was already called
* ESP_ERR_NO_MEM if memory can not be allocated
SDMMC_HOST_SLOT 0
SDMMC slot 0.

SDMMC_ HOST_ SLOT 1
SDMMC slot 1.

SDMMC_HOST_ DEFAULT ()
Default sdmmc_host_t structure initializer for SDMMC peripheral.

Uses SDMMC peripheral, with 4-bit mode enabled, and max frequency set to 20MHz

SDMMC_SLOT_WIDTH_ DEFAULT
use the default width for the slot (8 for slot 0, 4 for slot 1)

esp_err_t sdmme_host_init_slot (int slot, const sdmmc_slot_config_t *slot_config)
Initialize given slot of SDMMC peripheral.

On the ESP32, SDMMC peripheral has two slots:
* Slot 0: 8-bit wide, maps to HS1_* signals in PIN MUX
e Slot 1: 4-bit wide, maps to HS2_* signals in PIN MUX

Card detect and write protect signals can be routed to arbitrary GPIOs using GPIO matrix.

Note This function is not thread safe
Return

« ESP_OK on success

e ESP_ERR_INVALID_STATE if host has not been initialized using sdmmc_host_init
Parameters

¢ slot: slot number (SDMMC_HOST_SLOT_0 or SDMMC_HOST_SLOT_1)

* slot_config: additional configuration for the slot

struct sdmmc_slot_config t
Extra configuration for SDMMC peripheral slot
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Public Members

gpio_num_t gpio_cd
GPIO number of card detect signal.

gpio_num_t gpio_wp
GPIO number of write protect signal.

uint8_t width
Bus width used by the slot (might be less than the max width supported)

SDMMC_SLOT_NO_CD
indicates that card detect line is not used

SDMMC_SLOT_NO_WP
indicates that write protect line is not used

SDMMC_ SLOT_CONFIG_DEFAULT ()
Macro defining default configuration of SDMMC host slot

esp_err_t sdmmc_host_set_bus_width (int slot, size_t width)
Select bus width to be used for data transfer.

SD/MMC card must be initialized prior to this command, and a command to set bus width has to be sent to the
card (e.g. SD_APP_SET_BUS_WIDTH)
Note This function is not thread safe
Return
¢ ESP_OK on success
e ESP_ERR_INVALID_ARG if slot number or width is not valid
Parameters
¢ slot: slot number (SDMMC_HOST_SLOT_0 or SDMMC_HOST_SLOT_1)
e width: bus width (1, 4, or 8 for slot 0; 1 or 4 for slot 1)
esp_err_t sdmmec_host_set_card_clk (int slot, uint32_t freq_khz)
Set card clock frequency.
Currently only integer fractions of 40MHz clock can be used. For High Speed cards, 40MHz can be used. For
Default Speed cards, 20MHz can be used.
Note This function is not thread safe
Return
« ESP_OK on success
* other error codes may be returned in the future
Parameters
¢ slot: slot number (SDMMC_HOST_SLOT_0 or SDMMC_HOST_SLOT_1)
e freqg_khz: card clock frequency, in kHz
esp_err_t sdmmec_host_do_transaction (int slot, sdmmc_command_t *cmdinfo)
Send command to the card and get response.

This function returns when command is sent and response is received, or data is transferred, or timeout occurs.
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Note This function is not thread safe w.r.t. init/deinit functions, and bus width/clock speed configuration func-
tions. Multiple tasks can call sdmmc_host_do_transaction as long as other sdmmc_host_* functions are
not called.

Attention Data buffer passed in cmdinfo->data must be in DMA capable memory
Return
e ESP_OK on success
* ESP_ERR_TIMEOUT if response or data transfer has timed out
e ESP_ERR_INVALID_CRC if response or data transfer CRC check has failed
e ESP_ERR_INVALID_RESPONSE if the card has sent an invalid response
* ESP_ERR_INVALID_SIZE if the size of data transfer is not valid in SD protocol
* ESP_ERR_INVALID_ARG if the data buffer is not in DMA capable memory
Parameters
¢ slot: slot number (SDMMC_HOST_SLOT_0 or SDMMC_HOST_SLOT_1)
* cmdinfo: pointer to structure describing command and data to transfer
esp_err_t sdmmec_host_deinit ()
Disable SDMMC host and release allocated resources.
Note This function is not thread safe
Return
e ESP_OK on success
e ESP_ERR_INVALID_STATE if sdmmc_host_init function has not been called

SD SPI driver APIs

SPI controllers accessible via spi_master driver (HSPI, VSPI) can be used to work with SD cards. In SPI mode, SD
driver has lower throughput than in 1-line SD mode. However SPI mode makes pin selection more flexible, as SPI
peripheral can be connected to any ESP32 pins using GPIO Matrix. SD SPI driver uses software controlled CS signal.
Currently SD SPI driver assumes that it can use the SPI controller exclusively, so applications which need to share SPI
bus between SD cards and other peripherals need to make sure that SD card and other devices are not used at the same
time from different tasks.

SD SPI driver is represented using an sdmmc__host_t structure initialized using SDSPI_HOST_DEFAULT macro.
For slot initialization, SDSPI_SLOT_CONFIG_DEFAULT can be used to fill in default pin mapping, which is the
same as the pin mapping in SD mode.

SD SPI driver APIs are very similar to SDMMC host APIs. As with the SDMMC host driver, only
sdspi_host_init, sdspi_host_init_slot, and sdspi_host_deinit functions are normally used by
the applications. Other functions are called by the protocol level driver via function pointers in sdmmc_host_t
structure.

esp_err_t sdspi_host_init ()
Initialize SD SPI driver.
Note This function is not thread safe
Return

¢ ESP_OK on success
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* other error codes may be returned in future versions
SDSPI_HOST_DEFAULT ()
Default sdmmc_host_t structure initializer for SD over SPI driver.
Uses SPI mode and max frequency set to 20MHz
‘slot’ can be set to one of HSPI_HOST, VSPI_HOST.
esp_err_t sdspi_host_init_slot (int slot, const sdspi_slot_config_t *slot_config)
Initialize SD SPI driver for the specific SPI controller.
Note This function is not thread safe
Return
e ESP_OK on success
¢ ESP_ERR_INVALID_ARG if sdspi_init_slot has invalid arguments
* ESP_ERR_NO_MEM if memory can not be allocated
* other errors from the underlying spi_master and gpio drivers
Parameters
¢ slot: SPI controller to use (HSPI_HOST or VSPI_HOST)
* slot_config: pointer to slot configuration structure

struct sdspi_slot_config t
Extra configuration for SPI host

Public Members
gpio_num_t gpio_miso
GPIO number of MISO signal.

gpio_num_t gpio_mosi
GPIO number of MOSI signal.

gpio_num_t gpio_sck
GPIO number of SCK signal.

gpio_num_t gpio_cs
GPIO number of CS signal.

gpio_num_t gpio_cd
GPIO number of card detect signal.

gpio_num_t gpio_wp
GPIO number of write protect signal.

int dma_channel
DMA channel to be used by SPI driver (1 or 2)

SDSPI_SLOT_NO_CD
indicates that card detect line is not used

SDSPI_SLOT_NO_WP
indicates that write protect line is not used

2.4. Peripherals API 325



Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

SDSPI_SLOT_CONFIG_DEFAULT ()
Macro defining default configuration of SPI host

esp_err_t sdspi_host_set_card_clk (int slot, uint32_t freq_khz)
Set card clock frequency.

Currently only integer fractions of 40MHz clock can be used. For High Speed cards, 40MHz can be used. For
Default Speed cards, 20MHz can be used.
Note This function is not thread safe
Return
* ESP_OK on success
e other error codes may be returned in the future
Parameters
e slot: SPI controller (HSPI_HOST or VSPI_HOST)
* freqg_khz: card clock frequency, in kHz
esp_err_t sdspi_host_do_transaction (int slot, sdmmc_command_t *cmdinfo)
Send command to the card and get response.
This function returns when command is sent and response is received, or data is transferred, or timeout occurs.
Note This function is not thread safe w.r.t. init/deinit functions, and bus width/clock speed configuration func-

tions. Multiple tasks can call sdspi_host_do_transaction as long as other sdspi_host_* functions are not
called.

Return
* ESP_OK on success
* ESP_ERR_TIMEOUT if response or data transfer has timed out
e ESP_ERR_INVALID_CRC if response or data transfer CRC check has failed
e ESP_ERR_INVALID_RESPONSE if the card has sent an invalid response
Parameters
e slot: SPI controller (HSPI_HOST or VSPI_HOST)
e cmdinfo: pointer to structure describing command and data to transfer
esp_err_t sdspi_host_deinit ()
Release resources allocated using sdspi_host_init.
Note This function is not thread safe
Return
e ESP_OK on success
* ESP_ERR_INVALID_STATE if sdspi_host_init function has not been called
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2.4.11 Sigma-delta Modulation

Introduction

ESP32 has a second-order sigma-delta modulation module. This driver configures the channels of the sigma-delta
module.

Functionality Overview
There are eight independent sigma-delta modulation channels identified with sigmadelta_ channel_ t. Each
channel is capable to output the binary, hardware generated signal with the sigma-delta modulation.

Selected channel should be set up by providing configuration parameters in sigmadelta_config_t and then
applying this configuration with sigmadelta_config().

Another option is to call individual functions, that will configure all required parameters one by one:
* Prescaler of the sigma-delta generator - sigmadelta set_prescale ()
* Duty of the output signal - sigmadelta_set_duty ()
* GPIO pin to output modulated signal - sigmadelta_set_pin()

The range of the ‘duty’ input parameter of sigmadelta_set_duty () is from -128 to 127 (eight bit
signed integer). If zero value is set, then the output signal’s duty will be about 50%, see description of
sigmadelta_set_duty ().

Application Example

Sigma-delta Modulation example: peripherals/sigmadelta.

API Reference

Header File

e driver/include/driver/sigmadelta.h

Functions

esp_err_t sigmadelta_config (const sigmadelta_config_t *config)
Configure Sigma-delta channel.
Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters

* config: Pointer of Sigma-delta channel configuration struct
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esp_err_t sigmadelta_set_duty (sigmadelta_channel_t channel, int8_t duty)
Set Sigma-delta channel duty.

This function is used to set Sigma-delta channel duty, If you add a capacitor between the output pin and ground,
the average output voltage will be Vdc = VDDIO / 256 * duty + VDDIO/2, where VDDIO is the power supply
voltage.
Return

* ESP_OK Success

e ESP_ ERR_INVALID_ ARG Parameter error
Parameters

* channel: Sigma-delta channel number

e duty: Sigma-delta duty of one channel, the value ranges from -128 to 127, recommended range is

-90 ~ 90. The waveform is more like a random one in this range.

esp_err_t sigmadelta_set_prescale (sigmadelta_channel_t channel, uint8_t prescale)
Set Sigma-delta channel’s clock pre-scale value. The source clock is APP_CLK, 80MHz. The clock frequency
of the sigma-delta channel is APP_CLK / pre_scale.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e channel: Sigma-delta channel number
* prescale: The divider of source clock, ranges from 0 to 255
esp_err_t sigmadelta_set_pin (sigmadelta_channel_t channel, gpio_num_t gpio_num)
Set Sigma-delta signal output pin.
Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* channel: Sigma-delta channel number

* gpio_num: GPIO number of output pin.

Structures

struct sigmadelta_config_ t
Sigma-delta configure struct.
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Public Members

sigmadelta_channel_t channel
Sigma-delta channel number

int8_t sigmadelta_duty
Sigma-delta duty, duty ranges from -128 to 127.

uint8_t sigmadelta_prescale
Sigma-delta prescale, prescale ranges from O to 255.

uint8_t sigmadelta_gpio
Sigma-delta output io number, refer to gpio.h for more details.

Enumerations

enum sigmadelta_channel_t
Sigma-delta channel list.

Values:

SIGMADELTA_CHANNEL 0=0
Sigma-delta channel 0

SIGMADELTA CHANNEL 1 =1
Sigma-delta channel 1

SIGMADELTA_CHANNEL 2 =2
Sigma-delta channel 2

SIGMADELTA_ CHANNEL 3 =3
Sigma-delta channel 3

SIGMADELTA_ CHANNEL 4 =4
Sigma-delta channel 4

SIGMADELTA_ CHANNEL 5=5
Sigma-delta channel 5

SIGMADELTA_ CHANNEL 6=06
Sigma-delta channel 6

SIGMADELTA_CHANNEL_ 7 =7
Sigma-delta channel 7

SIGMADELTA CHANNEL_ MAX

2.4.12 SPI Master driver

Overview

The ESP32 has four SPI peripheral devices, called SPI0, SPI1, HSPI and VSPI. SPIO is entirely dedicated to the flash
cache the ESP32 uses to map the SPI flash device it is connected to into memory. SPII1 is connected to the same
hardware lines as SPIO and is used to write to the flash chip. HSPI and VSPI are free to use. SPI1, HSPI and VSPI all
have three chip select lines, allowing them to drive up to three SPI devices each as a master.

2.4. Peripherals API 329



Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

The spi_master driver

The spi_master driver allows easy communicating with SPI slave devices, even in a multithreaded environment. It
fully transparently handles DMA transfers to read and write data and automatically takes care of multiplexing between
different SPI slaves on the same master

Terminology

The spi_master driver uses the following terms:

* Host: The SPI peripheral inside the ESP32 initiating the SPI transmissions. One of SPI, HSPI or VSPI. (For
now, only HSPI or VSPI are actually supported in the driver; it will support all 3 peripherals somewhere in the
future.)

* Bus: The SPI bus, common to all SPI devices connected to one host. In general the bus consists of the miso,
mosi, sclk and optionally quadwp and quadhd signals. The SPI slaves are connected to these signals in parallel.

miso - Also known as q, this is the input of the serial stream into the ESP32

mosi - Also known as d, this is the output of the serial stream from the ESP32

sclk - Clock signal. Each data bit is clocked out or in on the positive or negative edge of this signal

quadwp - Write Protect signal. Only used for 4-bit (gio/qout) transactions.

quadhd - Hold signal. Only used for 4-bit (qio/qout) transactions.

* Device: A SPI slave. Each SPI slave has its own chip select (CS) line, which is made active when a transmission
to/from the SPI slave occurs.

* Transaction: One instance of CS going active, data transfer from and/or to a device happening, and CS going
inactive again. Transactions are atomic, as in they will never be interrupted by another transaction.

SPI transactions

A transaction on the SPI bus consists of five phases, any of which may be skipped:
* The command phase. In this phase, a command (0-16 bit) is clocked out.
» The address phase. In this phase, an address (0-64 bit) is clocked out.
» The write phase. The master sends data to the slave.
¢ The dummy phase. The phase is configurable, used to meet the timing requirements.
* The read phase. The slave sends data to the master.

In full duplex, the read and write phases are combined, causing the SPI host to read and write data simultaneously. The
total transaction length is decided by command_bits + address_bits + trans_conf.length, whilethe
trans_conf.rx_length only determins length of data received into the buffer.

In half duplex, the length of write phase and read phase are decided by trans_conf.length and trans_conf.
rx_length respectively. ** Note that a half duplex transaction with both a read and write phase is not supported
when using DMA. ** If such transaction is needed, you have to use one of the alternative solutions:

1. use full-duplex mode instead.

2. disable the DMA by set the last parameter to 0 in bus initialization function just as belows:
ret=spi_bus_initialize (VSPI_HOST, &buscfg, 0);

this may prohibit you from transmitting and receiving data longer than 32 bytes.
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3. try to use command and address field to replace the write phase.

The command and address phase are optional in that not every SPI device will need to be sent a command and/or
address. This is reflected in the device configuration: when the command_bits or address_bits fields are set
to zero, no command or address phase is done.

Something similar is true for the read and write phase: not every transaction needs both data to be written as well as
data to be read. When rx_buffer is NULL (and SPI_USE_RXDATA) is not set) the read phase is skipped. When
tx_buffer is NULL (and SPI_USE_TXDATA) is not set) the write phase is skipped.

Using the spi_master driver

e Initialize a SPI bus by calling spi_bus_initialize. Make sure to set the correct IO pins in the
bus_config struct. Take care to set signals that are not needed to -1.

¢ Tell the driver about a SPI slave device connected to the bus by calling spi_bus_add_device. Make sure to
configure any timing requirements the device has in the dev_config structure. You should now have a handle
for the device, to be used when sending it a transaction.

* To interact with the device, fill one or more spi_transaction_t structure with any transaction parameters
you need. Either queue all transactions by calling spi_device_queue_trans, later quering the result
using spi_device_get_trans_result, or handle all requests synchroneously by feeding them into
spi_device_transmit.

» Optional: to unload the driver for a device, call spi_bus_remove_device with the device handle as an
argument

* Optional: to remove the driver for a bus, make sure no more drivers are attached and call spi_bus_free.

Command and address phases

During the command and address phases, cmd and addr field in the spi_transaction_t struct
are sent to the bus, while nothing is read at the same time. The default length of command and
address phase are set in the spi_device_interface_config_t and by spi_bus_add_device.
When the the flag SPI_TRANS_VARIABLE_CMD and SPI_TRANS_VARIABLE_ADDR are not set in the
spi_transaction_t,the driver automatically set the length of these phases to the default value as set when the
device is initialized respectively.

If the length of command and address phases needs to be variable, declare a spi_transaction_ext_t descrip-
tor, set the ﬂag SPI_TRANS_VARIABLE_CMD or/and SPI_TRANS_VARIABLE_ADDR in the flags of base
member and configure the rest part of base as usual. Then the length of each phases will be command_bits and
address_bits setinthe spi_transaction_ext_t.

Write and read phases

Normally, data to be transferred to or from a device will be read from or written to a chunk of memory indicated by
the rx_buffer and tx_buffer members of the transaction structure. When DMA is enabled for transfers, these
buffers are highly recommended to meet the requirements as belows:

1. allocated in DMA-capable memory using pvPortMallocCaps (size, MALLOC_CAP_DMA);
2. 32-bit aligned (start from the boundary and have length of multiples of 4 bytes).

If these requirements are not satisfied, efficiency of the transaction will suffer due to the allocation and memcpy of
temporary buffers.
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Sometimes, the amount of data is very small making it less than optimal allocating a separate buffer for it. If the data to
be transferred is 32 bits or less, it can be stored in the transaction struct itself. For transmitted data, use the t x_data
member for this and set the SPI_USE_TXDATA flag on the transmission. For received data, use rx_data and set
SPI_USE_RXDATA. In both cases, do not touch the tx_buffer or rx_buffer members, because they use the
same memory locations as tx_data and rx_data.

Application Example

Display graphics on the 320x240 LCD of WROVER-Kits: peripherals/spi_master.

API Reference - SPI Common

Header File

e driver/include/driver/spi_common.h

Functions

bool spicommon_periph_claim (spi_host_device_t host)
Try to claim a SPI peripheral.

Call this if your driver wants to manage a SPI peripheral.

Return True if peripheral is claimed successfully; false if peripheral already is claimed.
Parameters
* host: Peripheral to claim
bool spicommon_periph_ free (spi_host_device_t host)
Return the SPI peripheral so another driver can claim it.
Return True if peripheral is returned successfully; false if peripheral was free to claim already.
Parameters
* host: Peripheral to return
bool spicommon_dma_chan_claim (int dma_chan)
Try to claim a SPI DMA channel.

Call this if your driver wants to use SPI with a DMA channnel.

Return True if success; false otherwise.
Parameters
e dma_chan: channel to claim
bool spicommon_dma_chan_free (int dma_chan)
Return the SPI DMA channel so other driver can claim it, or just to power down DMA.

Return True if success; false otherwise.

Parameters
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¢ dma_ chan: channel to return

esp_err_t spicommon_bus_initialize_io (spi_host_device_t  host, const  spi_bus_config_t

*bus_config, int dma_chan, int flags, bool *is_native)
Connect a SPI peripheral to GPIO pins.

This routine is used to connect a SPI peripheral to the IO-pads and DMA channel given in the arguments.
Depending on the IO-pads requested, the routing is done either using the IO_mux or using the GPIO matrix.
Return

* ESP_ERR_INVALID_ARG if parameter is invalid

¢ ESP_OK on success
Parameters

* host: SPI peripheral to be routed

* bus_config: Pointer to a spi_bus_config struct detailing the GPIO pins

e dma_chan: DMA-channel (1 or 2) to use, or 0 for no DMA.

e flags: Combination of SPICOMMON_BUSFLAG_* flags

e is_native: A value of ‘true’ will be written to this address if the GPIOs can be routed using the

I0_mux, ‘false’ if the GPIO matrix is used.

esp_err_t spicommon_bus_free_io (spi_host_device_t host)
Free the 10 used by a SPI peripheral.
Return
e ESP_ERR_INVALID_ARG if parameter is invalid
e ESP_OK on success
Parameters
* host: SPI peripheral to be freed

void spicommon_cs_initialize (spi_host_device_t host, int c¢s_io_num, int cs_num, int

force_gpio_matrix)
Initialize a Chip Select pin for a specific SPI peripheral.

Parameters
* host: SPI peripheral
¢ cs_io_num: GPIO pin to route
¢ cs_num: CS id to route
e force_gpio_matrix: If true, CS will always be routed through the GPIO matrix. If false, if the
GPIO number allows it, the routing will happen through the IO_mux.

void spicommon_cs_free (spi_host_device_t host, int cs_num)
Free a chip select line.
Parameters
* host: SPI peripheral

e cs_num: CSidto free
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void spicommon_setup_dma_desc_links (lldesc_t *dmadesc, int len, const uint8_t *data, bool isrx)
Setup a DMA link chain.

This routine will set up a chain of linked DMA descriptors in the array pointed to by dmadesc. Enough DMA
descriptors will be used to fit the buffer of 1en bytes in, and the descriptors will point to the corresponding
positions in buf fer and linked together. The end result is that feeding dmadesc[0] into DMA hardware
results in the entirety 1en bytes of data being read or written.
Parameters
* dmadesc: Pointer to array of DMA descriptors big enough to be able to convey len bytes
e len: Length of buffer
* data: Data buffer to use for DMA transfer
e isrx: True if data is to be written into dat a, false if it’s to be read from data.
spi_dev_t *spicommon_hw_for_host (spi_host_device_t host)
Get the position of the hardware registers for a specific SPI host.
Return A register descriptor stuct pointer, pointed at the hardware registers
Parameters
* host: The SPI host
void spicommon_freeze_cs (spi_host_device_t host)
Temporarily connect CS signal input to high to avoid slave detecting unexpected transactions.
Note Don’t use this in the application.
Parameters
* host: The spi host.
void spicommon_restore_cs (spi_host_device_t host, int cs_io_num, bool iomux)
Use this function instead of cs_initial to avoid overwrite the output config This is used in test by internal gpio
matrix connections
Note Don’t use this in the application.
Parameters
* host: The spi host.
* cs_io_num: GPIO number of the CS pin.
e iomux: The peripheral is using iomux pins.
int spicommon_irgsource_for_host (spi_host_device_t host)
Get the IRQ source for a specific SPI host.
Return The hosts IRQ source
Parameters

e host: The SPI host
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bool spicommon_dmaworkaround_req reset (int dmachan, dmaworkaround_cb_t cb, void *arg)
Request a reset for a certain DMA channel.

Essentially, when a reset is needed, a driver can request this using spicommon_dmaworkaround_req_reset. This
is supposed to be called with an user-supplied function as an argument. If both DMA channels are idle, this call
will reset the DMA subsystem and return true. If the other DMA channel is still busy, it will return false; as
soon as the other DMA channel is done, however, it will reset the DMA subsystem and call the callback. The
callback is then supposed to be used to continue the SPI drivers activity.

Note In some (well-defined) cases in the ESP32 (at least rev v.0 and v.1), a SPI DMA channel will get confused.
This can be remedied by resetting the SPI DMA hardware in case this happens. Unfortunately, the reset
knob used for thsi will reset both DMA channels, and as such can only done safely when both DMA
channels are idle. These functions coordinate this.

Return True when a DMA reset could be executed immediately. False when it could not; in this case the
callback will be called with the specified argument when the logic can execute a reset, after that reset.
Parameters
* dmachan: DMA channel associated with the SPI host that needs a reset
* cb: Callback to call in case DMA channel cannot be reset immediately
* arg: Argument to the callback

bool spicommon_dmaworkaround_reset_in_progress ()
Check if a DMA reset is requested but has not completed yet.

Return True when a DMA reset is requested but hasn’t completed yet. False otherwise.
void spicommon_dmaworkaround_idle (int dmachan)

Mark a DMA channel as idle.

A call to this function tells the workaround logic that this channel will not be affected by a global SPI DMA
reset.

void spicommon_dmaworkaround_transfer active (int dmachan)
Mark a DMA channel as active.

A call to this function tells the workaround logic that this channel will be affected by a global SPI DMA reset,
and a reset like that should not be attempted.

Structures

struct spi_bus_config t
This is a configuration structure for a SPI bus.

You can use this structure to specify the GPIO pins of the bus. Normally, the driver will use the GPIO matrix to
route the signals. An exception is made when all signals either can be routed through the IO_MUX or are -1. In
that case, the IO_MUX is used, allowing for >40MHz speeds.

Note Be advised that the slave driver does not use the quadwp/quadhd lines and fields in spi_bus_config_t
refering to these lines will be ignored and can thus safely be left uninitialized.
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Public Members
intmosi_io_num
GPIO pin for Master Out Slave In (=spi_d) signal, or -1 if not used.

intmiso_io_num
GPIO pin for Master In Slave Out (=spi_q) signal, or -1 if not used.

int sclk_io_num
GPIO pin for Spi CLocK signal, or -1 if not used.

int quadwp_io_num

GPIO pin for WP (Write Protect) signal which is used as D2 in 4-bit communication modes, or -1 if not

used.

int quadhd_io_num

GPIO pin for HD (HolD) signal which is used as D3 in 4-bit communication modes, or -1 if not used.

intmax_transfer sz
Maximum transfer size, in bytes. Defaults to 4094 if 0.

Macros

SPI_MAX DMA LEN

SPICOMMON_ BUSFLAG_SLAVE
Initialize I/O in slave mode.

SPICOMMON_BUSFLAG_MASTER
Initialize I/O in master mode.

SPICOMMON_BUSFLAG_QUAD
Also initialize WP/HD pins, if specified.

Type Definitions

typedef void (*dmaworkaround_cb_t) (void *arg)
Callback, to be called when a DMA engine reset is completed

Enumerations

enum spi_host_device_t
Enum with the three SPI peripherals that are software-accessible in it.

Values:

SPI_HOST =0
SPI1, SPL

HSPI_HOST =1
SPI2, HSPL.

VSPI_HOST =2
SPI3, VSPL
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API Reference - SPI Master

Header File

e driver/include/driver/spi_master.h

Functions

esp_err_t spi_bus_initialize (spi_host_device_t host, const spi_bus_config_t *bus_config, int

dma_chan)
Initialize a SPI bus.

Warning For now, only supports HSPI and VSPI.

Warning If a DMA channel is selected, any transmit and receive buffer used should be allocated in DMA-
capable memory.

Return
e ESP_ERR_INVALID_ARG if configuration is invalid
* ESP_ERR_INVALID_STATE if host already is in use
¢ ESP_ERR_NO_MEM if out of memory
« ESP_OK on success
Parameters
* host: SPI peripheral that controls this bus
* bus_config: Pointer to a spi_bus_config_t struct specifying how the host should be initialized

* dma_chan: Either channel 1 or 2, or 0 in the case when no DMA is required. Selecting a DMA
channel for a SPI bus allows transfers on the bus to have sizes only limited by the amount of internal
memory. Selecting no DMA channel (by passing the value 0) limits the amount of bytes transfered to
a maximum of 32.

esp_err_t spi_bus_free (spi_host_device_t host)
Free a SPI bus.
Warning In order for this to succeed, all devices have to be removed first.
Return
e ESP_ERR_INVALID_ARG if parameter is invalid
e ESP_ERR_INVALID_STATE if not all devices on the bus are freed
e ESP_OK on success
Parameters
* host: SPI peripheral to free
esp_err_t spi_bus_add_device (spi_host_device_t host, spi_device_interface_config_t *dev_config,

spi_device_handle_t *handle)
Allocate a device on a SPI bus.
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This initializes the internal structures for a device, plus allocates a CS pin on the indicated SPI master peripheral
and routes it to the indicated GPIO. All SPI master devices have three CS pins and can thus control up to three
devices.

Note While in general, speeds up to S0MHz on the dedicated SPI pins and 40MHz on GPIO-matrix-routed pins
are supported, full-duplex transfers routed over the GPIO matrix only support speeds up to 260MHz.
Return
e ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NOT_FOUND if host doesn’t have any free CS slots
* ESP_ERR_NO_MEM if out of memory
* ESP_OK on success
Parameters
* host: SPI peripheral to allocate device on
* dev_config: SPlinterface protocol config for the device
* handle: Pointer to variable to hold the device handle
esp_err_t spi_bus_remove_device (spi_device_handle_t handle)
Remove a device from the SPI bus.
Return
¢ ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_INVALID_STATE if device already is freed
e ESP_OK on success
Parameters
* handle: Device handle to free

esp_err_t spi_device_queue_trans (spi_device_handle_t handle, spi_transaction_t *trans_desc, Tick-

Type_t ticks_to_wait)
Queue a SPI transaction for execution.

Return
¢ ESP_ERR_INVALID_ARG if parameter is invalid
» ESP_ERR_TIMEOUT if there was no room in the queue before ticks_to_wait expired
* ESP_ERR_NO_MEM if allocating DMA-capable temporary buffer failed
¢ ESP_OK on success
Parameters
* handle: Device handle obtained using spi_host_add_dev
* trans_desc: Description of transaction to execute

e ticks_to_wait: Ticks to wait until there’s room in the queue; use portMAX_DELAY to never
time out.
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esp_err_t spi_device_get_trans_result (spi_device_handle_t handle, spi_transaction_t
**trans_desc, TickType_t ticks_to_wait)
Get the result of a SPI transaction queued earlier.

This routine will wait until a transaction to the given device (queued earlier with spi_device_queue_trans) has
succesfully completed. It will then return the description of the completed transaction so software can inspect
the result and e.g. free the memory or re-use the buffers.
Return

e ESP_ERR_INVALID_ARG if parameter is invalid

e ESP_ERR_TIMEOUT if there was no completed transaction before ticks_to_wait expired

e ESP_OK on success
Parameters

* handle: Device handle obtained using spi_host_add_dev

* trans_desc: Pointer to variable able to contain a pointer to the description of the transac-
tion that is executed. The descriptor should not be modified until the descriptor is returned by
spi_device_get_trans_result.

e ticks_to_wait: Ticks to wait until there’s a returned item; use portMAX_DELAY to never time
out.
esp_err_t spi_device_transmit (spi_device_handle_t handle, spi_transaction_t *trans_desc)
Do a SPI transaction.
Essentially does the same as spi_device_queue_trans followed by spi_device_get_trans_result. Do not use this
when there is still a transaction queued that hasn’t been finalized using spi_device_get_trans_result.
Return
¢ ESP_ERR_INVALID_ARG if parameter is invalid
¢ ESP_OK on success
Parameters
* handle: Device handle obtained using spi_host_add_dev

* trans_desc: Description of transaction to execute

Structures

struct spi_device_interface_config t
This is a configuration for a SPI slave device that is connected to one of the SPI buses.

Public Members

uint8_t command_bits
Default amount of bits in command phase (0-16), used when SPI_TRANS_VARIABLE_CMD is not used,
otherwise ignored.

uint8_t address_bits
Default amount of bits in address phase (0-64), used when SPI_TRANS_VARIABLE_ADDR is not used,
otherwise ignored.
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uint8_t dummy_bits
Amount of dummy bits to insert between address and data phase.

uint8_t mode
SPI mode (0-3)

uint8_t duty_cycle_pos
Duty cycle of positive clock, in 1/256th increments (128 = 50%/50% duty). Setting this to 0 (=not setting
it) is equivalent to setting this to 128.

uint§_t cs_ena_pretrans
Amount of SPI bit-cycles the cs should be activated before the transmission (0-16). This only works on
half-duplex transactions.

uint8_t cs_ena_posttrans
Amount of SPI bit-cycles the cs should stay active after the transmission (0-16)

int clock_speed_hz
Clock speed, in Hz.

int spics_io_num
CS GPIO pin for this device, or -1 if not used.

uint32_t flags
Bitwise OR of SPI_DEVICE_* flags.

int queue_size
Transaction queue size. This sets how many transactions can be ‘in the air’ (queued using
spi_device_queue_trans but not yet finished using spi_device_get_trans_result) at the same time.

transaction_cb_t pre_cb
Callback to be called before a transmission is started. This callback is called within interrupt context.

transaction_cb_t post_cb
Callback to be called after a transmission has completed. This callback is called within interrupt context.

struct spi_transaction_t
This structure describes one SPI transaction. The descriptor should not be modified until the transaction finishes.

Public Members

uint32_t flags
Bitwise OR of SPI_TRANS_* flags.

uintl6_t emd
Command data, of which the length is set in the command_bits of spi_device_interface_config_t.
NOTE: this field, used to be “command” in ESP-IDF 2.1 and before, is re-written to be used in a
new way in ESP-IDF 3.0.

* Example: write 0x0123 and command_bits=12 to send command 0x12, 0x3_ (in previous version,
you may have to write 0x3_12).

uint64_t addr
Address data, of which the length is set in the address_bits of spi_device_interface_config_t. NOTE:
this field, used to be “address” in ESP-IDF 2.1 and before, is re-written to be used in a new way in
ESP-IDF3.0.

e Example: write 0x123400 and address_bits=24 to send address of 0x12, 0x34, 0x00 (in previous
version, you may have to write 0x12340000).
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size_t length
Total data length, in bits.

size_t rxlength
Total data length received, should be not greater than length in full-duplex mode (0 defaults this to the
value of 1length).

void *user
User-defined variable. Can be used to store eg transaction ID.

const void *tx_buffer
Pointer to transmit buffer, or NULL for no MOSI phase.

uint8_t tx_datal4]
If SPI_USE_TXDATA is set, data set here is sent directly from this variable.

void *rx_buffer
Pointer to receive buffer, or NULL for no MISO phase. Written by 4 bytes-unit if DMA is used.

uint8_t rx_datal4]
If SPI_USE_RXDATA is set, data is received directly to this variable.

struct spi_transaction_ext_t
This struct is for SPI transactions which may change their address and command length. Please do set the flags
in base to SPI_TRANS_VARIABLE_CMD_ADR to use the bit length here.

Public Members

struct spi_transaction_t base
Transaction data, so that pointer to spi_transaction_t can be converted into spi_transaction_ext_t.

uint8_t command_bits
The command length in this transaction, in bits.

uint8_t address_bits
The address length in this transaction, in bits.

Macros

SPI DEVICE_TXBIT LSBFIRST
Transmit command/address/data LSB first instead of the default MSB first.

SPI_DEVICE_RXBIT_ LSBFIRST
Receive data LSB first instead of the default MSB first.

SPI DEVICE BIT LSBFIRST
Transmit and receive LSB first.

SPI_DEVICE_3WIRE
Use MOSI (=spid) for both sending and receiving data.

SPI_DEVICE_POSITIVE_CS
Make CS positive during a transaction instead of negative.

SPI_DEVICE_HALFDUPLEX
Transmit data before receiving it, instead of simultaneously.

SPI_DEVICE_CLK AS_CS
Output clock on CS line if CS is active.
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SPI_TRANS_ MODE_DIO
Transmit/receive data in 2-bit mode.

SPI_TRANS_ MODE_QIO
Transmit/receive data in 4-bit mode.

SPI_TRANS_ MODE_DIOQIO_ADDR
Also transmit address in mode selected by SPI_MODE_DIO/SPI_MODE_QIO.

SPI TRANS USE_RXDATA
Receive into rx_data member of spi_transaction_t instead into memory at rx_buffer.

SPI_TRANS USE_TXDATA
Transmit tx_data member of spi_transaction_t instead of data at tx_buffer. Do not set tx_buffer when using this.

SPI_TRANS VARIABLE CMD
Use the command_bits in spi_transaction_ext_t rather than default value in
spi_device_interface_config_ t.

SPI_TRANS_VARIABLE_ADDR
Use the address_bits in spi_transaction_ext_t rather than default value in
spi_device_interface_config_t.

Type Definitions

typedef struct spi_transaction_t spi_transaction_t
typedef void (*transaction_cb_t) (spi_transaction_t *trans)

typedef struct spi_device_t *spi_device_handle_t
Handle for a device on a SPI bus.

2.4.13 SPI Slave driver
Overview

The ESP32 has four SPI peripheral devices, called SPI0, SPI1, HSPI and VSPI. SPIO is entirely dedicated to the flash
cache the ESP32 uses to map the SPI flash device it is connected to into memory. SPI1 is connected to the same
hardware lines as SPIO and is used to write to the flash chip. HSPI and VSPI are free to use, and with the spi_slave
driver, these can be used as a SPI slave, driven from a connected SPI master.

The spi_slave driver

The spi_slave driver allows using the HSPI and/or VSPI peripheral as a full-duplex SPI slave. It can make use of DMA
to send/receive transactions of arbitrary length.

Terminology

The spi_slave driver uses the following terms:
* Host: The SPI peripheral inside the ESP32 initiating the SPI transmissions. One of HSPI or VSPL

* Bus: The SPI bus, common to all SPI devices connected to a master. In general the bus consists of the miso,
mosi, sclk and optionally quadwp and quadhd signals. The SPI slaves are connected to these signals in parallel.
Each SPI slave is also connected to one CS signal.
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miso - Also known as q, this is the output of the serial stream from the ESP32 to the SPI master

mosi - Also known as d, this is the output of the serial stream from the SPI master to the ESP32

sclk - Clock signal. Each data bit is clocked out or in on the positive or negative edge of this signal

cs - Chip Select. An active Chip Select delineates a single transaction to/from a slave.

 Transaction: One instance of CS going active, data transfer from and to a master happening, and CS going
inactive again. Transactions are atomic, as in they will never be interrupted by another transaction.

SPI transactions

A full-duplex SPI transaction starts with the master pulling CS low. After this happens, the master starts sending out
clock pulses on the CLK line: every clock pulse causes a data bit to be shifted from the master to the slave on the
MOSI line and vice versa on the MISO line. At the end of the transaction, the master makes CS high again.

Using the spi_slave driver

* Initialize a SPI peripheral as a slave by calling spi_slave_initialize. Make sure to set the correct IO
pins in the bus_config struct. Take care to set signals that are not needed to -1. A DMA channel (either 1 or
2) must be given if transactions will be larger than 32 bytes, if not the dma_chan parameter may be 0.

* To set up a transaction, fill one or more spi_transaction_t structure with any transaction parameters you
need. [Either queue all transactions by calling spi_slave_queue_trans, later quering the result
using spi_slave_get_trans_result, or handle all requests synchroneously by feeding them into
spi_slave_transmit. The latter two functions will block until the master has initiated and finished a
transaction, causing the queued data to be sent and received.

» Optional: to unload the SPI slave driver, call spi_slave_free.

Transaction data and master/slave length mismatches

Normally, data to be transferred to or from a device will be read from or written to a chunk of memory indicated by
the rx_buffer and tx_buffer members of the transaction structure. The SPI driver may decide to use DMA
for transfers, so these buffers should be allocated in DMA-capable memory using pvPortMallocCaps (size,
MALLOC_CAP_DMA).

The amount of data written to the buffers is limited by the 1ength member of the transaction structure: the driver will
never read/write more data than indicated there. The 1ength cannot define the actual length of the SPI transaction;
this is determined by the master as it drives the clock and CS lines. The actual length transferred can be read from
the trans_len member of the spi_slave_transaction_t structure after transaction. In case the length of
the transmission is larger than the buffer length, only the start of the transmission will be sent and received, and
the trans_len is set to length instead of the actual length. It’s recommended to set length longer than the
maximum length expected if the t rans_len is required. In case the transmission length is shorter than the buffer
length, only data up to the length of the buffer will be exchanged.

Warning: Due to a design peculiarity in the ESP32, if the amount of bytes sent by the master or the length of the
transmission queues in the slave driver, in bytes, is not both larger than eight and dividable by four, the SPI hardware
can fail to write the last one to seven bytes to the receive buffer.

Application Example

Slave/master communication: peripherals/spi_slave.

2.4. Peripherals API 343


https://github.com/espressif/esp-idf/tree/f3704f027/examples/peripherals/spi_slave

Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

API Reference

Header File

e driver/include/driver/spi_slave.h

Functions

esp_err_t spi_slave_initialize (spi_host_device_t host, const spi_bus_config_t *bus_config, const
spi_slave_interface_config_t *slave_config, int dma_chan)
Initialize a SPI bus as a slave interface.

Warning For now, only supports HSPI and VSPIL.

Warning If a DMA channel is selected, any transmit and receive buffer used should be allocated in DMA-
capable memory.

Return
* ESP_ERR_INVALID_ARG if configuration is invalid
e ESP_ERR_INVALID_STATE if host already is in use
* ESP_ERR_NO_MEM if out of memory
¢ ESP_OK on success
Parameters
* host: SPI peripheral to use as a SPI slave interface
* bus_config: Pointer to a spi_bus_config_t struct specifying how the host should be initialized

* slave_config: Pointer to a spi_slave_interface_config_t struct specifying the details for the slave
interface

* dma_chan: Either 1 or 2. A SPI bus used by this driver must have a DMA channel associated with

it. The SPI hardware has two DMA channels to share. This parameter indicates which one to use.

esp_err_t spi_slave_free (spi_host_device_t host)
Free a SPI bus claimed as a SPI slave interface.
Return
e ESP_ERR_INVALID_ARG if parameter is invalid
e ESP_ERR_INVALID_STATE if not all devices on the bus are freed
¢ ESP_OK on success
Parameters
* host: SPI peripheral to free
esp_err_t spi_slave_queue_trans (spi_host_device_t host, const spi_slave_transaction_t

*trans_desc, TickType_t ticks_to_wait)
Queue a SPI transaction for execution.

Queues a SPI transaction to be executed by this slave device. (The transaction queue size was specified when the
slave device was initialised via spi_slave_initialize.) This function may block if the queue is full (depending on
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the ticks_to_wait parameter). No SPI operation is directly initiated by this function, the next queued transaction
will happen when the master initiates a SPI transaction by pulling down CS and sending out clock signals.

This function hands over ownership of the buffers in t rans_desc to the SPI slave driver; the application is not
to access this memory until spi_slave_queue_trans is called to hand ownership back to the application.
Return

e ESP_ERR_INVALID_ARG if parameter is invalid

¢ ESP_OK on success
Parameters

* host: SPI peripheral that is acting as a slave

* trans_desc: Description of transaction to execute. Not const because we may want to write status
back into the transaction description.

e ticks_to_wait: Ticks to wait until there’s room in the queue; use portMAX_DELAY to never

time out.

esp_err_t spi_slave_get_trans_result (spi_host_device_t host, spi_slave_transaction_t
**trans_desc, TickType_t ticks_to_wait)
Get the result of a SPI transaction queued earlier.

This routine will wait until a transaction to the given device (queued earlier with spi_slave_queue_trans) has
succesfully completed. It will then return the description of the completed transaction so software can inspect
the result and e.g. free the memory or re-use the buffers.

It is mandatory to eventually use this function for any transaction queued by spi_slave_queue_trans.

Return
e ESP_ERR_INVALID_ARG if parameter is invalid
¢ ESP_OK on success

Parameters
e host: SPI peripheral to that is acting as a slave

* trans_desc: Pointer to variable able to contain a pointer to the description of the transaction that
is executed

* ticks_to_wait: Ticks to wait until there’s a returned item; use portMAX_DELAY to never time

out.

esp_err_t spi_slave_transmit (spi_host_device_t host, spi_slave_transaction_t *trans_desc, TickType_t

ticks_to_wait)
Do a SPI transaction.

Essentially does the same as spi_slave_queue_trans followed by spi_slave_get_trans_result. Do not use this
when there is still a transaction queued that hasn’t been finalized using spi_slave_get_trans_result.
Return
¢ ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_OK on success
Parameters

* host: SPI peripheral to that is acting as a slave
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* trans_desc: Pointer to variable able to contain a pointer to the description of the transaction that
is executed. Not const because we may want to write status back into the transaction description.

e ticks_to_wait: Ticks to wait until there’s a returned item; use portMAX_DELAY to never time
out.

Structures

struct spi_slave_interface_config t
This is a configuration for a SPI host acting as a slave device.

Public Members
int spics_io_num
CS GPIO pin for this device.

uint32_t £lags
Bitwise OR of SPI_SLAVE_* flags.

int queue_size
Transaction queue size. This sets how many transactions can be ‘in the air’ (queued using
spi_slave_queue_trans but not yet finished using spi_slave_get_trans_result) at the same time.

uint8_t mode
SPI mode (0-3)

slave_transaction_cb_t post_setup_cb
Callback called after the SPI registers are loaded with new data.

slave_transaction_cb_t post_trans_cb
Callback called after a transaction is done.

struct spi_slave_transaction_t
This structure describes one SPI transaction

Public Members
size_t length
Total data length, in bits.

size_ttrans_len
Transaction data length, in bits.

const void *tx_buffer
Pointer to transmit buffer, or NULL for no MOSI phase.

void *rx_buffer
Pointer to receive buffer, or NULL for no MISO phase.

void *user
User-defined variable. Can be used to store eg transaction ID.

Macros

SPI_SLAVE TXBIT LSBFIRST
Transmit command/address/data LSB first instead of the default MSB first.
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SPI_SLAVE_ RXBIT_ LSBFIRST
Receive data LSB first instead of the default MSB first.

SPI_SLAVE BIT LSBFIRST
Transmit and receive LSB first.

Type Definitions

typedef struct spi_slave_transaction_t spi_slave_transaction_t

typedef void (*slave_transaction_cb_t) (spi_slave_transaction_t *trans)

2.4.14 TIMER

Introduction

The ESP32 chip contains two hardware timer groups. Each group has two general-purpose hardware timers. They are
all 64-bit generic timers based on 16-bit prescalers and 64-bit auto-reload-capable up / down counters.

Functional Overview

Typical steps to configure an operate the timer are described in the following sections:

 Timer Initialization - what parameters should be set up to get the timer working and what specific functionality
is provided depending on the set up.

* Timer Control - how to read the timer’s value, pause / start the timer, and change how it operates.
* Alarms - setting and using alarms.

* Interrupts- how to enable and use interrupts.

Timer Initialization

The two timer groups on-board of the ESP32 are identified using t imer._group_ t. Individual timers in a group are
identified with t imer_idx_t. The two groups, each having two timers, provide the total of four individual timers
to our disposal.

Before starting the timer, it should be initialized by calling t imer._init (). This function should be provided with a
structure t imer_config_t to define how timer should operate. In particular the following timer’s parameters may
be set:

* Divider: How quickly the timer’s counter is “ticking”. This depends on the setting of divider, that will be
used as divisor of the incoming 80 MHz APB_CLK clock.

Mode: If the the counter is incrementing or decrementing, defined using counter_dir by selecting one of
values from timer count_dir t.

* Counter Enable: If the counter is enabled, then it will start incrementing / decrementing immediately
after calling timer._init (). This action is set using counter_en by selecting one of vales from
timer start_t.

e Alarm Enable: Determined by the setting of alarm_en.

¢ Auto Reload: Whether the counter should auto_reload a specific initial value on the timer’s alarm, or
continue incrementing or decrementing.
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e Interrupt Type: Whether an interrupt is triggered on timer’s alarm.  Set the value defined in
timer_intr_mode_t.

To get the current values of the timers settings, use function t imer_get_config().

Timer Control

Once the timer is configured and enabled, it is already “ticking”. To check it’s current value call
timer_get_counter_value () or timer_get_counter_time_sec (). To set the timer to specific start-
ing value call t imer._set_counter_value().

The timer may be paused at any time by calling t imer_pause (). To start it again call t imer_start ().

To change how the timer operates you can call once more t imer_init () described in section Timer Initialization.
Another option is to use dedicated functions to change individual settings:

 Divider value - t imer_set_divider (). Note: the timer should be paused when changing the divider to
avoid unpredictable results. If the timer is already running, t imer_set_divider () will first pause the
timer, change the divider, and finally start the timer again.

* Mode (whether the counter incrementing or decrementing) - t imer._set_counter._mode ()

¢ Auto Reload counter on alarm - t imer set _auto reload()

Alarms

To set an alarm, call function t imer set alarm value () and then enable it with t imer set alarm/().
The alarm may be also enabled during the timer initialization stage, when t imer_init () is called.

After the alarm is enabled and the timer reaches the alarm value, depending on configuration, the following two actions
may happen:

¢ An interrupt will be triggered, if previously configured. See section Inferrupts how to configure interrupts.

e When auto_reload is enabled, the timer’s counter will be reloaded to start counting from specific initial
value. The value to start should be set in advance with t imer_set_counter_ value ().

Note: The alarm will be triggered immediately, if an alarm value is set and the timer has already passed this value.

To check what alarm value has been set up, call t imer._get_alarm value ().

Interrupts

Registration of the interrupt handler for a specific timer group and timer is done be calling
timer_isr._register().

To enable interrupts for a timer group call timer group intr_enable(). To do it for a spe-
cific timer, call timer _enable_intr (). Disabling of interrupts is done with corresponding functions
timer group_ intr _disable () and timer disable intr().

When servicing an interrupt within an ISR, the interrupt need to explicitly cleared. To do so, set the TIMERGN.
int_clr_timers.tM structure defined in soc/esp32/include/soc/timer_group_struct.h, where N is the timer group
number [0, 1] and M is the timer number [0, 1]. For example to clear an interrupt for the timer 1 in the timer group 0,
call the following:

348 Chapter 2. API Reference


https://github.com/espressif/esp-idf/blob/f3704f027/components/soc/esp32/include/soc/timer_group_struct.h

Read the Docs Template Documentation, Release v3.0.8-30-gf3704f027

TIMERGO.int_clr_timers.tl = 1

See the application example below how to use interrupts.

Application Example

The 64-bit hardware timer example: peripherals/timer_group.

API Reference

Header File

e driver/include/driver/timer.h

Functions

esp_err_t timer_get_counter_value (timer_group_t group_num, timer_idx_t timer_num, uint64_t

~ *timer_val)
Read the counter value of hardware timer.

Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Parameters
* group_num: Timer group, O for TIMERGO or 1 for TIMERG1
e timer_num: Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* timer_val: Pointer to accept timer counter value.

esp_err_t timer_get_counter_time_sec (timer_group_t group_num, timer_idx_t timer_num, double

*time)
Read the counter value of hardware timer, in unit of a given scale.

Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* group_num: Timer group, 0 for TIMERGO or 1 for TIMERGI
e timer_num: Timer index, O for hw_timer[0] & 1 for hw_timer[1]
e time: Pointer, type of double*, to accept timer counter value, in seconds.

esp_err_t timer_set_counter_value (timer_group_t group_num, timer_idx_t timer_num, uint64_t

load_val)
Set counter value to hardware timer.

Return
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e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e group_num: Timer group, O for TIMERGO or 1 for TIMERG1
e timer_num: Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* load_val: Counter value to write to the hardware timer.
esp_err_t timer_start (fimer_group_t group_num, timer_idx_t timer_num)
Start the counter of hardware timer.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* group_num: Timer group number, 0 for TIMERGO or 1 for TIMERG1
e timer_num: Timer index, O for hw_timer[0] & 1 for hw_timer[1]
esp_err_t timer_pause (timer_group_t group_num, timer_idx_t timer_num)
Pause the counter of hardware timer.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
¢ group_num: Timer group number, 0 for TIMERGO or 1 for TIMERG1
e timer_num: Timer index, O for hw_timer[0] & 1 for hw_timer[1]

esp_err_t timer_set_counter_mode (fimer_group_t group_num, timer_idx_t timer_num,

) ) timer_count _dir_t counter_dir)
Set counting mode for hardware timer.

Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* group_num: Timer group number, 0 for TIMERGO or 1 for TIMERG1
e timer_num: Timer index, O for hw_timer[0] & 1 for hw_timer[1]
e counter_dir: Counting direction of timer, count-up or count-down

esp_err_t timer_ set_auto_reload (timer_group_t group_num, timer_idx_t timer_num,

timer_autoreload_t reload)
Enable or disable counter reload function when alarm event occurs.

Return
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e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e group_num: Timer group number, 0 for TIMERGO or 1 for TIMERG1
e timer_num: Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* reload: Counter reload mode.
esp_err_t timer_set_divider (timer_group_t group_num, timer_idx_t timer_num, uint32_t divider)
Set hardware timer source clock divider. Timer groups clock are divider from APB clock.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* group_num: Timer group number, 0 for TIMERGO or 1 for TIMERG1
e timer_num: Timer index, O for hw_timer[0] & 1 for hw_timer[1]
e divider: Timer clock divider value. The divider’s range is from from 2 to 65536.

esp_err_ttimer_set_alarm_value (timer_group_t group_num, timer_idx_t timer_num, uint64_t

) alarm_value)
Set timer alarm value.

Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* group_num: Timer group, O for TIMERGO or 1 for TIMERG1
e timer_num: Timer index, O for hw_timer[0] & 1 for hw_timer[1]
e alarm_value: A 64-bit value to set the alarm value.

esp_err_t timer_get_alarm_value (timer_group_t group_num, timer_idx_t timer_num, uint64_t

*alarm_value)
Get timer alarm value.

Return
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
* group_num: Timer group, O for TIMERGO or 1 for TIMERG1
e timer_num: Timer index, O for hw_timer[0] & 1 for hw_timer[1]

* alarm_value: Pointer of A 64-bit value to accept the alarm value.
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esp_err_t timer_set_alarm (timer_group_t group_num, timer_idx_t timer_num,  timer_alarm_t

) alarm_en)
Get timer alarm value.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e group_num: Timer group, O for TIMERGO or 1 for TIMERG1
e timer_num: Timer index, O for hw_timer[0] & 1 for hw_timer[1]
e alarm_en: To enable or disable timer alarm function.
esp_err_ttimer_isr_register (fimer_group_t group_num, timer_idx_t timer_num, void (*fn)) void *

, void *arg, int intr_alloc_flags, timer_isr_handle_t *handleRegister Timer interrupt handler, the handler is an
ISR. The handler will be attached to the same CPU core that this function is running on.

Note If the intr_alloc_flags value ESP_INTR_FLAG_IRAM is set, the handler function must be declared with
IRAM_ATTR attribute and can only call functions in IRAM or ROM. It cannot call other timer APIs. Use
direct register access to configure timers from inside the ISR in this case.

Return

* ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error
Parameters

* group_num: Timer group number

e timer_num: Timer index of timer group

e fn: Interrupt handler function.

* arg: Parameter for handler function

e intr _alloc_flags: Flags used to allocate the interrupt. = One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

* handle: Pointer to return handle. If non-NULL, a handle for the interrupt will be returned here.
esp_err_t timer_init (timer_group_t group_num, timer_idx_t timer_num, const timer_config_t *config)

Initializes and configure the timer.
Return

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error
Parameters

* group_num: Timer group number, 0 for TIMERGO or 1 for TIMERG1

e timer_num: Timer index, O for hw_timer[0] & 1 for hw_timer[1]

* config: Pointer to timer initialization parameters.
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esp_err_t timer_get_config (fimer_group_t group_num, timer_idx_t timer_num, timer_config_t *config)
Get timer configure value.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
¢ group_num: Timer group number, 0 for TIMERGO or 1 for TIMERG1
e timer_num: Timer index, O for hw_timer[0] & 1 for hw_timer[1]
e config: Pointer of struct to accept timer parameters.
esp_err_t timer_group_intr_enable (timer_group_t group_num, uint32_t en_mask)
Enable timer group interrupt, by enable mask.
Return
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
* group_num: Timer group number, 0 for TIMERGO or 1 for TIMERG1
* en_mask: Timer interrupt enable mask. Use TIMG_TO_INT_ENA_M to enable tO interrupt Use
TIMG_TI1_INT_ENA_M to enable t1 interrupt

esp_err_ttimer_group_intr_disable (timer_group_t group_num, uint32_t disable_mask)

Disable timer group interrupt, by disable mask.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

Parameters
¢ group_num: Timer group number, 0 for TIMERGO or 1 for TIMERG1
* disable_mask: Timer interrupt disable mask. Use TIMG_TO_INT_ENA_M to disable t0 interrupt

Use TIMG_T1_INT_ENA_M to disable t1 interrupt

esp_err_t timer_enable_intr (fimer_group_t group_num, timer_idx_t timer_num)
Enable timer interrupt.
Return
* ESP_OK Success
e ESP_ ERR_INVALID_ ARG Parameter error
Parameters
* group_num: Timer group number, 0 for TIMERGO or 1 for TIMERG1

e timer_num: Timer index.
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esp_err_t timer_disable_intr (fimer_group_t group_num, timer_idx_t timer_num)
Disable timer interrupt.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
¢ group_num: Timer group number, 0 for TIMERGO or 1 for TIMERG1

e timer_num: Timer index.

Structures

struct timer_config t
Data structure with timer’s configuration settings.

Public Members
bool alarm en
Timer alarm enable

bool counter_en
Counter enable

timer_intr_mode_t intr_type
Interrupt mode

timer_count_dir_t counter_dir
Counter direction

bool auto_reload
Timer auto-reload

uint32_t divider
Counter clock divider. The divider’s range is from from 2 to 65536.

Macros

TIMER_ BASE_CLK
Frequency of the clock on the input of the timer groups

Type Definitions

typedef intr_handle_t timer_isr_handle_t
Interrupt handle, used in order to free the isr after use. Aliases to an int handle for now.
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Enumerations

enum timer_group_t
Selects a Timer-Group out of 2 available groups.

Values:

TIMER_GROUP_0 =0
Hw timer group 0

TIMER_GROUP_1 =1
Hw timer group 1

TIMER_ GROUP_MAX

enum timer idx_t
Select a hardware timer from timer groups.

Values:

TIMER 0=0
Select timerQ of GROUPx

TIMER 1=1
Select timerl of GROUPx

TIMER MAX

enum timer count_dir t
Decides the direction of counter.

Values:

TIMER_COUNT_DOWN =0
Descending Count from cnt.highlcnt.low

TIMER COUNT UP =1
Ascending Count from Zero

TIMER_ COUNT_MAX

enum timer start_t
Decides whether timer is on or paused.

Values:

TIMER PAUSE =0
Pause timer counter

TIMER START =1
Start timer counter

enum timer alarm t
Decides whether to enable alarm mode.

Values:

TIMER ALARM DIS=0
Disable timer alarm

TIMER ALARM EN=1
Enable timer alarm

TIMER ALARM MAX
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enum timer intr mode_t
Select interrupt type if running in alarm mode.

Values:

TIMER INTR LEVEL =0
Interrupt mode: level mode

TIMER_ INTR_MAX

enum timer autoreload t
Select if Alarm needs to be loaded by software or automatically reload by hardware.

Values:

TIMER AUTORELOAD DIS=0
Disable auto-reload: hardware will not load counter value after an alarm event

TIMER AUTORELOAD EN=1
Enable auto-reload: hardware will load counter value after an alarm event

TIMER AUTORELOAD_ MAX

2.4.15 Touch Sensor

Introduction

A touch-sensor system is built on a substrate which carries electrodes and relevant connections under a protective flat
surface. When a user touches the surface, the capacitance variation is triggered and a binary signal is generated to
indicate whether the touch is valid.

ESP32 can provide up to 10 capacitive touch pads / GPIOs. The sensing pads can be arranged in different combinations
(e.g. matrix, slider), so that a larger area or more points can be detected. The touch pad sensing process is under the
control of a hardware-implemented finite-state machine (FSM) which is initiated by software or a dedicated hardware
timer.

Design, operation and control registers of touch sensor are discussed in ESP32 Technical Reference Manual (PDF).
Please refer to it for additional details how this subsystem works.

Functionality Overview

Description of API is broken down into groups of functions to provide quick overview of features like:
* Initialization of touch pad driver
* Configuration of touch pad GPIO pins
» Taking measurements
* Adjusting parameters of measurements
* Filtering measurements
* Touch detection methods
* Setting up interrupts to report touch detection
* Waking up from sleep mode on interrupt

For detailed description of particular function please go to section API Reference. Practical implementation of this
API is covered in section Application Examples.
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Initialization

Touch pad driver should be initialized before use by calling function touch_pad_init (). This function sets
several . ._DEFAULT driver parameters listed in AP/ Reference under “Macros”. It also clears information what pads
have been touched before (if any) and disables interrupts.

If not required anymore, driver can be disabled by calling touch_pad _deinit ().

Configuration

Enabling of touch sensor functionality for particular GPIO is done with touch_pad config().

The function touch_pad_set_fsm _mode () is used to select whether touch pad measurement (operated by
FSM) is started automatically by hardware timer, or by software. If software mode is selected, then use
touch _pad_sw_start () to start of the FSM.

Touch State Measurements

The following two functions come handy to read raw or filtered measurements from the sensor:
* touch_pad_read()
* touch_pad _read filtered()

They may be used to characterize particular touch pad design by checking the range of sensor readings when a pad is
touched or released. This information can be then used to establish the touch threshold.

Note: Start and configure filter before using touch _pad _read filtered () by calling specific filter functions
described down below.

To see how to use both read functions check peripherals/touch_pad_read application example.

Optimization of Measurements

Touch sensor has several configurable parameters to match characteristics of particular touch pad design. For instance,
to sense smaller capacity changes, it is possible to narrow the reference voltage range within which the touch pads are
charged / discharged. The high and low reference voltages are set using function touch_pad_set_voltage ().
A positive side effect, besides ability to discern smaller capacity changes, will be reduction of power consumption for
low power applications. A likely negative effect will be increase of measurement noise. If dynamic rage of obtained
readings is still satisfactory, then further reduction of power consumption may be done by lowering the measurement
time with touch_pad set_meas_time ().

The following summarizes available measurement parameters and corresponding ‘set’ functions:
 Touch pad charge / discharge parameters:
— voltage range: touch_pad_set_voltage ()
— speed (slope): touch_pad_set_cnt_mode ()
e Measure time: touch_pad_set_meas_time ()

Relationship between voltage range (high / low reference voltages), speed (slope) and measure time is shown on figure
below.

The last chart “Output” represents the touch sensor reading, i.e. the count of pulses collected within measure time.
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Fig. 9: Touch Pad - relationship between measurement parameters

All functions are provided in pairs to ‘set’ specific parameter and to ‘get’ the current parameter’s value, e.g.
touch _pad_set_voltage () and touch_pad_get_voltage ().

Filtering of Measurements

If measurements are noisy, you may filter them with provided API. The filter should be started before first use by
calling touch _pad_filter start().

The filter type is IIR (Infinite Impulse Response) and it has configurable period that can be set with function
touch_pad_set_filter _period().

You can stop the filter with touch _pad filter_ stop (). If not required anymore, the filter may be deleted by
invoking touch_pad_filter _delete ().

Touch Detection

Touch detection is implemented in ESP32’s hardware basing on user configured threshold and raw measure-
ments executed by FSM. Use function touch_pad_get_status () to check what pads have been touched and
touch pad clear status () to clear the touch status information.

Hardware touch detection may be also wired to interrupts and this is described in next section.

If measurements are noisy and capacity changes small, then hardware touch detection may be not reliable. To resolve
this issue, instead of using hardware detection / provided interrupts, implement measurement filtering and perform
touch detection in your own application. See peripherals/touch_pad_interrupt for sample implementation of both
methods of touch detection.
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Touch Triggered Interrupts

Before enabling an interrupt on touch detection, user should establish touch detection threshold. Use functions de-
scribed above to read and display sensor measurements when pad is touched and released. Apply a filter when mea-
surements are noisy and relative changes are small. Depending on your application and environmental conditions, test
the influence of temperature and power supply voltage changes on measured values.

Once detection threshold is established, it may be set on initialization with t ouch_pad_config () or at the runtime
with touch_pad_set_thresh ().

In next step configure how interrupts are triggered. They may be triggered below or above threshold and this is set
with function touch pad set_trigger mode ().

Finally configure and manage interrupt calls using the following functions:
* touch pad isr_register () /touch pad isr_deregister ()
e touch pad _intr_enable ()l touch pad intr disable()

When interrupts are operational, you can obtain information what particular pad triggered interrupt by invoking
touch_pad_get_status () and clear pad status with touch_pad_clear status().

Note: Interrupts on touch detection operate on raw / unfiltered measurements checked against user established
threshold and are implemented in hardware. Enabling software filtering API (see Filtering of Measurements) does not
affect this process.

Wakeup from Sleep Mode

If touch pad interrupts are used to wakeup the chip from a sleep mode, then user can select certain configuration of
pads (SET1 or both SET1 and SET2), that should be touched to trigger the interrupt and cause subsequent wakeup. To
do so, use function touch_pad set_trigger source ().

Configuration of required bit patterns of pads may be managed for each ‘SET’ with:
* touch _pad_set_group_mask () / touch_pad _get_group_mask ()
* touch_pad clear_group _mask ()
Application Examples
* Touch sensor read example: peripherals/touch_pad_read.
* Touch sensor interrupt example: peripherals/touch_pad_interrupt.

API Reference

Header File

e driver/include/driver/touch_pad.h
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Functions

esp_err_t touch_pad_init ()
Initialize touch module.
Return
¢ ESP_OK Success
* ESP_FAIL Touch pad init error
esp_err_t touch_pad _deinit ()
Un-install touch pad driver.
Return
¢ ESP_OK Success
* ESP_FAIL Touch pad driver not initialized
esp_err_t touch_pad_config (touch_pad_t touch_num, uint16_t threshold)
Configure touch pad interrupt threshold.
Return
* ESP_OK Success
* ESP_ERR_INVALID_ARG if argument wrong
* ESP_FAIL if touch pad not initialized
Parameters
e touch_num: touch pad index
* threshold: interrupt threshold,
esp_err_t touch_pad_read (fouch_pad_t touch_num, uint16_t *touch_value)
get touch sensor counter value. Each touch sensor has a counter to count the number of charge/discharge cycles.
When the pad is not ‘touched’, we can get a number of the counter. When the pad is ‘touched’, the value in
counter will get smaller because of the larger equivalent capacitance. User can use this function to determine
the interrupt trigger threshold.
Return
e ESP_OK Success
* ESP_ERR_INVALID_ARG Touch pad error
» ESP_FAIL Touch pad not initialized
Parameters
* touch_num: touch pad index
* touch_value: pointer to accept touch sensor value

esp_err_t touch_pad_read_ filtered (fouch_pad_t touch_num, uintl6_t *touch_value)
get filtered touch sensor counter value by IIR filter.

Note touch_pad_filter_start has to be called before calling touch_pad_read_filtered. This function can be called
from ISR
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Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Touch pad error
» ESP_FAIL Touch pad not initialized
Parameters
* touch_num: touch pad index
* touch_value: pointer to accept touch sensor value

esp_err_t touch_pad_isr_handler_register (void (*fn)) void *
, void *arg, int unused, intr_handle_t *handle_unusedRegister touch-pad ISR,.

Note Deprecated function, users should replace this with touch_pad_isr_register, because RTC modules share
a same interrupt index.
Return
* ESP_OK Success ;
¢ ESP_ERR_INVALID_ARG GPIO error
Parameters
e fn: Pointer to ISR handler
* arg: Parameter for ISR
e unused: Reserved, not used
* handle_unused: Reserved, not used
esp_err_t touch_pad _isr_register (intr_handler_t fn, void *arg)
Register touch-pad ISR. The handler will be attached to the same CPU core that this function is running on.
Return
¢ ESP_OK Success ;
¢ ESP_ERR_INVALID_ARG GPIO error
Parameters
e fn: Pointer to ISR handler
¢ arg: Parameter for ISR
esp_err_t touch_pad_isr_deregister (void (*fn)) void *
, void *argDeregister the handler previously registered using touch_pad_isr_handler_register.
Return
e ESP_OK on success
e ESP_ERR_INVALID_STATE if a handler matching both fn and arg isn’t registered
Parameters
* fn: handler function to call (as passed to touch_pad_isr_handler_register)

e arg: argument of the handler (as passed to touch_pad_isr_handler_register)
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esp_err_t touch_pad_set_meas_time (uintl6_t sleep_cycle, uintl6_t meas_cycle)
Set touch sensor measurement and sleep time.
Return
e ESP_OK on success

Parameters

* sleep_cycle: The touch sensor will sleep after each measurement. sleep_cycle decide the interval
between each measurement. t_sleep = sleep_cycle / (RTC_SLOW_CLK frequency). The approximate
frequency value of RTC_SLOW_CLK can be obtained using rtc_clk_slow_freq_get_hz function.

* meas_cycle: The duration of the touch sensor measurement. t_meas = meas_cycle / 8M, the
maximum measure time is Oxffff / 8M = 8.19 ms

esp_err_t touch_pad_get_meas_time (uintl6_t *sleep_cycle, uint16_t *meas_cycle)
Get touch sensor measurement and sleep time.
Return
* ESP_OK on success
Parameters
* sleep_cycle: Pointer to accept sleep cycle number
* meas_cycle: Pointer to accept measurement cycle count.

esp_err_t touch_pad_set_voltage (fouch_high_volt_t refh, touch_low_volt_t refl, touch_volt_atten_t at-

ten)
Set touch sensor reference voltage, if the voltage gap between high and low reference voltage get less, the

charging and discharging time would be faster, accordingly, the counter value would be larger. In the case of
detecting very slight change of capacitance, we can narrow down the gap so as to increase the sensitivity. On the
other hand, narrow voltage gap would also introduce more noise, but we can use a software filter to pre-process
the counter value.

Return

* ESP_OK on success

¢ ESP_ERR_INVALID_ARG if argument is wrong
Parameters

* refh: the value of DREFH

e refl: the value of DREFL

e atten: the attenuation on DREFH

esp_err_t touch_pad_get_voltage (touch_high_volt_t *refh, touch_low_volt_t *refl, touch_volt_atten_t

*atten)
Get touch sensor reference voltage,.

Return
¢ ESP_OK on success
Parameters

e refh: pointer to accept DREFH value
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e refl: pointer to accept DREFL value

e atten: pointer to accept the attenuation on DREFH

esp_err_t touch_pad_set_cnt_mode (fouch_pad_t touch_num, touch_cnt_slope_t slope, touch_tie_opt_t

opt)

Set touch sensor charge/discharge speed for each pad. If the slope is 0, the counter would always be zero. If the
slope is 1, the charging and discharging would be slow, accordingly, the counter value would be small. If the
slope is set 7, which is the maximum value, the charging and discharging would be fast, accordingly, the counter

value would be larger.

Return

* ESP_OK on success

* ESP_ERR_INVALID_ARG if argument is wrong
Parameters

* touch_num: touch pad index

* slope: touch pad charge/discharge speed

* opt: the initial voltage

esp_err_t touch_pad_get_cnt_mode (fouch_pad_t touch_num,
touch_tie_opt_t *opt)

Get touch sensor charge/discharge speed for each pad.
Return

¢ ESP_OK on success

* ESP_ERR_INVALID_ARG if argument is wrong
Parameters

* touch_num: touch pad index

* slope: pointer to accept touch pad charge/discharge slope

* opt: pointer to accept the initial voltage

esp_err_t touch_pad_io_init (fouch_pad_t touch_num)
Initialize touch pad GPIO.
Return
e ESP_OK on success
* ESP_ERR_INVALID_ARG if argument is wrong
Parameters

* touch_num: touch pad index

esp_err_t touch_pad_set_f£fsm_mode (rouch_fsm_mode_t mode)

touch_cnt_slope_t

*slope,

Set touch sensor FSM mode, the test action can be triggered by the timer, as well as by the software.

Return
¢ ESP_OK on success
e ESP_ERR_INVALID_ARG if argument is wrong
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Parameters
¢ mode: FSM mode
esp_err_t touch_pad_get_fsm_mode (fouch_fsm_mode_t *mode)
Get touch sensor FSM mode.
Return
e ESP_OK on success
Parameters
* mode: pointer to accept FSM mode
esp_err_t touch_pad_ sw_start ()
Trigger a touch sensor measurement, only support in SW mode of FSM.
Return
e ESP_OK on success
esp_err_t touch_pad_set_thresh (fouch_pad_t touch_num, uint16_t threshold)
Set touch sensor interrupt threshold.
Return
e ESP_OK on success
¢ ESP_ERR_INVALID_ARG if argument is wrong
Parameters
* touch_num: touch pad index
* threshold: threshold of touchpad count, refer to touch_pad_set_trigger_mode to see how to set

trigger mode.

esp_err_t touch_pad_get_thresh (fouch_pad_t touch_num, uint16_t *threshold)
Get touch sensor interrupt threshold.
Return
« ESP_OK on success
* ESP_ERR_INVALID_ARG if argument is wrong
Parameters
* touch_num: touch pad index
* threshold: pointer to accept threshold
esp_err_t touch_pad_set_trigger_mode (fouch_trigger_mode_t mode)
Set touch sensor interrupt trigger mode. Interrupt can be triggered either when counter result is less than thresh-
old or when counter result is more than threshold.
Return
e ESP_OK on success
¢ ESP_ERR_INVALID_ARG if argument is wrong
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Parameters
* mode: touch sensor interrupt trigger mode
esp_err_t touch_pad_get_trigger_mode (touch_trigger_mode_t *mode)
Get touch sensor interrupt trigger mode.
Return
e ESP_OK on success
Parameters
* mode: pointer to accept touch sensor interrupt trigger mode
esp_err_t touch_pad_set_trigger_source (fouch_trigger_src_t src)
Set touch sensor interrupt trigger source. There are two sets of touch signals. Setl and set2 can be mapped to
several touch signals. Either set will be triggered if at least one of its touch signal is ‘touched’. The interrupt
can be configured to be generated if setl is triggered, or only if both sets are triggered.
Return
e ESP_OK on success
e ESP_ERR_INVALID_ARG if argument is wrong
Parameters
* src: touch sensor interrupt trigger source
esp_err_t touch_pad_get_trigger_source (fouch_trigger_src_t *src)
Get touch sensor interrupt trigger source.
Return
e ESP_OK on success
Parameters
e src: pointer to accept touch sensor interrupt trigger source
esp_err_t touch_pad_set_group_mask (uintl6_t set/_mask, uint16_t set2_mask, uint16_t en_mask)
Set touch sensor group mask. Touch pad module has two sets of signals, “Touched’ signal is triggered only if at
least one of touch pad in this group is “touched”. This function will set the register bits according to the given
bitmask.
Return
¢ ESP_OK on success
e ESP_ERR_INVALID_ARG if argument is wrong
Parameters
e setl_mask: bitmask of touch sensor signal groupl, it’s a 10-bit value
* set?2_mask: bitmask of touch sensor signal group2, it’s a 10-bit value
¢ en_mask: bitmask of touch sensor work enable, it’s a 10-bit value

esp_err_t touch_pad_get_group_mask (uintl6_t *set/_mask, uint16_t *set2_mask, uint16_t *en_mask)
Get touch sensor group mask.
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Return
* ESP_OK on success
Parameters
e setl_mask: pointer to accept bitmask of touch sensor signal groupl, it’s a 10-bit value
* set2_mask: pointer to accept bitmask of touch sensor signal group2, it’s a 10-bit value
* en_mask: pointer to accept bitmask of touch sensor work enable, it’s a 10-bit value
esp_err_t touch_pad_clear_group_mask (uintl6_t setl_mask, uint16_t set2_mask, uint16_t en_mask)
Clear touch sensor group mask. Touch pad module has two sets of signals, Interrupt is triggered only if at least
one of touch pad in this group is “touched”. This function will clear the register bits according to the given
bitmask.
Return
e ESP_OK on success
e ESP_ERR_INVALID_ARG if argument is wrong
Parameters
e setl_mask: bitmask touch sensor signal groupl, it’s a 10-bit value
* set2_mask: bitmask touch sensor signal group2, it’s a 10-bit value
e en_mask: bitmask of touch sensor work enable, it’s a 10-bit value
esp_err_t touch_pad clear_status ()
To clear the touch status register, usually use this function in touch ISR to clear status.
Return
e ESP_OK on success
uint32_t touch_pad_get_status ()
Get the touch sensor status, usually used in ISR to decide which pads are ‘touched’.
Return
* touch status
esp_err_t touch_pad_intr_enable ()
To enable touch pad interrupt.
Return
e ESP_OK on success
esp_err_ttouch_pad intr_ disable()
To disable touch pad interrupt.
Return
¢ ESP_OK on success

esp_err_t touch_pad_set_filter period (uint32_t new_period_ms)
set touch pad filter calibration period, in ms. Need to call touch_pad_filter_start before all touch filter APIs
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Return
* ESP_OK Success
e ESP_ERR_INVALID_STATE driver state error
e ESP_ERR_INVALID_ARG parameter error
Parameters
* new_period_ms: filter period, in ms
esp_err_t touch_pad_get_filter period (uint32_t *p_period_ms)
get touch pad filter calibration period, in ms Need to call touch_pad_filter_start before all touch filter APIs
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE driver state error
e ESP_ERR_INVALID_ARG parameter error
Parameters
* p_period_ms: pointer to accept period
esp_err_ttouch_pad_filter_start (uint32_t filter_period_ms)

start touch pad filter function This API will start a filter to process the noise in order to prevent false triggering
when detecting slight change of capacitance. Need to call touch_pad_filter_start before all touch filter APIs

If filter is not initialized, this API will initialize the filter with given period. If filter is already initialized, this
API will update the filter period.

Note This filter uses FreeRTOS timer, which is dispatched from a task with priority 1 by default on CPU 0. So
if some application task with higher priority takes a lot of CPUO time, then the quality of data obtained
from this filter will be affected. You can adjust FreeRTOS timer task priority in menuconfig.

Return
¢ ESP_OK Success
* ESP_ERR_INVALID_ARG parameter error
e ESP_ERR_NO_MEM No memory for driver
e ESP_ERR_INVALID_STATE driver state error
Parameters
e filter_period_ms: filter calibration period, in ms
esp_err_ttouch_pad filter_stop ()
stop touch pad filter function Need to call touch_pad_filter_start before all touch filter APIs
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE driver state error
esp_err_ttouch_pad filter_delete ()

delete touch pad filter driver and release the memory Need to call touch_pad_filter_start before all touch filter
APIs
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Return
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE driver state error

Macros

TOUCH_PAD_SLEEP_CYCLE_DEFAULT
The timer frequency is RTC_SLOW_CLK (can be 150k or 32k depending on the options), max value is Oxffff

TOUCH_PAD_MEASURE_CYCLE_DEFAULT
The timer frequency is 8Mhz, the max value is Oxffff

TOUCH_FSM_MODE_DEFAULT
The touch FSM my be started by the software or timer

TOUCH_TRIGGER_MODE_DEFAULT
Interrupts can be triggered if sensor value gets below or above threshold

TOUCH_TRIGGER_SOURCE_DEFAULT
The wakeup trigger source can be SET1 or both SET1 and SET2

TOUCH_PAD_ BIT_MASK MAX

Type Definitions

typedef intr_handle_t touch_isr_ handle_t

Enumerations

enum touch_pad_t
Values:

TOUCH_PAD_NUMO =0
Touch pad channel 0 is GPI04

TOUCH_PAD_NUM1
Touch pad channel 1 is GPIO0

TOUCH_PAD_NUM2
Touch pad channel 2 is GPIO2

TOUCH_PAD_NUM3
Touch pad channel 3 is GPIO15

TOUCH_PAD_NUM4
Touch pad channel 4 is GPIO13

TOUCH_PAD_NUMS
Touch pad channel 5 is GPIO12

TOUCH_PAD_NUM6
Touch pad channel 6 is GPIO14

TOUCH_PAD_NUM7
Touch pad channel 7 is GP1027
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TOUCH_PAD_NUMS8
Touch pad channel 8 is GPI033

TOUCH_PAD_NUMY9
Touch pad channel 9 is GPIO32

TOUCH_PAD_MAX

enum touch_high_volt_t
Values:

TOUCH_HVOLT_KEEP =-1
Touch sensor high reference voltage, no change

TOUCH_HVOLT 2v4 =0
Touch sensor high reference voltage, 2.4V

TOUCH_HVOLT_2V5
Touch sensor high reference voltage, 2.5V

TOUCH_HVOLT_2V6
Touch sensor high reference voltage, 2.6V

TOUCH_HVOLT_2V7
Touch sensor high reference voltage, 2.7V

TOUCH_HVOLT_MAX

enum touch_ low volt_t
Values:

TOUCH_LVOLT_KEEP =-1
Touch sensor low reference voltage, no change

TOUCH_LVOLT_0V5=0
Touch sensor low reference voltage, 0.5V

TOUCH_LVOLT_O0Vé6
Touch sensor low reference voltage, 0.6V

TOUCH_LVOLT_0V7
Touch sensor low reference voltage, 0.7V

TOUCH_LVOLT 0VS8
Touch sensor low reference voltage, 0.8V

TOUCH_LVOLT_MAX

enum touch_volt_atten_t
Values:

TOUCH_HVOLT_ATTEN_KEEP =-1
Touch sensor high reference voltage attenuation, no change

TOUCH_HVOLT ATTEN_1V5=0
Touch sensor high reference voltage attenuation, 1.5V attenuation

TOUCH_HVOLT_ATTEN_1V
Touch sensor high reference voltage attenuation, 1.0V attenuation

TOUCH_HVOLT_ATTEN_O0V5
Touch sensor high reference voltage attenuation, 0.5V attenuation

TOUCH_HVOLT_ATTEN_O0V
Touch sensor high reference voltage attenuation, OV attenuation
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TOUCH_HVOLT_ATTEN_MAX

enum touch_cnt_slope_t
Values:

TOUCH_PAD_SLOPE_0=0
Touch sensor charge / discharge speed, always zero

TOUCH_PAD_SILOPE_1 = |
Touch sensor charge / discharge speed, slowest

TOUCH_PAD_SLOPE_2 =2
Touch sensor charge / discharge speed

TOUCH_PAD_SILOPE 3=3
Touch sensor charge / discharge speed

TOUCH_PAD_SLOPE_4 =4
Touch sensor charge / discharge speed

TOUCH_PAD_SLOPE_5=15
Touch sensor charge / discharge speed

TOUCH_PAD_SLOPE_6 =6
Touch sensor charge / discharge speed

TOUCH_PAD_SILOPE_7=7
Touch sensor charge / discharge speed, fast

TOUCH_PAD_SLOPE_MAX

enum touch_trigger mode_t
Values:

TOUCH_TRIGGER_BELOW =0
Touch interrupt will happen if counter value is less than threshold.

TOUCH_TRIGGER_ABOVE = |
Touch interrupt will happen if counter value is larger than threshold.

TOUCH_TRIGGER_ MAX

enum touch_trigger_src_t
Values:

TOUCH_TRIGGER_SOURCE_BOTH =(
wakeup interrupt is generated if both SET1 and SET2 are “touched”

TOUCH_TRIGGER_SOURCE_SET1 =1
wakeup interrupt is generated if SET1 is “touched”

TOUCH_TRIGGER_SOURCE_MAX

enum touch_tie_opt_t
Values:

TOUCH_PAD_TIE_OPT_LOW=0
Initial level of charging voltage, low level

TOUCH_PAD_TIE_OPT_HIGH=1
Initial level of charging voltage, high level

TOUCH_PAD_TIE_ OPT_ MAX
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enum touch_ fsm mode_t
Values:

TOUCH_FSM_MODE_TIMER =0
To start touch FSM by timer

TOUCH_FSM_MODE_SW
To start touch FSM by software trigger

TOUCH_FSM MODE_MAX

GPIO Lookup Macros

Some useful macros can be used to specified the GPIO number of a touchpad channel, or vice versa. e.g.
1. TOUCH_PAD_NUM5_GPIO_NUM is the GPIO number of channel 5 (12);

2. TOUCH_PAD_GPIO4_CHANNEL is the channel number of GPIO 4 (channel 0).

Header File

* soc/esp32/include/soc/touch_channel.h

Macros

TOUCH_PAD_GPIO4_CHANNEL
TOUCH_PAD_NUMO_GPIO_NUM
TOUCH_PAD_GPIOO_CHANNEL
TOUCH_PAD_NUM1_GPIO_NUM
TOUCH_PAD_GPIO2_CHANNEL
TOUCH_PAD_NUM2_GPIO_NUM
TOUCH_PAD_GPIO15_CHANNEL
TOUCH_PAD_NUM3_GPIO_NUM
TOUCH_PAD_GPIO13_CHANNEL
TOUCH_PAD_NUM4_GPIO_NUM
TOUCH_PAD_GPIOl2_CHANNEL
TOUCH_PAD_NUM5_GPIO_NUM
TOUCH_PAD_GPIOl14_CHANNEL
TOUCH_PAD_NUM6_GPIO_NUM
TOUCH_PAD_GPIO27_CHANNEL
TOUCH_PAD_NUM7_GPIO_NUM
TOUCH_PAD_GPIO33_CHANNEL
TOUCH_PAD_NUM8_GPIO_NUM
TOUCH_PAD_GPIO32_CHANNEL
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TOUCH_PAD_NUM9_GPIO_NUM

2.4.16 UART

Overview

An Universal Asynchronous Receiver/Transmitter (UART) is a component known to handle the timing requirements
for a variety of widely-adapted protocols (RS232, RS485, RS422, ...). An UART provides a widely adopted and
cheap method to realize full-duplex data exchange among different devices.

There are three UART controllers available on the ESP32 chip. They are compatible with UART-enabled devices from
various manufacturers. All UART controllers integrated in the ESP32 feature an identical set of registers for ease of
programming and flexibility. In this documentation, these controllers are referred to as UARTO, UART1, and UART?2.

Functional Overview

The following overview describes functions and data types used to establish communication between ESP32 and some
other UART device. The overview reflects a typical workflow when programming ESP32’s UART driver and is broken
down into the following sections:

1. Setting Communication Parameters - baud rate, data bits, stop bits, etc,
Setting Communication Pins - pins the other UART is connected to
Driver Installation - allocate ESP32’s resources for the UART driver

Running UART Communication - send / receive the data

oA »N

Using Interrupts - trigger interrupts on specific communication events
6. Deleting Driver - release ESP32’s resources, if UART communication is not required anymore
The minimum to make the UART working is to complete the first four steps, the last two steps are optional.

The driver is identified by uart_port_ t, that corresponds to one of the tree UART controllers. Such identification
is present in all the following function calls.

Setting Communication Parameters

There are two ways to set the communications parameters for UART. One is to do it in one shot by calling
uart_param_config () provided with configuration parameters in uart_config_t structure.

The alternate way is to configure specific parameters individually by calling dedicated functions:
e Baudrate - uart_set_baudrate ()
¢ Number of transmitted bits - uart_set_word length () selected out of uart_word length_t
e Parity control - uart_set_parity () selected out of uart_parity t
* Number of stop bits - uart_set_stop_bits () selected out of uart_stop _bits_t
e Hardware flow control mode - uart_set_hw_flow_ctrl () selected out of uart_hw_flowcontrol_t

All the above functions have a _get__equivalent to retrieve the current setting, e.g. uart_get_baudrate ().
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Setting Communication Pins

In next step, after configuring communication parameters, we are setting physical GPIO pin numbers the other UART
will be connected to. This is done in a single step by calling function uart_set_pin () and providing it with GPIO
numbers, that driver should use for the Tx, Rx, RTS and CTS signals.

Instead of GPIO pin number we can enter a macro UART_PIN_NO_CHANGE and the currently allocated pin will not
be changed. The same macro should be entered if certain pin will not be used.

Driver Installation

Once configuration of driver is complete, we can install it by calling uart_driver install (). Asresult several
resources required by the UART will be allocated. The type / size of resources are specified as function call parameters
and concern:

* size of the send buffer

* size of the receive buffer

* the event queue handle and size
* flags to allocate an interrupt

If all above steps have been complete, we are ready to connect the other UART device and check the communication.

Running UART Communication

The processes of serial communication are under control of UART’s hardware FSM. The data to be sent should be put
into Tx FIFO buffer, FSM will serialize them and sent out. A similar process, but in reverse order, is done to receive
the data. Incoming serial stream is processed by FSM and moved to the Rx FIFO buffer. Therefore the task of API’s
communication functions is limited to writing and reading the data to / from the respective buffer. This is reflected in
some function names, e.g.: uart_write_bytes () to transmit the data out, or uart_read_bytes () to read
the incoming data.

Transmitting

The basic API function to write the data to Tx FIFO buffer is uart_tx chars (). If the buffer contains not sent
characters, this function will write what fits into the empty space and exit reporting the number of bytes actually
written.

There is a ‘companion’ function uart_wait_tx_done () that waits until all the data are transmitted out and the
Tx FIFO is empty.

An easier to work with function is uart_write bytes (). It sets up an intermediate ring buffer and exits after
copying the data to this buffer. When there is an empty space in the FIFO, the data are moved from the ring buffer to
the FIFO in the background by an ISR.

There is a similar function as above that adds a serial break signal after sending the data -
uart_write_bytes_with_break (). The ‘serial break signal’ means holding TX line low for period
longer than one data frame.
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Receiving

To retrieve the data received by UART and saved in Rx FIFO, use function uart_read_bytes (). You can check
in advance what is the number of bytes available in Rx FIFO by calling uart_get_buffered data_len().

If the data in Rx FIFO is not required and should be discarded, call uart_flush ().

Software Flow Control

When the hardware flow control is disabled, then use uart_set_rts () and uart_set_dtr () to manually set
the levels of the RTS and DTR signals.

Using Interrupts

There are nineteen interrupts reported on specific states of UART or on detected errors. The full list of
available interrupts is described in ESP32 Technical Reference Manual (PDF). To enable specific interrupts
call uart enable intr mask (), to disable call uart disable intr mask (). The mask of all in-
terrupts is available as UART_INTR_MASK. Registration of an handler to service interrupts is done with
uart_isr_register (), freeing the handler with uart_isr_free (). To clear the interrupt status bits once
the handler is called use uart_clear intr status ().

The API provides a convenient way to handle specific interrupts discussed above by wrapping them into dedicated
functions:

* Event detection - there are several events defined in uart_event_ type_ t that may be reported to
user application using FreeRTOS queue functionality. You can enable this functionality when calling
uart_driver install () described in Driver Installation. Example how to use it is covered in peripher-
als/uart_events.

* FIFO space threshold or transmission timeout reached - the interrupts on TX or Rx FIFO buffer being
filled with specific number of characters or on a timeout of sending or receiving data. To use these inter-
rupts, first configure respective threshold values of the buffer length and the timeout by entering them in
uart_intr._config_t structure and calling uart_intr config (). Then enable interrupts with func-
tions uart_enable rx_intr () and uart_enable_ tx_intr (). To disable these interrupts there are
corresponding functions uart_disable rx_intr () oruart_disable tx_intr().

* Pattern detection - an interrupt triggered on detecting a ‘pattern’ of the same character being sent
number of times. The functions that allow to configure, enable and disable this interrupt are
uart_enable pattern_det_intr () and uart_disable_pattern_det_intr‘.

Macros

The API provides several macros to define configuration parameters, e.g. UART_FIFO_LEN to define the length of
the hardware FIFO buffers, UART_BITRATE_MAX that gives the maximum baud rate supported by UART, etc.

Deleting Driver

If communication is established with uart_driver._install () for some specific period of time and then not
required, the driver may be removed to free allocated resources by calling uart_driver. _delete ().
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Application Examples

Configure UART settings and install UART driver to read/write using UART1 interface: peripherals/uart_echo.

Demonstration of how to report various communication events and how to use patern detection interrupts: peripher-
als/uart_events.

Transmitting and receiveing with the same UART in two separate FreeRTOS tasks: peripherals/uart_async_rxtxtasks.

API Reference

Header File

¢ driver/include/driver/uart.h

Functions

esp_err_tuart_set_word_length (uart_port_t uart_num, uart_word_length_t data_bit)
Set UART data bits.
Return
* ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
* data_bit: UART data bits
esp_err_tuart_get_word_length (uart_port_t uart_num, uart_word_length_t *data_bit)
Get UART data bits.
Return
e ESP_FAIL Parameter error
* ESP_OK Success, result will be put in (*data_bit)
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
* data_bit: Pointer to accept value of UART data bits.
esp_err_tuart_set_stop_bits (uart_port_t uart_num, uart_stop_bits_t stop_bits)
Set UART stop bits.
Return
¢ ESP_OK Success
¢ ESP_FAIL Fail
Parameters

e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
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* stop_bits: UART stop bits

esp_err_tuart_get_stop_bits (uart_port_t uart_num, uart_stop_bits_t *stop_bits)
Get UART stop bits.
Return
e ESP_FAIL Parameter error
* ESP_OK Success, result will be put in (*stop_bit)
Parameters
e vart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
* stop_bits: Pointer to accept value of UART stop bits.
esp_err_tuart_set_parity (uart_port_t uart_num, uart_parity_t parity_mode)
Set UART parity mode.
Return
e ESP_FAIL Parameter error
e ESP_OK Success
Parameters
e vart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
* parity_mode: the enum of uart parity configuration
esp_err_tuart_get_parity (uart_port_t uart_num, uart_parity_t *parity_mode)
Get UART parity mode.
Return
e ESP_FAIL Parameter error
* ESP_OK Success, result will be put in (*parity_mode)
Parameters
e uvart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
* parity_mode: Pointer to accept value of UART parity mode.
esp_err_tuart_set_baudrate (uart_port_t uart_num, uint32_t baudrate)
Set UART baud rate.
Return
e ESP_FAIL Parameter error
* ESP_OK Success
Parameters
e vart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
* baudrate: UART baud rate.

esp_err_tuart_get_baudrate (uart_port_t uart_num, uint32_t *baudrate)
Get UART baud rate.
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Return
* ESP_FAIL Parameter error
* ESP_OK Success, result will be put in (*baudrate)
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2

* baudrate: Pointer to accept value of UART baud rate

esp_err_tuart_set_line_inverse (uart_port_t uart_num, uint32_t inverse_mask)
Set UART line inverse mode.

Return
¢ ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2

e inverse_mask: Choose the wires that need to be inverted. Inverse_mask should be
chosen from UART_INVERSE RXD / UART_INVERSE_TXD / UART_INVERSE RTS /
UART_INVERSE_CTS, combined with OR operation.

esp_err_tuart_set_hw_flow_ctrl (uart_port_t uart_num, uart_hw_flowcontrol_t flow_ctrl, uint8_t

rx_thresh)
Set hardware flow control.

Return
¢ ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
e flow_ctrl: Hardware flow control mode

e rx_thresh: Threshold of Hardware RX flow control (0 ~ UART_FIFO_LEN). Only when
UART_HW_FLOWCTRL_RTS is set, will the rx_thresh value be set.

esp_err_tuart_set_sw_flow_ctrl (uart_port_t uart_num, bool enable, uint8_t rx_thresh_xon, uint8_t

rx_thresh_xoff)
Set software flow control.

Return
e ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
* enable: switch on or off

e rx_thresh_xon: low water mark
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e rx_thresh_xoff: high water mark

esp_err_tuart_get_hw_flow_ctrl (uart_port_t uart_num, uart_hw_flowcontrol_t *flow_ctrl)
Get hardware flow control mode.
Return
e ESP_FAIL Parameter error
* ESP_OK Success, result will be put in (*flow_ctrl)
Parameters
e vart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
* flow_ctrl: Option for different flow control mode.
esp_err_tuart_clear_intr_status (uart_port_t uart_num, nint32_t clr_mask)
Clear UART interrupt status.
Return
* ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e vart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
e clr_mask: Bit mask of the interrupt status to be cleared. The bit mask should be composed from

the fields of register UART_INT_CLR_REG.

esp_err_tuart_enable_intr_mask (uart_port_t uart_num, uint32_t enable_mask)

Set UART interrupt enable.

Return
e ESP_OK Success
* ESP_FAIL Parameter error

Parameters
e vart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
* enable_mask: Bit mask of the enable bits. The bit mask should be composed from the fields of

register UART_INT_ENA_REG.

esp_err_tuart_disable_intr_mask (uart_port_t uart_num, nint32_t disable_mask)
Clear UART interrupt enable bits.
Return
* ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e vuart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2

* disable_mask: Bit mask of the disable bits. The bit mask should be composed from the fields of
register UART_INT_ENA_REG.
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esp_err_tuart_enable_rx_intr (uari_port_t uart_num)
Enable UART RX interrupt (RX_FULL & RX_TIMEOUT INTERRUPT)
Return
¢ ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
esp_err_tuart_disable_rx intr (uart_port_t uart_num)
Disable UART RX interrupt (RX_FULL & RX_TIMEOUT INTERRUPT)
Return
e ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
esp_err_tuart_disable_tx_intr (uart_port_t uart_num)
Disable UART TX interrupt (TX_FULL & TX_TIMEOUT INTERRUPT)
Return
e ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
esp_err_tuart_enable_tx_intr (uart_port_t uart_num, int enable, int thresh)
Enable UART TX interrupt (TX_FULL & TX_TIMEOUT INTERRUPT)
Return
e ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
e enable: 1: enable; O: disable
* thresh: Threshold of TX interrupt, 0 ~ UART_FIFO_LEN
esp_err_tuart_isr register (uart_port_t uart_num, void (*fn)) void *
, void *arg, int intr_alloc_flags, uart_isr_handle_t *handleRegister UART interrupt handler (ISR).
Note UART ISR handler will be attached to the same CPU core that this function is running on.
Return

¢ ESP_OK Success
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e ESP_FAIL Parameter error
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
e fn: Interrupt handler function.
* arg: parameter for handler function

e intr_alloc_flags: Flags used to allocate the interrupt. = One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

* handle: Pointer to return handle. If non-NULL, a handle for the interrupt will be returned here.
esp_err_tuart_isr_ free (uart_port_t uart_num)
Free UART interrupt handler registered by uart_isr_register. Must be called on the same core as uart_isr_register
was called.
Return
¢ ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e vart_num: UART_NUM_O0, UART_NUM_1 or UART_NUM_2

esp_err_tuart_set_pin (uart _port_t uart_num, int tx_io_num, int rx_io_num, int rts_io_num, int

cts_io_num)
Set UART pin number.

Note Internal signal can be output to multiple GPIO pads. Only one GPIO pad can connect with input signal.

Note Instead of GPIO number a macro ‘UART_PIN_NO_CHANGE’ may be provided to keep the currently
allocated pin.

Return
* ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
* tx_io_num: UART TX pin GPIO number.
e rx_io_num: UART RX pin GPIO number.
e rts_io_num: UART RTS pin GPIO number.
* cts_io_num: UART CTS pin GPIO number.
esp_err_tuart_set_rts (uart_port_t uart_num, int level)
Manually set the UART RTS pin level.
Note UART must be configured with hardware flow control disabled.
Return
¢ ESP_OK Success
e ESP_FAIL Parameter error
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Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
e level: 1: RTS output low (active); 0: RTS output high (block)
esp_err_tuart_set_dtr (uart_port_t uart_num, int level)
Manually set the UART DTR pin level.
Return
e ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
e level: 1: DTR output low; 0: DTR output high
esp_err_tuart_set_tx_idle_num (uart_port_t uart_num, uintl6_t idle_num)
Set UART idle interval after tx FIFO is empty.
Return
¢ ESP_OK Success
* ESP_FAIL Parameter error
Parameters
e vart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
e idle_num: idle interval after tx FIFO is empty(unit: the time it takes to send one bit under current

baudrate)

esp_err_tuart_param_config (uart_port_t uart_num, const uart_config_t *uart_config)
Set UART configuration parameters.
Return
¢ ESP_OK Success
e ESP_FAIL Parameter error
Parameters
* vart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
e uart_config: UART parameter settings
esp_err_tuart_intr_config (uart_port_t uart_num, const uart_intr_config_t *intr_conf’)
Configure UART interrupts.
Return
e ESP_OK Success
e ESP_FAIL Parameter error
Parameters

e vart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
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e intr_conf: UART interrupt settings

esp_err_tuart_driver_ install (uart_port_t uart_num, int rx_buffer_size, int tx_buffer_size, int

queue_size, QueueHandle_t *uart_queue, int intr_alloc_flags)
Install UART driver.

UART ISR handler will be attached to the same CPU core that this function is running on.
Note Rx_buffer_size should be greater than UART_FIFO_LEN. Tx_buffer_size should be either zero or greater
than UART_FIFO_LEN.
Return
¢ ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
* rx_buffer_size: UART RX ring buffer size.

e tx_buffer_size: UART TX ring buffer size. If set to zero, driver will not use TX buffer, TX
function will block task until all data have been sent out.

* queue_size: UART event queue size/depth.

e uart_queue: UART event queue handle (out param). On success, a new queue handle is written
here to provide access to UART events. If set to NULL, driver will not use an event queue.

e intr_alloc_flags: Flags used to allocate the interrupt. One or multiple
(ORred) ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info. Do not set
ESP_INTR_FLAG_IRAM here (the driver’s ISR handler is not located in IRAM)

esp_err_tuart_driver_delete (uart_port t uart_num)
Uninstall UART driver.
Return
* ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e vart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
esp_err_tuart_wait_tx_done (uart_port_t uart_num, TickType_t ticks_to_wait)
Wait until UART TX FIFO is empty.
Return
* ESP_OK Success
e ESP_FAIL Parameter error
e ESP_ERR_TIMEOUT Timeout
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2

e ticks_to_wait: Timeout, count in RTOS ticks

382 Chapter 2. API Reference



Read the Docs Template Documentation, Release v3.0.8-30-gf3704f027

intuart_tx_chars (uart_port_t uart_num, const char *buffer, uint32_t len)
Send data to the UART port from a given buffer and length.

This function will not wait for enough space in TX FIFO. It will just fill the available TX FIFO and return when
the FIFO is full.

Note This function should only be used when UART TX buffer is not enabled.
Return

¢ (-1) Parameter error

¢ OTHERS (>=0) The number of bytes pushed to the TX FIFO
Parameters

e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2

* buffer: data buffer address

e len: data length to send

intuart_write_bytes (uart_port_t uart_num, const char *src, size_t size)
Send data to the UART port from a given buffer and length,.

If the UART driver’s parameter ‘tx_buffer_size’ is set to zero: This function will not return until all the data
have been sent out, or at least pushed into TX FIFO.

Otherwise, if the ‘tx_buffer_size’ > 0, this function will return after copying all the data to tx ring buffer, UART
ISR will then move data from the ring buffer to TX FIFO gradually.
Return
¢ (-1) Parameter error
e OTHERS (>=0) The number of bytes pushed to the TX FIFO
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
* src: data buffer address
e size: datalength to send
intuart_write_bytes_with_break (uart_port_t uart_num, const char *src, size_t size, int brk_len)
Send data to the UART port from a given buffer and length.

If the UART driver’s parameter ‘tx_buffer_size’ is set to zero: This function will not return until all the data and
the break signal have been sent out. After all data is sent out, send a break signal.

Otherwise, if the ‘tx_buffer_size’ > 0, this function will return after copying all the data to tx ring buffer, UART
ISR will then move data from the ring buffer to TX FIFO gradually. After all data sent out, send a break signal.
Return

¢ (-1) Parameter error

¢ OTHERS (>=0) The number of bytes pushed to the TX FIFO
Parameters

e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2

* src: data buffer address

e size: data length to send
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* brk_len: break signal length (unit: the time it takes to send a complete byte including start, stop
and parity bits at current_baudrate)

intuart_read_bytes (uart_port_t uart_num, uint8_t *buf, uint32_t length, TickType_t ticks_to_wait)
UART read bytes from UART buffer.
Return
¢ (-1) Error
¢ OTHERS (>=0) The number of bytes read from UART FIFO
Parameters
e vart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
* buf: pointer to the buffer.
e length: data length
e ticks_to_wait: sTimeout, count in RTOS ticks

esp_err_tuart_flush (uart_port_t uart_num)
Alias of uvart_flush_input. UART ring buffer flush. This will discard all data in the UART RX buffer.

Note Instead of waiting the data sent out, this function will clear UART rx buffer. In order to send all the data
in tx FIFO, we can use uart_wait_tx_done function.
Return
¢ ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e uart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
esp_err_tuart_flush_input (uart_port t uart_num)
Clear input buffer, discard all the data is in the ring-buffer.
Note In order to send all the data in tx FIFO, we can use uart_wait_tx_done function.
Return
¢ ESP_OK Success
* ESP_FAIL Parameter error
Parameters
e vart_num: UART_NUM_0, UART_NUM_1 or UART_NUM_2
esp_err_tuart_get_buffered _data_len (uart_port_t uart_num, size_t *size)
UART get RX ring buffer cached data length.
Return
¢ ESP_OK Success
e ESP_FAIL Parameter error

Parameters
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e uvart_num: UART port number.
e size: Pointer of size_t to accept cached data length
esp_err_tuart_disable_pattern_det_intr (uari_pori_t uart_num)
UART disable pattern detect function. Designed for applications like ‘AT commands’. When the hardware
detects a series of one same character, the interrupt will be triggered.
Return
¢ ESP_OK Success
e ESP_FAIL Parameter error
Parameters
e uart_num: UART port number.
esp_err_tuart_enable_pattern_det_intr (uart_port_t uart_num, char pattern_chr, uint8_t chr_num,
int chr_tout, int post_idle, int pre_idle)
UART enable pattern detect function. Designed for applications like ‘AT commands’. When the hardware detect
a series of one same character, the interrupt will be triggered.
Return
¢ ESP_OK Success
» ESP_FAIL Parameter error
Parameters
e uvart_num: UART port number.
e pattern_chr: character of the pattern
e chr_num: number of the character, 8bit value.

e chr_tout: timeout of the interval between each pattern characters, 24bit value, unit is APB (80Mhz)
clock cycle. When the duration is less than this value, it will not take this data as at_cmd char

* post_idle: idle time after the last pattern character, 24bit value, unit is APB (80Mhz) clock cycle.
When the duration is less than this value, it will not take the previous data as the last at_cmd char

e pre_idle: idle time before the first pattern character, 24bit value, unit is APB (80Mhz) clock cycle.

When the duration is less than this value, it will not take this data as the first at_cmd char

int uart_pattern_pop_pos (uart_port_t uart_num)
Return the nearest detected pattern position in buffer. The positions of the detected pattern are saved in a queue,
this function will dequeue the first pattern position and move the pointer to next pattern position.

The following APIs will modify the pattern position info: uart_flush_input, uart_read_bytes, uart_driver_delete,
uart_pop_pattern_pos It is the application’s responsibility to ensure atomic access to the pattern queue and the
rx data buffer when using pattern detect feature.

Note If the RX buffer is full and flow control is not enabled, the detected pattern may not be found in the rx
buffer due to overflow.
Return
* (-1) No pattern found for current index or parameter error
* others the pattern position in rx buffer.

Parameters
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e vart_num: UART port number

int uart_pattern_get_pos (uart_port_t uart_num)
Return the nearest detected pattern position in buffer. The positions of the detected pattern are saved in a queue,
This function do nothing to the queue.

The following APIs will modify the pattern position info: uart_flush_input, uart_read_bytes, uart_driver_delete,
uart_pop_pattern_pos It is the application’s responsibility to ensure atomic access to the pattern queue and the
rx data buffer when using pattern detect feature.

Note If the RX buffer is full and flow control is not enabled, the detected pattern may not be found in the rx
buffer due to overflow.
Return
* (-1) No pattern found for current index or parameter error
* others the pattern position in rx buffer.
Parameters
* vart_num: UART port number
esp_err_tuart_pattern_queue_reset (uart_port_t uart_num, int queue_length)
Allocate a new memory with the given length to save record the detected pattern position in rx buffer.
Return
* ESP_ERR_NO_MEM No enough memory
e ESP_ERR_INVALID_STATE Driver not installed
e ESP_FAIL Parameter error
* ESP_OK Success
Parameters
e vart_num: UART port number

* queue_length: Max queue length for the detected pattern. If the queue length is not large enough,
some pattern positions might be lost. Set this value to the maximum number of patterns that could be
saved in data buffer at the same time.

Structures

struct uart_config t
UART configuration parameters for uart_param_config function.

Public Members
int baud_rate
UART baud rate

uart_word_length_t data_bits
UART byte size

uart_parity_t parity
UART parity mode

386 Chapter 2. API Reference



Read the Docs Template Documentation, Release v3.0.8-30-gf3704f027

uart_stop_bits_t stop_bits
UART stop bits

uart_hw_flowcontrol_t £low_ctrl
UART HW flow control mode (cts/rts)

uint8_ trx flow ctrl thresh
UART HW RTS threshold

bool use_ref tick
Set to true if UART should be clocked from REF_TICK

struct uart_intr_config_t
UART interrupt configuration parameters for uart_intr_config function.

Public Members

uint32_t intr_ enable mask
UART interrupt enable mask, choose from UART_XXXX_INT_ENA_M under

UART_INT_ENA_REG(i), connect with bit-or operator

uint8_t rx_timeout_thresh
UART timeout interrupt threshold (unit: time of sending one byte)

uint8_t txfifo_empty intr_thresh
UART TX empty interrupt threshold.

uint§_t rxfifo_full thresh
UART RX full interrupt threshold.

struct uart_event_t
Event structure used in UART event queue.

Public Members
uart_event_type_t type
UART event type

size_t size
UART data size for UART_DATA event

Macros

UART_FIFO_LEN
Length of the hardware FIFO buffers

UART_INTR_ MASK
Mask of all UART interrupts

UART_LINE_INV_MASK
TBD

UART_BITRATE_ MAX
Max bit rate supported by UART

UART_PIN_NO_CHANGE
Constant for uart_set_pin function which indicates that UART pin should not be changed
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UART_INVERSE_DISABLE
Disable UART signal inverse

UART_INVERSE_RXD
UART RXD input inverse

UART_INVERSE_CTS
UART CTS input inverse

UART_INVERSE_TXD
UART TXD output inverse

UART_INVERSE_RTS
UART RTS output inverse

Type Definitions

typedef intr_handle_t uart_isr_handle_t

Enumerations

enum uart_word_ length_t
UART word length constants.

Values:

UART_DATA_5_BITS = 0x0
word length: 5bits

UART_DATA_6_BITS = 0xl
word length: 6bits

UART_DATA_7_BITS =0x2
word length: 7bits

UART DATA 8 BITS =0x3
word length: 8bits

UART_DATA BITS_MAX=0X4

enum uart_stop_bits_t
UART stop bits number.

Values:

UART_STOP_BITS_1 =0xl
stop bit: 1bit

UART_STOP_BITS_1_5=0x2
stop bit: 1.5bits

UART_STOP_BITS_2 =0x3
stop bit: 2bits

UART_STOP_BITS_MAX =0x4

enum uart_port_t
UART peripheral number.

Values:
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UART_ NUM_0 = 0x0
UART base address 0x3ff40000

UART NUM 1 =0x1
UART base address 0x3ff50000

UART NUM 2 =0x2
UART base address 0x3ff6e000

UART_NUM MAX

enum uart_parity t
UART parity constants.

Values:

UART_PARITY_DISABLE = 0x0
Disable UART parity

UART_PARITY_ EVEN = (0x2
Enable UART even parity

UART_PARITY_ODD = (0x3
Enable UART odd parity

enum uart_hw flowcontrol_ t
UART hardware flow control modes.

Values:

UART HW_ FLOWCTRIL_ DISABLE = 0x0
disable hardware flow control

UART HW_FLOWCTRL_RTS = (Ox1
enable RX hardware flow control (rts)

UART HW_FLOWCTRL_CTS = (0x2
enable TX hardware flow control (cts)

UART HW_FLOWCTRL_CTS_RTS =0x3
enable hardware flow control

UART_HW_FLOWCTRL_MAX = (0x4

enum uart_event_type t
UART event types used in the ring buffer.

Values:

UART DATA
UART data event

UART_ BREAK
UART break event

UART BUFFER_ FULL
UART RX buffer full event

UART _FIFO_OVF
UART FIFO overflow event

UART FRAME ERR
UART RX frame error event
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UART_PARITY_ERR
UART RX parity event

UART DATA BREAK
UART TX data and break event

UART_PATTERN_DET
UART pattern detected

UART EVENT MAX
UART event max index

GPIO Lookup Macros

You can use macros to specify the direct GPIO (UART module connected to pads through direct IO mux without the
GPIO mux) number of a UART channel, or vice versa. The pin name can be omitted if the channel of a GPIO number
is specified, e.g.:

1. UART_NUM_2_TXD_DIRECT_GPIO_NUM is the GPIO number of UART channel 2 TXD pin (17);
2. UART_GPIO19_DIRECT_CHANNEL is the UART channel number of GPIO 19 (channel 0);

3. UART_CTS_GPIO19_DIRECT_CHANNEL is the UART channel number of GPIO 19, and GPIO 19 must be
a CTS pin (channel 0).

Header File

e soc/esp32/include/soc/uart_channel.h

Macros

UART_GPIOl_DIRECT CHANNEL

UART NUM_O_TXD_DIRECT GPIO_NUM
UART GPIO3_DIRECT CHANNEL

UART NUM_0_RXD_DIRECT GPIO_NUM
UART_GPIO19_DIRECT_ CHANNEL
UART NUM_O_CTS_DIRECT GPIO_NUM
UART_GPIO22_DIRECT CHANNEL
UART_NUM_O_RTS_DIRECT GPIO_NUM
UART_TXD_GPIO1_DIRECT_ CHANNEL
UART RXD_GPIO3_DIRECT_ CHANNEL
UART_CTS_GPIO19 DIRECT_ CHANNEL
UART_RTS_GPIO22_DIRECT_ CHANNEL
UART _GPIO10_DIRECT CHANNEL
UART NUM_1_TXD_DIRECT GPIO_NUM

UART_GPIO9_DIRECT_ CHANNEL
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UART_NUM_1_RXD_DIRECT GPIO_NUM
UART GPIO6_DIRECT CHANNEL

UART NUM_1_CTS_DIRECT GPIO_NUM
UART _GPIOll_DIRECT CHANNEL
UART_NUM_1_RTS_DIRECT GPIO_NUM
UART_TXD_GPIO10_DIRECT_ CHANNEL
UART RXD_GPIO9 DIRECT CHANNEL
UART_CTS_GPIO6_DIRECT_ CHANNEL
UART_RTS_GPIO1l_DIRECT_ CHANNEL
UART GPIO17_DIRECT CHANNEL
UART NUM_2_TXD_DIRECT GPIO_NUM
UART_GPIO16_DIRECT_ CHANNEL
UART NUM_2_RXD_DIRECT GPIO_NUM
UART GPIO8_DIRECT CHANNEL
UART_NUM_2_CTS_DIRECT GPIO_NUM
UART GPIO7_DIRECT CHANNEL

UART NUM_2_RTS_DIRECT GPIO_NUM
UART_TXD_GPIO17_DIRECT_ CHANNEL
UART_RXD_GPIO16_DIRECT_ CHANNEL
UART_CTS_GPIO8_DIRECT CHANNEL
UART RTS_GPIO7_ DIRECT CHANNEL

Example code for this API section is provided in peripherals directory of ESP-IDF examples.

2.5 Protocols API

2.5.1 mDNS Service

Overview

mDNS is a multicast UDP service that is used to provide local network service and host discovery.

mDNS is installed by default on most operating systems or is available as separate package. On Mac OS it is installed
by default and is called Bonjour. Apple releases an installer for Windows that can be found on Apple’s support
page. On Linux, mDNS is provided by avahi and is usually installed by default.

mDNS Properties

* hostname: the hostname that the device will respond to. If not set, the hostname will be read from the
interface. Example: my—esp32 will resolve to my-esp32.1local
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e default_instance: friendly name for your device, like Jhon's ESP32 Thing. If not set, hostname

will be used.

Example method to start mDNS for the STA interface and set hostname and default_instance:

void start_mdns_service ()

{

//initialize mDNS service

esp_err_t err = mdns_init();

if (err) {
printf ("MDNS Init failed: %d\n", err);
return;

//set hostname

mdns_hostname_set ("my-esp32");

//set default instance
mdns_instance_name_set ("Jhon's ESP32 Thing");

mDNS Services

mDNS can advertise information about network services that your device offers. Each service is defined by a few

properties.

* instance_name: friendly name for your service, like Jhon's ESP32 Web Server. If not defined,
default_instance will be used.

* service_type: (required) service type, prepended with underscore. Some common types can be found here.
* proto: (required) protocol that the service runs on, prepended with underscore. Example: _tcp or _udp
e port: (required) network port that the service runs on

e txt: {var, wval} array of strings, used to define properties for your service

Example method to add a few services and different properties:

{

void add_mdns_services ()

//add our services

mdns_service_add(NULL, "_http", "_tcp", 80, NULL, O0);
mdns_service_add(NULL, "_arduino", "_tcp", 3232, NULL, 0);
mdns_service_add(NULL, "_myservice", "_udp", 1234, NULL, 0);

//NOTE: services must be added before their properties can be set
//use custom instance for the web server
mdns_service_instance_name_set ("_http", "_tcp", "Jhon's ESP32 Web Server");

mdns_txt_item_t serviceTxtData[3] = {
{"board", "esp32"},
"u", lluser" } ,
{"p", llpaSSWOrdH}
}i
//set txt data for service (will free and replace current data)
mdns_service_txt_set ("_http", "_tcp", serviceTxtData, 3);

//change service port

(continues on next page)
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(continued from previous page)

mdns_service_port_set ("_myservice", "_udp", 4321);

mDNS Query

mDNS provides methods for browsing for services and resolving host’s IP/IPv6 addresses.
Results for services are returned as a linked list of mdns_result_t objects.

Example method to resolve host IPs:

void resolve_mdns_host (const char * host_name)
{

printf ("Query A: %$s.local", host_name);

struct ip4_addr addr;
addr.addr = 0;

esp_err_t err = mdns_query_a (host_name, 2000, &addr) ;
if (err) {

if (err == ESP_ERR_NOT_FOUND) {
printf ("Host was not found!");
return;

}
printf ("Query Failed");
return;

printf (IPSTR, IP2STR(&addr));

Example method to resolve local services:

static const char » if_str[] = {"STA", "AP", "ETH", "MAX"};
static const char x ip_protocol_str[] = {"v4", "ve", "MAX"};

void mdns_print_results (mdns_result_t »* results) {
mdns_result_t * r = results;
mdns_ip_addr_t x a = NULL;
int 1 = 1, t;
while (r) {
printf ("$d: Interface: %s, Type: %s\n", i++, if_str[r->tcpip_if], ip_protocol_
—str[r->ip_protocoll]);
if (r->instance_name) {
printf (" PTR : %s\n", r->instance_name);
}
if (r->hostname) {
printf (" SRV : %s.local:%u\n", r->hostname, r—->port);
}
if (r->txt_count) {
printf (" TXT : [%u] ", r->txt_count);
for (t=0; t<r->txt_count; t++){
printf ("%s=%s; ", r->txt[t].key, r->txt[t].value);
}
printf ("\n");

(continues on next page)
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(continued from previous page)

}

a = r—>addr;

while (a) {
if (a->addr.type == MDNS_IP_PROTOCOL_V6) {
printf (" AAAA: " IPV6STR "\n", IPV62STR(a->addr.u_addr.ip6));
} else {
printf(" A : " IPSTR "\n", IP2STR(& (a->addr.u_addr.ipd)));
}
a = a—->next;
}
r = r—>next;

void find_mdns_service (const char * service_name, const char » proto)

{
ESP_LOGI (TAG, "Query PTR: %s.%s.local", service_name, proto);

mdns_result_t * results = NULL;

esp_err_t err = mdns_query_ptr (service_name, proto, 3000, 20, &results);
if (err) {

ESP_LOGE (TAG, "Query Failed");

return;

}

if (!results) {
ESP_LOGW (TAG, "No results found!");
return;

mdns_print_results (results);
mdns_query_results_free (results);

Example of using the methods above:

void my_app_some_method () {
//search for esp32-mdns.local
resolve_mdns_host ("esp32-mdns") ;

//search for HTTP servers

find_mdns_service ("_http", "_tcp");

//or file servers

find_mdns_service ("_smb", "_tcp"); //windows sharing
find_mdns_service ("_afpovertcp", "_tcp"); //apple sharing
find_mdns_service ("_nfs", "_tcp"); //NFS server
find_mdns_service ("_ftp", "_tcp"); //FTP server

//or networked printer

find_mdns_service ("_printer", "_tcp");

find_mdns_service ("_ipp", "_tcp");

Application Example

mDNS server/scanner example: protocols/mdns.
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API Reference

Header File

¢ mdns/include/mdns.h

Functions

esp_err_tmdns_init ()
Initialize mDNS on given interface.
Return
e ESP_OK on success
e ESP_ERR_INVALID_ARG when bad tcpip_if is given
ESP_ERR_INVALID_STATE when the network returned error
ESP_ERR_NO_MEM on memory error
ESP_ERR_WIFI_NOT_INIT when WiFi is not initialized by eps_wifi_init

void mdns_free ()
Stop and free mDNS server.

esp_err_t mdns_hostname_set (const char *hostname)
Set the hostname for mDNS server required if you want to advertise services.
Return
¢ ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
* ESP_ERR_NO_MEM memory error
Parameters
* hostname: Hostname to set
esp_err_tmdns_instance_name_set (const char *instance_name)
Set the default instance name for mDNS server.
Return
¢ ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
 ESP_ERR_NO_MEM memory error
Parameters
* instance_name: Instance name to set

esp_err_tmdns_service_add (const char *instance_name, const char *service_type, const char

*proto, wint16_t port, mdns_txt_item_t txt[], size_t num_items)
Add service to mDNS server.

Return

2.5. Protocols API 395


https://github.com/espressif/esp-idf/blob/f3704f027/components/mdns/include/mdns.h

Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

e ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
e ESP_ERR_NO_MEM memory error
Parameters
* instance_name: instance name to set. [f NULL, global instance name or hostname will be used
* service_type: service type (_http, _ftp, etc)
* proto: service protocol (_tcp, _udp)
* port: service port
e num_1items: number of items in TXT data
* txt: string array of TXT data (eg. {{“var”,’val”},{“other”,”2”}})
esp_err_tmdns_service_remove (const char *service_type, const char *proro)
Remove service from mDNS server.
Return
e ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
e ESP_ERR_NOT_FOUND Service not found
e ESP_FAIL unknown error
Parameters
* service_type: service type (_http, _ftp, etc)

* proto: service protocol (_tcp, _udp)

esp_err_tmdns_service_instance_name_set (const char *service_type, const char *proto,

const char *instance_name)
Set instance name for service.

Return

e ESP_OK success

e ESP_ERR_INVALID_ARG Parameter error

e ESP_ERR_NOT_FOUND Service not found

* ESP_ERR_NO_MEM memory error
Parameters

* service_type: service type (_http, _ftp, etc)

* proto: service protocol (_tcp, _udp)

e instance_name: instance name to set

esp_err_tmdns_service_port_set (const char *service_type, const char *proto, uintl6_t port)

Set service port.
Return

¢ ESP_OK success
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e ESP_ERR_INVALID_ARG Parameter error

e ESP_ERR_NOT_FOUND Service not found
Parameters

e service_type: service type (_http, _ftp, etc)

* proto: service protocol (_tcp, _udp)

* port: service port

esp_err_tmdns_service_txt_set (const char *service_type, const char *proto, mdns_txt_item_t

txt[], uint8_t num_items)
Replace all TXT items for service.

Return
e ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error
e ESP_ERR_NOT_FOUND Service not found
e ESP_ERR_NO_MEM memory error
Parameters
* service_type: service type (_http, _ftp, etc)
* proto: service protocol (_tcp, _udp)
e num_1items: number of items in TXT data
e txt: array of TXT data (eg. {{‘“var”,’val”},{“other”,”2”}})

esp_err_tmdns_service_txt_item_set (const char *service_type, const char *proto, const char

*key, const char *value)
Set/Add TXT item for service TXT record.

Return

* ESP_OK success

e ESP_ERR_INVALID_ARG Parameter error

e ESP_ERR_NOT_FOUND Service not found

¢ ESP_ERR_NO_MEM memory error
Parameters

e service_type: service type (_http, _ftp, etc)

* proto: service protocol (_tcp, _udp)

* key: the key that you want to add/update

* value: the new value of the key

esp_err_tmdns_service_txt_item remove (const char *service_type, const char *proto, const

char *key)
Remove TXT item for service TXT record.

Return
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e ESP_OK success

e ESP_ERR_INVALID_ARG Parameter error

* ESP_ERR_NOT_FOUND Service not found

e ESP_ERR_NO_MEM memory error
Parameters

* service_type: service type (_http, _ftp, etc)

* proto: service protocol (_tcp, _udp)

* key: the key that you want to remove

esp_err_tmdns_service_remove_all ()

Remove and free all services from mDNS server.
Return

¢ ESP_OK success

e ESP_ERR_INVALID_ARG Parameter error

esp_err_t mdns_query (const char *name, const char *service_type, const char *proto, uintl6_t type,

uint32_t timeout, size_t max_results, mdns_result_t **results)
Query mDNS for host or service All following query methods are derived from this one.

Return
* ESP_OK success
¢ ESP_ERR_INVALID_STATE mDNS is not running
e ESP_ERR_NO_MEM memory error
e ESP_ERR_INVALID_ARG timeout was not given
Parameters
e name: service instance or host name (NULL for PTR queries)
* service_type: service type (_http, _arduino, _ftp etc.) (NULL for host queries)
* proto: service protocol (_tcp, _udp, etc.) (NULL for host queries)
* type: type of query (MDNS_TYPE_*)
* timeout: time in milliseconds to wait for answers.
e max_results: maximum results to be collected
* results: pointer to the results of the query results must be freed using mdns_query_results_free

below

void mdns_query_results_free (mdns_result_t *results)
Free query results.

Parameters

e results: linked list of results to be freed
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esp_err_tmdns_query_ptr (const char *service_type, const char *proto, uint32_t timeout, size_t

~ max_results, mdns_result_t **results)
Query mDNS for service.

Return
e ESP_OK success
e ESP_ERR_INVALID_STATE mDNS is not running
¢ ESP_ERR_NO_MEM memory error
* ESP_ERR_INVALID_ARG parameter error
Parameters
* service_type: service type (_http, _arduino, _ftp etc.)
* proto: service protocol (_tcp, _udp, etc.)
* timeout: time in milliseconds to wait for answer.
e max_results: maximum results to be collected
e results: pointer to the results of the query

esp_err_tmdns_query_srv (const char *instance_name, const char *service_type, const char *proto,

uint32_t timeout, mdns_result_t **result)
Query mDNS for SRV record.

Return
e ESP_OK success
* ESP_ERR_INVALID_STATE mDNS is not running
e ESP_ERR_NO_MEM memory error
e ESP_ERR_INVALID_ARG parameter error
Parameters
* instance_name: service instance name
e service_type: service type (_http, _arduino, _ftp etc.)
* proto: service protocol (_tcp, _udp, etc.)
* timeout: time in milliseconds to wait for answer.
* result: pointer to the result of the query

esp_err_t mdns_query_txt (const char *instance_name, const char *service_type, const char *proto,

uint32_t timeout, mdns_result _t **result)
Query mDNS for TXT record.

Return
* ESP_OK success
ESP_ERR_INVALID_STATE mDNS is not running
ESP_ERR_NO_MEM memory error
* ESP_ERR_INVALID_ARG parameter error

Parameters
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e instance_name: service instance name
* service_type: service type (_http, _arduino, _ftp etc.)
* proto: service protocol (_tcp, _udp, etc.)
* timeout: time in milliseconds to wait for answer.
e result: pointer to the result of the query
esp_err_tmdns_query_a (const char *host_name, uint32_t timeout, ip4_addr_t *addr)
Query mDNS for A record.
Return
* ESP_OK success
¢ ESP_ERR_INVALID_STATE mDNS is not running
* ESP_ERR_NO_MEM memory error
e ESP_ERR_INVALID_ARG parameter error
Parameters
* host_name: host name to look for
* timeout: time in milliseconds to wait for answer.
e addr: pointer to the resulting IP4 address
esp_err_tmdns_query_aaaa (const char *host_name, uint32_t timeout, ip6_addr_t *addr)
Query mDNS for A record.
Return
e ESP_OK success
e ESP_ERR_INVALID_STATE mDNS is not running
e ESP_ERR_NO_MEM memory error
* ESP_ERR_INVALID_ARG parameter error
Parameters
¢ host_name: host name to look for
e timeout: time in milliseconds to wait for answer. If 0, max_results needs to be defined
* addr: pointer to the resulting IP6 address
esp_err_tmdns_handle_system_event (void *ctx, system_event_t *event)
System event handler This method controls the service state on all active interfaces and applications are required
to call it from the system event handler for normal operation of mDNS service.
Parameters
* ctx: The system event context

e event: The system event
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Structures

struct mdns_txt item t
mDNS basic text item structure Used in mdns_service_add()

Public Members
char *key
item key name

char *value
item value string

struct mdns_ip addr_s
mDNS query linked list IP item

Public Members
ip_addr_t addr
IP address

struct mdns_ip_addr_s *next
next IP, or NULL for the last IP in the list

struct mdns_result_s
mDNS query result structure

Public Members
struct mdns_result s *next
next result, or NULL for the last result in the list

tcpip_adapter_if_ttepip_if
interface on which the result came (AP/STA/ETH)

mdns_ip_protocol_t ip_protocol
ip_protocol type of the interface (v4/v6)

char *instance_ name
instance name

char *hostname
hostname

uintl6_t port
service port

mdns_txt_item_t *txt
txt record

size_t txt_count
number of txt items

mdns_ip_addr_t *addr
linked list of IP addreses found
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Macros

MDNS_TYPE_A
MDNS_TYPE_PTR
MDNS_TYPE_TXT
MDNS_TYPE_AAAA
MDNS_TYPE_SRV
MDNS_TYPE_OPT
MDNS_TYPE_NSEC

MDNS_TYPE_ANY

Type Definitions

typedef struct mdns_ip_addr_smdns_ip_addr_t
mDNS query linked list IP item

typedef struct mdns_result s mdns_result_t
mDNS query result structure

Enumerations

enum mdns_ip_ protocol_t
mDNS enum to specify the ip_protocol type

Values:
MDNS_IP_PROTOCOIL V4
MDNS_IP_PROTOCOL_V6
MDNS_IP_PROTOCOL_MAX

Example code for this API section is provided in protocols directory of ESP-IDF examples.

2.6 Storage API

2.6.1 SPI Flash APIs

Overview

The spi_flash component contains APIs related to reading, writing, erasing, memory mapping data in the external SPI
flash. It also has higher-level APIs which work with partitions defined in the partition table.

Note that all the functionality is limited to the “main” SPI flash chip, the same SPI flash chip from which program
runs. For spi_flash_« functions, this is a software limitation. The underlying ROM functions which work with
SPI flash do not have provisions for working with flash chips attached to SPI peripherals other than SPIO.
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SPI flash access APIs

This is the set of APIs for working with data in flash:
e spi_flash_read used to read data from flash to RAM
e spi_flash_write used to write data from RAM to flash
e spi_flash_erase_sector used to erase individual sectors of flash
* spi_flash_erase_range used to erase range of addresses in flash
e spi_flash_get_chip_size returns flash chip size, in bytes, as configured in menuconfig

Generally, try to avoid using the raw SPI flash functions in favour of partition-specific functions.

SPI Flash Size

The SPI flash size is configured by writing a field in the software bootloader image header, flashed at offset 0x1000.

By default, the SPI flash size is detected by esptool.py when this bootloader is written to flash, and the header is
updated with the correct size. Alternatively, it is possible to generate a fixed flash size by disabling detection in make
menuconfig (under Serial Flasher Config).

If it is necessary to override the configured flash size at runtime, is is possible to set the chip_size member of
g_rom_flashchip structure. This size is used by spi_flash_* functions (in both software & ROM) for bounds
checking.

Concurrency Constraints

Because the SPI flash is also used for firmware execution (via the instruction & data caches), these caches much
be disabled while reading/writing/erasing. This means that both CPUs must be running code from IRAM and only
reading data from DRAM while flash write operations occur.

Refer to the application memory layout documentation for an explanation of the differences between IRAM, DRAM
and flash cache.

To avoid reading flash cache accidentally, when one CPU commences a flash write or erase operation the other CPU
is put into a blocked state and all non-IRAM-safe interrupts are disabled on both CPUs, until the flash operation
completes.

IRAM-Safe Interrupt Handlers

If you have an interrupt handler that you want to execute even when a flash operation is in progress (for example, for
low latency operations), set the ESP_INTR_FLAG_IRAM flag when the interrupt handler is registered.

You must ensure all data and functions accessed by these interrupt handlers are located in IRAM or DRAM. This
includes any functions that the handler calls.

Use the TRAM_ATTR attribute for functions:

#include "esp_attr.h"

void IRAM_ATTR gpio_isr_ handler (voidx arg)
{

//
}

2.6. Storage API 403




Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

Use the DRAM_ATTR and DRAM_STR attributes for constant data:

void IRAM_ATTR gpio_isr_handler (void* arg)

{
const static DRAM_ATTR uint8_t INDEX _DATA[] = { 45, 33, 12, 0 };
const static char *MSG = DRAM_STR("I am a string stored in RAM");

Note that knowing which data should be marked with DRAM_ATTR can be hard, the compiler will sometimes recognise
that a variable or expression is constant (even if it is not marked const) and optimise it into flash, unless it is marked
with DRAM_ATTR.

If a function or symbol is not correctly put into IRAM/DRAM and the interrupt handler reads from the flash cache
during a flash operation, it will cause a crash due to Illegal Instruction exception (for code which should be in IRAM)
or garbage data to be read (for constant data which should be in DRAM).

Partition table APIs
ESP-IDF projects use a partition table to maintain information about various regions of SPI flash memory (bootloader,
various application binaries, data, filesystems). More information about partition tables can be found /Zere.

This component provides APIs to enumerate partitions found in the partition table and perform operations on them.
These functions are declared in esp_partition.h:

* esp_partition_find used to search partition table for entries with specific type, returns an opaque iterator
* esp_partition_get returns a structure describing the partition, for the given iterator

* esp_partition_next advances iterator to the next partition found

* esp_partition_iterator_release releases iterator returned by esp_partition_find

* esp_partition_find_first isaconvenience function which returns structure describing the first parti-
tion found by esp_partition_find

* esp_partition_read, esp_partition_write, esp_partition_erase_range are equivalent
to spi_flash_read, spi_flash_write, spi_flash_erase_range, but operate within partition
boundaries

Most application code should use esp_partition_* APIs instead of lower level spi_flash_x APIs. Partition
APIs do bounds checking and calculate correct offsets in flash based on data stored in partition table.

SPI Flash Encryption

It is possible to encrypt SPI flash contents, and have it transparenlty decrypted by hardware.

Refer to the Flash Encryption documentation for more details.

Memory mapping APls

ESP32 features memory hardware which allows regions of flash memory to be mapped into instruction and data
address spaces. This mapping works only for read operations, it is not possible to modify contents of flash memory
by writing to mapped memory region. Mapping happens in 64KB pages. Memory mapping hardware can map up to
4 megabytes of flash into data address space, and up to 16 megabytes of flash into instruction address space. See the
technical reference manual for more details about memory mapping hardware.

Note that some number of 64KB pages is used to map the application itself into memory, so the actual number of
available 64KB pages may be less.

404 Chapter 2. API Reference




Read the Docs Template Documentation, Release v3.0.8-30-gf3704f027

Reading data from flash using a memory mapped region is the only way to decrypt contents of flash when flash
encryption is enabled. Decryption is performed at hardware level.

Memory mapping APIs are declared in esp_spi_flash.hand esp_partition.h:
e spi_flash_mmap maps aregion of physical flash addresses into instruction space or data space of the CPU
* spi_flash_munmap unmaps previously mapped region
* esp_partition_mmap maps part of a partition into the instruction space or data space of the CPU
Differences between spi_flash_mmap and esp_partition_mmap are as follows:
* spi_flash_mmap must be given a 64KB aligned physical address

* esp_partition_mmap may be given an arbitrary offset within the partition, it will adjust returned pointer
to mapped memory as necessary

Note that because memory mapping happens in 64KB blocks, it may be possible to read data outside of the partition
provided to esp_partition_mmap.

See also

e Partition Table documentation
e Over The Air Update (OTA) API provides high-level API for updating app firmware stored in flash.
* Non-Volatile Storage (NVS) API provides a structured API for storing small items of data in SPI flash.

Implementation details

In order to perform some flash operations, we need to make sure both CPUs are not running any code from flash for
the duration of the flash operation. In a single-core setup this is easy: we disable interrupts/scheduler and do the flash
operation. In the dual-core setup this is slightly more complicated. We need to make sure that the other CPU doesn’t
run any code from flash.

When SPI flash API is called on CPU A (can be PRO or APP), we start spi_flash_op_block_func function on CPU B
using esp_ipc_call APL. This API wakes up high priority task on CPU B and tells it to execute given function, in this
case spi_flash_op_block_func. This function disables cache on CPU B and signals that cache is disabled by setting
s_flash_op_can_start flag. Then the task on CPU A disables cache as well, and proceeds to execute flash operation.

While flash operation is running, interrupts can still run on CPUs A and B. We assume that all interrupt code is placed
into RAM. Once interrupt allocation API is added, we should add a flag to request interrupt to be disabled for the
duration of flash operations.

Once flash operation is complete, function on CPU A sets another flag, s_flash_op_complete, to let the task on CPU
B know that it can re-enable cache and release the CPU. Then the function on CPU A re-enables the cache on CPU A
as well and returns control to the calling code.

Additionally, all API functions are protected with a mutex (s_flash_op_mutex).

In a single core environment (CONFIG_FREERTOS_UNICORE enabled), we simply disable both caches, no inter-
CPU communication takes place.

API Reference - SPI Flash

Header File

* spi_flash/include/esp_spi_flash.h
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Functions

void spi_flash_ init ()
Initialize SPI flash access driver.

This function must be called exactly once, before any other spi_flash_* functions are called. Currently this
function is called from startup code. There is no need to call it from application code.

size_t spi_flash get_chip size()
Get flash chip size, as set in binary image header.
Note This value does not necessarily match real flash size.
Return size of flash chip, in bytes
esp_err_t spi_flash_erase_sector (size_t sector)
Erase the Flash sector.
Return esp_err_t
Parameters
* sector: Sector number, the count starts at sector 0, 4KB per sector.
esp_err_t spi_flash_erase_range (size_t start_address, size_t size)
Erase a range of flash sectors.
Return esp_err_t
Parameters
* start_address: Address where erase operation has to start. Must be 4kB-aligned
* size: Size of erased range, in bytes. Must be divisible by 4kB.
esp_err_t spi_flash_write (size_t dest_addr, const void *src, size_t size)
Write data to Flash.
Note If source address is in DROM, this function will return ESP_ERR_INVALID ARG.
Return esp_err_t
Parameters
* dest_addr: destination address in Flash. Must be a multiple of 4 bytes.
e src: pointer to the source buffer.
* size: length of data, in bytes. Must be a multiple of 4 bytes.
esp_err_t spi_flash_ write_encrypted (size_t dest_addr, const void *src, size_t size)
Write data encrypted to Flash.
Note Flash encryption must be enabled for this function to work.

Note Flash encryption must be enabled when calling this function. If flash encryption is disabled, the function
returns ESP_ERR_INVALID_STATE. Use esp_flash_encryption_enabled() function to determine if flash
encryption is enabled.

Note Both dest_addr and size must be multiples of 16 bytes. For absolute best performance, both dest_addr
and size arguments should be multiples of 32 bytes.
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Return esp_err_t
Parameters
* dest_addr: destination address in Flash. Must be a multiple of 16 bytes.
e src: pointer to the source buffer.
* size: length of data, in bytes. Must be a multiple of 16 bytes.
esp_err_t spi_flash_read (size_t src_addr, void *dest, size_t size)
Read data from Flash.
Return esp_err_t
Parameters
e src_addr: source address of the data in Flash.
* dest: pointer to the destination buffer
e size: length of data
esp_err_t spi_flash_read encrypted (size_t src, void *dest, size_t size)
Read data from Encrypted Flash.

If flash encryption is enabled, this function will transparently decrypt data as it is read. If flash encryption is not
enabled, this function behaves the same as spi_flash_read().

See esp_flash_encryption_enabled() for a function to check if flash encryption is enabled.

Return esp_err_t

Parameters
* src: source address of the data in Flash.
* dest: pointer to the destination buffer
* size: length of data

esp_err_t spi_flash_mmap (size_t src_addr, size_t size, spi_flash_mmap_memory_t memory, const void

**out_ptr, spi_flash_mmap_handle_t *out_handle)
Map region of flash memory into data or instruction address space.

This function allocates sufficient number of 64k MMU pages and configures them to map request region of
flash memory into data address space or into instruction address space. It may reuse MMU pages which al-
ready provide required mapping. As with any allocator, there is possibility of fragmentation of address space
if mmap/munmap are heavily used. To troubleshoot issues with page allocation, use spi_flash_mmap_dump
function.

Return ESP_OK on success, ESP_ERR_NO_MEM if pages can not be allocated

Parameters

* src_addr: Physical address in flash where requested region starts. This address must be aligned to
64kB boundary (SPI_FLASH_MMU_PAGE_SIZE).

e size: Size of region which has to be mapped. This size will be rounded up to a 64k boundary.
* memory: Memory space where the region should be mapped
e out_ptr: Output, pointer to the mapped memory region

e out_handle: Output, handle which should be used for spi_flash_munmap call
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esp_err_t spi_flash_mmap_pages (int *pages, size_t pagecount, spi_flash_mmap_memory_t memory,

const void **out_ptr, spi_flash_mmap_handle_t *out_handle)
Map sequences of pages of flash memory into data or instruction address space.

This function allocates sufficient number of 64k MMU pages and configures them to map the indicated pages of
flash memory contiguously into data address space or into instruction address space. In this respect, it works in
a similar way as spi_flash_mmap but it allows mapping a (maybe non-contiguous) set of pages into a contiguous
region of memory.

Return ESP_OK on success, ESP_ERR_NO_MEM if pages can not be allocated

Parameters

* pages: An array of numbers indicating the 64K pages in flash to be mapped contiguously into
memory. These indicate the indexes of the 64K pages, not the byte-size addresses as used in other
functions.

* pagecount: Size of the pages array

* memory: Memory space where the region should be mapped

e out_ptr: Output, pointer to the mapped memory region

* out_handle: Output, handle which should be used for spi_flash_munmap call

void spi_flash_munmap (spi_flash_mmap_handle_t handle)
Release region previously obtained using spi_flash_mmap.

Note Calling this function will not necessarily unmap memory region. Region will only be unmapped when
there are no other handles which reference this region. In case of partially overlapping regions it is possible
that memory will be unmapped partially.

Parameters
* handle: Handle obtained from spi_flash_mmap
void spi_flash mmap_dump ()
Display information about mapped regions.

This function lists handles obtained using spi_flash_mmap, along with range of pages allocated to each handle.
It also lists all non-zero entries of MMU table and corresponding reference counts.

uint32_t spi_flash_mmap_get_free_pages (spi_flash_mmap_memory_t memory)
get free pages number which can be mmap

This function will return free page number of the mmu table which can mmap, when you want to call
spi_flash_mmap to mmap an ranger of flash data to Dcache or Icache memmory region, maybe the size of
MMU table will exceed,so if you are not sure the size need mmap is ok, can call the interface and watch how
many MMU table page can be mmaped.
Return number of free pages which can be mmaped
Parameters
* memory: memmory type of MMU table free page
size_t spi_flash_cache2phys (const void *cached)
Given a memory address where flash is mapped, return the corresponding physical flash offset.

Cache address does not have have been assigned via spi_flash_mmap(), any address in flash map space can be
looked up.
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Return

* SPI_FLASH_CACHE2PHYS_FAIL If cache address is outside flash cache region, or the address is
not mapped.

¢ Otherwise, returns physical offset in flash
Parameters
* cached: Pointer to flashed cached memory.
const void *spi_flash_phys2cache (size_t phys_offs, spi_flash_mmap_memory_t memory)
Given a physical offset in flash, return the address where it is mapped in the memory space.
Physical address does not have to have been assigned via spi_flash_mmap(), any address in flash can be looked

up.

Note Only the first matching cache address is returned. If MMU flash cache table is configured so multiple
entries point to the same physical address, there may be more than one cache address corresponding to
that physical address. It is also possible for a single physical address to be mapped to both the IROM and
DROM regions.

Note This function doesn’t impose any alignment constraints, but if memory argument is
SPI_FLASH_MMAP_INST and phys_offs is not 4-byte aligned, then reading from the returned
pointer will result in a crash.

Return
» NULL if the physical address is invalid or not mapped to flash cache of the specified memory type.
¢ Cached memory address (in IROM or DROM space) corresponding to phys_offs.
Parameters
* phys_offs: Physical offset in flash memory to look up.
* memory: Memory type to look up a flash cache address mapping for (IROM or DROM)

bool spi_flash_cache_enabled ()
Check at runtime if flash cache is enabled on both CPUs.

Return true if both CPUs have flash cache enabled, false otherwise.

void spi_flash_ guard_set (const spi_flash_guard_funcs_t *funcs)
Sets guard functions to access flash.

Note Pointed structure and corresponding guard functions should not reside in flash. For example structure can
be placed in DRAM and functions in IRAM sections.
Parameters
e funcs: pointer to structure holding flash access guard functions.

const spi_flash_guard_funcs_t *spi_f£flash_guard_get ()
Get the guard functions used for flash access.

Return The guard functions that were set via spi_flash_guard_set(). These functions can be called if imple-
menting custom low-level SPI flash operations.
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Structures

struct spi_flash_guard funcs_t
Structure holding SPI flash access critical sections management functions.

Flash API uses two types of flash access management functions: 1) Functions which prepare/restore flash cache
and interrupts before calling appropriate ROM functions (SPIWrite, SPIRead and SPIEraseBlock):

* ’“start’ function should disables flash cache and non-IRAM interrupts and is invoked before the call to one
of ROM function above.

* ’end’ function should restore state of flash cache and non-IRAM interrupts and is invoked after the call
to one of ROM function above. These two functions are not recursive. 2) Functions which synchronizes
access to internal data used by flash API. This functions are mostly intended to synchronize access to flash
API internal data in multithreaded environment and use OS primitives:

* ’op_lock’ locks access to flash API internal data.

¢ ’op_unlock’ unlocks access to flash API internal data. These two functions are recursive and can be used
around the outside of multiple calls to ‘start’ & ‘end’, in order to create atomic multi-part flash operations.

Different versions of the guarding functions should be used depending on the context of execution (with or
without functional OS). In normal conditions when flash API is called from task the functions use OS primitives.
When there is no OS at all or when it is not guaranteed that OS is functional (accessing flash from exception
handler) these functions cannot use OS primitives or even does not need them (multithreaded access is not
possible).

Note Structure and corresponding guard functions should not reside in flash. For example structure can be
placed in DRAM and functions in IRAM sections.

Public Members
spi_flash_guard_start_func_t start
critical section start function.

spi_flash_guard_end_func_t end
critical section end function.

spi_flash_op_lock_func_t op_lock
flash access API lock function.

spi_flash_op_unlock_func_t op_unlock
flash access API unlock function.

Macros

ESP_ERR FLASH BASE
ESP_ERR FLASH OP_FAIL
ESP_ERR FLASH OP_TIMEOUT

SPI_FLASH_SEC_SIZE
SPI Flash sector size

SPI_FLASH MMU_PAGE_SIZE
Flash cache MMU mapping page size

SPI_FLASH_ CACHE2PHYS_FAIL
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Type Definitions

typedef uint32_t spi_flash_mmap handle_t
Opaque handle for memory region obtained from spi_flash_mmap.

typedef void (*spi_flash_guard_start_func_t) (void)
SPI flash critical section enter function.

typedef void (*spi_flash_guard_end_ func_t) (void)
SPI flash critical section exit function.

typedef void (*spi_flash_op_lock_func_t) (void)
SPI flash operation lock function.

typedef void (*spi_flash_ op_unlock_func_t) (void)
SPI flash operation unlock function.

Enumerations

enum spi_flash mmap_memory_ t
Enumeration which specifies memory space requested in an mmap call.

Values:

SPI_FLASH_MMAP_DATA
map to data memory (Vaddr0), allows byte-aligned access, 4 MB total

SPI_FLASH_ MMAP_INST
map to instruction memory (Vaddr1-3), allows only 4-byte-aligned access, 11 MB total

API Reference - Partition Table

Header File

* spi_flash/include/esp_partition.h

Functions

esp_partition_iterator_t esp_partition_£ind (esp_partition_type_t type, esp_partition_subtype_t sub-
type, const char *label)
Find partition based on one or more parameters.

Return iterator which can be used to enumerate all the partitions found, or NULL if no partitions were found.
Iterator obtained through this function has to be released using esp_partition_iterator_release when not
used any more.

Parameters
* type: Partition type, one of esp_partition_type_t values

* subtype: Partition subtype, one of esp_partition_subtype_t values. To find all partitions of given
type, use ESP_PARTITION_SUBTYPE_ANY.

e label: (optional) Partition label. Set this value if looking for partition with a specific name. Pass
NULL otherwise.
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const esp_partition_t *esp_partition_£find_f£first (esp_partition_type_t type,
esp_partition_subtype_t  subtype, const
char *label)

Find first partition based on one or more parameters.
Return pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid for the
lifetime of the application.
Parameters
* type: Partition type, one of esp_partition_type_t values

* subtype: Partition subtype, one of esp_partition_subtype_t values. To find all partitions of given
type, use ESP_PARTITION_SUBTYPE_ANY.

e label: (optional) Partition label. Set this value if looking for partition with a specific name. Pass

NULL otherwise.

const esp_partition_t *esp_partition_get (esp_partition_iterator_t iterator)
Get esp_partition_t structure for given partition.
Return pointer to esp_partition_t structure. This pointer is valid for the lifetime of the application.
Parameters
e iterator: Iterator obtained using esp_partition_find. Must be non-NULL.
esp_partition_iterator_t esp_partition_next (esp_partition_iterator_t iterator)
Move partition iterator to the next partition found.

Any copies of the iterator will be invalid after this call.

Return NULL if no partition was found, valid esp_partition_iterator_t otherwise.
Parameters
e iterator: Iterator obtained using esp_partition_find. Must be non-NULL.
void esp_partition_iterator_release (esp_partition_iterator_t iterator)
Release partition iterator.
Parameters
e iterator: Iterator obtained using esp_partition_find. Must be non-NULL.
const esp_partition_t *esp_partition_verify (const esp_partition_t *partition)
Verify partition data.
Given a pointer to partition data, verify this partition exists in the partition table (all fields match.)

This function is also useful to take partition data which may be in a RAM buffer and convert it to a pointer to
the permanent partition data stored in flash.

Pointers returned from this function can be compared directly to the address of any pointer returned from
esp_partition_get(), as a test for equality.
Return

* If partition not found, returns NULL.

« If found, returns a pointer to the esp_partition_t structure in flash. This pointer is always valid for the
lifetime of the application.
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Parameters

e partition: Pointer to partition data to verify. Must be non-NULL. All fields of this structure must
match the partition table entry in flash for this function to return a successful match.

esp_err_t esp_partition_read (const esp_partition_t *partition, size_t src_offset, void *dst, size_t

o size)
Read data from the partition.

Return ESP_OK, if data was read successfully; ESP_ERR_INVALID_ARG, if src_offset exceeds partition
size; ESP_ERR_INVALID_SIZE, if read would go out of bounds of the partition; or one of error codes
from lower-level flash driver.

Parameters

* partition: Pointer to partition structure obtained using esp_partition_find_first or
esp_partition_get. Must be non-NULL.

e dst: Pointer to the buffer where data should be stored. Pointer must be non-NULL and buffer must
be at least ‘size’ bytes long.

* src_offset: Address of the data to be read, relative to the beginning of the partition.
e size: Size of data to be read, in bytes.

esp_err_t esp_partition_write (const esp_partition_t *partition, size_t dst_offset, const void *src,

) - size_t size)
Write data to the partition.

Before writing data to flash, corresponding region of flash needs to be erased. This can be done using
esp_partition_erase_range function.

Partitions marked with an encryption flag will automatically be written via the spi_flash_write_encrypted()
function. If writing to an encrypted partition, all write offsets and lengths must be multiples of 16 bytes. See the
spi_flash_write_encrypted() function for more details. Unencrypted partitions do not have this restriction.

Note Prior to writing to flash memory, make sure it has been erased with esp_partition_erase_range call.

Return ESP_OK, if data was written successfully; ESP_ERR_INVALID_ARG, if dst_offset exceeds partition
size; ESP_ERR_INVALID_SIZE, if write would go out of bounds of the partition; or one of error codes
from lower-level flash driver.

Parameters

e partition: Pointer to partition structure obtained using esp_partition_find_first or
esp_partition_get. Must be non-NULL.

* dst_offset: Address where the data should be written, relative to the beginning of the partition.

» src: Pointer to the source buffer. Pointer must be non-NULL and buffer must be at least ‘size’ bytes
long.

* size: Size of data to be written, in bytes.

esp_err_tesp_partition_erase_range (const esp_partition_t *partition, uint32_t start_addr,

» uint32_t size)
Erase part of the partition.

Return ESP_OK, if the range was erased successfully; ESP_ERR_INVALID_ARG, if iterator or dst are
NULL; ESP_ERR_INVALID_SIZE, if erase would go out of bounds of the partition; or one of error
codes from lower-level flash driver.
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Parameters

e partition: Pointer to partition structure obtained using esp_partition_find_first or
esp_partition_get. Must be non-NULL.

e start_addr: Address where erase operation should start. Must be aligned to 4 kilobytes.

* size: Size of the range which should be erased, in bytes. Must be divisible by 4 kilobytes.

esp_err_t esp_partition_mmap (const esp_partition_t *partition, uint32_t offset, uint32_t size,

spi_flash_mmap_memory_t  memory, const void **out_ptr,

spi_flash_mmap_handle_t *out_handle)
Configure MMU to map partition into data memory.

Unlike spi_flash_mmap function, which requires a 64kB aligned base address, this function doesn’t impose
such a requirement. If offset results in a flash address which is not aligned to 64kB boundary, address will
be rounded to the lower 64kB boundary, so that mapped region includes requested range. Pointer returned via
out_ptr argument will be adjusted to point to the requested offset (not necessarily to the beginning of mmap-ed
region).

To release mapped memory, pass handle returned via out_handle argument to spi_flash_munmap function.

Return ESP_OK, if successful
Parameters

e partition: Pointer to partition structure obtained using esp_partition_find_first or
esp_partition_get. Must be non-NULL.

* offset: Offset from the beginning of partition where mapping should start.
* size: Size of the area to be mapped.

* memory: Memory space where the region should be mapped

* out_ptr: Output, pointer to the mapped memory region

e out_handle: Output, handle which should be used for spi_flash_munmap call

Structures

struct esp_partition_t

partition information structure
This is not the format in flash, that format is esp_partition_info_t.

However, this is the format used by this APL

Public Members
esp_partition_type_t type
partition type (app/data)

esp_partition_subtype_t subtype
partition subtype

uint32_t address
starting address of the partition in flash

uint32_t size
size of the partition, in bytes
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char label[17]
partition label, zero-terminated ASCII string

bool encrypted
flag is set to true if partition is encrypted

Macros

ESP_PARTITION_SUBTYPE_OTA (i)
Convenience macro to get esp_partition_subtype_t value for the i-th OTA partition.

Type Definitions

typedef struct esp_partition_iterator_opaque_ *esp_partition_iterator_t
Opaque partition iterator type.

Enumerations

enum esp_partition_type_t
Partition type.

Note Keep this enum in sync with PartitionDefinition class gen_esp32part.py

Values:

ESP_PARTITION_TYPE_APP = (0x00
Application partition type.

ESP_PARTITION_TYPE_DATA = (0x01
Data partition type.

enum esp_partition_subtype_ t
Partition subtype.

Note Keep this enum in sync with PartitionDefinition class gen_esp32part.py

Values:

ESP_PARTITION_SUBTYPE_APP_FACTORY = 0x00
Factory application partition.

ESP_PARTITION_SUBTYPE_APP_OTA_MIN =0x10
Base for OTA partition subtypes.

ESP_PARTITION_SUBTYPE_APP_OTA_ 0 =ESP_PARTITION_SUBTYPE_APP_OTA_MIN + 0
OTA partition 0.

ESP_PARTITION SUBTYPE APP_ OTA 1 =ESP_PARTITION_SUBTYPE_APP_OTA_MIN + 1
OTA partition 1.

ESP_PARTITION_SUBTYPE_APP_OTA_ 2 =ESP_PARTITION_SUBTYPE_APP_OTA_MIN + 2
OTA partition 2.

ESP_PARTITION SUBTYPE APP OTA 3 =ESP _PARTITION_SUBTYPE APP_OTA_MIN + 3
OTA partition 3.
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ESP_PARTITION_SUBTYPE_APP_OTA_ 4 =ESP_PARTITION_SUBTYPE_APP_OTA_MIN + 4
OTA partition 4.

ESP_PARTITION_SUBTYPE_APP_OTA_ 5 =ESP_PARTITION_SUBTYPE_APP_OTA_MIN + 5
OTA partition 5.

ESP_PARTITION SUBTYPE APP_OTA 6 =ESP_PARTITION_SUBTYPE_APP_OTA_MIN + 6
OTA partition 6.

ESP_PARTITION_ SUBTYPE_APP_OTA_ 7 = ESP_PARTITION_SUBTYPE_APP_OTA_MIN + 7
OTA partition 7.

ESP_PARTITION SUBTYPE APP_OTA_ 8 = ESP_PARTITION_SUBTYPE_APP_OTA_MIN + 8
OTA partition 8.

ESP_PARTITION_SUBTYPE_APP_OTA_9 =ESP_PARTITION_SUBTYPE_APP_OTA_MIN + 9
OTA partition 9.

ESP_PARTITION SUBTYPE APP OTA 10 = ESP_PARTITION_SUBTYPE APP_OTA_MIN + 10
OTA partition 10.

ESP_PARTITION_SUBTYPE_APP_OTA_ 11 =ESP_PARTITION_SUBTYPE_APP_OTA_MIN + 11
OTA partition 11.

ESP_PARTITION SUBTYPE APP OTA 12 =ESP_PARTITION_SUBTYPE_APP_OTA_MIN + 12
OTA partition 12.

ESP_PARTITION_SUBTYPE APP OTA_13 =ESP_PARTITION_SUBTYPE_APP_OTA_MIN + 13
OTA partition 13.

ESP_PARTITION SUBTYPE APP OTA 14 = ESP_PARTITION_SUBTYPE_APP_OTA_MIN + 14
OTA partition 14.

ESP_PARTITION_SUBTYPE_APP_OTA_15 =ESP_PARTITION_SUBTYPE_APP_OTA_MIN + 15
OTA partition 15.

ESP_PARTITION_SUBTYPE_APP_ OTA MAX = ESP PARTITION_SUBTYPE_APP_OTA_MIN + 16
Max subtype of OTA partition.

ESP_PARTITION_SUBTYPE_APP_TEST = 0x20
Test application partition.

ESP_PARTITION_ SUBTYPE DATA OTA = 0x00
OTA selection partition.

ESP_PARTITION_SUBTYPE_DATA PHY = 0x01
PHY init data partition.

ESP_PARTITION_SUBTYPE_DATA NVS = 0x02
NVS partition.

ESP_PARTITION_SUBTYPE_DATA COREDUMP = 0x03
COREDUMP partition.

ESP_PARTITION_SUBTYPE_DATA ESPHTTPD = (0x80
ESPHTTPD partition.

ESP_PARTITION_SUBTYPE_DATA_ FAT = (0x81
FAT partition.

ESP_PARTITION_SUBTYPE_DATA SPIFFS = 0x82
SPIFFES partition.
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ESP_PARTITION_SUBTYPE_ANY = Oxff
Used to search for partitions with any subtype.

API Reference - Flash Encrypt

Header File

* bootloader_support/include/esp_flash_encrypt.h

Functions

staticbool esp_flash_encryption_enabled (void)
Is flash encryption currently enabled in hardware?

Flash encryption is enabled if the FLASH_CRYPT_CNT efuse has an odd number of bits set.
Return true if flash encryption is enabled.

esp_err_t esp_flash_encrypt_check_and_update (void)
esp_err_tesp_flash_encrypt_region (uint32_t src_addr, size_t data_length)
Encrypt-in-place a block of flash sectors.
Return ESP_OK if all operations succeeded, ESP_ERR_FLASH_OP_FAIL if SPI flash fails,
ESP_ERR_FLASH_OP_TIMEOUT if flash times out.
Parameters
* src_addr: Source offset in flash. Should be multiple of 4096 bytes.
* data_length: Length of data to encrypt in bytes. Will be rounded up to next multiple of 4096
bytes.
void esp_flash_write_protect_crypt_cnt ()
Write protect FLASH_CRYPT_CNT.

Intended to be called as a part of boot process if flash encryption should be permanently enabled. This should
protect against serial re-flashing of an unauthorised code in absence of secure boot or if secure boot protection
is bypassed.

Return

2.6.2 Non-volatile storage library

Introduction

Non-volatile storage (NVS) library is designed to store key-value pairs in flash. This sections introduces some concepts
used by NVS.
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Underlying storage

Currently NVS uses a portion of main flash memory through spi_flash_{read|write|erase} APIs. The
library uses the all the partitions with data type and nvs subtype. The application can choose to use the
partition with label nvs through nvs_open API or any of the other partition by specifying its name through
nvs_open_from_part APL

Future versions of this library may add other storage backends to keep data in another flash chip (SPI or I12C), RTC,
FRAM, etc.

Note: if an NVS partition is truncated (for example, when the partition table layout is changed), its contents should
be erased. ESP-IDF build system provides a make erase_flash target to erase all contents of the flash chip.

Note: NVS works best for storing many small values, rather than a few large values of type ‘string’ and ‘blob’. If
storing large blobs or strings is required, consider using the facilities provided by the FAT filesystem on top of the
wear levelling library.

Keys and values

NVS operates on key-value pairs. Keys are ASCII strings, maximum key length is currently 15 characters. Values can
have one of the following types:

* integer types: uint8_t, int8_t,uintl6_t,intl6_t,uint32_t, int32_t,uint64_t, int64_t
* zero-terminated string

e variable length binary data (blob)

Note: String and blob values are currently limited to 1984 bytes. For strings, this includes the null terminator.

Additional types, such as float and double may be added later.

Keys are required to be unique. Writing a value for a key which already exists behaves as follows:
* if the new value is of the same type as old one, value is updated
« if the new value has different data type, an error is returned

Data type check is also performed when reading a value. An error is returned if data type of read operation doesn’t
match the data type of the value.

Namespaces

To mitigate potential conflicts in key names between different components, NVS assigns each key-value pair to one of
namespaces. Namespace names follow the same rules as key names, i.e. 15 character maximum length. Namespace
name is specified in the nvs_open or nvs_open_from_part call. This call returns an opaque handle, which
is used in subsequent calls to nvs_read_x, nvs_write_x, and nvs_commit functions. This way, handle is
associated with a namespace, and key names will not collide with same names in other namespaces. Please note that
the namespaces with same name in different NVS partitions are considered as separate namespaces.
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Security, tampering, and robustness

NVS library doesn’t implement tamper prevention measures. It is possible for anyone with physical access to the flash
chip to alter, erase, or add key-value pairs.

NVS is compatible with the ESP32 flash encryption system, and it can store key-value pairs in an encrypted form.
Some metadata, like page state and write/erase flags of individual entries can not be encrypted as they are repre-
sented as bits of flash memory for efficient access and manipulation. Flash encryption can prevent some forms of
modification:

* replacing keys or values with arbitrary data
* changing data types of values
The following forms of modification are still possible when flash encryption is used:
* erasing a page completely, removing all key-value pairs which were stored in that page
* corrupting data in a page, which will cause the page to be erased automatically when such condition is detected
* rolling back the contents of flash memory to an earlier snapshot

* merging two snapshots of flash memory, rolling back some key-value pairs to an earlier state (although this is
possible to mitigate with the current design — TODO)

The library does try to recover from conditions when flash memory is in an inconsistent state. In particular, one should
be able to power off the device at any point and time and then power it back on. This should not result in loss of data,
expect for the new key-value pair if it was being written at the moment of power off. The library should also be able
to initialize properly with any random data present in flash memory.

Internals

Log of key-value pairs

NVS stores key-value pairs sequentially, with new key-value pairs being added at the end. When a value of any given
key has to be updated, new key-value pair is added at the end of the log and old key-value pair is marked as erased.

Pages and entries

NVS library uses two main entities in its operation: pages and entries. Page is a logical structure which stores a portion
of the overall log. Logical page corresponds to one physical sector of flash memory. Pages which are in use have a
sequence number associated with them. Sequence numbers impose an ordering on pages. Higher sequence numbers
correspond to pages which were created later. Each page can be in one of the following states:

Empty/uninitialized Flash storage for the page is empty (all bytes are 0xff). Page isn’t used to store any data at
this point and doesn’t have a sequence number.

Active Flash storage is initialized, page header has been written to flash, page has a valid sequence number. Page has
some empty entries and data can be written there. At most one page can be in this state at any given moment.

Full Flash storage is in a consistent state and is filled with key-value pairs. Writing new key-value pairs into this page
is not possible. It is still possible to mark some key-value pairs as erased.

Erasing Non-erased key-value pairs are being moved into another page so that the current page can be erased. This
is a transient state, i.e. page should never stay in this state when any API call returns. In case of a sudden power
off, move-and-erase process will be completed upon next power on.
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Corrupted Page header contains invalid data, and further parsing of page data was canceled. Any items previously
written into this page will not be accessible. Corresponding flash sector will not be erased immediately, and will
be kept along with sectors in uninitialized state for later use. This may be useful for debugging.

Mapping from flash sectors to logical pages doesn’t have any particular order. Library will inspect sequence numbers
of pages found in each flash sector and organize pages in a list based on these numbers.

fom——— + o + B + o +
| Page 1 | | Page 2 | | Page 3 | | Page 4
| Full +———> | Full +———> | Active | | Empty | <- states
| #11 / | #12 / | #14 / / / <- sequence numbers
ot ot ot e

| \ | \

\ \ \

| \ | \
v + v————+ - v———t t————— v———+
| Sector 3 | | Sector 0O | | Sector 2 | | Sector 1 | <- physical sectors
o + + + +

Structure of a page

For now we assume that flash sector size is 4096 bytes and that ESP32 flash encryption hardware operates on 32-byte
blocks. It is possible to introduce some settings configurable at compile-time (e.g. via menuconfig) to accommodate
flash chips with different sector sizes (although it is not clear if other components in the system, e.g. SPI flash driver
and SPI flash cache can support these other sizes).

Page consists of three parts: header, entry state bitmap, and entries themselves. To be compatible with ESP32 flash
encryption, entry size is 32 bytes. For integer types, entry holds one key-value pair. For strings and blobs, an entry
holds part of key-value pair (more on that in the entry structure description).

The following diagram illustrates page structure. Numbers in parentheses indicate size of each part in bytes.

o o o o +
| State (4) | Seqg. no. (4) | Unused (20) | CRC32 (4) | Header (32)
R — o B o +
| Entry state bitmap (32) |
e +
\ Entry 0 (32) \
e +
| Entry 1 (32) |
et +
/ /
/ /
e +
\ Entry 125 (32) \
Bt e +

Page header and entry state bitmap are always written to flash unencrypted. Entries are encrypted if flash encryption
feature of the ESP32 is used.

Page state values are defined in such a way that changing state is possible by writing 0 into some of the bits. Therefore
it not necessary to erase the page to change page state, unless that is a change to erased state.

CRC32 value in header is calculated over the part which doesn’t include state value (bytes 4 to 28). Unused part is
currently filled with 0x £ £ bytes. Future versions of the library may store format version there.

The following sections describe structure of entry state bitmap and entry itself.
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Entry and entry state bitmap

Each entry can be in one of the following three states. Each state is represented with two bits in the entry state bitmap.
Final four bits in the bitmap (256 - 2 * 126) are unused.

Empty (2°b11) Nothing is written into the specific entry yet. It is in an uninitialized state (all bytes Oxf f).

Written (2°b10) A key-value pair (or part of key-value pair which spans multiple entries) has been written into the
entry.

Erased (2°b00) A key-value pair in this entry has been discarded. Contents of this entry will not be parsed anymore.

Structure of entry

For values of primitive types (currently integers from 1 to 8 bytes long), entry holds one key-value pair. For string
and blob types, entry holds part of the whole key-value pair. In case when a key-value pair spans multiple entries, all
entries are stored in the same page.

+——— o o o o o o +
| NS (1) | Type (1) | Span (1) | Rsv (1) | CRC32 (4) | Key (16) | Data (8) |
o o o o o o ——— o +
e +

+-> Fixed length: | Data (8) |

| e et +

Data format —-——+

| e o o +

+-> Variable length: | Size (2) | Rsv (2) | CRC32 (4) |

o o o +

Individual fields in entry structure have the following meanings:
NS Namespace index for this entry. See section on namespaces implementation for explanation of this value.
Type One byte indicating data type of value. See It emType enumeration in nvs_types . h for possible values.

Span Number of entries used by this key-value pair. For integer types, this is equal to 1. For strings and blobs this
depends on value length.

Rsv Unused field, should be Oxf£.
CRC32 Checksum calculated over all the bytes in this entry, except for the CRC32 field itself.

Key Zero-terminated ASCII string containing key name. Maximum string length is 15 bytes, excluding zero termi-
nator.

Data For integer types, this field contains the value itself. If the value itself is shorter than 8 bytes it is padded to the
right, with unused bytes filled with 0xf £. For string and blob values, these 8 bytes hold additional data about
the value, described next:

Size (Only for strings and blobs.) Size, in bytes, of actual data. For strings, this includes zero terminator.
CRC32 (Only for strings and blobs.) Checksum calculated over all bytes of data.

Variable length values (strings and blobs) are written into subsequent entries, 32 bytes per entry. Span field of the first
entry indicates how many entries are used.
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Namespaces

As mentioned above, each key-value pair belongs to one of the namespaces. Namespaces identifiers (strings) are
stored as keys of key-value pairs in namespace with index 0. Values corresponding to these keys are indexes of these
namespaces.

f——————— +

| NS=0 Type=uint8_t Key="wifi" Value=1 | Entry describing namespace "wifi"
o +

| NS=1 Type=uint32_t Key="channel" Value=6 | Key "channel" in namespace "wifi"
- +

| NS=0 Type=uint8_t Key="pwmn" Value=2 | Entry describing namespace "pwm"
f—————————— +

| NS=2 Type=uintl6_t Key="channel" Value=20 | Key "channel" in namespace "pwm"
o +

Item hash list

To reduce the number of reads performed from flash memory, each member of Page class maintains a list of pairs:
(item index; item hash). This list makes searches much quicker. Instead of iterating over all entries, reading them from
flash one at a time, Page : : findItem first performs search for item hash in the hash list. This gives the item index
within the page, if such an item exists. Due to a hash collision it is possible that a different item will be found. This is
handled by falling back to iteration over items in flash.

Each node in hash list contains a 24-bit hash and 8-bit item index. Hash is calculated based on item namespace and
key name. CRC32 is used for calculation, result is truncated to 24 bits. To reduce overhead of storing 32-bit entries
in a linked list, list is implemented as a doubly-linked list of arrays. Each array holds 29 entries, for the total size of
128 bytes, together with linked list pointers and 32-bit count field. Minimal amount of extra RAM useage per page is
therefore 128 bytes, maximum is 640 bytes.

Application Example

Two examples are provided in storage directory of ESP-IDF examples:
storage/nvs_rw_value
Demonstrates how to read and write a single integer value using NVS.

The value holds the number of ESP32 module restarts. Since it is written to NVS, the value is preserved
between restarts.

Example also shows how to check if read / write operation was successful, or certain value is not initialized
in NVS. Diagnostic is provided in plain text to help track program flow and capture any issues on the way.

storage/nvs_rw_blob

Demonstrates how to read and write a single integer value and a blob (binary large object) using NVS to
preserve them between ESP32 module restarts.

¢ value - tracks number of ESP32 module soft and hard restarts.

* blob - contains a table with module run times. The table is read from NVS to dynamically allocated
RAM. New run time is added to the table on each manually triggered soft restart and written back
to NVS. Triggering is done by pulling down GPIOO.

Example also shows how to implement diagnostics if read / write operation was successful.
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API Reference

Header File

¢ nvs_flash/include/nvs_flash.h

Functions

esp_err_tnvs_flash_init (void)
Initialize the default NVS partition.

This API initialises the default NVS partition. The default NVS partition is the one that is labeled “nvs” in the
partition table.
Return

* ESP_OK if storage was successfully initialized.

* ESP_ERR_NVS_NO_FREE_PAGES if the NVS storage contains no empty pages (which may happen
if NVS partition was truncated)

* ESP_ERR_NOT_FOUND if no partition with label “nvs” is found in the partition table
* one of the error codes from the underlying flash storage driver
esp_err_tnvs_flash_init_partition (const char *partition_label)
Initialize NVS flash storage for the specified partition.
Return

* ESP_OK if storage was successfully initialized.

* ESP_ERR_NVS_NO_FREE_PAGES if the NVS storage contains no empty pages (which may happen
if NVS partition was truncated)

* ESP_ERR_NOT_FOUND if specified partition is not found in the partition table
¢ one of the error codes from the underlying flash storage driver
Parameters
e partition_label: Label of the partition. Note that internally a reference to passed value is kept
and it should be accessible for future operations
esp_err_tnvs_flash_deinit (void)
Deinitialize NVS storage for the default NVS partition.

Default NVS partition is the partition with “nvs” label in the partition table.

Return
* ESP_OK on success (storage was deinitialized)

* ESP_ERR_NVS_NOT_INITIALIZED if the storage was not initialized prior to this call

esp_err_tnvs_flash_deinit_partition (const char *partition_label)
Deinitialize NVS storage for the given NVS partition.

Return
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e ESP_OK on success

* ESP_ERR_NVS_NOT_INITIALIZED if the storage for given partition was not initialized prior to
this call

Parameters
e partition_label: Label of the partition
esp_err_tnvs_flash_erase (void)
Erase the default NVS partition.

This function erases all contents of the default NVS partition (one with label “nvs”)

Return
e ESP_OK on success
* ESP_ERR_NOT_FOUND if there is no NVS partition labeled “nvs” in the partition table
esp_err_tnvs_flash_erase_partition (const char *part_name)
Erase specified NVS partition.

This function erases all contents of specified NVS partition

Return

* ESP_OK on success

* ESP_ERR_NOT_FOUND if there is no NVS partition with the specified name in the partition table
Parameters

e part_name: Name (label) of the partition to be erased

Header File

¢ nvs_flash/include/nvs.h

Functions

esp_err_tnvs_set_i8 (nvs_handle handle, const char *key, int8_t value)
set value for given key

This family of functions set value for the key, given its name. Note that actual storage will not be updated until
nvs_commit function is called.
Return

* ESP_OK if value was set successfully

« ESP_ ERR_NVS_INVALID HANDLE if handle has been closed or is NULL

* ESP_ERR_NVS_READ_ONLY if storage handle was opened as read only

e ESP_ERR_NVS_INVALID_NAME if key name doesn’t satisfy constraints

ESP_ERR_NVS_NOT_ENOUGH_SPACE if there is not enough space in the underlying storage to
save the value
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e ESP_ERR_NVS_REMOVE_FAILED if the value wasn’t updated because flash write operation has
failed. The value was written however, and update will be finished after re-initialization of nvs, pro-
vided that flash operation doesn’t fail again.

¢ ESP_ERR_NVS_VALUE_TOO_LONG if the string value is too long
Parameters

* handle: Handle obtained from nvs_open function. Handles that were opened read only cannot be
used.

* key: Key name. Maximal length is determined by the underlying implementation, but is guaranteed
to be at least 15 characters. Shouldn’t be empty.

* value: The value to set. For strings, the maximum length (including null character) is 1984 bytes.

esp_err_t nvs_set_u8 (nvs_handle handle, const char *key, uint8_t value)
esp_err_t nvs_set_il16 (nvs_handle handle, const char *key, int16_t value)
esp_err_tnvs_set_ulé6 (nvs_handle handle, const char *key, uint16_t value)
esp_err_tnvs_set_1i32 (nvs_handle handle, const char *key, int32_t value)
esp_err_tnvs_set_u32 (nvs_handle handle, const char *key, uint32_t value)
esp_err_t nvs_set_i64 (nvs_handle handle, const char *key, int64_t value)
esp_err_tnvs_set_u64 (nvs_handle handle, const char *key, uint64_t value)
esp_err_t nvs_set_str (nvs_handle handle, const char *key, const char *value)

esp_err_t nvs_get_i8 (nvs_handle handle, const char *key, int8_t *out_value)
get value for given key

These functions retrieve value for the key, given its name. If key does not exist, or the requested variable type
doesn’t match the type which was used when setting a value, an error is returned.

In case of any error, out_value is not modified.

All functions expect out_value to be a pointer to an already allocated variable of the given type.

// Example of using nvs_get_1i32:

int32_t max_buffer_size = 4096; // default value

esp_err_t err = nvs_get_i32 (my_handle, "max_buffer_ size", &max_buffer_size);
assert (err == ESP_OK || err == ESP_ERR_NVS_NOT_FOUND) ;

// if ESP_ERR_NVS_NOT_FOUND was returned, max_buffer_size will still

// have its default value.

Return

ESP_OK if the value was retrieved successfully
ESP_ERR_NVS_NOT_FOUND if the requested key doesn’t exist

e ESP_ERR_NVS_INVALID_HANDLE if handle has been closed or is NULL
* ESP_ERR_NVS_INVALID_NAME if key name doesn’t satisfy constraints

* ESP_ERR_NVS_INVALID_LENGTH if length is not sufficient to store data

Parameters

* handle: Handle obtained from nvs_open function.
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* key: Key name. Maximal length is determined by the underlying implementation, but is guaranteed
to be at least 15 characters. Shouldn’t be empty.

* out_value: Pointer to the output value. May be NULL for nvs_get_str and nvs_get_blob, in this
case required length will be returned in length argument.

esp_err_t nvs_get_u8 (nvs_handle handle, const char *key, uint8_t *out_value)

esp_err_tnvs_get_i16 (nvs_handle handle, const char *key, int16_t *out_value)

esp_err_tnvs_get_ulé6 (nvs_handle handle, const char *key, uint16_t *out_value)

esp_err_t nvs_get_i32 (nvs_handle handle, const char *key, int32_t *out_value)

esp_err_t nvs_get_u32 (nvs_handle handle, const char *key, uint32_t *out_value)

esp_err_tnvs_get_1i64 (nvs_handle handle, const char *key, int64_t *out_value)

esp_err_t nvs_get_u64 (nvs_handle handle, const char *key, uint64_t *out_value)

esp_err_t nvs_get_str (nvs_handle handle, const char *key, char *out_value, size_t *length)
get value for given key

These functions retrieve value for the key, given its name. If key does not exist, or the requested variable type
doesn’t match the type which was used when setting a value, an error is returned.

In case of any error, out_value is not modified.
All functions expect out_value to be a pointer to an already allocated variable of the given type.

nvs_get_str and nvs_get_blob functions support WinAPI-style length queries. To get the size necessary to store
the value, call nvs_get_str or nvs_get_blob with zero out_value and non-zero pointer to length. Variable pointed
to by length argument will be set to the required length. For nvs_get_str, this length includes the zero terminator.
When calling nvs_get_str and nvs_get_blob with non-zero out_value, length has to be non-zero and has to point
to the length available in out_value. It is suggested that nvs_get/set_str is used for zero-terminated C strings,
and nvs_get/set_blob used for arbitrary data structures.

// Example (without error checking) of using nvs_get_str to get a string into,
—dynamic array:

size_t required_size;

nvs_get_str (my_handle, "server name", NULL, &required_size);

charx server_name = malloc(required_size);

nvs_get_str (my_handle, "server_ name", server_name, &required_size);

// Example (without error checking) of using nvs_get_blob to get a binary data
into a static array:

uint8_t mac_addr[6];

size_t size = sizeof (mac_addr);

nvs_get_blob (my_handle, "dst_mac_addr", mac_addr, &size);

Return

* ESP_OK if the value was retrieved successfully
ESP_ERR_NVS_NOT_FOUND if the requested key doesn’t exist
e ESP_ERR_NVS_INVALID_HANDLE if handle has been closed or is NULL

e ESP_ERR_NVS_INVALID_NAME if key name doesn’t satisfy constraints
¢ ESP_ERR_NVS_INVALID_LENGTH if length is not sufficient to store data

Parameters
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* handle: Handle obtained from nvs_open function.

* key: Key name. Maximal length is determined by the underlying implementation, but is guaranteed
to be at least 15 characters. Shouldn’t be empty.

e out_value: Pointer to the output value. May be NULL for nvs_get_str and nvs_get_blob, in this
case required length will be returned in length argument.

* length: A non-zero pointer to the variable holding the length of out_value. In case out_value a
zero, will be set to the length required to hold the value. In case out_value is not zero, will be set to
the actual length of the value written. For nvs_get_str this includes zero terminator.

esp_err_t nvs_get_blob (nvs_handle handle, const char *key, void *out_value, size_t *length)

esp_err_t nvs_open (const char *name, nvs_open_mode open_mode, nvs_handle *out_handle)
Open non-volatile storage with a given namespace from the default NVS partition.

Multiple internal ESP-IDF and third party application modules can store their key-value pairs in the NVS mod-
ule. In order to reduce possible conflicts on key names, each module can use its own namespace. The default
NVS partition is the one that is labelled “nvs” in the partition table.
Return
¢ ESP_OK if storage handle was opened successfully
ESP_ERR_NVS_NOT_INITIALIZED if the storage driver is not initialized
* ESP_ERR_NVS_PART_NOT_FOUND if the partition with label “nvs” is not found
* ESP_ERR_NVS_NOT_FOUND id namespace doesn’t exist yet and mode is NVS_READONLY
* ESP_ERR_NVS_INVALID_NAME if namespace name doesn’t satisfy constraints

* other error codes from the underlying storage driver
Parameters

e name: Namespace name. Maximal length is determined by the underlying implementation, but is
guaranteed to be at least 15 characters. Shouldn’t be empty.

¢ open_mode: NVS_READWRITE or NVS_READONLY. If NVS_READONLY, will open a handle
for reading only. All write requests will be rejected for this handle.

e out_handle: If successful (return code is zero), handle will be returned in this argument.

esp_err_tnvs_open_from_partition (const char *part_name, const char *name, nvs_open_mode

open_mode, nvs_handle *out_handle)
Open non-volatile storage with a given namespace from specified partition.

The behaviour is same as nvs_open() APL. However this API can operate on a specified NVS partition
instead of default NVS partition. Note that the specified partition must be registered with NVS using
nvs_flash_init_partition() APL

Return

* ESP_OK if storage handle was opened successfully

ESP_ERR_NVS_NOT_INITIALIZED if the storage driver is not initialized

ESP_ERR_NVS_PART_NOT_FOUND if the partition with specified name is not found
ESP_ERR_NVS_NOT_FOUND id namespace doesn’t exist yet and mode is NVS_READONLY
¢ ESP_ERR_NVS_INVALID_NAME if namespace name doesn’t satisfy constraints
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* other error codes from the underlying storage driver
Parameters
* part_name: Label (name) of the partition of interest for object read/write/erase

e name: Namespace name. Maximal length is determined by the underlying implementation, but is
guaranteed to be at least 15 characters. Shouldn’t be empty.

* open_mode: NVS_READWRITE or NVS_READONLY. If NVS_READONLY, will open a handle
for reading only. All write requests will be rejected for this handle.

e out_handle: If successful (return code is zero), handle will be returned in this argument.
esp_err_tnvs_set_blob (nvs_handle handle, const char *key, const void *value, size_t length)
set variable length binary value for given key
This family of functions set value for the key, given its name. Note that actual storage will not be updated until
nvs_commit function is called.
Return
* ESP_OK if value was set successfully
« ESP_ ERR_NVS_INVALID HANDLE if handle has been closed or is NULL
* ESP_ERR_NVS_READ_ONLY if storage handle was opened as read only
* ESP_ERR_NVS_INVALID_NAME if key name doesn’t satisfy constraints

* ESP_ERR_NVS_NOT_ENOUGH_SPACE if there is not enough space in the underlying storage to
save the value

e ESP_ERR_NVS_REMOVE_FAILED if the value wasn’t updated because flash write operation has
failed. The value was written however, and update will be finished after re-initialization of nvs, pro-
vided that flash operation doesn’t fail again.

¢ ESP_ERR_NVS_VALUE_TOO_LONG if the value is too long
Parameters

* handle: Handle obtained from nvs_open function. Handles that were opened read only cannot be
used.

* key: Key name. Maximal length is 15 characters. Shouldn’t be empty.
* value: The value to set.
* length: length of binary value to set, in bytes; Maximum length is 1984 bytes.
esp_err_t nvs_erase_key (nvs_handle handle, const char *key)
Erase key-value pair with given key name.

Note that actual storage may not be updated until nvs_commit function is called.

Return
« ESP_OK if erase operation was successful
e ESP_ERR_NVS_INVALID HANDLE if handle has been closed or is NULL
* ESP_ERR_NVS_READ_ONLY if handle was opened as read only
ESP_ERR_NVS_NOT_FOUND if the requested key doesn’t exist

* other error codes from the underlying storage driver
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Parameters

* handle: Storage handle obtained with nvs_open. Handles that were opened read only cannot be
used.

¢ key: Key name. Maximal length is determined by the underlying implementation, but is guaranteed
to be at least 15 characters. Shouldn’t be empty.
esp_err_tnvs_erase_all (nvs_handle handle)

Erase all key-value pairs in a namespace.

Note that actual storage may not be updated until nvs_commit function is called.

Return
* ESP_OK if erase operation was successful
« ESP_ ERR_NVS_INVALID HANDLE if handle has been closed or is NULL
e ESP_ERR_NVS_READ_ONLY if handle was opened as read only
* other error codes from the underlying storage driver
Parameters
* handle: Storage handle obtained with nvs_open. Handles that were opened read only cannot be
used.
esp_err_t nvs_commit (nvs_handle handle)
Write any pending changes to non-volatile storage.
After setting any values, nvs_commit() must be called to ensure changes are written to non-volatile storage.
Individual implementations may write to storage at other times, but this is not guaranteed.
Return
¢ ESP_OK if the changes have been written successfully
e ESP_ERR_NVS_INVALID_HANDLE if handle has been closed or is NULL
* other error codes from the underlying storage driver
Parameters
* handle: Storage handle obtained with nvs_open. Handles that were opened read only cannot be
used.
void nvs_close (nvs_handle handle)
Close the storage handle and free any allocated resources.

This function should be called for each handle opened with nvs_open once the handle is not in use any more.
Closing the handle may not automatically write the changes to nonvolatile storage. This has to be done explicitly
using nvs_commit function. Once this function is called on a handle, the handle should no longer be used.

Parameters

* handle: Storage handle to close
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Macros

ESP_ERR_NVS_BASE
Starting number of error codes

ESP_ERR_NVS_NOT_INITIALIZED
The storage driver is not initialized

ESP_ERR_NVS_NOT_FOUND
Id namespace doesn’t exist yet and mode is NVS_READONLY

ESP_ERR NVS_TYPE MISMATCH
The type of set or get operation doesn’t match the type of value stored in NVS

ESP_ERR NVS_READ_ONLY
Storage handle was opened as read only

ESP_ERR_NVS_NOT_ENOUGH_SPACE
There is not enough space in the underlying storage to save the value

ESP_ERR NVS_INVALID_NAME
Namespace name doesn’t satisfy constraints

ESP_ERR_NVS_INVALID HANDLE
Handle has been closed or is NULL

ESP_ERR_NVS_REMOVE_FAILED
The value wasn’t updated because flash write operation has failed. The value was written however, and update
will be finished after re-initialization of nvs, provided that flash operation doesn’t fail again.

ESP_ERR_NVS_KEY_TOO_LONG
Key name is too long

ESP_ERR NVS PAGE_FULL
Internal error; never returned by nvs_ API functions

ESP_ERR_NVS_INVALID_STATE
NVS is in an inconsistent state due to a previous error. Call nvs_flash_init and nvs_open again, then retry.

ESP_ERR_NVS_INVALID_LENGTH
String or blob length is not sufficient to store data

ESP_ERR_NVS_NO_FREE_PAGES
NVS partition doesn’t contain any empty pages. This may happen if NVS partition was truncated. Erase the
whole partition and call nvs_flash_init again.

ESP_ERR_NVS_VALUE_TOO_LONG
String or blob length is longer than supported by the implementation

ESP_ERR_NVS_PART NOT FOUND
Partition with specified name is not found in the partition table

NVS_DEFAULT_PART_ NAME
Default partition name of the NVS partition in the partition table

Type Definitions

typedef uint32_tnvs_handle
Opaque pointer type representing non-volatile storage handle
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Enumerations

enum nvs_open_mode
Mode of opening the non-volatile storage.

Values:

NVS_READONLY
Read only

NVS_READWRITE
Read and write

2.6.3 Virtual filesystem component

Overview

Virtual filesystem (VFS) component provides a unified interface for drivers which can perform operations on file-like
objects. This can be a real filesystems (FAT, SPIFFS, etc.), or device drivers which exposes file-like interface.

This component allows C library functions, such as fopen and fprintf, to work with FS drivers. At high level, each
FS driver is associated with some path prefix. When one of C library functions needs to open a file, VFS component
searches for the FS driver associated with the file’s path, and forwards the call to that driver. VFS also forwards read,
write, and other calls for the given file to the same FS driver.

For example, one can register a FAT filesystem driver with /fat prefix, and call fopen ("/fat/file.txt",
"w"). VES component will then call open function of FAT driver and pass /file.txt argument to it (and appro-
priate mode flags). All subsequent calls to C library functions for the returned FILE stream will also be forwarded
to the FAT driver.

FS registration

To register an FS driver, application needs to define in instance of esp_vfs_t structure and populate it with function
pointers to FS APIs:

esp_vfs_t myfs = {
.flags = ESP_VFS_FLAG_DEFAULT,

.write = &myfs_write,
.open = &myfs_open,

.fstat = &myfs_fstat,
.close = aémyfs_close,

.read = &myfs_read,
by

ESP_ERROR_CHECK (esp_vfs_register ("/data", smyfs, NULL));

Depending on the way FS driver declares its APIs, either read, write, etc., or read_p, write_p, etc. should be
used.

Case 1: API functions are declared without an extra context pointer (FS driver is a singleton):

ssize_t myfs_write(int fd, const void » data, size_t size);

// In definition of esp_vfs_ t:
.flags = ESP_VFS_FLAG_DEFAULT,
.write = &myfs_write,

(continues on next page)

2.6. Storage API 431




Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

(continued from previous page)

// ... other members initialized

// When registering FS, context pointer (third argument) is NULL:
ESP_ERROR_CHECK (esp_vfs_register ("/data", smyfs, NULL));

Case 2: API functions are declared with an extra context pointer (FS driver supports multiple instances):

ssize t myfs_write(myfs_tx fs, int fd, const void * data, size_t size);

// In definition of esp_vfs_t:
.flags = ESP_VFS_FLAG_CONTEXT_PTR,
.write_p = &myfs_write,

// ... other members initialized

// When registering FS, pass the FS context pointer into the third argument
// (hypothetical myfs_mount function is used for illustrative purposes)
myfs_tx myfs_instl = myfs_mount (partitionl->offset, partitionl->size);
ESP_ERROR_CHECK (esp_vfs_register ("/datal", &emyfs, myfs_instl));

// Can register another instance:
myfs_tx myfs_inst2 = myfs_mount (partition2->offset, partition2->size);
ESP_ERROR_CHECK (esp_vfs_register ("/data2", &myfs, myfs_inst2));

Paths

Each registered FS has a path prefix associated with it. This prefix may be considered a “mount point” of this partition.

In case when mount points are nested, the mount point with the longest matching path prefix is used when opening the
file. For instance, suppose that the following filesystems are registered in VFS:

* FS 1 on /data
* FS 2 on /data/static
Then:
* FS 1 will be used when opening a file called /data/log.txt
* FS 2 will be used when opening a file called /data/static/index.html
e Evenif /index.html" doesn’t exist in FS 2, FS 1 will not be searched for /static/index.html.

As a general rule, mount point names must start with the path separator (/) and must contain at least one character after
path separator. However an empty mount point name is also supported, and may be used in cases when application
needs to provide “fallback” filesystem, or override VFS functionality altogether. Such filesystem will be used if no
prefix matches the path given.

VES does not handle dots (.) in path names in any special way. VFS does not treat . . as a reference to the parent
directory. L.e. in the above example, using a path /data/static/../log.txt will notresultin acall to FS 1 to
open /log.txt. Specific FS drivers (such as FATFS) may handle dots in file names differently.

When opening files, FS driver will only be given relative path to files. For example:
* myfs driver is registered with /data as path prefix
* and application calls fopen ("/data/config. json", ...)
e then VFS component will call myfs_open ("/config.json", ...).

e myfs driver will open /config. json file
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VES doesn’t impose a limit on total file path length, but it does limit FS path prefix to ESP_VFS_PATH_MAX char-
acters. Individual FS drivers may have their own filename length limitations.

File descriptors

It is suggested that filesystem drivers should use small positive integers as file descriptors. VFS component assumes
that CONFIG_MAX_FD_BITS bits (12 by default) are sufficient to represent a file descriptor.

While file descriptors returned by VFS component to newlib library are rarely seen by the application, the following
details may be useful for debugging purposes. File descriptors returned by VFS component are composed of two parts:
FS driver ID, and the actual file descriptor. Because newlib stores file descriptors as 16-bit integers, VFS component
is also limited by 16 bits to store both parts.

Lower CONFIG_MAX_FD_BITS bits are used to store zero-based file descriptor. The per-filesystem FD obtained
from the FS open call, and this result is stored in the lower bits of the FD. Higher bits are used to save the index of
FS in the internal table of registered filesystems.

When VFS component receives a call from newlib which has a file descriptor, this file descriptor is translated
back to the FS-specific file descriptor. First, higher bits of FD are used to identify the FS. Then only the lower
CONFIG_MAX_FD_BITS bits of the fd are masked in, and resulting FD is passed to the FS driver.

FD as seen by newlib FD as seen by FS driver
fomm— B + fo +
| FS id | Zero—--based FD | - >
- - + | - +
| \ \
| - +
|
| +t-———— +
| | Table of |
| | registered |
| | filesystems |
| - + - +
te———— > entry +-——-> esp_vfs_t |
index fom + | structure |
| | | |
| | | |
e + T +

Standard 10 streams (stdin, stdout, stderr)

If “UART for console output” menuconfig option is not set to “None”, then stdin, stdout, and stderr are
configured to read from, and write to, a UART. It is possible to use UARTO or UART1 for standard IO. By default,
UARTO is used, with 115200 baud rate, TX pin is GPIO1 and RX pin is GPIO3. These parameters can be changed in
menuconfig.

Writing to stdout or stderr will send characters to the UART transmit FIFO. Reading from stdin will retrieve
characters from the UART receive FIFO.

By default, VFS uses simple functions for reading from and writing to UART. Writes busy-wait until all data is put into
UART FIFO, and reads are non-blocking, returning only the data present in the FIFO. Because of this non-blocking
read behavior, higher level C library calls, such as fscanf ("$d\n", &var); may not have desired results.

Applications which use UART driver may instruct VES to use the driver’s interrupt driven, blocking read and write
functions instead. This can be done using acallto esp_vfs_dev_uart_use_driver function. Itis also possible
to revert to the basic non-blocking functions using a call to esp_vfs_dev_uart_use_nonblocking.
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VES also provides optional newline conversion feature for input and output. Internally, most applications send and
receive lines terminated by LF (“’n’‘) character. Different terminal programs may require different line termination,
such as CR or CRLF. Applications can configure this separately for input and output either via menuconfig, or by calls
to esp_vfs_dev_uart_set_rx_line_endings and esp_vfs_dev_uart_set_tx_line_endings
functions.

Standard streams and FreeRTOS tasks

FILE objects for stdin, stdout, and stderr are shared between all FreeRTOS tasks, but the pointers to these
objects are are stored in per-task st ruct _reent. The following code:

’fprintf(stderr, "42\n") ;

actually is translated to to this (by the preprocessor):

’fprintf(__getreent()7>_stderr, "42\n") ;

where the __getreent () function returns a per-task pointer to struct _reent
(newlib/include/sys/reent.h#1.370-L417). This structure is allocated on the TCB of each task. When a task is
initialized, _stdin, _stdout and _stderr members of struct _reent are set to the values of _stdin,
_stdout and _stderr of _GLOBAL_REENT (i.e. the structure which is used before FreeRTOS is started).

Such a design has the following consequences:

* It is possible to set stdin, stdout, and stderr for any given task without affecting other tasks, e.g. by
doing stdin = fopen ("/dev/uart/1", "r").

* Closing default stdin, stdout, or stderr using fclose will close the FILE stream object — this will
affect all other tasks.

* To change the default stdin, stdout, stderr streams for new tasks, modify _ GLOBAL_REENT->_stdin
(_stdout, _stderr) before creating the task.

Application Example

Instructions

API Reference

Header File

* vfs/include/esp_vfs.h

Functions

ssize_t esp_vfs_write (struct _reent *r, int fd, const void *data, size_t size)
These functions are to be used in newlib syscall table. They will be called by newlib when it needs to use any
of the syscalls.

off tesp_vfs_lseek (struct _reent *r, int fd, off _t size, int mode)
ssize_t esp_vEfs_read (struct _reent *r, int fd, void *dst, size_t size)

int esp_vEfs_open (struct _reent *r, const char *path, int flags, int mode)

434 Chapter 2. API Reference


https://github.com/espressif/esp-idf/blob/f3704f027/components/newlib/include/sys/reent.h#L370-L417
../template.html
https://github.com/espressif/esp-idf/blob/f3704f027/components/vfs/include/esp_vfs.h

Read the Docs Template Documentation, Release v3.0.8-30-gf3704f027

intesp_vfs_close (struct _reent *r, int fd)

intesp_vfs_fstat (struct _reent *r, int fd, struct stat *st)

int esp_vEfs_stat (struct _reent *r, const char *path, struct stat *st)

int esp_vEfs_1link (struct _reent *r, const char *nl, const char *n2)

int esp_vEfs_unlink (struct _reent *r, const char *path)

int esp_vfs_rename (struct _reent *r, const char *src, const char *dst)

esp_err_t esp_vEfs_register (const char *base_path, const esp_vfs_t *vfs, void *ctx)
Register a virtual filesystem for given path prefix.
Return ESP_OK if successful, ESP_ERR_NO_MEM if too many VFSes are registered.
Parameters

* base_path: file path prefix associated with the filesystem. Must be a zero-terminated C string, up
to ESP_VFS_PATH_MAX characters long, and at least 2 characters long. Name must start with a “/”
and must not end with “/”. For example, “/data” or “/dev/spi” are valid. These VFSes would then be
called to handle file paths such as “/data/myfile.txt” or “/dev/spi/0”.

e vfs: Pointer to esp_vfs_t, a structure which maps syscalls to the filesystem driver functions. VFS
component doesn’t assume ownership of this pointer.

e ctx: If vfs->flags has ESP_VFS_FLAG_CONTEXT_PTR set, a pointer which should be passed to
VES functions. Otherwise, NULL.

esp_err_t esp_vfs_register_ socket_space (const esp_vfs_t *yfs, void *ctx, int *p_min_fd, int

*p_max_fd)
Special case function for registering a VFS that uses a method other than open() to open new file descriptors.

This is a special-purpose function intended for registering LWIP sockets to VFS.

Return ESP_OK if successful, ESP_ERR_NO_MEM if too many VFSes are registered.
Parameters

* vfs: Pointer to esp_vfs_t. Meaning is the same as for esp_vfs_register().

» ctx: Pointer to context structure. Meaning is the same as for esp_vfs_register().

e p_min_fd: If non-NULL, on success this variable is written with the minimum (global/user-facing)
FD that this VFS will use. This is useful when ESP_VFS_FLAG_SHARED_FD_SPACE is set in
vis->flags.

e p_max_fd: If non-NULL, on success this variable is written with one higher than
the maximum (global/user-facing) FD that this VFS will use. This is useful when
ESP_VFS_FLAG_SHARED_FD_SPACE is set in vfs->flags.

esp_err_t esp_vfs_unregister (const char *base_path)
Unregister a virtual filesystem for given path prefix

Return ESP_OK if successful, ESP_ERR_INVALID_STATE if VFS for given prefix hasn’t been registered
Parameters

* base_path: file prefix previously used in esp_vfs_register call
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Structures

struct esp vfs_t
VES definition structure.

This structure should be filled with pointers to corresponding FS driver functions.

VES component will translate all FDs so that the filesystem implementation sees them starting at zero. The
caller sees a global FD which is prefixed with an pre-filesystem-implementation.

Some FS implementations expect some state (e.g. pointer to some structure) to be passed in as a first argument.
For these implementations, populate the members of this structure which have _p suffix, set flags member to
ESP_VFS_FLAG_CONTEXT_PTR and provide the context pointer to esp_vfs_register function. If the imple-
mentation doesn’t use this extra argument, populate the members without _p suffix and set flags member to
ESP_VFS_FLAG_DEFAULT.

If the FS driver doesn’t provide some of the functions, set corresponding members to NULL.

Public Members

int flags
ESP_VFS_FLAG_CONTEXT_PTR or ESP_VFS_FLAG_DEFAULT, plus optionally
ESP_VFS_FLAG_SHARED_FD_SPACE

Macros

ESP_VFS_PATH_ MAX
Maximum length of path prefix (not including zero terminator)

ESP_VFS_FLAG_DEFAULT
Default value of flags member in esp_vfs_t structure.

ESP_VFS_FLAG_CONTEXT_ PTR
Flag which indicates that FS needs extra context pointer in syscalls.

ESP_VFS_FLAG_SHARED_FD_SPACE
Flag which indicates that the FD space of the VFS implementation should be made the same as the FD space in
newlib. This means that the normal masking off of VFS-independent fd bits is ignored and the full user-facing
fd is passed to the VFS implementation.

Set the p_minimum_fd & p_maximum_fd pointers when registering the socket in order to know what range of
FDs can be used with the registered VFS.

This is mostly useful for LWIP which shares the socket FD space with socket-specific functions.

Header File

¢ vfs/include/esp_vfs_dev.h

Functions

void esp_v£fs_dev_uart_register ()
add /dev/uart virtual filesystem driver

This function is called from startup code to enable serial output
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void esp_v£fs_dev_uart_set_rx_ line_endings (esp_line_endings_t mode)
Set the line endings expected to be received on UART.

This specifies the conversion between line endings received on UART and newlines (‘ ’, LF) passed into stdin:

¢ ESP_LINE_ENDINGS_CRLF: convert CRLF to LF
e ESP_LINE_ENDINGS_CR: convert CR to LF
e ESP_LINE_ENDINGS_LF: no modification

Note this function is not thread safe w.r.t. reading from UART
Parameters
* mode: line endings expected on UART
void esp_vfs_dev_uart_set_tx line_endings (esp_line_endings_t mode)
Set the line endings to sent to UART.

This specifies the conversion between newlines (* °, LF) on stdout and line endings sent over UART:

e ESP_LINE_ENDINGS_CRLF: convert LF to CRLF
¢ ESP_LINE_ENDINGS_CR: convert LF to CR
e ESP_LINE_ENDINGS_LF: no modification

Note this function is not thread safe w.r.t. writing to UART
Parameters
* mode: line endings to send to UART
void esp_v£fs_dev_uart_use_nonblocking (int uart_num)
set VFS to use simple functions for reading and writing UART Read is non-blocking, write is busy waiting until
TX FIFO has enough space. These functions are used by default.
Parameters
* vart_num: UART peripheral number

void esp_v£fs_dev_uart_use_driver (int uart_num)
set VFS to use UART driver for reading and writing

Note application must configure UART driver before calling these functions With these functions, read and
write are blocking and interrupt-driven.
Parameters

e vart_num: UART peripheral number

Enumerations

enum esp_line_endings_t
Line ending settings.

Values:
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ESP_LINE_ENDINGS_CRLF
CR +LFE

ESP_LINE_ENDINGS_CR
CR.

ESP_LINE_ENDINGS_LF
LE

2.6.4 FAT Filesystem Support

ESP-IDF uses FatFs library to work with FAT filesystems. FatFs library resides in fat £s component. Although it
can be used directly, many of its features can be accessed via VFS using C standard library and POSIX APIs.

Additionally, FatFs has been modified to support run-time pluggable disk IO layer. This allows mapping of FatFs
drives to physical disks at run-time.

Using FatFs with VFS

esp_

vfs_fat.h header file defines functions to connect FatFs with VFS. esp_vfs_fat_register function

allocates a FATFS structure, and registers a given path prefix in VFS. Subsequent operations on files starting with
this prefix are forwarded to FatFs APIs. esp_vfs_fat_unregister_path function deletes the registration with
VES, and frees the FATFE'S structure.

Most applications will use the following flow when working with esp_vfs_fat_ functions:

1.

o ® =2 W

Call esp_vfs_fat_register, specifying path prefix where the filesystem has to be mounted (e.g. "/
sdcard", "/spiflash"), FatFs drive number, and a variable which will receive a pointer to FATFS struc-
ture.

Call ££_diskio_register function to register disk IO driver for the drive number used in step 1.

Call £_mount function (and optionally £_fdisk, f_mkfs) to mount the filesystem using the same drive
number which was passed to esp_vfs_fat_register. See FatFs documentation for more details.

Call POSIX and C standard library functions to open, read, write, erase, copy files, etc. Use paths starting with
the prefix passed to esp_vfs_register (suchas "/sdcard/hello.txt™").

Optionally, call FatFs library functions directly. Use paths without a VFS prefix in this case (" /hello.txt").
Close all open files.

Call £_mount function for the same drive number, with NULL FATF S+ argument, to unmount the filesystem.
Call ff_diskio_register with NULL £f_diskio_impl_t* argument and the same drive number.

Call esp_vfs_fat_unregister_path with the path where the file system is mounted to remove FatFs
from VFS, and free the FATFS structure allocated on step 1.

Convenience functions, esp_vfs_fat_sdmmc_mount and esp_vfs_fat_sdmmc_unmount, which wrap
these steps and also handle SD card initialization, are described in the next section.

esp_err_t esp_vfs_fat_register (const char *base_path, const char *fatr_drive, size_t max_files,

FATFS **out_fs)
Register FATFS with VES component.

This function registers given FAT drive in VES, at the specified base path. If only one drive is used, fat_drive
argument can be an empty string. Refer to FATFS library documentation on how to specify FAT drive. This
function also allocates FATFS structure which should be used for f_mount call.
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Note This function doesn’t mount the drive into FATFS, it just connects POSIX and C standard library 10
function with FATFS. You need to mount desired drive into FATFS separately.

Return
e ESP_OK on success
* ESP_ERR_INVALID_STATE if esp_vfs_fat_register was already called
e ESP_ERR_NO_MEM if not enough memory or too many VFSes already registered
Parameters
* base_path: path prefix where FATFES should be registered
* fat_drive: FATFS drive specification; if only one drive is used, can be an empty string
* max_files: maximum number of files which can be open at the same time
e out_fs: pointer to FATFS structure which can be used for FATFS f_mount call is returned via this

argument.

esp_err_tesp_vfs_fat_unregister_path (const char *base_path)
Un-register FATFS from VFES.

Note FATFS structure returned by esp_vfs_fat_register is destroyed after this call. Make sure to call f_mount
function to unmount it before calling esp_vfs_fat_unregister_ctx. Difference between this function and the
one above is that this one will release the correct drive, while the one above will release the last registered
one

Return

« ESP_OK on success

e ESP_ERR_INVALID_STATE if FATFS is not registered in VFS
Parameters

* base_path: path prefix where FATFS is registered. This is the same used when esp_vfs_fat_register
was called

Using FatFs with VFS and SD cards

esp_vfs_fat.h header file also provides a convenience function to perform steps 1-3 and 7-9, and also han-
dle SD card initialization: esp_vfs_fat_sdmmc_mount. This function does only limited error handling. De-
velopers are encouraged to look at its source code and incorporate more advanced versions into production appli-
cations. esp_vfs_fat_sdmmc_unmount function unmounts the filesystem and releases resources acquired by
esp_vfs_fat_sdmmc_mount.

esp_err_tesp_vfs_fat_sdmmc_mount (const char *base_path, const sdmmc_host_t *host_config,
const void *slot_config, const esp_vfs_fat_mount_config_t
*mount_config, sdmmc_card_t **out_card)
Convenience function to get FAT filesystem on SD card registered in VFS.

This is an all-in-one function which does the following:
* initializes SDMMC driver or SPI driver with configuration in host_config
¢ initializes SD card with configuration in slot_config
» mounts FAT partition on SD card using FATFS library, with configuration in mount_config

* registers FATFS library with VFS, with prefix given by base_prefix variable
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This function is intended to make example code more compact. For real world applications, developers should
implement the logic of probing SD card, locating and mounting partition, and registering FATFS in VFS, with
proper error checking and handling of exceptional conditions.
Return

« ESP_OK on success

* ESP_ERR_INVALID_STATE if esp_vfs_fat_sdmmc_mount was already called
ESP_ERR_NO_MEM if memory can not be allocated

ESP_FAIL if partition can not be mounted

* other error codes from SDMMC or SPI drivers, SDMMC protocol, or FATFES drivers
Parameters

* base_path: path where partition should be registered (e.g. “/sdcard”)

* host_config: Pointer to structure describing SDMMC host. When using SDMMC peripheral, this
structure can be initialized using SDMMC_HOST_DEFAULT() macro. When using SPI peripheral,
this structure can be initialized using SDSPI_HOST_DEFAULT() macro.

* slot_config: Pointer to structure with slot configuration. For SDMMC peripheral, pass a
pointer to sdmmc_slot_config_t structure initialized using SDMMC_SLOT_CONFIG_DEFAULT.
For SPI peripheral, pass a pointer to sdspi_slot_config_t structure initialized using SD-
SPI_SLOT_CONFIG_DEFAULT.

* mount_config: pointer to structure with extra parameters for mounting FATFS
e out_card: if not NULL, pointer to the card information structure will be returned via this argument

struct esp_vfs_fat_mount_config t
Configuration arguments for esp_vfs_fat_sdmmc_mount and esp_vfs_fat_spiflash_mount functions.

Public Members

bool format_if mount_ failed
If FAT partition can not be mounted, and this parameter is true, create partition table and format the
filesystem.

intmax_files
Max number of open files.

esp_err_tesp_vfs_fat_sdmmc_unmount ()
Unmount FAT filesystem and release resources acquired using esp_vfs_fat_sdmmc_mount.
Return
« ESP_OK on success
e ESP_ERR_INVALID_STATE if esp_vfs_fat_sdmmc_mount hasn’t been called

FatFS disk 10 layer

FatFs has been extended with an API to register disk IO driver at runtime.

Implementation of disk IO functions for SD/MMC cards is provided. It can be registered for the given FatFs drive
number using £f_diskio_register_sdmmc function.
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void ££_diskio_register (BYTE pdrv, const ff diskio_impl_t *discio_impl)
Register or unregister diskio driver for given drive number.

When FATFS library calls one of disk_xxx functions for driver number pdrv, corresponding function in dis-
cio_impl for given pdrv will be called.

Parameters
e pdrv: drive number

* discio_impl: pointer to ff diskio_impl_t structure with diskio functions or NULL to unregister
and free previously registered drive

struct ff diskio_impl_t
Structure of pointers to disk 1O driver functions.

See FatFs documentation for details about these functions

Public Members

DSTATUS (*init) (BYTE pdrv)
disk initialization function

DSTATUS (*status) (BYTE pdrv)
disk status check function

DRESULT (*read) (BYTE pdrv, BYTE *buff, DWORD sector, UINT count)
sector read function

DRESULT (*write) (BYTE pdrv, const BYTE *buff, DWORD sector, UINT count)
sector write function

DRESULT (*ioetl) (BYTE pdrv, BYTE cmd, void *buff)
function to get info about disk and do some misc operations

void ££_diskio_register sdmmc (BYTE pdrv, sdmmc_card_t *card)
Register SD/MMC diskio driver

Parameters
e pdrv: drive number

e card: pointer to sdmmec_card_t structure describing a card; card should be initialized before calling
f_mount.

2.6.5 Wear Levelling APIs

Overview

Most of the flash devices and specially SPI flash devices that are used in ESP32 have sector based organization and
have limited amount of erase/modification cycles per memory sector. To avoid situation when one sector reach the
limit of erases when other sectors was used not often, we have made a component that avoid this situation. The wear
levelling component share the amount of erases between all sectors in the memory without user interaction. The
wear_levelling component contains APIs related to reading, writing, erasing, memory mapping data in the external
SPI flash through the partition component. It also has higher-level APIs which work with FAT filesystem defined in
the FAT filesystem.
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The wear levelling component, together with FAT FS component, works with FAT FS sector size 4096 bytes which
is standard size of the flash devices. In this mode the component has best performance, but needs additional memoty
in the RAM. To save internal memory the component has two additional modes to work with sector size 512 bytes:
Performance and Safety modes. In Performance mode by erase sector operation data will be stored to the RAM, sector
will be erased and then data will be stored back to the flash. If by this operation power off situation will occur, the
complete 4096 bytes will be lost. To prevent this the Safety mode was implemented. In safety mode the data will be
first stored to the flash and after sector will be erased, will be stored back. If power off situation will occur, after power
on, the data will be recovered. By default defined the sector size 512 bytes and Performance mode. To change these
values please use the configuration menu.

The wear levelling component does not cache data in RAM. Write and erase functions modify flash directly, and flash
contents is consistent when the function returns.

Wear Levelling access APIs

This is the set of APIs for working with data in flash:
* wl_mount mount wear levelling module for defined partition
* wl_unmount used to unmount levelling module
* wl_erase_range used to erase range of addresses in flash
* wl_write used to write data to the partition
* wl_read used to read data from the partition
* wl_size return size of avalible memory in bytes
e wl_sector_size returns size of one sector

Generally, try to avoid using the raw wear levelling functions in favor of filesystem-specific functions.

Memory Size

The memory size calculated in the wear Levelling module based on parameters of partition. The module use few
sectors of flash for internal data.

See also

e FAT Filesystem

e Partition Table documentation

Application Example

An example which combines wear levelling driver with FATFS library is provided in examples/storage/
wear_levelling directory. This example initializes the wear levelling driver, mounts FATFS partition, and writes
and reads data from it using POSIX and C library APIs. See README.md file in the example directory for more
information.
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High level APl Reference

Header Files

* fatfs/src/esp_vfs_fat.h

Functions

esp_err_tesp_vfs_fat_spiflash_mount (const char *base_path, const char *partition_label,
const esp_vfs_fat_mount_config_t *mount_config,

wl_handle_t *wl_handle)
Convenience function to initialize FAT filesystem in SPI flash and register it in VFS.

This is an all-in-one function which does the following:

* finds the partition with defined partition_label. Partition label should be configured in the partition table.
* initializes flash wear levelling library on top of the given partition
» mounts FAT partition using FATFS library on top of flash wear levelling library

* registers FATFS library with VFS, with prefix given by base_prefix variable
This function is intended to make example code more compact.

Return
* ESP_OK on success
* ESP_ERR_NOT_FOUND if the partition table does not contain FATFS partition with given label
e ESP_ERR_INVALID_STATE if esp_vfs_fat_spiflash_mount was already called
e ESP_ERR_NO_MEM if memory can not be allocated

ESP_FAIL if partition can not be mounted
* other error codes from wear levelling library, SPI flash driver, or FATFS drivers
Parameters
* base_path: path where FATFS partition should be mounted (e.g. *“/spiflash”)
e partition_label: label of the partition which should be used
* mount_config: pointer to structure with extra parameters for mounting FATFS
* wl_handle: wear levelling driver handle

struct esp_vfs_fat_mount_config t
Configuration arguments for esp_vfs_fat_sdmmc_mount and esp_vfs_fat_spiflash_mount functions.

Public Members

bool format_if mount_failed
If FAT partition can not be mounted, and this parameter is true, create partition table and format the
filesystem.

intmax_files
Max number of open files.
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esp_err_t esp_vfs_fat_spiflash_ unmount (const char *base_path, wl_handle_t wi_handle)
Unmount FAT filesystem and release resources acquired using esp_vfs_fat_spiflash_mount.
Return
e ESP_OK on success
e ESP_ERR_INVALID_STATE if esp_vfs_fat_spiflash_mount hasn’t been called
Parameters
* base_path: path where partition should be registered (e.g. “/spiflash”)

e wl_handle: wear levelling driver handle returned by esp_vfs_fat_spiflash_mount

Mid level API Reference

Header File

» wear_levelling/include/wear_levelling.h

Functions

esp_err_t wl_mount (const esp_partition_t *partition, wl_handle_t *out_handle)
Mount WL for defined partition.
Return
* ESP_OK, if the allocation was successfully;
e ESP_ERR_INVALID_ARG, if WL allocation was unsuccessful;
* ESP_ERR_NO_MEM, if there was no memory to allocate WL components;
Parameters
e partition: that will be used for access
¢ out_handle: handle of the WL instance
esp_err_t wl_unmount (w/_handle_t handle)
Unmount WL for defined partition.
Return
* ESP_OK, if the operation completed successfully;
¢ or one of error codes from lower-level flash driver.
Parameters
* handle: WL partition handle
esp_err_twl_erase_range (wl_handle_t handle, size_t start_addr, size_t size)
Erase part of the WL storage.
Return

* ESP_OK, if the range was erased successfully;
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e ESP_ERR_INVALID_ARG, if iterator or dst are NULL;
e ESP_ERR_INVALID_SIZE, if erase would go out of bounds of the partition;
* or one of error codes from lower-level flash driver.
Parameters
* handle: WL handle that are related to the partition

* start_addr: Address where erase operation should start. Must be aligned to the result of function
wl_sector_size(...).

* size: Size of the range which should be erased, in bytes. Must be divisible by result of function
wl_sector_size(...)..
esp_err_twl_write (wl_handle_t handle, size_t dest_addr, const void *src, size_t size)
Write data to the WL storage.
Before writing data to flash, corresponding region of flash needs to be erased. This can be done using
wl_erase_range function.
Note Prior to writing to WL storage, make sure it has been erased with wl_erase_range call.
Return
» ESP_OK, if data was written successfully;
* ESP_ERR_INVALID_ARG, if dst_offset exceeds partition size;
* ESP_ERR_INVALID_SIZE, if write would go out of bounds of the partition;
* or one of error codes from lower-level flash driver.
Parameters
* handle: WL handle that are related to the partition
* dest_addr: Address where the data should be written, relative to the beginning of the partition.

* src: Pointer to the source buffer. Pointer must be non-NULL and buffer must be at least ‘size’ bytes
long.

* size: Size of data to be written, in bytes.
esp_err_t wl_read (wl_handle_t handle, size_t src_addr, void *dest, size_t size)

Read data from the WL storage.

Return
* ESP_OK, if data was read successfully;
* ESP_ERR_INVALID_ARG, if src_offset exceeds partition size;
e ESP_ERR_INVALID_SIZE, if read would go out of bounds of the partition;
* or one of error codes from lower-level flash driver.

Parameters
* handle: WL module instance that was initialized before

¢ dest: Pointer to the buffer where data should be stored. Pointer must be non-NULL and buffer must
be at least ‘size’ bytes long.

e src_addr: Address of the data to be read, relative to the beginning of the partition.
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* size: Size of data to be read, in bytes.

size_twl_size (wl_handle_t handle)
Get size of the WL storage.

Return usable size, in bytes
Parameters

e handle: WL module handle that was initialized before

size_twl_sector_size (wl handle t handle)
Get sector size of the WL instance.

Return sector size, in bytes
Parameters

¢ handle: WL module handle that was initialized before

Macros

WL_INVALID HANDLE

Type Definitions

typedef int32_twl_handle_t
wear levelling handle

2.6.6 SPIFFS Filesystem

Overview

SPIFFS is a file system intended for SPI NOR flash devices on embedded targets. It supports wear leveling, file system
consistency checks and more.

Notes

* Presently, spiffs does not support directories. It produces a flat structure. If SPIFFS is mounted under /spiffs
creating a file with path /spiffs/tmp/myfile.txt will create a file called /tmp/myfile.txt in
SPIFFS, instead of myfile.txt under directory /spiffs/tmp.

* Itis not a realtime stack. One write operation might last much longer than another.

* Presently, it does not detect or handle bad blocks.

Tools

Host-Side tools for creating SPIFS partition images exist and one such tool is mkspiffs. You can use it to create image
from a given folder and then flash that image with esptool.py

To do that you need to obtain some parameters:

* Block Size: 4096 (standard for SPI Flash)
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 Page Size: 256 (standard for SPI Flash)
» Image Size: Size of the partition in bytes (can be obtained from partition table)
« Partition Offset: Starting address of the partition (can be obtained from partition table)

To pack a folder into 1 Megabyte image:

mkspiffs -c¢ [src_folder] -b 4096 -p 256 -s 0x100000 spiffs.bin

To flash the image to ESP32 at offset 0x110000:

python esptool.py —-chip esp32 —-port [port] —--baud [baud] write_flash -z 0x110000_
—spiffs.bin

See also

e Partition Table documentation

Application Example

An example for using SPIFFS is provided in storage/spiffs directory. This example initializes and mounts SPIFFS
partition, and writes and reads data from it using POSIX and C library APIs. See README.md file in the example
directory for more information.

High level APl Reference

* spiffs/include/esp_spiffs.h

Header File

* spiffs/include/esp_spiffs.h

Functions

esp_err_tesp_vfs_spiffs_register (const esp_vfs_spiffs_conf_t *conf)
Register and mount SPIFFS to VFS with given path prefix.
Return
e ESP_OK if success
* ESP_ERR_NO_MEM if objects could not be allocated
* ESP_ERR_INVALID_STATE if already mounted or partition is encrypted
* ESP_ERR_NOT_FOUND if partition for SPIFFS was not found
e ESP_FAIL if mount or format fails
Parameters

* conf: Pointer to esp_vfs_spiffs_conf_t configuration structure
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esp_err_t esp_vfs_spiffs_unregister (const char *partition_label)
Unregister and unmount SPIFFS from VFS
Return
e ESP_OK if successful
e ESP_ERR_INVALID_STATE already unregistered
Parameters
e partition_label: Optional, label of the partition to unregister. If not specified, first partition

with subtype=spiffs is used.

bool esp_spiffs_mounted (const char *partition_label)

Check if SPIFFS is mounted

Return
e true if mounted
e false if not mounted

Parameters
e partition_label: Optional, label of the partition to check. If not specified, first partition with

subtype=spiffs is used.

esp_err_t esp_spiffs_format (const char *partition_label)
Format the SPIFFS partition
Return
* ESP_OK if successful
e« ESP_FAIL on error
Parameters
* partition_label: Optional, label of the partition to format. If not specified, first partition with

subtype=spiffs is used.

esp_err_t esp_spiffs_info (const char *partition_label, size_t *total_bytes, size_t *used_bytes)
Get information for SPIFFS
Return
e ESP_OK if success
* ESP_ERR_INVALID_STATE if not mounted
Parameters

* partition_label: Optional, label of the partition to get info for. If not specified, first partition
with subtype=spiffs is used.

* total_bytes: Size of the file system

* used_bytes: Current used bytes in the file system
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Structures

struct esp_vfs_spiffs_conf t
Configuration structure for esp_vfs_spiffs_register.

Public Members
const char *base_path
File path prefix associated with the filesystem.

const char *partition_label
Optional, label of SPIFFS partition to use. If set to NULL, first partition with subtype=spiffs will be used.

size_tmax files
Maximum files that could be open at the same time.

bool format_if mount_ failed
If true, it will format the file system if it fails to mount.

Example code for this API section is provided in storage directory of ESP-IDF examples.

2.7 System API

2.7.1 FreeRTOS

Overview

This section contains documentation of FreeRTOS types, functions, and macros. It is automatically generated from
FreeRTOS header files.

For more information about FreeRTOS features specific to ESP-IDF, see ESP-IDF FreeRTOS SMP Changes.

Task API

Header File

¢ freertos/include/freertos/task.h

Functions

BaseType_t xTaskCreatePinnedToCore (TaskFunction_t pvIaskCode, const char *const pcName,
const uint32_t usStackDepth, void *const pvParameters,
UBaseType_t uxPriority, TaskHandle_t *const pvCreated-

Task, const BaseType_t xCorelD)
Create a new task with a specified affinity.

This function is similar to xTaskCreate, but allows setting task affinity in SMP system.
Return pdPASS if the task was successfully created and added to a ready list, otherwise an error code defined
in the file projdefs.h

Parameters
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* pvTaskCode: Pointer to the task entry function. Tasks must be implemented to never return (i.e.
continuous loop).

* pcName: A descriptive name for the task. This is mainly used to facilitate debugging. Max length
defined by configMAX_TASK_NAME_LEN - default is 16.

* usStackDepth: The size of the task stack specified as the number of variables the stack can hold -
not the number of bytes. For example, if the stack is 16 bits wide and usStackDepth is defined as 100,
200 bytes will be allocated for stack storage.

* pvParameters: Pointer that will be used as the parameter for the task being created.

e uxPriority: The priority at which the task should run. Systems that include MPU support can op-
tionally create tasks in a privileged (system) mode by setting bit portPRIVILEGE_BIT of the priority
parameter. For example, to create a privileged task at priority 2 the uxPriority parameter should be set
to (2 | portPRIVILEGE_BIT ).

* pvCreatedTask: Used to pass back a handle by which the created task can be referenced.

* xCoreID: If the value is tskNO_AFFINITY, the created task is not pinned to any CPU, and the
scheduler can run it on any core available. Other values indicate the index number of the CPU which
the task should be pinned to. Specifying values larger than (portNUM_PROCESSORS - 1) will cause
the function to fail.

static BaseType_t xTaskCreate (TaskFunction_t pvTaskCode, const char *const pcName, const

uint32_t usStackDepth, void *const pvParameters, UBaseType_t ux-

Priority, TaskHandle_t *const pvCreatedTask)
Create a new task and add it to the list of tasks that are ready to run.

Internally, within the FreeRTOS implementation, tasks use two blocks of memory. The first block is used to
hold the task’s data structures. The second block is used by the task as its stack. If a task is created using
xTaskCreate() then both blocks of memory are automatically dynamically allocated inside the xTaskCreate()
function. (see http://www.freertos.org/a00111.html). If a task is created using xTaskCreateStatic() then the
application writer must provide the required memory. xTaskCreateStatic() therefore allows a task to be created
without using any dynamic memory allocation.

See xTaskCreateStatic() for a version that does not use any dynamic memory allocation.

xTaskCreate() can only be used to create a task that has unrestricted access to the entire microcontroller memory
map. Systems that include MPU support can alternatively create an MPU constrained task using xTaskCreateR-
estricted().

Example usage:

// Task to be created.
void vTaskCode( void * pvParameters )
{

for( ;; )

{

// Task code goes here.
}
}

// Function that creates a task.
void vOtherFunction( void )

{

static uint8_t ucParameterToPass;
TaskHandle_t xHandle = NULL;

// Create the task, storing the handle. Note that the passed parameter

—UucParameterlIoPass (continues on next page)

450

Chapter 2. API Reference



http://www.freertos.org/a00111.html

Read the Docs Template Documentation, Release v3.0.8-30-gf3704f027

(continued from previous page)

// must exist for the lifetime of the task, so in this case is declared static.
—If it was just an
// an automatic stack variable it might no longer exist, or at least have been
—corrupted, by the time
// the new task attempts to access it.
xTaskCreate ( vTaskCode, "NAME", STACK_SIZE, &ucParameterToPass, tskIDLE_PRIORITY,
— &xHandle );

configASSERT ( xHandle );

// Use the handle to delete the task.
if ( xHandle != NULL )
{
vTaskDelete ( xHandle );
}

Return pdPASS if the task was successfully created and added to a ready list, otherwise an error code defined
in the file projdefs.h

Parameters

* pvTaskCode: Pointer to the task entry function. Tasks must be implemented to never return (i.e.
continuous loop).

* pcName: A descriptive name for the task. This is mainly used to facilitate debugging. Max length
defined by configMAX_TASK_NAME_LEN - default is 16.

* usStackDepth: The size of the task stack specified as the number of variables the stack can hold -
not the number of bytes. For example, if the stack is 16 bits wide and usStackDepth is defined as 100,
200 bytes will be allocated for stack storage.

* pvParameters: Pointer that will be used as the parameter for the task being created.

e uxPriority: The priority at which the task should run. Systems that include MPU support can op-
tionally create tasks in a privileged (system) mode by setting bit portPRIVILEGE_BIT of the priority
parameter. For example, to create a privileged task at priority 2 the uxPriority parameter should be set
to (2 | portPRIVILEGE_BIT ).

* pvCreatedTask: Used to pass back a handle by which the created task can be referenced.

TaskHandle_t xTaskCreateStaticPinnedToCore (TaskFunction_t pvTaskCode, const char *const
pcName, const uint32_t ulStackDepth, void
*const pvParameters, UBaseType_t uxPriority,
StackType_t *const pxStackBuffer, StaticTask_t
*const pxTaskBuffer, const BaseType_t xCor-

elD)
Create a new task with a specified affinity.

This function is similar to xTaskCreateStatic, but allows specifying task affinity in an SMP system.
Return If neither pxStackBuffer or pxTaskBuffer are NULL, then the task will be created and pdPASS is

returned. If either pxStackBuffer or pxTaskBuffer are NULL then the task will not be created and er-
rCOULD_NOT_ALLOCATE_REQUIRED_MEMORY is returned.

Parameters

* pvTaskCode: Pointer to the task entry function. Tasks must be implemented to never return (i.e.
continuous loop).
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* pcName: A descriptive name for the task. This is mainly used to facilitate debugging. The maximum
length of the string is defined by configMAX_TASK_NAME_LEN in FreeRTOSConfig.h.

* ulStackDepth: The size of the task stack specified as the number of variables the stack can hold -
not the number of bytes. For example, if the stack is 32-bits wide and ulStackDepth is defined as 100
then 400 bytes will be allocated for stack storage.

* pvParameters: Pointer that will be used as the parameter for the task being created.
* uxPriority: The priority at which the task will run.

* pxStackBuffer: Must point to a StackType_t array that has at least ulStackDepth indexes - the
array will then be used as the task’s stack, removing the need for the stack to be allocated dynamically.

* pxTaskBuffer: Must point to a variable of type StaticTask_t, which will then be used to hold the
task’s data structures, removing the need for the memory to be allocated dynamically.

* xCorelID: If the value is tskNO_AFFINITY, the created task is not pinned to any CPU, and the
scheduler can run it on any core available. Other values indicate the index number of the CPU which
the task should be pinned to. Specifying values larger than (portNUM_PROCESSORS - 1) will cause
the function to fail.

static TaskHandle_t xTaskCreateStatic (TaskFunction_t pvTaskCode, const char *const pcName,

const uint32_t ulStackDepth, void *const pvParame-
ters, UBaseType_t uxPriority, StackType_t *const pxS-

tackBuffer, StaticTask_t *const pxTaskBuffer)
Create a new task and add it to the list of tasks that are ready to run.

Internally, within the FreeRTOS implementation, tasks use two blocks of memory. The first block is used to
hold the task’s data structures. The second block is used by the task as its stack. If a task is created using
xTaskCreate() then both blocks of memory are automatically dynamically allocated inside the xTaskCreate()
function. (see http://www.freertos.org/a00111.html). If a task is created using xTaskCreateStatic() then the
application writer must provide the required memory. xTaskCreateStatic() therefore allows a task to be created
without using any dynamic memory allocation.

Example usage:

// Dimensions the buffer that the task being created will use as its stack.

// NOTE: This is the number of words the stack will hold, not the number of
// bytes. For example, if each stack item is 32-bits, and this is set to 100,
// then 400 bytes (100 x 32-bits) will be allocated.

#define STACK SIZE 200

// Structure that will hold the TCB of the task being created.
StaticTask_t xTaskBuffer;

// Buffer that the task being created will use as its stack. Note this is

// an array of StackType_t variables. The size of StackType_t is dependent on
// the RTOS port.

StackType_t xStack[ STACK_SIZE 1];

// Function that implements the task being created.

void vTaskCode( void x pvParameters )

{
// The parameter value is expected to be 1 as 1 is passed in the
// pvParameters value in the call to xTaskCreateStatic().
configASSERT ( ( uint32_t ) pvParameters == 1UL );

for( ;; )

(continues on next page)
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(continued from previous page)

// Task code goes here.

}

// Function that creates a task.
void vOtherFunction( void )

{
TaskHandle_t xHandle = NULL;

// Create the task without using any dynamic memory allocation.

xHandle = xTaskCreateStatic(
vTaskCode, // Function that implements the task.
"NAME", // Text name for the task.
STACK_SIZE, // Stack size in words, not bytes.
( void = ) 1, // Parameter passed into the task.
tskIDLE_PRIORITY,// Priority at which the task is created.
xStack, // Array to use as the task's stack.

sxTaskBuffer ); // Variable to hold the task's data structure.

// puxStackBuffer and pxTaskBuffer were not NULL, so the task will have
// been created, and xHandle will be the task's handle. Use the handle
// to suspend the task.
vTaskSuspend ( xHandle );

Return If neither pxStackBuffer or pxTaskBuffer are NULL, then the task will be created and pdPASS is
returned. If either pxStackBuffer or pxTaskBuffer are NULL then the task will not be created and er-
rCOULD_NOT_ALLOCATE_REQUIRED_MEMORY is returned.

Parameters

* pvTaskCode: Pointer to the task entry function. Tasks must be implemented to never return (i.e.
continuous loop).

* pcName: A descriptive name for the task. This is mainly used to facilitate debugging. The maximum
length of the string is defined by configMAX_TASK_NAME_LEN in FreeRTOSConfig.h.

* ulStackDepth: The size of the task stack specified as the number of variables the stack can hold -
not the number of bytes. For example, if the stack is 32-bits wide and ulStackDepth is defined as 100
then 400 bytes will be allocated for stack storage.

e pvParameters: Pointer that will be used as the parameter for the task being created.
* uxPriority: The priority at which the task will run.

e pxStackBuffer: Must point to a StackType_t array that has at least ulStackDepth indexes - the
array will then be used as the task’s stack, removing the need for the stack to be allocated dynamically.

* pxTaskBuffer: Must point to a variable of type StaticTask_t, which will then be used to hold the
task’s data structures, removing the need for the memory to be allocated dynamically.
void vTaskDelete (TuskHandle_t xTaskToDelete)
Remove a task from the RTOS real time kernel’s management.
The task being deleted will be removed from all ready, blocked, suspended and event lists.

INCLUDE_vTaskDelete must be defined as 1 for this function to be available. See the configuration section for
more information.
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See the demo application file death.c for sample code that utilises vTaskDelete ().

Note The idle task is responsible for freeing the kernel allocated memory from tasks that have been deleted. It is
therefore important that the idle task is not starved of microcontroller processing time if your application
makes any calls to vTaskDelete (). Memory allocated by the task code is not automatically freed, and
should be freed before the task is deleted.

Example usage:

void vOtherFunction( void )

{
TaskHandle_t xHandle;

// Create the task, storing the handle.
xTaskCreate ( vTaskCode, "NAME", STACK_SIZE, NULL, tskIDLE_PRIORITY, &xHandle

)7

// Use the handle to delete the task.
vTaskDelete ( xHandle );

Parameters

* xTaskToDelete: The handle of the task to be deleted. Passing NULL will cause the calling task
to be deleted.

void vTaskDelay (const TickType_t xTicksToDelay)

Delay a task for a given number of ticks.

The actual time that the task remains blocked depends on the tick rate. The constant portTICK_PERIOD_MS
can be used to calculate real time from the tick rate - with the resolution of one tick period.

INCLUDE_vTaskDelay must be defined as 1 for this function to be available. See the configuration section for
more information.

vTaskDelay() specifies a time at which the task wishes to unblock relative to the time at which vTaskDelay()
is called. For example, specifying a block period of 100 ticks will cause the task to unblock 100 ticks after
vTaskDelay() is called. vTaskDelay() does not therefore provide a good method of controlling the frequency
of a periodic task as the path taken through the code, as well as other task and interrupt activity, will effect
the frequency at which vTaskDelay() gets called and therefore the time at which the task next executes. See
vTaskDelayUntil() for an alternative API function designed to facilitate fixed frequency execution. It does this
by specifying an absolute time (rather than a relative time) at which the calling task should unblock.

Example usage:

void vTaskFunction( void * pvParameters )

{

// Block for 500ms.

const TickType_t xDelay = 500 / portTICK_PERIOD_MS;

for( ;; )

{
// Simply toggle the LED every 500ms, blocking between each toggle.
vToggleLED () ;
vTaskDelay ( xDelay );

Parameters
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e xTicksToDelay: The amount of time, in tick periods, that the calling task should block.

void vTaskDelayUntil (TickType_t *const pxPreviousWakeTime, const TickType_t xTimelncrement)
Delay a task until a specified time.

INCLUDE_vTaskDelayUntil must be defined as 1 for this function to be available. See the configuration section
for more information.

This function can be used by periodic tasks to ensure a constant execution frequency.

This function differs from vTaskDelay () in one important aspect: vTaskDelay () will cause a task to block for
the specified number of ticks from the time vTaskDelay () is called. It is therefore difficult to use vTaskDelay
() by itself to generate a fixed execution frequency as the time between a task starting to execute and that task
calling vTaskDelay () may not be fixed [the task may take a different path though the code between calls, or may
get interrupted or preempted a different number of times each time it executes].

Whereas vTaskDelay () specifies a wake time relative to the time at which the function is called, vTaskDelayUn-
til () specifies the absolute (exact) time at which it wishes to unblock.

The constant portTICK_PERIOD_MS can be used to calculate real time from the tick rate - with the resolution
of one tick period.

Example usage:

// Perform an action every 10 ticks.
void vTaskFunction( void * pvParameters )
{

TickType_t xLastWakeTime;

const TickType_t xFrequency = 10;

// Initialise the xLastWakeTime variable with the current time.
xLastWakeTime = xTaskGetTickCount ();
for( ;; )
{
// Wait for the next cycle.
vTaskDelayUntil ( &xLastWakeTime, xFrequency );

// Perform action here.

Parameters

e pxPreviousWakeTime: Pointer to a variable that holds the time at which the task was last un-
blocked. The variable must be initialised with the current time prior to its first use (see the example
below). Following this the variable is automatically updated within vTaskDelayUntil ().

* xTimeIncrement: The cycle time period. The task will be unblocked at time *pxPrevious Wake-
Time + xTimeIncrement. Calling vTaskDelayUntil with the same xTimelncrement parameter value
will cause the task to execute with a fixed interface period.

UBaseType_t uxTaskPriorityGet (TaskHandle_t xTask)
Obtain the priority of any task.

INCLUDE_uxTaskPriorityGet must be defined as 1 for this function to be available. See the configuration
section for more information.

Example usage:
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void vAFunction( void )

{
TaskHandle_t xHandle;

// Create a task, storing the handle.
xTaskCreate ( vTaskCode, "NAME", STACK_SIZE, NULL, tskIDLE_PRIORITY, &xHandle );

/7

// Use the handle to obtain the priority of the created task.
// It was created with tskIDLE_PRIORITY, but may have changed
// it itself.
if( uxTaskPriorityGet ( xHandle ) != tskIDLE_PRIORITY )
{

// The task has changed it's priority.
}

//

// Is our priority higher than the created task?
if( uxTaskPriorityGet ( xHandle ) < uxTaskPriorityGet ( NULL ) )
{

// Our priority (obtained using NULL handle) is higher.

Return The priority of xTask.
Parameters
* xTask: Handle of the task to be queried. Passing a NULL handle results in the priority of the calling

task being returned.

UBaseType_t uxTaskPriorityGetFromISR (TaskHandle_t xTask)
A version of uxTaskPriorityGet() that can be used from an ISR.
Return The priority of xTask.
Parameters
e xTask: Handle of the task to be queried. Passing a NULL handle results in the priority of the calling
task being returned.
elaskState eTaskGetState (TaskHandle_t xTask)
Obtain the state of any task.
States are encoded by the eTaskState enumerated type.
INCLUDE_eTaskGetState must be defined as 1 for this function to be available. See the configuration section
for more information.
Return The state of xTask at the time the function was called. Note the state of the task might change between
the function being called, and the functions return value being tested by the calling task.
Parameters

* xTask: Handle of the task to be queried.
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void vTaskPrioritySet (TaskHandle_t xTask, UBaseType_t uxNewPriority)
Set the priority of any task.

INCLUDE_vTaskPrioritySet must be defined as 1 for this function to be available. See the configuration section
for more information.

A context switch will occur before the function returns if the priority being set is higher than the currently
executing task.

Example usage:

void vAFunction( void )

{
TaskHandle_t xHandle;

// Create a task, storing the handle.
xTaskCreate ( vTaskCode, "NAME", STACK_SIZE, NULL, tskIDLE_PRIORITY, &xHandle );

//

// Use the handle to raise the priority of the created task.
vTaskPrioritySet ( xHandle, tskIDLE_PRIORITY + 1 );

/7

// Use a NULL handle to raise our priority to the same value.
vTaskPrioritySet ( NULL, tskIDLE_PRIORITY + 1 );
}

Parameters

e xTask: Handle to the task for which the priority is being set. Passing a NULL handle results in the
priority of the calling task being set.

e uxNewPriority: The priority to which the task will be set.
void vTaskSuspend (TaskHandle_t xTaskToSuspend)
Suspend a task.

INCLUDE_vTaskSuspend must be defined as 1 for this function to be available. See the configuration section
for more information.

When suspended, a task will never get any microcontroller processing time, no matter what its priority.

Calls to vTaskSuspend are not accumulative - i.e. calling vTaskSuspend () twice on the same task still only
requires one call to vTaskResume () to ready the suspended task.

Example usage:

void vAFunction( void )

{
TaskHandle_t xHandle;

// Create a task, storing the handle.
xTaskCreate ( vTaskCode, "NAME", STACK_SIZE, NULL, tskIDLE_PRIORITY, &xHandle );

//

// Use the handle to suspend the created task.
vTaskSuspend( xHandle );

(continues on next page)
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(continued from previous page)

//

// The created task will not run during this period, unless
// another task calls vTaskResume ( xHandle ).

/).
// Suspend ourselves.
vTaskSuspend( NULL );

// We cannot get here unless another task calls vTaskResume
// with our handle as the parameter.

Parameters
* xTaskToSuspend: Handle to the task being suspended. Passing a NULL handle will cause the
calling task to be suspended.
void vTaskResume (TaskHandle_t xTaskToResume)

Resumes a suspended task.

INCLUDE_vTaskSuspend must be defined as 1 for this function to be available. See the configuration section
for more information.

A task that has been suspended by one or more calls to vTaskSuspend () will be made available for running
again by a single call to vTaskResume ().

Example usage:

void vAFunction( void )

{
TaskHandle_t xHandle;

// Create a task, storing the handle.
xTaskCreate ( vTaskCode, "NAME", STACK_SIZE, NULL, tskIDLE_PRIORITY, &xHandle );

/7

// Use the handle to suspend the created task.
vTaskSuspend ( xHandle );

//

// The created task will not run during this period, unless
// another task calls vTaskResume ( xHandle ).

VA

// Resume the suspended task ourselves.
vTaskResume ( xHandle );

// The created task will once again get microcontroller processing

(continues on next page)
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(continued from previous page)

// time in accordance with its priority within the system.

}

Parameters
* xTaskToResume: Handle to the task being readied.
BaseType_t xTaskResumeFromISR (TaskHandle_t xTaskToResume)
An implementation of vTaskResume() that can be called from within an ISR.

INCLUDE_xTaskResumeFromISR must be defined as 1 for this function to be available. See the configuration
section for more information.

A task that has been suspended by one or more calls to vTaskSuspend () will be made available for running
again by a single call to xTaskResumeFromISR ().

xTaskResumeFromISR() should not be used to synchronise a task with an interrupt if there is a chance that the
interrupt could arrive prior to the task being suspended - as this can lead to interrupts being missed. Use of a
semaphore as a synchronisation mechanism would avoid this eventuality.

Return pdTRUE if resuming the task should result in a context switch, otherwise pdFALSE. This is used by
the ISR to determine if a context switch may be required following the ISR.
Parameters
* xTaskToResume: Handle to the task being readied.
void vTaskSuspendAll (void)
Suspends the scheduler without disabling interrupts.
Context switches will not occur while the scheduler is suspended.

After calling vTaskSuspendAll () the calling task will continue to execute without risk of being swapped out
until a call to xTaskResumeAll () has been made.

API functions that have the potential to cause a context switch (for example, vTaskDelayUntil(), xQueueSend(),
etc.) must not be called while the scheduler is suspended.

Example usage:

void vTaskl( void *» pvParameters )
{

for( ;; )

{

// Task code goes here.

//

// At some point the task wants to perform a long operation during
// which it does not want to get swapped out. It cannot use

// taskENTER_CRITICAL () /taskEXIT_CRITICAL () as the length of the
// operation may cause interrupts to be missed - including the

// ticks.

// Prevent the real time kernel swapping out the task.
vTaskSuspendAll ();

// Perform the operation here. There is no need to use critical

(continues on next page)
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// sections as we have all the microcontroller processing time.
// During this time interrupts will still operate and the kernel
// tick count will be maintained.

/7

// The operation is complete. Restart the kernel.
xTaskResumeAll ();

BaseType_t xTaskResumeAll (void)
Resumes scheduler activity after it was suspended by a call to vTaskSuspendAll().

xTaskResumeAll() only resumes the scheduler. It does not unsuspend tasks that were previously suspended by
a call to vTaskSuspend().

Example usage:

void vTaskl( void * pvParameters )
{

for( ;; )

{

// Task code goes here.

//

// At some point the task wants to perform a long operation during
// which it does not want to get swapped out. It cannot use

// taskENTER_CRITICAL ()/taskEXIT_CRITICAL () as the length of the
// operation may cause interrupts to be missed - including the

// ticks.

// Prevent the real time kernel swapping out the task.
vTaskSuspendAll ();

// Perform the operation here. There is no need to use critical
// sections as we have all the microcontroller processing time.
// During this time interrupts will still operate and the real
// time kernel tick count will be maintained.

/7

// The operation is complete. Restart the kernel. We want to force
// a context switch - but there is no point if resuming the scheduler
// caused a context switch already.
if ( !'xTaskResumeAll () )
{

taskYIELD ();

Return If resuming the scheduler caused a context switch then pdTRUE is returned, otherwise pdFALSE is
returned.

TickType_t xTaskGetTickCount (void)
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Get tick count
Return The count of ticks since vTaskStartScheduler was called.

TickType_t xTaskGetTickCountFromISR (void)
Get tick count from ISR

This is a version of xTaskGetTickCount() that is safe to be called from an ISR - provided that TickType_t is the
natural word size of the microcontroller being used or interrupt nesting is either not supported or not being used.

Return The count of ticks since vTaskStartScheduler was called.

UBaseType_t uxTaskGetNumberOfTasks (void)
Get current number of tasks

Return The number of tasks that the real time kernel is currently managing. This includes all ready, blocked
and suspended tasks. A task that has been deleted but not yet freed by the idle task will also be included
in the count.

char *pcTaskGetTaskName (7askHandle_t xTaskToQuery)
Get task name

Return The text (human readable) name of the task referenced by the handle xTaskToQuery. A task can
query its own name by either passing in its own handle, or by setting xTaskToQuery to NULL. IN-
CLUDE_pcTaskGetTaskName must be set to 1 in FreeRTOSConfig.h for pcTaskGetTaskName() to be
available.

UBaseType_t uxTaskGetStackHighWaterMark (7askHandle_t xTask)
Returns the high water mark of the stack associated with xTask.

INCLUDE_uxTaskGetStackHighWaterMark must be set to 1 in FreeRTOSConfig.h for this function to be avail-
able.

High water mark is the minimum free stack space there has been (in words, so on a 32 bit machine a value
of 1 means 4 bytes) since the task started. The smaller the returned number the closer the task has come to
overflowing its stack.

Return The smallest amount of free stack space there has been (in words, so actual spaces on the stack rather
than bytes) since the task referenced by xTask was created.
Parameters
* xTask: Handle of the task associated with the stack to be checked. Set xTask to NULL to check the
stack of the calling task.
uint8_t *pxTaskGetStackStart (TuskHandle_t xTask)
Returns the start of the stack associated with xTask.
INCLUDE_pxTaskGetStackStart must be set to 1 in FreeRTOSConfig.h for this function to be available.
Returns the highest stack memory address on architectures where the stack grows down from high memory, and
the lowest memory address on architectures where the stack grows up from low memory.
Return A pointer to the start of the stack.
Parameters

¢ xTask: Handle of the task associated with the stack returned. Set xTask to NULL to return the stack
of the calling task.

2.7. System API 461



Read the Docs Template Documentation, Release v3.0.8-30-gf37041027

void vTaskSetApplicationTaskTagqg (TaskHandle_t xTask, TaskHookFunction_t pxHookFunction)
Sets pxHookFunction to be the task hook function used by the task xTask.

Parameters

e xTask: Handle of the task to set the hook function for Passing xTask as NULL has the effect of
setting the calling tasks hook function.

* pxHookFunction: Pointer to the hook function.

TaskHookFunction_t xTaskGetApplicationTaskTag (TaskHandle_t xTask)
Get the hook function assigned to given task.

Return The pxHookFunction value assigned to the task xTask.
Parameters

* xTask: Handle of the task to get the hook function for Passing xTask as NULL has the effect of
getting the calling tasks hook function.

void vTaskSetThreadlLocalStoragePointer (TaskHandle_t xTaskToSet, BaseType_t xIndex, void

*pvValue)
Set local storage pointer specific to the given task.

Each task  contains an array of pointers that is  dimensioned by the con-
figNUM_THREAD_LOCAL_STORAGE_POINTERS setting in FreeRTOSConfig.h. The kernel does
not use the pointers itself, so the application writer can use the pointers for any purpose they wish.

Parameters

* xTaskToSet: Task to set thread local storage pointer for

e xIndex: The index of the pointer to set, from 0 to con-
figNUM_THREAD_LOCAL_STORAGE_POINTERS - 1.

* pvValue: Pointer value to set.

void *pvTaskGetThreadLocalStoragePointer (TuskHandle_t xTaskToQuery, BaseType_t xIndex)
Get local storage pointer specific to the given task.

Each  task  contains an array of pointers that is  dimensioned by the con-
figNUM_THREAD_LOCAL_STORAGE_POINTERS setting in FreeRTOSConfig.h. The kernel does
not use the pointers itself, so the applic