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CHAPTER 1

PNEEET]

[English]

ARIGFTEAN N A1 ESP-AT S22 WESAE(E . PARANAT R EANGESR AT &7, AR &4

1.1 ESP-AT &ft4

[English]

ESP-AT J& JRZETT A 1l ELE T80 (W MR ) B2 I 0, B AERR AR POT 2, PRSI0 . iid
ESP-AT $54-, ZATDAPGEMATTLM S, . PG CHEREE A SRR H 268, FHIERma o
IR BT Y H K

ESP-AT /2 ESP-IDF 5, ESP8266_RTOS_SDK S B f) 4 T.F2. & i ESP K41 ML, MCU £ F:HL.
MCU % i% AT fir 44 ESP K141, ¥ ESP ALUIFT AR A, H-H20 ESP B4R i) AT IR, ESP-AT
BT REIIBE AR AT 634, W1 Wi-Fi 4. TCP/IP 54 . Bluetooth LE 74, Bluetooth 74>, MQTT fir
4. HTTP fiy4-. Ethernet fiy4-%%,

XL 4R7HY ESP-AT T /%% T ESP-IDF 5 ESP8266_RTOS_SDK, f 4T ESP8266 NonOS SDK.,

T fir4-PA “AT” FHif, 3R Attention, PAFIHI—47 (CR LF) h45R. M A& & S#<xikH OK B ERROR
E’Jﬂmr” . TR YUEI AR AP TR . HE, i AT @AY AT, R LRI —&m 4. Hit,
TEMEH AT S if, W%RE E— &M HITREE, MR T —4&md. QR E—FmdRIdTRE, XK
ETHmS, WkE busy p... K5, HEH X AT (2 EE AT S ILAT & 4\%
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<:> Wi-Fi (ESP8266, ESP32, ESP32-S2)
AT Cmd/Rsp

<:> BT (ESP32)

F 1: ESP-AT %45

AOABCE T, MCU i UART jE4 %5 ESP K4 . ik AT i AR RN AT IR, {H2, Sl DURIESCbx
RO SRE, T HA R 54 1, f4n SDIO.

ke, BRI PARET ESP-AT TAE, HAATIFAEZM AT s, ASKBEZ R h6E.

1.2 iE ik

[English]

ARSORY NG BFGRSR AT [, Sk AT fiy UL AT i B2 I =5 2 ) 58 2 DA SR 22 )2 e 3 42
FEP KUAT ESP ARSI :

o ESP32 %%

o ESP32-S2 4%
e ESP32-C3 %%
o ESP8266 %%

XEFAFERIBEAL, AT BOABPERT SR ar S A P25 RIS H 4o T i ESP-AT 7] —F & 1l 4%

HIE

4 Chapter 1. A3/
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1.21 EHESZ

% 1: ESP-AT AT a1

i INgE

ESP JT % # MAL

USB $#lik (%42 ESP Jf & # i PC) TR SR

PC FHL, KGR =ML

USB #ifls4k (33 PC 11 USB #% UART &3 [1#5iHe) Kk AT fipd-. Helle AT |y 5 144
USB %% UART H: [ 5646 USB {55 F1 TTL {55

KR (3% USB #% UART 5 LURBEHURI ESP FFA&HR) | K%k AT g, H2IC AT i i 4 1% £

< Download / Log output>

&l 2: ESP-AT I is(HE (447 B 1

HWE: FREH 4 HAEIT L% BESP JF & Bl USB % UART & H#H , (HANR GG G CHmsshbe, B
T 2 AL LR TX/RX BIW],

1.2.2 ESP32 &3
ESP32 AT i UART 111 UARTO il F F 2GRt H 25, UARTI JIT %% AT &Rl AT

iy ESP32 #4139 1%4% GPIO1 il GPIO3 {2y UARTO, {HiEH A GPIO F24 UARTL, "R SCRIEAIN 4
Unfe[ Rz ESP32 R .

W2A x ESP32 B MIT A M {E B Al 2% ESP32 A 4L Ml ESP32 51T A4

1.2, FEFER 5


https://www.espressif.com/zh-hans/products/modules?id=ESP32
https://www.espressif.com/zh-hans/products/devkits?id=ESP32
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ESP32-WROOM-32 %37l

2% 2: ESP32-WROOM-32 Z 5| i {1114 345 B 45 B

Thak ESP FF & iR & R HEREEH
; o & !
TR H UARTO e
+ GPIO3 (RX) . TX
+ GPIOI (TX) « RX
ALATER 2
AT fiy 2 /MBI UART1 USB % UART 3 1 itk
+ GPIO16 (RX) . TX
+ GPIO17 (TX) « RX
+ GPIOI5 (CTS) « RTS
+ GPIO14 (RTS) * CTS

BEW] 1: ESP JF R Ml PC 2 [B] A4S B4 C N ELAE ESP IR At b, @ B USB Ml 5T K Al PC
RIAT

BiW] 2: CTS/RTS A M - A AE M RE R f S eI A e o

Download/Log output

RX ™
™ RX
CTS RTS
AT
command/response ATS cTs

& 3: ESP32-WROOM-32 ZS|fF /e EE

WA TR H AT ESP32-WROOM-32 #2471z, 755 %  (ESP32-WROOM-32 £ AHAE 17

6 Chapter 1. A3/


https://www.espressif.com/sites/default/files/documentation/esp32_wrover_datasheet_cn.pdf
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ESP32-WROVER %%

% 3: ESP32-WROVER R ¥ G {47 54 1 73 Tic

Thak ESP FF & iR & R HEREEH
; o & !
TR H UARTO e
+ GPIO3 (RX) . TX
+ GPIOI (TX) « RX
AT G/ 2
A WL UART1 USB % UART 3 1 itk
+ GPIO19 (RX) . TX
+ GPIO22 (TX) « RX
+ GPIOI5 (CTS) « RTS
+ GPIO14 (RTS) * CTS

BEW] 1: ESP JF R Ml PC 2 [B] A4S B4 C N ELAE ESP IR At b, @ B USB Ml 5T K Al PC
RIAT

BiW] 2: CTS/RTS A M - A AE M RE R f S eI A e o

Download/Log output

ESP board USB to serial converter
RX X

™ RX
CTs RTS
ATS CTS

AT command/response

[ 4: ESP32-WROVER % 41| fifi {434 78 B 1K

WL E FHLT ESP32-WROVER BT, 5% (ESP32-WROVER f A H) .

1.2, FEFER 7


https://www.espressif.com/sites/default/files/documentation/esp32_wrover_datasheet_cn.pdf
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ESP32-PICO %73l

% 4: ESP32-PICO R A 1 /8 i 73 1L

Thak ESP FF & iR & R HEREEH
; o & !
TR H UARTO e
+ GPIO3 (RX) . TX
+ GPIOI (TX) « RX
ALATER 2
AT fiy 2 /MBI UART1 USB % UART 3 1 itk
+ GPIO19 (RX) . TX
+ GPIO22 (TX) « RX
+ GPIOI5 (CTS) « RTS
+ GPIO14 (RTS) * CTS

BEW] 1: ESP JF R Ml PC 2 [B] A4S B4 C N ELAE ESP IR At b, @ B USB Ml 5T K Al PC
RIAT

BiW] 2: CTS/RTS A M - A AE M RE R f S eI A e o

ESP board

] 5: ESP32-PICO A3 B FHEH R B A

WER T E AT ESP32-PICO-D4 HEATiEH:, 5% (ESP32-PICO-D4 FLAJA%1)

8 Chapter 1. A3/


https://www.espressif.com/sites/default/files/documentation/esp32-pico-d4_datasheet_cn.pdf
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ESP32-SOLO %31

7 5: ESP32-SOLO Z A EHAE 70 e

Thak ESP FF & iR & R HEREEH
; o & !
TR H UARTO e
+ GPIO3 (RX) . TX
+ GPIOI (TX) « RX
ALATER 2
AT fiy 2 /MBI UART1 USB % UART 3 1 itk
+ GPIO16 (RX) . TX
+ GPIO17 (TX) « RX
+ GPIOI5 (CTS) « RTS
+ GPIO14 (RTS) * CTS

BEW] 1: ESP JF R Ml PC 2 [B] A4S B4 C N ELAE ESP IR At b, @ B USB Ml 5T K Al PC
RIAT

BiW] 2: CTS/RTS A M - A AE M RE R f S eI A e o

._-“'

Download/Log output

ESP board USB to serial converter
RX X
™ RX

AT command/response  CTS ATS
RTS CTS

] 6: ESP32-SOLO FFIHE {1445 78 7 &]

MR T EHHLT ESP32-SOLO-1 ¥ETi##:, #i55%  (ESP32-SOLO-1 I AJAE 1)

1.2, FEFER 9


https://www.espressif.com/sites/default/files/documentation/esp32-solo-1_datasheet_cn.pdf
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1.2.3 ESP32-S2 %%l

ESP32-S2 AT R W1~ UART #: [1: UARTO T F# EFf% i H &, UARTL T &i% AT ap A2 AT
W

% 6: ESP32-S2 Series Z 51| Tl {1 14 5245 4 B0

IfisE ESP F&tRER HEZ&E”
; o & !
TR H UARTO e
+ GPIO44 (RX) . TX
+ GPIO43 (TX) « RX
ALAIER 2
AT fiy & /MBI UART1 USB % UART # 11 itk
+ GPIO21 (RX) . TX
+ GPIO17 (TX) « RX
« GPIO20 (CTS) « RTS
+ GPIO19 (RTS) « CTS

BEW] 1: ESP JF Rl PC 2 [B] A48 B IE4E C N EAE BSP JF At b, @B USB Ml BT K MAl PC
RIAT

BiW] 2: CTS/RTS A A HE M RECF 2 h e A e o

ESP board

Bl 7: ESP32-S2 R F R K

WA FRE BT ESP32-S2-WROOM I #H17#HH:, #§5% (ESP32-S2-WROOM & ESP32-S2-WROOM-I
FEARBAE AT

10 Chapter 1. A3/


https://www.espressif.com/sites/default/files/documentation/esp32-s2-wroom_esp32-s2-wroom-i_datasheet_cn.pdf
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ESP-AT User Guide

1.2.4 ESP32-C3 &7l

ESP32-C3 AT R P> UART % 1 : UARTO il T 2B (FAI HH H &, UARTL T8 AT dy S HHEIL AT
M 7.

=% 7: ESP32-C3 Series 23 Afi {443 5245 47 Hic

IfisE ESP F&tRER HEZ&E”
; o & !
TR H UARTO e
+ GPIO20 (RX) . TX
+ GPIO21 (TX) « RX
AT G A/ 2
AW UART1 USB % UART # 11 itk
+ GPIOG6 (RX) . TX
+ GPIO7 (TX) « RX
« GPIO5 (CTS) « RTS
+ GPIO4 (RTS) « CTS

BEW] 1: ESP JF Rl PC 2 [B] A48 B IE4E C N EAE BSP JF At b, @B USB Ml BT K MAl PC
RIAT

BiW] 2: CTS/RTS A A HE M RECF 2 h e A e o

ESP board Download/Log output

ESP board USE to serial converter

USB to serial converter RX T

: T™X ————— RX
—— CTs RTS
AT command/response RIS —————— CT5

K 8: ESP32-C3 R FIRE {1 144578 3 K]

1.2. WEEERE 11
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W S E LT ESP32-C3-MINI-1 B BT HERE, 1555  (ESP32-C3-MINL-1 FE AR S ) .

1.2.5 ESP8266 %%

ESP8266 AT R Wi~ UART #% 11 : UARTO FF F#[E 4. Ki%k AT 1ip4PAKIZIL AT ) ; UARTIL HT4
HH

2% 8: ESP8266 ¥ hifi {414 424 i) 43 il

Ihak ESP F &R ER HEREEH
AL UARTO PC
+ GPIO3 (RX) . TX
+ GPIOI (TX) « RX

AT fi /iy, >

UARTO0 USB ¥ UART 3 1 bl
* GPIO13 (RX) e TX
* GPIOI15 (TX) * RX
* GPIO3 (CTS) * RTS
* GPIOI (RTS) * CTS
it 25 UART1 USB #; UART s L1 EEd
* GPIO2 (TX) * RX

BEW] 1 ESP JFJc Al PC 2 [a] A4S I B B N AR ESP JT At b, B8R F5 0] USB B 4k HIT KAl PC
RIAT

BEW] 20 CTS/RTS A& A TE G RE (4 2 eI A T34k .

I 9: ESP8266 A4 i {4 1 H R B A

12 Chapter 1. A3/


https://www.espressif.com/sites/default/files/documentation/esp32-c3-mini-1_datasheet_cn.pdf
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R BHABCE T, 3T ESP8266_RTOS_SDK [ ESP-WROOM-02 AT [# {2 E.A swap TJfE, &4 RX/TX
55 CTS/RTS #FA75cH# . AANME ATEF T RE, FHFZWITT UARTL, A ESP JF A titdfrfit CP2102N ik fr,
HRFFF At 5 USB %% UART H: LIS 3.3 V Fll GND AHIESEA T .

QRGBT ESP8266 it i HATIR AL, I HoRA GPIO15/GPIO13 #:47 AT dp4-alil, W Z X
GPIOS &I EL, BikiES% (ESP8266 (1% iT451) > & ESP8266EX UART SWAP,

ESP8266 AT % An i BV LIS &K GPIOS fij th s oF-,  PABEAZE | GPIOLS il MCU Y Sl R .

IR EE T BT ESP-WROOM-02 5 ESP-WROOM-02D/02U A4l #1471 82, i§5%  (ESP-WROOM-02 7
RIEFY BX (ESP-WROOM-02D/02U H RELKE Y

A % ESP8266 R {5 EL Al 275 ESP8266 Y,

1.3 THEF

[English]

AICHAPA ESP32-WROOM-32 BEAU M i, A+ Z1Unfa 25 ESP BEAINS W) AT [EfF,  RA KU afRe [ F5e sk S
AL, HE ESP RIBAL [ ZH AR

THEABSE AT BB, A EC IEMIER TR, BARA 2% i iz,
PR RS, AT BOAB R SR S A SR . RIS % 4o T T i ESP-AT Bl —F & T %

2% It

1.3.1 T& AT E#¥

T I PAT P BRRF AT [T 22 PC:
o HIEEAT [ 4+
o FRENGARLL I AT [
o R BB IR T T B

AL, FATF# T ESP32-WROOM-32 X% ) ESP32-WROOM-32_AT_Bin_ V2.1 [E{, ZRE MR H 451
JeH AN bin U, He ESP RS [ {17 H %4584 ) bin SCAER ]S 0F /44

— at_customize.bin /] ZHAREK

— bootloader // bootloader
| L— bootloader.bin
— customized_partitions // BT HEX bin Xff

| — ble_data.bin

(N IUakRED)

1.3. THES 13



https://www.espressif.com/sites/default/files/documentation/esp8266_hardware_design_guidelines_cn.pdf
https://www.espressif.com/sites/default/files/documentation/0c-esp-wroom-02_datasheet_cn.pdf
https://www.espressif.com/sites/default/files/documentation/0c-esp-wroom-02_datasheet_cn.pdf
https://www.espressif.com/sites/default/files/documentation/esp-wroom-02d_esp-wroom-02u_datasheet_cn.pdf
https://www.espressif.com/zh-hans/products/socs/esp8266
../../../en/latest/Get_Started/Downloading_guide.html
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client_ca.bin
client_cert.bin
client_key.bin
factory_param.bin
factory_param_WROOM-32.bin
mgtt_ca.bin

mgtt_cert.bin

magtt_key.bin

server_ca.bin

server_cert.bin

CTTTTTTTTTT

server_key.bin

— download.config /] RFEHE SR

— esp-at.bin // AT RLFEH

— factory /] EFFETALH bin X
| — factory_WROOM-32.bin

| — factory_parameter.log

— flasher_args.json /] TEREHRE EF AR
— ota_data_initial.bin // ota data R AJ#1E
— partition_table /] —RHKF &

| L— partition-table.bin

lL— phy_init_data.bin // phy HHEREE

Hrp, download.config U E BRI SEL:

——flash_mode dio —--flash_freqg 40m --flash_size 4MB
0x8000 partition_table/partition-table.bin
0x10000 ota_data_initial.bin

0xf000 phy_init_data.bin

0x1000 bootloader/bootloader.bin

0x100000 esp-at.bin

0x20000 at_customize.bin

0x24000 customized_partitions/server_cert.bin
0x39000 customized_partitions/mgtt_key.bin
026000 customized_partitions/server_key.bin
0x28000 customized_partitions/server_ca.bin
0x2e000 customized_partitions/client_ca.bin
0x30000 customized_partitions/factory_param.bin
0x21000 customized_partitions/ble_data.bin
0x3B000 customized_partitions/mgtt_ca.bin
0x37000 customized_partitions/mgtt_cert.bin
0x2a000 customized_partitions/client_cert.bin

0x2c000 customized_partitions/client_key.bin

* ——flash_mode dio fQFRMER A flash dio AL HEFTHR1F

14 Chapter 1. A3/
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e ——flash_freq 40m ftZIVE LR HRY flash A HSI% N 40 MHz;
e ——flash_size 4MB X FEIE SR flash f5/)N K 4 MB;

* 0x10000 ota_data_initial.bin fA3EFE 0x10000 Hihle5t ota_data_initial.bin {4,

1.3.2 EFR AT B{FEE

T ARYE A R R G R 8% T ¥k o

Windows
Friabesk 2w, i & Flash 2 0L, 24 X Flash FTE THMNA, WSEEHLH readme . pdf L
A8 doc X,

* ¥JF Flash N#{ T H;

o MRIRENTERERE A (Ui, FRAT1ESE Developer Mode, )

P

1] DOWNLOAD TOOLMOLDE | = || = || 2 |

Developer Mode

Factory Mode

& 10: Flash T #; T H =
o VEERNTR [ ESP F#k TH., 11 ESP8266 445 #%4#% “ESP8266 DownloadTool” , ESP32-S2 1544 [ i f%
“ESP32-S2 DownloadTool”; (ItAl, Ffi1ik#F “ESP32 DownloadTool”. )
o FF AT [Efpesk 2 ss, PAF PR R H—:
- HEFENEITEMETE R 0x0 Hillk: 2%k “DoNotChgBin”, i f & ™ [l {4 BRIA FL 2 ;

- I REZA bin CAFRAFE AL Y5 download.config COFHEATECE, 574 B
“DoNotChgBin”;

1.3. THES 15


https://www.espressif.com/zh-hans/support/download/other-tools
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7| ESPRESSIF DOWNLOAD T... | = || B |[wim]

ESPE266 DownloadTool

ESPE285 DownloadTool

ESP32 DownloadTool

ESP32D2WD DownloadTool

ESP3252 DownloadTool

I 11: Flash F#; T EikfF

16 Chapter 1. A3/
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l v WEHL » OS(C) » bin » ESP32-WROOM-32_AT Bin V2.1.0.0 » build » factory

B2EER - HE - i3

=t
|| factory_parameter.log
|7] factory_ WROOM-32.bin

b
=]
m

OooEoOoOog

SpiFlashConfig
———  FLASH SIZE ;
SFISPEED SpiAutoSet
@ 40MHz Dofau | © 8Mbit DoNotChg Bin
) 26.7MHz SPI MODE ) 16Mbit ] LOCK SETTINGS
© 20MHz © QIo © 32Mbit DETECTED INFO
©) 80MHz ® QouT ©) 64Mbit
@ Do ©) 128Mbit
© DOUT
©) FASTRD
Download Panel 1
) I
COM: -
START sTOP H ERASE | COM13
BAUD: [g21600 -

Pl 120 T 28 3 B i B P

13. THES

17
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| dewnload.config - iB=&

x
010000

0220000
0224000
0239000
0226000
0228000
0x2e000
0230000
0221000
0x3B000
0237000
(0xZalon
0xZcO00

SR _SRE(E) ER(0) SV FEEIH)

partition_tablespartition—table. bin

ota_data_initial.bin

0xf000 phy_init_data. bin
021000 bootloader/bootloader. bin

1 ESP32 DOWNLOAD TOOL V3.8.5

| sPIDownload | HSPIDownload | GPIOConfig |

0x100000 esp-at. bin

at_customize. bin
customized_partitions/server_cert.bin
customized_partitions/matt_key. bin
customized partitions/server_key. bin
customized_partitions/server_ca. bin
customized_partitions/client_ca. bin
customized partitions/factory_param. bin
customized_partitions/ble_data bin
customized_partitions/mgtt_ca bin
customized partitions/mgtt_cert. bin
customized_partitions/client_cert.bin
customized_partitions/client_keyv. bin

[l

CombineBin FLASHSLE

piAutoSet
DaMNotChgBin

[JLOCK SETTINGS

() FASTRD

Download Panel 1

DETECTED INFO

COM: COM13

st | sror || emase |

BAUD: (921600

B 13: TR LUk S A

18
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N T EEGRE R B, R IT AR B LAY COM B 15, I “COM:™ "R AR e %m 15 .
A KA AT B 1S RN 415 2% (1 Windows A7 b

PERSE G, i & AT B TR,

Linux g macOS

FFRbesk 2 B, 15%% esptool.py.
AT A AR —, K AT BIfReR R i 4
o I REZEA bin U RANFERGHIbE: By A AT a4, B PORTNAME Fl download.config 4

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-

—after hard_reset write_flash -z download.config

¥ PORTNAME F iUIT &MU R 8% 24K, &I EZIE D 4FR, 1§5% 1€ Linux fil macOS [
A Ui .

f download. config Bz XN SR
DA 25 B (e % % ESP32-WROOM-32 4 A i 4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —--before.
—default_reset --after hard_reset write_flash -z --flash_mode dio --flash_freq.
—40m —--flash_size 4MB 0x8000 partition_table/partition-table.bin 0x10000 ota_
—data_initial.bin 0xf000 phy_init_data.bin 0x1000 bootloader/bootloader.bin.
—0x100000 esp-at.bin 0x20000 at_customize.bin 0x24000 customized_partitions/
—sserver_cert.bin 0x39000 customized_partitions/mgtt_key.bin 0x26000 customized_
—partitions/server_key.bin 0x28000 customized_partitions/server_ca.bin 0x2e000_
—customized_partitions/client_ca.bin 0x30000 customized_partitions/factory_param.
—bin 0x21000 customized_partitions/ble_data.bin 0x3B000 customized_partitions/

—mgtt_ca.bin 0x37000 customized_partitions/mgtt_cert.bin 0x2a000 customized_

—partitions/client_cert.bin 0x2c000 customized_partitions/client_key.bin

o HAZTHEITHGHEr- B E 0x0 Mtk 8 APA T4, #ft PORTNAME fil FILEDIRECTORY Z4;

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m --flash_size.

—~4MB 0x0 FILEDIRECTORY

Ff PORTNAME B i IT &M R ek 048K, A B IiEM @ % N4, 5% 1F Linux fil macOS [
BRI,

Ff FILEDIRECTORY 4 I T Wiy = B0 SO AR, BT, SUHFEIE 2 factory /XXX,

bin,

PUF 2K [ 2F 2+ 5 ESP32-WROOM-32 A4 #5 A flfin 4 :
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https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/get-started/establish-serial-connection.html#windows
https://github.com/espressif/esptool
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/get-started/establish-serial-connection.html#linux-macos
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/get-started/establish-serial-connection.html#linux-macos
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esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —--before.
—default_reset --after hard_reset write_flash -z --flash_mode dio --flash_freqg.

—40m --flash_size 4MB 0x0 factory/factory_ WROOM-32.bin

PG, i s AT B2 TR AT,

1.3.3 & AT BH—RTIRFRI

T DA AP BR R A AT [ A5 58k i) -
o ¥THFER T H, 40 SecureCRT;
o B MR T AR BRI “AT dy /T BE I (PRI LA it 3% ) ;
o PR 115200;
© Bl 8;
o KyE{L: None;
R CAIRUAIE
 Ji5: None;
s B “AT+GMR” g4, F Hi#47 (CR LF);

HANREFTR, W)Y 2 oK, MR AT [EfFHpsR M .

AT+GMR =

AT version:2.1.0.0{883f7f2 - Jul 24 2020 11:50:07)

SDK version:v4.0.1-193-ge7ac221b4

compile time(0ad6331):Sep 25 2020 10:23:43
Bin version:2.1.0(WROOM-32)

Ok

&l 14: AT Wi

), A BSP s S HILH A, rIDA R “ R/ B8 S 0 EAE . 7 HEM TN H &
HAML, MR ESP-AT [ {FC 2R T .

ESP32 ML H &

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)

configsip: 0, SPIWP:Oxee
clk_drv:0x00,g_drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

(Rt
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(22 30
load:0x3fff0030, 1len:4
load:0x3fff0034,1len:7184
ho 0 tail 12 room 4
load:0x40078000,1en:13200
1load:0x40080400,1len:4564
entry 0x400806f4
I (30) boot: ESP-IDF v4.2 2nd stage bootloader
I (31) boot: compile time 11:23:19
I (31) boot: chip revision: O
I (33) boot.esp32: SPI Speed 40MHz
I (38) boot.esp32: SPI Mode DIO
I (42) boot.esp32: SPI Flash Size 4MB
I (47) boot: Enabling RNG early entropy source...
I (52) boot: Partition Table:
I (56) boot: ## Label Usage Type ST Offset Length
I (63) boot: 0 phy_init RF data 01 01 0000£000 00001000
I (71) boot: 1 otadata OTA data 01 00 00010000 00002000
I (78) boot: 2 nvs WiFi data 01 02 00012000 0000e000
I (86) boot: 3 at_customize unknown 40 00 00020000 000e000O0
I (93) boot: 4 ota_O OTA app 00 10 00100000 00180000
I (101) boot: 5 ota_l OTA app 00 11 00280000 00180000
I (108) boot: End of partition table
I (112) esp_image: segment 0: paddr=0x00100020 vaddr=0x3£f400020 size=0x2a300 (172800)_
—map
I (187) esp_image: segment 1: paddr=0x0012a328 vaddr=0x3ffbdb60 size=0x039e8 ( 14824).
—load
I (194) esp_image: segment 2: paddr=0x0012ddl18 vaddr=0x40080000 size=0x00404 ( 1028).
—load
I (194) esp_image: segment 3: paddr=0x0012el124 vaddr=0x40080404 size=0x0lefd ( 7924)._
—load
I (206) esp_image: segment 4: paddr=0x00130020 vaddr=0x400d0020 size=0x10a470._
—(1090672) map
I (627) esp_image: segment 5: paddr=0x0023a498 vaddr=0x400822f8 size=0x1c3al0 (115616).
—load
I (678) esp_image: segment 6: paddr=0x00256840 vaddr=0x400c0000 size=0x00064 ( 100) o
—load
I (695) boot: Loaded app from partition at offset 0x100000
I (695) boot: Disabling RNG early entropy source...
max tx power=78, ret=0
2.1.0
ESP32-S2 JFHLH & :
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ESP-ROM:esp32s2-rc4-20191025
Build:Oct 25 2019

rst:0x1

(POWERON) , boot : 0x8

SPIWP:Oxee

mode:DIO,

load:
load:
load:
load:

clock div:1
0x3ffe6100, len:
0x3ffe6104,1len:0x1a24
0x4004c000, 1len
0x40050000, len:0x20fc

0x4

:0xla6be

entry 0x4004c35c

(SPI_FAST_FLASH_BOOT)

I (46) boot: ESP-IDF v4.2 2nd stage bootloader
I (46) boot: compile time 11:24:34
I (46) boot: chip revision: 0
I (47) gio_mode: Enabling default flash chip QIO
I (53) boot.esp32s2: SPI Speed 80MHz
I (57) boot.esp32s2: SPI Mode QIO
I (62) boot.esp32s2: SPI Flash Size 4MB
I (67) boot: Enabling RNG early entropy source...
I (72) boot: Partition Table:
I (76) boot: ## Label Usage Type ST Offset Length
I (83) boot: 0 phy_init RF data 01 01 0000£000 00001000
I (91) boot: 1 otadata OTA data 01 00 00010000 00002000
I (98) boot: 2 nvs WiFi data 01 02 00012000 0000e000
I (106) boot: 3 at_customize unknown 40 00 00020000 000e0000
I (113) boot: 4 ota_0 OTA app 00 10 00100000 00180000
I (121) boot: 5 ota_l OTA app 00 11 00280000 00180000
I (128) boot: End of partition table
I (133) esp_image: segment 0: paddr=0x00100020 vaddr=0x3£f000020 size=0x2lbec (138220)._
—map
I (167) esp_image: segment 1: paddr=0x00121cl4 vaddr=0x3ffc9330 size=0x02fe0 ( 12256).
—load
I (169) esp_image: segment 2: paddr=0x00124bfc vaddr=0x40024000 size=0x00404 ( 1028).
—load
I (173) esp_image: segment 3: paddr=0x00125008 vaddr=0x40024404 size=0x0b010 ( 45072).
—load
I (193) esp_image: segment 4: paddr=0x00130020 vaddr=0x40080020 size=0xb0784 (722820)_
—map
I (324) esp_image: segment 5: paddr=0x00le07ac vaddr=0x4002f414 size=0x09f18 ( 40728)_
—load
I (334) esp_image: segment 6: paddr=0x00leabcc vaddr=0x40070000 size=0x0001c ( 28) .
—load
I (346) boot: Loaded app from partition at offset 0x100000
I (346) boot: Disabling RNG early entropy source...
max tx power=78, ret=0
(QiviE3)
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ESP32-C3 F#L H #&:

ESP-ROM:esp32c3-20200918
Build:Sep 18 2020
rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:0xee

DIO, clock div:2

0x3fcd6100, 1len:0x14
load:0x3fcdb114,1len:0x179¢c
load:0x403ce000,1len:0x894

1load:0x403d0000, len:0x2bf8

entry 0x403ce000

mode :

load:

I (54) boot: ESP-IDF v4.3-betal 2nd stage bootloader

I (55) boot: compile time 12:09:42

I (55) boot: chip revision: 1

I (57) boot_comm: chip revision: 1, min. bootloader chip revision: 0

I (64) boot.esp32c3: SPI Speed 40MHz

I (68) boot.esp32c3: SPI Mode DIO

I (73) boot.esp32c3: SPI Flash Size 4MB

I (78) boot: Enabling RNG early entropy source...

I (83) boot: Partition Table:

I (87) boot: ## Label Usage Type ST Offset Length

I (94) boot: 0 phy_init RF data 01 01 0000£000 00001000

I (102) boot: 1 otadata OTA data 01 00 00010000 00002000

I (109) boot: 2 nvs WiFi data 01 02 00012000 0000e000

I (117) boot: 3 at_customize unknown 40 00 00020000 000e000O0

I (124) boot: 4 ota_O0 OTA app 00 10 00100000 00180000

I (132) boot: 5 ota_l OTA app 00 11 00280000 00180000

I (139) boot: End of partition table

I (144) boot: No factory image, trying OTA O

I (149) boot_comm: chip revision: 1, min. application chip revision: 0

I (156) esp_image: segment 0: paddr=00100020 vaddr=3c140020 size=29cc8h (171208) map
I (201) esp_image: segment 1: paddr=00129cf0 vaddr=3fc8f000 size=03be8h ( 15336) load
I (205) esp_image: segment 2: paddr=0012d8e0 vaddr=40380000 size=02738h ( 10040) load
I (210) esp_image: segment 3: paddr=00130020 vaddr=42000020 size=135bf0Oh (1268720) map
I (489) esp_image: segment 4: paddr=00265cl8 vaddr=40382738 size=0c778h ( 51064) load
I (502) esp_image: segment 5: paddr=00272398 vaddr=50000000 size=00004h ( 4) load
I (508) boot: Loaded app from partition at offset 0x100000

I (544) boot: Set actual ota_seg=1 in otadatalO0]

I (544) boot: Disabling RNG early entropy source...

max tx power=78,ret=0

2.1.0
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ESP8266 FFHLH & :

boot: ESP-IDF v3.4-rc 2nd stage bootloader

I (54) boot: compile time 11:18:21

I (54) boot: SPI Speed : 80MHz

I (57) boot: SPI Mode : DIO

I (61) boot: SPI Flash Size : 2MB

I (65) boot: Partition Table:

I (68) boot: ## Label Usage Type ST Offset Length

I (75) boot: 0 otadata OTA data 01 00 00009000 00002000
I (83) boot: 1 phy_init RF data 01 01 0000£f000 00001000
I (90) boot: 2 ota_0 OTA app 00 10 00010000 000e0000
I (98) boot: 3 at_customize unknown 40 00 0O00f0000 00020000
I (105) boot: 4 ota_l OTA app 00 11 00110000 000e0000
I (112) boot: 5 nvs WiFi data 01 02 001£0000 00010000
I (120) boot: End of partition table

I (124) boot: No factory image, trying OTA O

I (129) esp_image: segment 0: paddr=0x00010010 vaddr=0x40210010 size=0xac0dO0 (704720)_
—map

I (138) esp_image: segment 1: paddr=0x000bcl0e8 vaddr=0x402bcl0el size=0xlaba8 (109480).

—map

I (146) esp_image: segment 2: paddr=0x000d6c98 vaddr=0x3ffe8000 size=0x00788 ( 1928)
—load

I (155) esp_image: segment 3: paddr=0x000d7428 vaddr=0x40100000 size=0x00080 ( 128) .
—load

I (164) esp_image: segment 4: paddr=0x000d74b0 vaddr=0x40100080 size=0x059c4 ( 22980).
—load

I (173) boot: Loaded app from partition at offset 0x10000

phy_version: 1163.0, 665d56c¢c, Jun 24 2020, 10:00:08, RTOS new

max tx power=78,ret=0

2.0.0

WG A T8 ESP-AT TAE, 5 FIBEESP-AT =1t 4.

TSR GAE 22 ) T fd ) ESP-AT, 355600800 i 4%, TIRFrR R A SRE A 2 [ A e, RS -1
BT AR, AR BORIBER AT [,
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CHAPTER 2

AT Bl

Please refer to [English]

2.1 ZmBIEHF

R T BT AR Y [0

2.1.1 ESP32-WROOM-32 Series
¢ v2.1.0.0 ESP32-WROOM-32_AT_Bin_V2.1.0.0.zip (#E#£)
¢ v2.0.0.0 ESP32-WROOM-32_AT_Bin_V2.0.0.0.zip

2.1.2 ESP32-WROVER-32 Series

e v2.1.0.0 ESP32-WROVER_AT_Bin_V2.1.0.0.zip (#45)

* v2.0.0.0 ESP32-WROVER_AT _Bin_V2.0.0.0.zip
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../../../en/latest/AT_Binary_Lists/index.html
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROOM/ESP32-WROOM-32_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROOM/ESP32-WROOM-32_AT_Bin_V2.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROVER/ESP32-WROVER_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROVER/ESP32-WROVER_AT_Bin_V2.0.zip
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2.1.3 ESP32-PICO Series

e v2.1.0.0 ESP32-PICO-D4_AT_Bin_V2.1.0.0.zip (#¥%)

* v2.0.0.0 ESP32-PICO-D4_AT_Bin_V2.0.0.0.zip

2.1.4 ESP32-SOLO Series

e v2.1.0.0 ESP32-SOLO_AT_Bin_V2.1.0.0.zip (#%F)

* v2.0.0.0 ESP32-SOLO_AT_Bin_V2.0.0.0.zip

2.2 ZHmBIE#HF

R T BB RAS Y [

2.2.1 ESP32-S2-WROOM Series

¢ v2.1.0.0 ESP32-S2-WROOM_AT_Bin_V2.1.0.0.zip (#E%)

2.2.2 ESP32-S2-WROVER Series

* v2.1.0.0 ESP32-S2-WROVER_AT_Bin_V2.1.0.0.zip (#f#)

2.2.3 ESP32-S2-SOLO Series

e v2.1.0.0 ESP32-S2-SOLO_AT Bin_V2.1.0.0.zip (#E¥E)

2.2.4 ESP32-S2-MINI Series

e v2.1.0.0 ESP32-S2-MINI_AT_Bin_V2.1.0.0.zip (#{F)

2.3 AHeEHF

TERE T BB RAS Y [

Bl SREICA N 1 MB ESP8285/8266 F A1 v A AT ERAMY A, BRG] PAZZE 4] A GitHub | 25 H
IR AS AT [EFFHM GitHub Eig C1 (FrgedEnk) Rk 1 MB A (V18] release/v2.2.0.0_esp8266
5 X {E Artifacts Gi i | #% esp8285-1MB-at ).
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https://download.espressif.com/esp_at/firmware/ESP32/ESP32_PICO_D4/ESP32-PICO-D4_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_PICO_D4/ESP32-PICO-D4_AT_Bin_V2.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_SOLO/ESP32-SOLO_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_SOLO/ESP32-SOLO_AT_Bin_V2.0.zip
https://download.espressif.com/esp_at/firmware/ESP32S2/ESP32-S2-WROOM/ESP32-S2-WROOM_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32S2/ESP32-S2-WROVER/ESP32-S2-WROVER_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32S2/ESP32-S2-SOLO/ESP32-S2-SOLO_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32S2/ESP32-S2-MINI/ESP32-S2-MINI_AT_Bin_V2.1.0.0.zip
https://docs.espressif.com/projects/esp-at/zh_CN/latest/Compile_and_Develop/How_to_download_the_latest_temporary_version_of_AT_from_github.html
https://docs.espressif.com/projects/esp-at/zh_CN/latest/Compile_and_Develop/How_to_download_the_latest_temporary_version_of_AT_from_github.html
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2.3.1 ESP-WROOM-02 Series

* v2.2.1.0 ESP8266-IDF-AT_V2.2.1.0.zip ()
* v2.2.0.0 ESP8266-IDF-AT_V2.2.0.0.zip
« v2.1.0.0 ESP8266-IDF-AT_V2.1.0.0.zip

* v2.0.0.0 ESP8266-IDF-AT_V2.0.0.0.zip

23. RHBEH
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https://download.espressif.com/esp_at/firmware/ESP8266/ESP8266-IDF-AT_V2.2.1.0.zip
https://download.espressif.com/esp_at/firmware/ESP8266/ESP8266-IDF-AT_V2.2.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP8266/ESP8266-IDF-AT_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP8266/ESP8266-IDF-AT_V2.0_0.zip
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CHAPTER 3

[English]

AT RAN BTS2 AT iy WSRar S HIAeTE, a0 (ESP32 Onlyl, WIFRZ (3£) ard HEMT
ESP32 %], ¥ 2B UL bR, WA 2R ESP 241, 445 ESP32, ESP8266., ESP32-S2, ESP32-C3,

3.1 Eiili AT &

[English]
« AT: JIlK AT 53
o AT+RST: S5
» AT+GMR: EFRAEE
o AT+CMD: 224 Fi [0 SRR IR i et 9 22
« AT+GSLP: i A Deep-sleep Fix;
o ATE: JFJHE{H) AT [0 B3
* AT+RESTORE: WRE W] #&&
o AT+UART_CUR: %8 UART 4FiIGHTELE , AEFEE flash
« AT+UART_DEF: ¥'% UART ZRIAFC %, 15775 flash

o AT+SLEEP: ' sleep iz
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../../../en/latest/AT_Command_Set/index.html
../../../en/latest/AT_Command_Set/Basic_AT_Commands.html
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o AT+SYSRAM = )24 Hi ) A 2 [ Rl B/ N5 )
o AT+SYSMSG: Eif]/ % E R G5 E

o AT+USERRAM : ¥:AE P23 RAM
 AT+SYSFLASH: #ifai 525 flash H 41X
 [ESP32 Only] AT+FS: U RS #:4E

o AT+RFPOWER: #%ifj/¥¢ ' RF TX Power

o AT+SYSROLLBACK : [a]& 5| DA 1 44

o AT+SYSTIMESTAMP: 25 if)/5 B A Hu b} ] 4

o AT+SYSLOG: JEPE2E ) AT 51D R

o AT+SLEEPWKCFG: 1% Light-sleep Mafig i A1t GPIO
o AT+SYSSTORE: % 'BEZEFER

o AT+SYSREG: EEHLEAS

« [ESP32-S2 Only] AT+SYSTEMP: #tif] ESP32-S2 Py Rk

3.1.1 AT: ik AT B35)

BITHL

hITH<S

(RO

AT+RST

]
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OK

3.1.3 AT+GMR: EFWRAEEE

AT+GMR

W

<AT version info>
<SDK version info>
<compile time>

<Bin version>

OK

o <AT version info>: AT .0 JEMRRRAE E,, BAAE esp-at /components/at/1lib/ HE . fLigE
PRI, ToIFlctXl .

e <SDK version info>: AT i i 35F& SDK A& {5E, BA1E XFE esp-at/module_config/
module_{platform}_default/IDF_VERSION X{fHH,

o <compile time>: [&E {4 I E]
 <Bin version>: AT FE{FRA(E B . WAE B 7] PAFE menuconfig &R,

L)

o WREEAEMTT ESP-AT [ {F A ALl 0, 35 Johe fit AT+GMR A E B -

B

AT+GMR

AT version:2.2.0.0-dev(cadlec4d — ESP32 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :0Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

(R Tgksn)
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(£ 50

OK

3.1.4 AT+CMD: EHHFIEHZHHAAEHGIRGLLEE
EEHL

A .
"ﬂ/?\‘

AT+CMD?

W i <

+CMD:<index>, <AT command name>, <support test command>, <support query command>,

—<support set command>,<support execute command>

OK

* <index>: AT 475

e <AT command name>: AT fiid-44Fx

« <support test command>: 0 FE/RATEE, 1 FRTHE

+ <support query command>: 0 F/RAZFF, 1 FRIEF
o <support set command>: 0 F/RALH:, 1 FTRIE

» <support execute command>: 0 FRA L, 1 FRTHE

3.1.5 AT+GSLP: j# \ Deep-sleep &=z
HESS

ke

AT+GSLP=<time>

W ) :
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<time>

OK

SH
o <time>: 545t A Deep-sleep (W, Bz 2R, BERTRIE] G, B4 B M, & IR 5 I i e i
WE, SRJImE Ny R
— ESP32 il ESP32-S2 # 4% #% K Deep-sleep B[ K244 28.8 K (231-1 ZFb).

— ESP8266 i%%: K Deep-sleep B2y 3 /NI, BT RECESCAFRR G, TE A A R R () 23 385 B
EE 2R I A RS TR A

L

* ESP8266 ¥ #5416 GPIO16 jE42 5 RST 4 jil A e AERERR B 45 oK 5 I AT i
o HITANRHEZERE W, Fraix&it A Deep-sleep iYL PRI SHISHK Z B S FATEZE R
o W] E i & ESP8266 1Y) RST /8 Bl A I i ~- ik LA Deep-sleep HMafiE

3.1.6 ATE: FEax<ifl AT EIEIhEE

ATE1

Wi 3% ¢

OK
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S8

o ATEO: =P [l
« ATE1: Jf)35[H R

3.1.7 AT+RESTORE: h®EHIi%E

AT+RESTORE

W

OK

L

o« FA ARG A flash USE, HIRE HERIASEL.

s BITEMAYSEZRAS.
3.1.8 AT+UART _CUR: i%E UART ¥4@illsBHEE. F{£7%Z flash
EHH

e

AT+UART_CUR?

Wi i ¢

+UART_CUR:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK
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RESHS

AT+UART_CUR=<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

] oz <

OK

%

* <baudrate>: UART J45%
— ESP32 #1 ESP32-S2 4% 7Ll A 80 ~ 5000000
— ESP8266 45 K 80 ~ 4500000
o <databits>: FIR{
- 5: 5 bit Zdf{iz
- 6: 6 bit £dE{iL
— 7: 7 bit FIR
— 8: 8 bit Zdh{iL

<stopbits>: (%1}

— ¢ 1bit fEIRf
~ 20 15 bitfE kA

- 3: 2bit{FIEfL

<parity>: 517
— 0: None
— 1: Odd

— 2: Even

<flow control>: {5
- 0: AHREREE

1: {fifE RTS

2: {fifig CTS

3: [F]IlifE RTS #1 CTS

3.1. Eill AT &<
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L]

o il IR 12 UART it B2 800SCERE, T HPeh e R, wlRE S5 IE (A i 225 .
o AR EANRTE flash,
e MM I RE TR BEIER R AN CTS/RTS 4 M, #1515 W@ %4 M components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

B

AT+UART_CUR=115200,8,1,0,3

3.1.9 AT+UART_DEF: i&Z UART EABCE, {#7%EF flash

FOH<

AT+UART_DEF?

Wi i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

AT+UART_DEF=<baudrate>, <databits>, <stopbits>, <parity>, <flow control>

W .

OK
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* <baudrate>: UART jj5%
— ESP32 Fl1 ESP32-S2 4% S N 80 ~ 5000000
— ESP8266 %45 SZFErEH A 80 ~ 4500000

o <databits>: (v

5: 5 bit £idE{s

6: 6 bit K fi

7: 7 bit i

8: 8 bit ZE (L

o <stopbits>: {5 [[{V/

- L 1bit {5 EA

- 2: 1.5 bit {1k

- 3t 2bit fE1kf
* <parity>: 5V

— 0: None

- 1: Odd

— 2: Even

o <flow control>: Ji#s

- 0 Rfisfiii
- 1: ffifE RTS
- 2: {iifig CTS

- 3: [H] ¥ HE RTS fI CTS

5EA

o BUE S HCRORIFAE NVS 73X, 43 PR B UM 2L
o il BE {F AL P D) RE TR EEME B &Y CTS/RTS B M, 1% 38 WAt #+ i 42 M components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,
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B

AT+UART_DEF=115200,8,1,0,3

3.1.10 AT+SLEEP: & EERER
EAH<

Py
A

AT+SLEEP?

W

+SLEEP:<sleep mode>

OK

AT+SLEEP=<sleep mode>

W i :

OK

S8

* <sleep mode>:
- 0: £ AR
- 1: Modem-sleep DTIM #i5X, BIURLIHCRF ARG AP i) DTIM & 1] 5 ]

2: Light-sleep #5X, CPU ff B BhdE AMENS, SPHBLHABRFARIGAT+CWIAP iy S BLER) listen
interval ZHUEN XM

— 3: Modem-sleep listen interval Fi=X,, GIiAEHCEARIEAT+CWIAP 65X E ) listen interval
ZHUE K ]
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L]

o HATE station Bz, A 1] DA B Modem-sleep F1 Light-sleep HEHRAR

* B Light-sleep B, BUURRNALAT+SLEEPWKCFG iy QU EAFMLRE , 75 WIBAMeR, B —
HAL T BEIRARAS

* U Light-sleep {305, U4 Light-sleep Mel 2 (AT R BT, BeaF B ik ABEAREI, 24 Light-sleep
W S A A IS, TRE A8 IF I B DA B AT 2 o it

o EM AR PARE 0, 1. 3, {HORfgRM 2 (T ESP-IDF ASCRpMAIN]) o #ADTEUL, R
AT+SLEEP=2, Hl4 AT+SLEEP? £ik[H] 3, AL 2

B

AT+SLEEP=0

3.1.11 AT+SYSRAM: Zif) =45l f M == (8 FO M /N =S ]
EOH<

ZE

AT+SYSRAM?

W

+SYSRAM:<remaining RAM size>,<minimum heap size>

OK

2%

» <remaining RAM size>: M H[H| G HEZS[], A/ byte

« <minimum heap size>: f/NfEZS[E], Hf: byte
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B

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.12 AT+SYSMSG: ZEiHBEERFIERER

iR EFIESS N EISE IS

=

(1]

AT+SYSMSG?

W i <

+SYSMSG:<state>
OK

REGS

Dyt
WEAGRRER

e

AT+SYSMSG=<state>

W i <
OK
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S
* <state>:
- Bit0: B Wi-Fi i& 542 X, B2 55T R E R
© 01 AATH
* 1t $TEJ +QUITT
- Bitl: R E E A
*0: ARG S, W XX, CONNECT
1 MR E s {E B, 1 +LINK_CONN:status_type,link_id, ip_type,
terminal_type, remote_ip, remote_port,local_port
— Bit2: EERSIERMER, &EHT Wi-Fi 514 42X,, Bluetooth LE SPP J; Bluetooth SPP
00 NMTHIRREER
* 1: 24 Wi-Fi, socket. Bluetooth LE B{ Bluetooth JRZS & AE o280, FTEIRE /R EHE,, 10:
— "CONNECT\r\n" #H Pl "+LINK_CONN:" F kg R L
- "CLOSED\r\n"
- "WIFI CONNECTED\r\n"
- "WIFI GOT IP\r\n"
- "WIFI GOT IPv6 LL\r\n"
- "WIFI GOT IPv6 GL\r\n"
- "WIFI DISCONNECT\r\n"
- "+ETH_CONNECTED\r\n"
- "4+ETH_DISCONNECTED\r\n"
- DL "+ETH_GOT_IP:" JFFEHETE L
— DL "+STA_CONNECTED:" FFkWiRRfz B
- DL "+STA_DISCONNECTED:" JF3LE# 1 &
- DL "+DIST_STA_IP:" FFEWRTEER
~ DL "+BLECONN:" FFk#yRTf &
- DL "+BLEDISCONN:" JFkB#E T L
%88

o FrAT+SYSSTORE=1, Tit'E B BCRHARATAE NVS 231X,
o iR Bit0 Ky 1, iBH Wi-Fi if (542 X, &R +QUITT,

o W Bitl R 1, ¥ & ¥ WAT+CIPSTART  FIAT+CIPSERVER iy &, Z % ¥ # =

“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” , AR

“XX,CONNECT”,
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B

[/ BE Wi-Fi BEERRAFTHRREE L

/) FEFEEATH AR TR B
/) EBERAKAEBRTHRTHE L

AT+SYSMSG=2

3.1.13 AT+USERRAM: i&EFl ;189255 RAM

FOH<

i
A4 AT 4 RAM )

AT+USERRAM?

Wi 3% ¢

+USERRAM: <size>

OK

RES

ol

HE*

&

4y

mA:

7

SYBC. BE. H. B BIUH P RAM (]
]

AT+USERRAM=<operation>, <size>[, <offset>]

Wja] o <

+USERRAM: <length>, <data> /] RAEZEFEEN, FoHAXNMEE

OK
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S8

¢ <operation>:
- 0: B RAM %51
- 12 ZrECH P RAM =5[]
— 2 [T RAM S HE
- 3: M RAM B4
- 4: HERA P RAM g
o <size>: J3AC/BE/ G HIH T RAM K/

o <offset>: /5 RAM B E. Bik: 0

L]

o WFEPATATAT AR 22 0 BE T 7 RAM Z5[A]

* 2 <operator> Jwrite If, REWFN WAL EHBATIRE >, MR DA AZSEEE, Bk
JEN 5 <length> —F(,

* 4 <operator> 4 read HI HAKEEKT 1024, ESP-AT & PARIFEARZ R, &k lE R #5H
1024 ZH58HE, B4 PA \r\nOK\r\n 453,

r3t)

// 4E 1 KB AP RAM 5 |q
AT+USERRAM=1, 1024

// # RaM FEFHMAEEN 500 FHHE
AT+USERRAM=2, 500

// M RAM FEEH 100 LEEH 64 FEHKE
AT+USERRAM=3, 64,100

// BHAF RAM Z[F
AT+USERRAM=0
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3.1.14 AT+SYSFLASH: #FigmiEE flash AR 9 X
FAG<

ik
£rif) flash H] 740X

“ﬂ4>'

AT+SYSFLASH?

Wi i3 ¢

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>

AT+SYSFLASH=<operation>, <partition>, <offset>,<length>

Wi

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0 PR IX

- 1 BAIK
-2 K

* <partition>: [ 143X 4 FR
o <offset>: fpfsHihl

* <length>: ¥

o <type>: MR
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o <subtype>: fj//4rIX A
o <addr>: Jj 4 Xibik
o <size>: JHFrIX KN

A
o {fi FIA G415 at_customize.bin, 4[5 B[ S bofT § 2 LK,

o BERROIXE, BEIES AW <of fset> fll <length> B4, M TBERZHRTX. B, 25
AT+SYSFLASH=0, "ble_data" A[HEGEEEAS “ble_data” [XI8, USRS KEBAENE <offset>
<length> Z4, MXPNSEEZKZ 4 KB REEfS .

* KT KAy E X[ 2% ESP-IDF 73 X4,

* 4 <operator> Hwrite i, REUWE| AL EIHATIRE] >, ILEERT DA A S EdE, iRk
JEN 5 <length> —F(,

o HOrIXHT, R X,

* 5 PKIbin itf, 2% <length> N 4 FHTATEEELA .

r3t)

// M "ble_data" HRmEHHI 0 AFELE 100 FF
AT+SYSFLASH=2, "ble_data", 0,100

// FE "ble_data" HR{EHHH 100 XEAN 10 FFH
AT+SYSFLASH=1, "ble_data", 100, 10

// M "ble_data" HR4EHHI 4096 LR 8192 FF
AT+SYSFLASH=0, "ble_data",4096,8192

3.1.15 [ESP32 Only] AT+FS: X #HZRSGIR{E
REGS

A .
"ﬂé’\‘

AT+FS=<type>, <operation>, <filename>, <offset>,<length>

W i <

OK

3.1. EMiAT & 45



https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-guides/partition-tables.html
https://github.com/espressif/esp-at/blob/master/tools/README.md#2-pki-bin

ESP-AT User Guide

S8

o <type>: HHI{LZ#: FATFS
- 0: FATFS
¢ <operation>:
- 0: JHERSCi
- 1 53X
- 20 P
- 30 AR
- 4 AEAR T SO, HEMCHR %
o <offset>: ffeHihl, (CEHREEEHAERE
s <length>: K, AN 5 HAFRE

L]
o i AR Ay HEk at_customize.bin, FEAA(F S0 2% ESP-IDF 73 X4 Flde T £ 72 L4 X,

o BRI BT SRBR SRS, DGR RS2 Fr K R R

* 4 <operator> Hwrite i, REUE| LS EEHATIRE >, WLHHEW DA A B S 1 EdE, Bk
JEN 5 <length> —F,

B

/) MR EA X

AT+FS=0,0,"filename"

/] EEAMAXHEEHHE 100 KEN 10 FF
AT+FS=0,1,"filename", 100,10

/) RNEAXHERBHIE 0 B 100 FF
AT+FS=0,2,"filename", 0,100

/) FIEARE FT A X

AT+FS=0,4,"."
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3.1.16 AT+RFPOWER: Zif/ix® RF TX Power

FAH<

yig:
#5f) RF TX Power

“ﬂ4>'

AT+RFPOWER?

W )i *

+RFPOWER:<wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>

OK

REGS

Py -
ﬂﬂ4>‘

AT+RFPOWER=<wifi_power>[, <ble_adv_power>, <ble_scan_power>, <ble_conn_power>]

W

OK

2%

o <wifi_power>: BA{} 0.25 dBm, HUEEMSEUE N 78, WSLZPRIE) RF Power {Hk 78 * 0.25 dBm =

19.5 dBm. [l 501547 AT+RFPOWER? A HiiA 32 b5 RE Power {f .

— ESP32 fl ESP32-S2 &£ BUETE 2 [40,78]:

EE | EhFfE | X5 dBm
[34,43] | 34 8.5
[44,51] | 44 11

[52,55] | 52 13

[56,59] | 56 14

[60,65] | 60 15

[66,71] | 66 16.5
(72,771 | 72 18

78 78 19.5

3.1. EMiAT &
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— ESP32-C3 &A1 AT [ [40,84]:

REE | EhE 3fx dBm
[40.80] | < EfH > | <WEH >*0.25
[81,84] | 80 20
— ESP8266 1345 i BUE N My [40,82]:
IREME | EFRE | 3EfR dBm
[4047] | 32 8
[48,55] | 48 12
[56,63] | 56 14
[64,67] | 64 16
[68.73] | 68 17
[74,77] | 74 18.5
[78,81] | 78 19.5
82 82 20.5

+ <ble_adv_power>: Bluetooth LE | 4% RF TX Power, HBUHEE A [0,7].

- 0: 7dBm
- 1: 4dBm
- 2: 1dBm
- 3: -2dBm
- 4: -5dBm
- 5: -8dBm
- 6: -11dBm
- 7: -14dBm

 <ble_scan_power>: Bluetooth LE #4{§#) RF TX Power, BUHEE &5 NAHR] <ble_adv_power> S,

 <ble_conn_power>: Bluetooth LE #3414 RF TX Power, BT E &3 NWAEF <ble_adv_power> &

48
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3.1.17 i5BA
* f1 T RF TX Power 704K [ B2 4L, W& A% REA S 2NN BCEE B, Br

PL i f  esp_wifi_get_max_tx_power £ i) | ) wifi_power [ {H W fE E
esp_wifi_set_max_tx_power EEMEMFILEES, BASIZEK.

3.1.18 AT+SYSROLLBACK: [EI;%ZILARTHYE 4

HITHE

>

A

=

AT+SYSROLLBACK

W )i :

OK

L)

» g oA OTA 1K, HaBlRE] S — OTA 73 X .

3.1.19 AT+SYSTIMESTAMP: ZEif/i% = A #hbti8)E;

EOH<

ik
A 7 L ]

O e
iy

AT+SYSTIMESTAMP?

W

+SYSTIMESTAMP : <Unix_timestamp>
OK
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RESHS

Jyiig:
WEA M AR, 24 SNTP BHAIEH)G, K52 2585

AT+SYSTIMESTAMP=<Unix_timestamp>

W i <

OK

S8

o <Unix-timestamp>: Unix i} [a) %8, FAf7: #5,

7yt

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.20 AT+SYSLOG: FSHmZH AT &ixXBRT
EAH<

Jyiig:
i) AT FR AR 258

e

AT+SYSLOG?

W i <

+SYSLOG:<status>

OK
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RESHS

Jyiig:
JE SR AT SR RS $

AT+SYSLOG=<status>

W i <

OK

S8

- <status>: BT RARS
— 0: £
-1 R

B

// BA AT #RERKRBET
AT+SYSLOG=1

OK
AT+FAKE

ERR CODE:0x01090000

ERROR

// B AT #RREIEFR
AT+SYSLOG=0

OK
AT+FAKE

// AT “ERR CODE:0x01090000"

ERROR

AT FF AU 2 —> 32 L /N BEfIBE, & SR

3.1. EMiAT &
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e THRE TR
bit32 ~ bit24 | bit23 ~ bit16 | bitl5 ~ bit0

« category: [HE{H 0x01

* subcategory: 42T

i) &= X | AR

5
ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 555
ESP_AT_SUB_NO_TERMINATOR 0x02 RILBNGEREE (DA “m” 45
ESP_AT _SUB_NO_AT 0x03 KFRFE LG AT (G AL FEZ at, At B aT)
ESP_AT_SUB_PARA_LENGTH_MISMATCH 0x04 SECK B PERE
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 e ey NI
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 SRR R UL
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 fRAT SR
ESP_AT_SUB_UNSUPPORT_CMD 0x09 AT EZ A
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A PATE kK
ESP_AT_SUB_CMD_PROCESSING 0x0B BAEPAT E— D
ESP_AT_SUB_CMD_OP_ERROR 0x0C AP E I

* extension: FHRYJE(EE, AEWTREGARWY FREE, P IL components/at/include/
esp_at.h,

Filan, HiRMAAS ERR CODE:0x01090000 F/R “NRFZAL" .
3.1.21 AT+SLEEPWKCFG: i&E Light-sleep Mg fIEE GPIO
BRESS

Py -
ﬂll/?\‘

AT+SLEEPWKCFG=<wakeup source>, <paraml>[, <param2>]

W

OK
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S8

+ <wakeup source>: Mt
- 0: CREGECHE, BA SR
- 1 (REEE, BASCR

- 2: GPIO Mifig

¢ <paraml>:

- YU E AN, XS REOR IR E], AL ZRD
- LML GPIO I, %Z %R GPIO

¢ <param22>:

— MIGERIEY GPIO I, B R T

- 0: {RHF
- 1 EF

38R

o 7£ BSP8266 F-4 |, #£3% RTC IO [ GPIO16 A~ fEik Kyl ESP8266 15411 GPIO 45 JH .

=Pl

// GPIOL12 B Ak FitwefE
AT+SLEEPWKCFG=2, 12, 0

3.1.22 AT+SYSSTORE: #ESHEHER

FAHS

A=

4y

fE:

i) AT SRR

&

=l
2

AT+SYSSTORE?

W

3.1. EMiAT &
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+SYSSTORE : <store_mode>

OK

RESHS

(L

AT+SYSSTORE=<store_mode>

Wi i ¢

OK

S%

o <store_mode>: ZEIEHAR
- 0: MAHCEALEA flash
- 1 WA EAFA flash (BRIA)

L]

- s
DO LB T

AT+SYSMSG

 Afiy

AT+CWMODE

- AT+CIPV6

AT+CWJAP

AT+CWSAP

AT+CWRECONNCFG

AT+CIPAP

AT+CIPSTA

AT+CIPAPMAC

AT+CIPSTAMAC

AT+CIPDNS

HEm <, APEiiaS, FhEfare 2 RAM Fiff A .

54
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— AT+CIPSSLCCONF

— AT+CIPRECONNINTV
— AT+CIPTCPOPT

— AT+CWDHCPS

- AT+CWDHCP

- AT+CWSTAPROTO

— AT+CWAPPROTO

- AT+CWIJEAP

— AT+CIPETH

— AT+CIPETHMAC

— AT+BLENAME

— AT+BTNAME

— AT+BLEADVPARAM
— AT+BLEADVDATA

— AT+BLEADVDATAEX
— AT+BLESCANRSPDATA
— AT+BLESCANPARAM
— AT+BTSCANMODE

— AT+BLECONNPARAM

L)

AT+SYSSTORE=0
AT+CWMODE=1 // Ff# A flash
AT+CWJAP="test", "1234567890" // FfEAN flash

AT+SYSSTORE=1
AT+CWMODE=3 // H A flash
AT+CWJAP="test", "1234567890" // F# AN\ flash

3.1. EMiAT &
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3.1.23 AT+SYSREG: #E5%H =28

REG

AT+SYSREG=<direct>, <address>[, <write value>]

W

+SYSREG: <read value> // {EATEFHEwR
OK

2%

o <direct>: 5 AFA

- 0: B4R

- 1t HEHF4
* <address>: (uint32) FFfEafbhl, HERIHSHMAN KARSH TN
« <write value>: (uint32) 5 AfH, {G&EMH T 5 S Fasmt

5EA

o AT Nl D af ORI VR R 3 A kA 2k

B

// ESP32-S2 I033 #di, 0x3F40402C HAE#IMA 0x3F404000 HAExt#it 0x2C (GPIO_ENABLEI1_REG) .
<Al H T gk

AT+SYSREG=1, 0x3F40402C, 0x2

// ESP32-S2 I033 #rilEH-F
AT+SYSREG=1, 0x3F404010, 0x2

// ESP32-52 T033 HlfiwF
AT+SYSREG=1, 0x3F404010, 0x0
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3.1.24 [ESP32-S2 Only] AT+SYSTEMP: Zif ESP32-S2 H&B:EE

FAH<

AT+SYSTEMP?

Wi % ¢

+SYSTEMP : <temperature>
OK

2%

* <temperature>: A IH(E, FA BEIRE

3R

o MG : -10°C ~ 80°C, /N T 1°C

r3t])

AT+SYSTEMP?
+SYSTEMP:21.59
OK

3.2 Wi-Fi AT &4 %

[English]
o AT+CWMODE: 25/ E Wi-Fi £i= (Station/SoftAP/Station+SoftAP)
o AT+CWJAP: %4 AP
o AT+CWRECONNCFG: i)/ Wi-Fi Tl

o AT+CWLAPOPT: $&EAT+CWLAP 6539445 510 J@ vk

AT+CWLAP: FH5 2457 A1 AP
« AT+CWQAP: WiJT55 AP H)HER

AT+CWSAP: Ti# ESP32 SoftAP 43§

3.2. Wi-FiAT 6<%
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o AT+CWLIF: 7¥if)i%E3:5] ESP SoftAP 1y station 1 &,

o AT+CWOIF: WIT station 5 ESP SoftAP [/)i% %

o AT+CWDHCP: J35 /%% DHCP

o AT+CWDHCPS: Z5ifi/5 5 ESP SoftAP DHCP 4t {1 TP Hihil- 35 [l
o AT+CWAUTOCONN: |Hi 24 A 3%EH: AP

o AT+CWAPPROTO: 2¥if]/15'E: SoftAP i 802.11 b/g/n Hislbrif
o AT+CWSTAPROTO: X' Station 53 | 802.11 b/g/n P FrE

o AT+CIPSTAMAC: #5ifi)/1 ¥ ESP Station 1) MAC Hbik

o AT+CIPAPMAC: #5if)/¥% & ESP SoftAP i) MAC Hiht:

o AT+CIPSTA: #5if/i% & ESP Station 1) IP Hihik:

o AT+CIPAP: Z5if/i%E ESP SoftAP [ IP #ihil:

o AT+CWSTARTSMART : JF)& SmartConfig

o AT+CWSTOPSMART : {&1}- SmartConfig

o AT+WPS: ¥ WPS It

o AT+MDNS: ¥ mDNS HjhE

* [ESP32 Only] AT+CWJEAP: %4 WPA2 il AP

o AT+CWHOSTNAME: i/ & ESP Station ) EHLZ R

o AT+CWCOUNTRY: i)/ 8 Wi-Fi [EZ Y

3.2.1 AT+CWMODE: Zif/ixE Wi-Fi 5% (Station/SoftAP/Station+SoftAP)
FEHAHS

e
i ESP #41 WicFi jist

A\ .
"Il/?\‘

AT+CWMODE?

W i :

+CWMODE : <mode>
OK
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BE ESP B4 Wi-Fi fi(
&

AT+CWMODE=<mode> [, <auto_connect>]

W i <

OK

&8
o <mode>: R
0: Jo Wi-Fi #i5X, I H. M) Wi-Fi RF

1: Station Az

2: SoftAP #iz{

3: SoftAP+Station £,

« <auto_connect>: J# ESP 1411 Wi-Fi &0 (41, A SoftAP = It Wi-Fi x4k Station i
f; SoftAP-+Station Hist), JE7 I I FER: AP (OTIRE, BRIMA: 1. SHEGVER, SUNBIME, G
e B

~ 0: B8 E BN AP Y TIRE
— 1t T E S AP (TIRE, 2 WIT 20 B 3hiEE: AP MBCERA7E] flash i, 11 ESP #4441
it AP

L

o FAT+SYSSTORE=1, ZARV%E-FAFLE NVS 430X

=Pl

AT+CWMODE=3
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3.22 AT+CWJAP: ZE#: AP
FAG<

yfig:
Zrif]-5 ESP Station &1 AP {55

“ﬂ4>'

AT+CWJAP?

W )i *

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>,
—<scan_mode>, <pmf>

OK

REHL

Yy
¢ & ESP Station i1 AP

ZE

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_interval>

—]1[,<scan_mode>] [, <jap_timeout>] [, <pmf>]

W

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

Y

+CWJAP : <error code>

ERROR
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HITHL

=y

4y

fE:
% ESP station i#8: &2 _F IR Wi-Fi Bl & H1) AP

e

2

=

AT+CWJAP

W i <

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPvé6 LL]
[WIFI GOT IPv6 GL]

5

+CWJAP:<error code>

ERROR

o <ssid>: H#p AP [y SSID

— S SSID R A , . "L \\ SRRPREARF, TR X
o <pwd>: FHfELK 64 45 ASCII
* <bssid>: H#5 AP [y MAC Hiifik, 424> AP AR SSID i, %S A I
e <channel>: 5%
o <rssi>: {F5oRAE
+ <pci_en>: PCIi\iIF

— 0: ESP station o] 54%fn]—Fiina =01 AP %42, 45 OPEN fil WEP

— 1: ESP station 7] 5% OPEN il WEP 2 SMNR{AEa]—Fhin 25 )7 30 AP i3
* <reconn_interval>: Wi-Fi [, #Ai: £, BIAE: 1, HKME: 7200

- 0: WrJFiE#: )5, ESP station NEE AP

[1,7200]: WiFT- ¥4 )5, ESP station 4 [ 45 & HY I ] 55 AP Hj%

* <listen_interval>: i/t AP beacon f¥[H]F, FRfi°A AP beacon [H]FF, HRIMHE: 3,

T :

[1,100]

3.2. Wi-Fi AT 9%
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o <scan_mode>: JIifi=

- O: P, 3 HAR AP J52¢ L34, ESP station 555 — A1) AP M4z

- L fEEA, A EEEERS A 4 R, ESP station 521955 ki AP JEHE
* <jap_timeout>: AT+CWJAP fip @I AR AE, B0 F0, BAME: 15, Y5 [3,600]
« <pmf>: PMF (Protected Management Frames, AZ{f4P & 30), BRAME O

- 0 &% ] PMF

— bit 0: HA7 PMF IJfg, $&7 30 PMF, HURHAD S #& HAT PMF 26, W ESP SA-RF A0S 1EHE A
PMF 4

- bit I: {5 % PMF, $/Rifi# PMF, Sa-FA S RN SR PMF DRERY LA
o <error code>: fEiRNY, {Wt&%

- 1 G

- 20 AR

- 3: LA E H AR AP

- 4 RN

- HBAH: AR R

5 EA
o WIRAT+SYSSTORE=1, P& B SCRHRAFE] NVS 431X
o A & TFZIT S station I

o Ay <reconn_interval> B H5AT+CWRECONNCFG 4] <interval_second> S
FFE . UWRBFTARMGAOAEE <reconn_interval> Z%f, Wi-Fi B8] fE0HEE R HERAE 1

o GARFIAF I <ssid> fll <password> %k, R _E— R EME
o PUATR S SR E MR ERAEE, ERIAH 15 7, lHEE S <jap_timeout> #
o FHZEIRELIPV6 Hihl, TR BEAT+CIPV6=1

o 42 OK 3% IPv4 WM E LUERIL, AR IPve MZEUERL4 . 2] ESP-AT DA IPv4 W45k
IPv6 [ 28 K%

e WIFI GOT IPv6 LL fUAFEC ZLIREE|AMEERS IPv6 Mokl , XANHuhEZ 3 ik EUL-64 A48t ok,
AFEEEHSSS. BT TE, XNTEWREAE OK Z |, tLATHEYE OK Z 5.

« WIFI GOT IPv6 GL fAFECAIIF|2JE IPv6 Hutl, Zihl 2 h AP T & MIEIZ N Bt etk
KB TAHATIRY, FEEHSSS. BTIFRF, XATHIREYE OK Z /i, WAIRETE OK 2
Jas WATREH T AP A SZHF IPve AT HI.
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B

// R EF AP B SSID & "abc", X#WE "0123456789", N4dE:
AT+CWJAP="abc","0123456789"

// B ER AP By SSID & "ab\,c", FHEEZ "0123456789"\", N|H4SE:
AT+CWJIAP="ab\\\,c", "0123456789\"\\"

// WmB LN AP HFHFEH SSID "abc", Wit BSSID #ZF HAF AP:
AT+CWJAP="abc", "0123456789", "ca:d7:19:d8:a6:44"

// fwF ESP-AT ER#EH PMF #FE AP, W& Z:
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.3 AT+CWRECONNCFG: #ig/i&E Wi-Fi EEiE
EAH<

i
Fif) Wi-Fi BT

DN .
"Il/?\‘

AT+CWRECONNCFEG?

Wi i :

+CWRECONNCFG: <interval_second>, <repeat_count>

OK

e Wi-Fi 45 S

e

=

AT+CWRECONNCFG=<interval_second>, <repeat_count>

W i <

OK
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S8

* <interval_second>: Wi-Fi EE[A[E, A7 7P, BRME: 0, HAK[E 7200
— 0: WiHi%#E)S, ESP station ANE % AP
— [1,7200]: Wi %42 )5, ESP station &35 45 & (I [E] 5 AP H1E

» <repeat_count>: ESP {% 522l B #E AP REL, RS <interval_second> AN 0 WERL, 2k
M 0, HIefi: 1000

— 0: ESP station {222t %5 AP

— [1,1000]: ESP station %l AR Z: 5048 E IR B E % AP

B

// ESP station £[F 1 #2REHE AP, #£2&i& 100 K
AT+CWRECONNCFG=1, 100

// ESP station AW FEHEFEAZ&E AP
AT+CWRECONNCFG=0, 0

A
o A H) <interval_second> B HAT+CWJAP 1) [<reconn_interval>] ZEHHE

A TE T WBIRIT AP Wi-Fi BRI LS Wi-Fi [ g

=t

3.2.4 AT+CWLAPOPT: i%E AT+CWLAP $<HEERMEM
REGS

A

AT+CWLAPOPT=<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

W

OK

e

ERROR
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o <reserved>: 1% BHIj

* <print mask>: AT+CWLAP BJFE5 R M Bam A NS4, BUAME: OxTFF, 75 bit i 1, MRS
WEBE, B 0, WA Y S5

bit 0: 242/~ <ecn>
bit 1: 27 B~ <ssid>
bit 2: B IR <rssi>
bit 3: &4 E 7~ <mac>

bit 4: &4 5 7~ <channel>

P

bit 5: 215 E R~ <freq_offset>

bit 6: 275 I~ <fregeal_val>

bit 7: &5 I 8 <pairwise_cipher>
bit 8: &5 i/~ <group_cipher>
bit 9: 275 I~ <bgn>

bit 10: 275 B~ <wps>

o [<rssi filter>]: AT+CWLAP W45 3 2 B A SO g, M), BESMERGSMEMIT rssi
filter Z¥UEM AP, Hfi: dBm, ERIA(E:-100, JEFE: [-100,40]

» [<authmode mask>]: AT+CWLAP HJ3H45 520 R A N IAE T ) AP, BRiA{H: OxFFFF, iR

bit

x WH 1, MEIRARAAIE 2H) AP, #h 0, WA RIR
bit 0: ;275 &/~ OPEN AUET 5 AP

bit 1: 215 /R WEP TAUETT 3K AP

bit 2: 27 E /8 WPA_PSK AIE =1 AP

bit 3: 275 B 7% WPA2_PSK MIEH A AP

bit 4: 25 E /8 WPA_WPA2_PSK IAIEJT ) AP

bit 5: 27 /8 WPA2_ENTERPRISE IAUE T AP

bit 6: 275 F % wpa3_PSK IAIE R 1 AP

bit 7: 2 E 8 WPA2_WPA3_PSK IAUE =1 AP

[ESP32-C3 Only] bit 8: 275 i/~ WAPT_PSK IAIE =11 AP

3.2. Wi-FiAT 6<%
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B

[/ F—ABZHEH 1, KT AT+CWLAP ®AHHEREEETEE RSSI HF

/] BIABHEA 31, B 0x1F, RFFAMEA 1 # bit XEHSHALERE X
AT+CWLAPOPT=1, 31

AT+CWLAP

// REFIIEF A% OPEN # AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.5 AT+CWLAP: 1332415 ity AP
BESS

St
B EVRE PRI AP, M SSID. MAC Huhl sl fiti &

.
"ﬂ4>‘

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

HITHL

I

=

4y

fE:
FIH 24 EI AT ) AP

A

=

AT+CWLAP

W i <

+CWLAP:<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freq offset>,<freqcal_val>, <pairwise_
—cilpher>, <group_cipher>, <bgn>, <wps>

OK
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o <een>: fIE T
- 0: OPEN
- 1: WEP
- 2: WPA_PSK
— 3: WPA2_PSK
— 4: WPA_WPA2_PSK
— 5: WPA2_ENTERPRISE
— 6: WPA3_PSK

7: WPA2_WPA3_PSK

[ESP32-C3 Only] 8: WAPI_PSK

o <ssid>: FHZSH, AP f) SSID

o <rssi>: {550

o <mac>: FIFEBE, AP [ MAC ik
e <channel>: {ZiE%

+ <scan_type>: Wi-Fi J##§257%1

- 0: FBFH
- 1 gsh
o <scan_time_min>: R MEIERSEAREE], A 2R, JEH: [0,1500], G0RFEHESEEC B sh I,
KBETCRL

* <scan_time_max>: HSAMEHE K GEIE, RO 2R, JERE: [0,1500], WA 0, FERH S5
BRIME, EShHEHA 120 ms, W3hiH4 360 ms

o <freq_offset>: Hifi (fREIWH )
* <freqcal_val>: BCRFMERE (fREWH )
* <pairwise_cipher>: J{%I 5255

— 0: None

1: WEP40

2: WEP104

- 3: TKIP

- 4: CCMP
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— 5: TKIP and CCMP
— 6: AES-CMAC-128
- 7: KA
* <group_cipher>: HMN%IHKA, 5 <pairwise_cipher> ZEUAIHZHEAF
* <bgn>: 802.11 b/g/n, #7 bit B 1, WIFRIRMRENS WA, B8 0, MIFRREE AR
— bit 0: 275HHE 802.11b FR=;
— bit 1: 2FEFE 802.11g =L,
— bit 2: 2EHHE 802.11n Fi=;
* <wps>: wps flag
- 0: A ¥: WPS

- 1: 3FF WPS

iEA
o T ESP8266 4%, <scan_time_min> | <scan_time_max> 45115 B J A0 R MR . A0Sk iS5k

AW A I BB O BUE BCE R EARSE, WER T SH0AME, 3038 120 ms, #8hidH
>k 360 ms,

=Bl

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// FHAEE SSID #y AP
AT+CWLAP="Wi-Fi"

3.2.6 AT+CWQAP: HiF 5 AP ByiEHE:

HITHE

=

A

AT+CWQAP

] oz <

OK
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3.2.7 AT+CWSAP: figE ESP SoftAP &%}
FAG<

yig:
#5if] ESP SoftAP AR & S35

“ﬂ4>'

AT+CWSAP?

Wi 3% ¢

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>

OK

REGS

=

4y

.
.

fi
15 ESP SoftAP [t E S5
A%

g

.
.

=

AT+CWSAP=<ssid>, <pwd>, <chl>, <ecn>[, <max conn>] [, <ssid hidden>]

W

OK

S8

o <ssid>: PSS, EARATR
o <pwd>: FAFHRSHE, G, JEfE: 8~ 64 7T ASCI
e <channel>: {EiE%
o <ecn>: JIE A, A3HF WEP
- 0: OPEN

2: WPA_PSK

3: WPA2_PSK
- 4: WPA_WPA2_PSK

* [<max conn>]: FFi%E A ESP SoftAP [ #x 4 station ${H , BEILHE: [1,10]

3.2. Wi-FiAT 6<%
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* [<ssid hidden>]:
— 0: )% SSID (Ekik)
- 1: )7 #% SSID
1L
o KJEA R4 MAT+CWMODE=2 5% AT+CWMODE=3 If A 4%k

o PAT+SYSSTORE=1, T B AR EAE NVS 43X

r3t])

AT+CWSAP="ESP","1234567890",5,3

3.2.8 AT+CWLIF: Zif:&E3EF] ESP SoftAP fj station 2

O e
iy

AT+CWLIF

Wi i ¢

+CWLIF:<ip addr>, <mac>

OK

S8

* <ip addr>: %% ESP SoftAP [¥ station [1] IP bk

o <mac>: %3] ESP SoftAP f7) station 1) MAC Hihl:

70
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L]

o AAG S TEUEAIEAS IP, (UZHFE ESP SoftAP FIEA M station DHCP JIMAERITE I F A4

3.2.9 AT+CWQIF: HEfFF station 5 ESP SoftAP BYyi&E#E

HITHL

Yitig:
Wi i 7% A\ ESP SoftAP [ station

P e
"Né?'

AT+CWQIF

W i <

OK

REGS

Dyie:
WIFF 34~ 1% A ESP SoftAP f1 station

Pa sy
A

AT+CWQIF=<mac>

W

OK

S8

o <mac>: FEWHEER station 1) MAC Hihl

3.2. Wi-FiAT 6<%
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3.2.10 AT+CWDHCP: 5H/3 K DHCP

FAH<

Py
iy

AT+CWDHCP?

W

<state>

REH?

Ytig:
J& Ji1/4% 1] DHCP

[

AT+CWDHCP=<operate>, <mode>

W

OK

S8

* <operate>:
- 0: 241
- 1 JHM
* <mode>:
— Bit0: Station [ DHCP
— Bitl: SoftAP ) DHCP
o <state>: DHCP {LIRFS
- BitO:
* (: 2% Station ¥ DHCP
* 1: J5 H Station [1{) DHCP

- Bitl:

72
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* 0: 25 F SoftAP fi) DHCP

* 1: J3 ] SoftAP [ DHCP
— Bit2 (ESP32 only):

* 0: 25 Ethernet [ DHCP

* 1: J&2 Jf] Ethernet 1) DHCP

5EA
» HAT+SYSSTORE=1, FLEEUCRRIEE] NVS 731X
o AUEAS SUCES IP ki ar > SAHEL W, UNAT+CIPSTA MIAT+CIPAP
— #5/1) DHCP, #ERE 1P Hisik 2945 1)
- AR IP, W DHCP &4k

- Wfa—RECER S BRI E

B

// JBJ Station DHCP, #EJE DHCP mode 24 2, NF DHCP mode # 3
AT+CWDHCP=1, 1

// 2 SoftAP DHCP, #ZEJE DHCP mode 4 3, M# DHCP mode # 1
AT+CWDHCP=0, 2

3.2.11 AT+CWDHCPS: Zif/i%'E ESP SoftAP DHCP 4yEth IP it SEHE

EAH<

LT

AT+CWDHCPS?

W .

+CWDHCPS=<lease time>, <start IP>,<end IP>
OK
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RESS

yite:

3¢ & ESP SoftAP DHCP filz 45 #4Hit i 1P kil il
wmA

AT+CWDHCPS=<enable>, <lease time>,<start IP>,<end IP>

W i <

OK

* <enable>:

- 1: %' DHCP server {5 &, JGESHULHIEE

— 0: J§F% DHCP server 5 5., WZEME, FESHILTFEHTS
o <lease time>: FHZJW[E], FAf7: 204, BUETER: [1,2880]
o <start IP>: ESP SoftAP DHCP JI 455% IP Huhl b py fg 1P

o <end IP>: ESP SoftAP DHCP Ji[i 452 IP #uhibvih 4t o 1P

o HAT+SYSSTORE=1, Wp ' HUCRHATE] NVS 43X
o AR AE ESP SoftAP #ixU i RE, H.JT = DHCP server i i i F
o BEEN TP Mkl FEl 2420 5 ESP SoftAP £ [F]— % Bt

Pl

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // #KRiEE, REBINE
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3.2.12 AT+CWAUTOCONN: tHEZ&LHERE AP
REG

A

AT+CWAUTOCONN=<enable>

My i 2
OK
S8
¢ <enable>:
- 1+ FHHZhER: AP (BA)
- 0: FHAHBhER: AP
iR

o ARBEATH] NVS X,

r3t)

AT+CWAUTOCONN=1

3.2.13 AT+CWAPPROTO: Zif)/ifE SoftAP &£ T 802.11 b/g/n firill#r 4

oS

Py -
iy

AT+CWAPPROTO?

L)V

+CWAPPROTO=<protocol>
OK

3.2. Wi-FiAT 6<%
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RESHS

AT+CWAPPROTO=<protocol>

] oz <

OK

8
* <protocol>:
— bit0: 802.11b PpslAz e
— bitl: 802.11g P AT

— bit2: 802.11n HpsAFIE

5EA

o T ESP #5845 H 37 H5 802.11b, 802.11bg 5 802.11bgn s Ak

o BRMEM T, ESP8266 15451 PHY mode /2 802.11bg 55X, JE ESP8266 4511 PHY mode /& 802.11bgn

s

3.2.14 AT+CWSTAPROTO: ix& Station =T 802.11 b/g/n thil#xE

OGS

[

AT+CWSTAPROTO?

Wi i3 ¢

+CWSTAPROTO=<protocol>
OK

76
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RESHS

AT+CWSTAPROTO=<protocol>

] oz <

OK

8
* <protocol>:
— bit0: 802.11b PpslAz e
— bitl: 802.11g P AT

— bit2: 802.11n HpislkziE

5EA

o 47, ESP #5845 H %4 802.11b, 802.11bg 5, 802.11bgn MHsl ki

o BRMEM T, ESP8266 15451 PHY mode /2 802.11bg 55X, JE ESP8266 4511 PHY mode /& 802.11bgn

s

3.2.15 AT+CIPSTAMAC: ZEif/ix & ESP Station ) MAC #hiik

OGS

=y

fig:

¥ifi] ESP Station 1) MAC Hi ik

®
e

AT+CIPSTAMAC?

W i ¢

+CIPSTAMAC:<mac>
OK
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RESHS

Yitig:
#¢'& ESP Station [ MAC Hidi:
S

fir

=

AT+CIPSTAMAC=<mac>

W i <

OK

S8

o <mac>: FRFERZH, F/R ESP Station A MAC Hit

5EA
o FHAT+SYSSTORE=1, TpB WU RLES] NVS 43X
ESP SoftAP f MAC #iihik-5 ESP Station A[a], ANEh " F I [FFER) MAC Hihk
o MAC Hihtfy Bit 0 NG 1, B4, MAC Huhkn]PAZ “la:-”, (HARDAZ “15:--7

« FF:FF:FF:FF:FF:FF F 00:00:00:00:00:00 12 LR ik, AEEIRE

)

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.16 AT+CIPAPMAC: ZEif/i%E ESP SoftAP iy MAC ihiit

EAH<

Dtig:
#ifi] ESP SoftAP [ MAC Hiufi:

[

AT+CIPAPMAC?

W i :
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+CIPAPMAC: <mac>
OK

REH

o6

itk
P& E ESP SoftAP 1) MAC Hihil
,%

g

=

AT+CIPAPMAC=<mac>

Wi 3% ¢

OK

2%

o <mac>: FHEESE, 8 ESP SoftAP [ MAC Hitik

* #TAT+SYSSTORE=1, BB EUCRHRAFE] NVS 731X

 ESP SoftAP f) MAC #lifik 55 ESP Station AN[F], ANZkh — F R E FFER) MAC Hidik

r3t)

MAC Hiik () Bit 0 AfEHR 1, Bilfn, MAC HihlEnfAZ “18:-7, fHAFRAZ “15:-7

« FF:FF:FF:FF:FF:FF #l 00:00:00:00:00:00 & JCRHbHE, ASREE

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.17 AT+CIPSTA: ZEif/i%'E ESP Station i3 IP ihiit

oS

e
Zvifi] ESP Station 7 IP Hiihil

A\
"ﬂé?‘

3.2. Wi-FiAT 6<%
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AT+CIPSTA?

W i <

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

% B ESP Station [ IPv4 it}
A

AT+CIPSTA=<"ip">[,<"gateway">, <"netmask">]

W i <

OK

o < ip” >: FRESE, Fn ESP station 1Y IPv4 ik
e <” gateway” >: [
+ <” netmask” >: T-[iEHY

* <” ipv6 addr” >: ESP station {}] IPv6 Ml

L
o AR a2y, HAA Y ESP station JE A AP B E RS IP Hidib )5, A BEACIHEIEAY IP Mk
o PAT+SYSSTORE=1, WitE B U RAES] NVS 43X
o KR E S 51E DHCP W ar A H G, WAT+CWDHCP
- AR A IP sk, WAL F DHCP

— #J5 ] DHCP, 2% B #3S 1P Motk
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- RaRECEXE G BRI E

r3t)

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.18 AT+CIPAP: #Eif)/i&E ESP SoftAP gy IP bt
OGS

e
716 ESP SoftAP ) TP ik

A\ .
"Il/?\‘

AT+CIPAP?

W i :

+CIPAP:ip:<"ip">

+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">
+CIPAP:ip6gl:<"ipv6 addr">

OK

REGS

hiig:
% % ESP SoftAP ¥ IPv4 Hihil:
/q,,\

/I?

=

AT+CIPAP=<"ip">[, <"gateway">, <"netmask">]

W i :

OK
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o < p” > FHHBEL, 4% BSP SoftAP [ IPv4 ikt
o <” gateway” >: [k
e <” netmask” >: T

e <” ipv6 addr” >: ESP SoftAP ] IPv6 Mtk

i7L): |
o FAT+SYSSTORE=1, Tt B ¥ MCEHRAFE] NVS 4 X
o ARPE S5 E DHCP e S E 2, WAT+CWDHCP
— FEHEAS TP Hihik, %% DHCP
- %75 H DHCP, 2% B #5 IP btk

- K E S E R bR E

=Pl

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.19 AT+CWSTARTSMART: FJ3 SmartConfig

FF I3 ESP-TOUCH+AirKiss 23 Hi;

=
e

AT+CWSTARTSMART

REGS

yiik:
FF 54 5 2524 SmartConfig

[
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AT+CWSTARTSMART=<type>[, <auth floor>]

W i <
OK
B8
o <type>: ZE7H
— 1: ESP-TOUCH
- 2: AirKiss

— 3: ESP-TOUCH+AIrKiss

 <auth floor>: Wi-Fi A JFAI [ {H, ESP-AT A<i%E#:%) authmode KT I B{E L) AP

L

0:

1:

OPEN (2ki\)

WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE
: WPA3_PSK

: WPA2_WPA3_PSK

B2 A7 % SmartConfig ({5 ., 1§Z% ESP-TOUCH {{iJ{] 151 ;

* SmartConfig {¥ 37 £5¥E ESP Station Z= ~J# 5

* JHE Smart get Wi-Fi info s~ SmartConfig [{INFRILE| AP 5., 22 )5 ESP 2 i##E AP;

e & Smartconfig connected Wi-Fi F/RINIER:T] AP;

* W ESP & 2fF SmartConfig JiC M 45 3R [7] 20 45 F Ml o, BT DAEAEN B Smartconfig

connected Wi-Fi #iH5HEiRE T 6 FPHEHAT+CWSTOPSMART ;

o W[ AT+CWSTOPSMART {8 1I- SmartConfig, R )GHE-HATHAEM 2. HE, 7E SmartConfig i FE i 7
AT H A A 4.
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B

AT+CWMODE=1
AT+CWSTARTSMART

3.2.20 AT+CWSTOPSMART: {1t SmartConfig

HITHS

[k

AT+CWSTOPSMART

W ¥ 3

OK

L)

« JEit SmartConfig Wish 575, HRHAEIFTHALA 42 BIVE I AT+ CWSTOPSMART FéJii SmartConfig 5 1y

AT

=l

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.21 AT+WPS: & WPS 1k

RE®H

Py -
iy

AT+WPS=<enable>[, <auth floor>]

W i <
OK
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S8

* <enable>:
- 1: 773 PBC 25% 1) WPS
- 0: 3] PBC 2744 WPS
+ <auth floor>: Wi-Fi YIERE(E, ESP-AT A4 i3] authmode % T M S (E 1) AP

0: OPEN (Zhi\)

- 1: WEP

- 2: WPA_PSK

— 3: WPA2_PSK

- 4: WPA_WPA2_PSK

— 5: WPA2_ENTERPRISE
- 6: WPA3_PSK

- 7: WPA2_WPA3_PSK

5EA

* WPS JjfgL 27 ESP Station BER UL T I H)
* WPS A 3ZHF WEP Jin 75

B

AT+CWMODE=1
AT+WPS=1

3.2.22 AT+MDNS: i&Z mDNS 1§t

REH

AT+MDNS=<enable>[, <hostname>, <service_name>, <port>]

W

OK
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* <enable>:
- 1: JF/53 mDNS Jifig, R4 4IE
- 0: XM mDNS Jhfig, LS8R HE
e <hostname>: mDNS A4 R
» <service_name>: mDNS I} 4544 Fx

e <port>: mDNS i []

r3t)

AT+MDNS=1, "espressif"," _iot", 8080
AT+MDNS=0

3.2.23 [ESP32 Only] AT+CWJEAP: #E#: WPA2 £~k AP

AT+CWJEAP?

Wi i ¢

+CWJEAP:<ssid>, <method>, <identity>, <username>, <password>, <security>

OK

REGS

i
LR H AL AP

s

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_timeout>]

W i <
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OK

5

+CWJEAP : Timeout
ERROR

o <ssid>: Vi AP [ SSID
— A SSID EUEM S, o "\ SRR AT, T

o <method>: WPA2 MV ARIAGE =

— 0: EAP-TLS
— 1: EAP-PEAP
— 2: EAP-TTLS
* <identity>: Bt 1 IS0y, FATHHREIN 1~ 32

« <username>: [ 2 (W 4%, JiF: 1~3254, EAP-PEAP. EAP-TTLS BifiAE F B R EAS
%, EAP-TLS 5 UL AASH

o <password>: [f7B% 2 {910, Jif: 1~32<{5, EAP-PEAP, EAP-TTLS WifF\iF X EASHL,
EAP-TLS Jy A LT EA S

e <security>:
- Bit0: & il
- Bitl: lRg5AHiE4s

* [<jeap_timeout>]: AT+CW/EAP fiy% BRI E], B00: Fh, BOAME: 15, JEH: [3,600]

r3t)

// #HEHZE EAP-TLS NEF XM ALK ap, RE &M, RIERSFEES, WREFHEH
AT+CWJEAP="d1link11111",0, "example@espressif.com",,,3

// #¥HZE EAP-PEAP AIEF RSN AP, RE ARG, AP 4. T8, ARIEMRSEIEH, T E P miEh
AT+CWJEAP="dlink11111",1, "example@espressif.com", "espressif", "testl11",0

RS

WPA2 ViR &R DA ERR CODE: 0x<%$08x> #%z0FT B :
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AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET_IDENTITY_FAILED 0x8005
AT_EAP_SET_USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024
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L]

* #FAT+SYSSTORE=1, Wi W HCRHAEE] NVS 40X
A4 FFITIS Station i
o A TLS AUE )y R MR R P il

3.2.24 AT+CWHOSTNAME: Zif)/i%x & ESP Station B9 H &R

FEOHS

=)

fiE:

#rifi] ESP Station ) #1144 FK

Ele

AT+CWHOSTNAME?

W

+CWHOSTNAME : <hostname>

15 & ESP Station [ £ H14 F
A

AT+CWHOSTNAME=<hostname>

W

OK

#r%H)5 Station A, NI [H] -

ERROR

3.2. Wi-Fi AT &9%
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» <hostname>: ESP Station { EMZLFR, K E: 32 %73y

L)

o BCEEHUCONRATE] flash

)

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.25 AT+CWCOUNTRY: Zif/i3 8 Wi-Fi ER{&HE
EHEHS

ifig:
i) Wi-Fi [H 51

A\ .
“ﬂ/?\'

AT+CWCOUNTRY?

Wi i ¢

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

OK

REHL
i
CE Wi-Fi [ 50

ZE

AT+CWCOUNTRY=<country_policy>, <country_code>, <start_channel>, <total_channel_count>

LO)vE
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OK

L)

g3t

<country_policy>:

— 0: KFEZACHECH ESP RATEARY AP 1 [E A0

- L AR E A, IR APREAS iy B B E AR
<country_code>: [EZMMY, RAKE: 3 MNP
<start_channel>: {LinfE5E, JEHE: [1,14]

<total_channel_count>: {Z35 2N

Fic 3 O A7 2] flash

AT +CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3

TCP/IP AT &4

[English]

AT+CIPVG: J5 /125 ] IPv6 %% (IPv6)

AT+CIPSTATUS : #¥ih] TCP/UDP/SSL #3 IR 115 .

AT+CIPDOMAIN : 3844 f#HT

AT+CIPSTART = %57, TCP 4%, UDP f&#ja SSL #4%
AT+CIPSTARTEX : %57 2140 ID [ TCP %4 . UDP {4458, SSL %45
(E R E ALK ] +++: BHE X

AT+CIPSEND: FE-5 @ 14y A2 X, 5 Wi-Fi i 12 48 0 T 2R 5
AT+CIPSENDEX : FE-5-8 4 42 X F R 9 R 7 =R 50
AT+CIPCLOSE: %} TCP/UDP/SSL %45

AT+CIFSR: )7l IP #ihik-F1 MAC Hbhk

3.3. TCP/IP AT &
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« AT+CIPMUX : J& /45 2 2R

o AT+CIPSERVER: F37/%H TCP 5% SSL Jilt 4544

s AT+CIPSERVERMAXCONN : FFif)/¥ B IR 554 Foir BT il i K5
o AT+CIPMODE: 25 ih)/3% B % Hi =X

» AT+SAVETRANSLINK : L EBEFHEEEX EE

» AT+CIPSTO: 2RIV EAHY TCP filk 55 i i B[]

o AT+CIPSNTPCFG: i)/ B I XAl SNTP fIZ 55 ¢

o AT+CIPSNTPTIME: #5if] SNTP [} [i]

o AT+CIUPDATE: @1t Wi-Fi F+4% &

* AT+CIPDINFO: ' +IPD 114 511

 AT+CIPSSLCCONF: Z5ifi)/{ & SSL & F i i &

o AT+CIPSSLCCN : Zrif)/i&E: SSL & it 2 44 (common name)
* AT+CIPSSLCSNI = #¥if)/1 & SSL % i) SNI

o AT+CIPSSLCALPN: 2¥ifi)/13 % SSL % it ALPN

* AT+CIPSSLCPSK : i)/ & SSL % i) PSK

o AT+CIPRECONNINTV : 2¥if)/i% & Wi-Fi i% 1% 45 X, T TCP/UDP/SSL 3% [a] &
» AT+CIPRECVMODE: 5if]/i% & socket IR

o AT+CIPRECVDATA: 3RE#Esh IR T #Y socket Z({E

* AT+CIPRECVLEN : iRl iR socket $idfifi) 1 HE

o AT+PING: ping %]t £
 AT+CIPDNS: #5if)/¥% & DNS k5 #¢5 B

o AT+CIPTCPOPT : Fxifij/iX & socket 1T

3.3.1 AT+CIPV6: f3F/2H IPv6 FZ% (IPv6)

FOH<

ik :
2] IPv6 W 2% 25 (i e

O e
iy

AT+CIPV6?
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Wi 3% ¢

+CIPV6:<enable>

OK

REHL

i
JE /AR PG [ 2%

A

AT+CIPV6=<enable>

W

OK

S8

* <enable>: IPv6 W & EEARS . BRIAME: O
— 0: 221 IPv6 %%

- 1: 2 IPv6 2%

5EA
o fEfE BT IPve MRy bR N R, FFE B IPV6 W 4K (B fm: BT

IPv6 M %% i i  TCP/UDP/SSL/PING/DNS, 4 # ff TCP6/UDP6/SSL6/PING6/DNS6 &%,
TCPv6/UDPV6/SSLv6/PINGv6/DNSV6 )

3.3.2 AT+CIPSTATUS: #if TCP/UDP/SSL #HEKEF{EE

Py -
ﬂﬂ4>‘

AT+CIPSTATUS

W
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STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>
OK

S8

+ <stat>: ESP station % [1RAS

— 0: ESP station Sy R YRR
1: ESP station Sy A IRAAIRAS, (HIEARTF IR Wi-Fi i85z
2: ESP station {75482 AP, #15 IP Hbdik:

3: ESP station (. 7817 TCP, UDP 5 SSL {44

4: ESP %4 JirA (1) TCP, UDP il SSL #J i

5: ESP station Jf#fid Wi-Fi 4%, (H AR %Rz B AP S AP Wi
* <link ID>: [Z51%H ID (0~ 4), HTZHERERHEIL

o <V type” >: TSR, FoREH2EA:” TCP?.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”

o <” remote IP” >: FRFESEL, FoRumi [Pv4 Hidkak IPve ik
e <remote port>: Tiifii I {E
* <local port>: ESP Z<#h i [1{H
* <tetype>:
~ 0 ESP B % i
- 1: BSP A 55 4%

3.3.3 AT+CIPDOMAIN: iz Z#gT
REHL

A .
"ﬂ/?\‘

AT+CIPDOMAIN=<"domain name">[,<ip network>]

Wi 3% <

+CIPDOMAIN:<"IP address">
OK
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* <” domain name” >: FHFEHNTIYIE4

« <ip network>: ik IP W%, BRIA[H: 1
— 12 AN IPv4 ik
— 2 FU@RHTY IPv4 Huht
- 3: H@TA IPv6 Hitl

o <” IP address” >: fEHTH % 1P Hudk

N

AT+CWMODE=1 // #&E station MR
AT+CWJAP="SSID", "password" /] BEEM%
AT+CIPDOMAIN="iot.espressif.cn" // B4

/1 BRAERN, REEATA IPva Hidk

AT+CIPDOMAIN="iot.espressif.cn", 2

// BN, REBAA Ipve Mt

AT+CIPDOMAIN="ipv6.test-ipv6.com", 3

/1 BRARN, BHEMA A IPve M

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.4 AT+CIPSTART: 31 TCP . UDP {&3is SSL %E#
#E3I TCP &
REGS

O e
iy

// HiEFE (AT+CIPMUX=0) :

AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep alive>][,<"local IP">]

// %% (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep alive>][,<"local_

SIP">]

Wi
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CONNECT

OK

L)

P

<link ID>: P28 ID (0~ 4), HIT 2L
<7 type” >: TSR, FIRMYEEERA,” TCP” B “TCPv6”, FKINfH:” TCP”
<” remote host” >: FFEBESH, Fonmiyg IPv4 ik, IPve #ihl, aiigi4
<remote port>: T [1H
<keep alive>: TCP keep-alive ][5, ZRIAfEH: O
— 0: 2%J] TCP keep-alive 1jfig
- 1 ~7200: # i aIkgE, AL D

<” local IP” >: 4245 () AH] IPv4 Hidk B IPv6 ik, %S EE A Hh 2 W 48 35 11 B R A Hb 22 TP Hivhl
HAEEA . BRI, RS, FAfTRE, SHEEVERIE

WERAEELT TPv6 M 287Ny TCP J4k, SRESGIEAT+CIPVO=1, FREIEAT+CWIAP RILE|—1> TPv6
hk

<keep alive> ZHmA ST EHF| socket P TCP_KEEPIDLE, keepalive % #p  socket &
TCP_KEEPINTVL BRiASf#ifl 1, TCP_KEEPCNT ¥RAS{H 3

AT+CIPSTART="TCP","iot.espressif.cn",8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80
AT+CIPSTART="TCPv6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at B.ifit AT+CWIAP FHELF| IPve 4 B Hii
AT+CIPSTART="TCPv6","2404:6800:4005:80b::2004", 80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"
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#31 UDP f£5
REGS

.
"ﬂ/?\‘

// B¥EF: (AT+CIPMUX=0)

AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP">]

// £¥%3: (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<local port>,<mode>, <

—"local IP">]

Mjn] oz <

CONNECT

OK

* <link ID>: 2% ID (0 ~4), HITZ RO
© < type” >: FRHISHL, FORMEIERLSA,” UDP” & “UDPv6”, ERIAfEH:” TCP”
o <” remote host” >: FLFEFESH, Fnuwmng IPv4 #ihlk, IPve #ihl, aiis4
« <remote port>: L 1{H
« <local port>: ESP %451 UDP i F1{H
* <mode>: £ UDP Wi-Fi #f% T, ARSERHELAIH O
— 0: #2103 UDP ¥t ), Aol Xt UDP Hihkf5E (BRA)

= 1 BRI SR IR BN [R5 i UDP Bl ish, 228X s UDP HihkA B0 &R 55 4%
1 TP Hihl s 1

— 2: AR UDP ity , ERekas it UDP Hihb{E B8 & 36 B i i 25 1 TP Mk A 1

o <” local IP” >: JER4LE AN IPv4 Hitiksk IPv6 Huhl , %S BIEARHLZ N 4642 1 I R A # £ TP Hbhl:
EEAH. BRUCHEH, WREEMEH, FAaTRE, SE0aE
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L
o N UDP i#iz byt 1P Hlik 2 IPv4 2H 3% Huhik (224.0.0.0 ~ 239.255.255.255), ESP %4556 & i fnizik
UDPv4 2H3%

* WA UDP MR Rt IP itk 1Pv4 | bk (255.255.255.255), ESP B4 AR Al UDPv4 J™
&

e UDP i bW uw P HbhE 2 IPve 4] #% i kb (FF00:0:0:0:0:0:0:0
FFFF:FFFF.FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP ¥ #¥ & T IPv6 M %%, %L fIH:lk UDP 4
&

o THSE <mode> Hi, FRRESEL <local port>

o MISRAHELT IPv6 MZE 7Ry UDP iE8:, FEBILIRBEAT+CIPV6=1, BaEid AT+ CWIAP REELE]—4> IPv6 Hb
bl

B

// UDPv4 M

AT+CIPSTART="UDP","192.168.
AT+CIPSTART="UDP","192.168.

// #ET Ipve WM#%H# UDP Hi%
AT+CIPSTART="UDPv6","fe80::

// ETF IPve WM#W UDP %%

AT+CIPSTART="UDPv6", "FF02: :

101.110",1000,1002,2
101.110",1000,,,"192.168.101.100"

32ae:a4ff:fe80:65ac",1000,,,"£fe80::5512:£37£:bb03:5d49b"

FCc",1000,1002,0

$E3T SSL &
REGS

AT+CIPSTART=[<link ID>,]<"type">,<"remote host">, <remote port>[,<keep alive>,<"local.

<IP">]
W 3% <

OK
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o <link ID>: 45354 ID (0~ 4), HITZ iR

© < type” > FAHRSH, FORMAELLA, " SSL” B “SSLv6”. ERIAfEH:" TCP”
o <” remote host” >: F{FEBE, Fonimiy IPv4 Huilk. IPv6 itk , =ida44

+ <remote port>: L I 1{H

o <keep alive>: SSL {ffHFlE , BRHAE: O

* < local IP” >: JE4EEEE AL IPv4 ﬂﬁiJUZ IPv6 Hihik, S RAEA I Z 4545 1 I FI AR b 2 TP $tihik
WARRA . BN, ARG Fri, =EENARE

L)

o SSL MR BT Al I AP A IER AR th T IR, ESP8266 H g 4% SSL 4%
o SSLMEEH HMKENT, NIAESFHEREERR

. ﬁn% AT+CIPSTART ¥ adkT SSL iE#:, HANEd tLAg B ET A A 10 b, D] RHE i e [R) AR 15 5
K, BTG ETFHE 0 A4

o NSRARELT IPv6 25783 SSL M, FEEL EAT+CIPV6=1, @it AT+CWIAP $RELE|—/ IPv6 Hb
ik

e <keep alive> ZHHA L EF| socket %I TCP_KEEPIDLE, keepalive 5 #hf{)  socket 3% T7
TCP_KEEPINTVL EMAS(fi/f] 1, TCP_KEEPCNT ZRiALSfiH] 3

B

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

// esp-at TiI AT+CWJIAP 3B Z| IPve 4 F#it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"
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3.3.5 AT+CIPSTARTEX: EIIE%E ID & TCP %4 . UDP {54 SSL &
Aty S SAT+CIPSTART A, RIELGAET : TEZ MWL AT+CPMUX=1) TR FHHR D, Ko
B AT 1D

3.3.6 [IVERZERRRX] +++: BHEEFEX

HWHRATHS

Ly :
B EEAEX, FEAZFBIARX

Command:

/) REREEER

1+

L)

o WHRIRHAT A EE AR + 745 (BRI ASCITAS: 0x2b), [Alif 4452 %A CR-LF 4

o BHEREE —A> + FATAIE AN 20 ms I [A)[a] B A B0 Hotbdm A, 28 =4 + 45 R 247 20 ms I [][E] B
WA HAbR A, =4 + FAFZ IR ZE 24 20 ms R[] 3o b A B0, + FAFSPEE B E
B Rk 2

o ARFPFIRINAT iy S BA i 4 [l 5

3.3.7 AT+CIPSEND: #EIL@{EHMERE Wi-Fi FEEX T AXEHIE

REHS

yiig:
TR, SRR

LT

// ¥R (AT+CIPMUX=0)
AT+CIPSEND=<length>

// %#E: (AT+CIPMUX=1)
AT+CIPSEND=<1link ID>,<length>

(FItakss)
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(£ 50

// UDP ey ¥ 45 & X3 EHAFw g 0
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W i ©

OK

ERm Y R AT QSRR AT R, S T AR AR, 24 AT Bl 2 A8 K 1A F] <length>
Ja, BRI

USRS MR BB I BB, R[] -

ERROR

WRBAE AL sy, AR

SEND OK

Ly :
HEA Wi-Fi & 1542 X

LT

AT+CIPSEND

L)V

OK

ERROR

PEA Wi-Fi i 1242 X, ESP8266 BB KNI 2048 747, fe KA1k 1460 7475 Hipth ESP &K R A
A 8192 AT, FRR A% 2920 FHAY . QR Y HT B BRI R T oK Bk 78, AT a2 Bl ks ; &
W, BB AE 20 ms AR . YA B+ B, IR R AR NI EIE AR, 1 2R R
I PR T —4% AT fir %

ARA QAT IR AL X AL BB T ] . #5°8 Wi-Fi UDP i#1%, AT+CIPSTART sS4 <mode>
WABCE A 0,
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S8

o <link ID>: #5155 ID (0~ 4), HT 2B
o <length>: HFEK A, fKfH: 2048 77
* <” remote host” >: UDP {4 v] PAFE E ST FAL: 1Pv4 Hihl . 1Pve bk, BilEisz

+ <remote port>: UDP {4 a] DA+ Xl it it 11

3.3.8 AT+CIPSENDEX: #XLEFMEXTRAT BHARAERIE
REHS

i
AR AR, SE R AR, BCE M T \0 (0x5c, 0x30 ASCII) fil A i i

D e
"N4>'

// BEH: (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// %£¥%¥: (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP fEEy 3 s 1P Mibfosg o
AT+CIPSENDEX=[<link ID>, ]<length>[,<"remote host">,<remote port>]

Wi % ¢

OK

>

FaRwE R AT CHE R SR AT RS, BUHET DA AR KB R, 24 AT 30 i R 1 B ik 3
<length> JEal it B \ 0 PP, Hdlnfefmitan.

LB SEMVALS IR eI i lnpes TP AL

ERROR

IR s, AR

SEND OK
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o <link ID>: #5155 ID (0~ 4), HT 2B
o <length>: HFEK A, fKfH: 2048 77
* <” remote host” >: UDP {4 v] PAFE E ST FAL: 1Pv4 Hihl . 1Pve bk, BilEisz

+ <remote port>: UDP £ PATS & Xt v i 11

L)

o MR B L BRI, S8 P EE \ 0 FAFHE (0xSc, 0x30 ASCID), HdffeHifan, RE0R M E
B, ST A& AT @

o WIRHARF A \<any>, WEFHTAHT, R <any> 45

© WURTERIE N0, W SCH \\O

3.3.9 AT+CIPCLOSE: 3f TCP/UDP/SSL i%$E
HESHY

i
KM Z AR ) TCP/UDP/SSL 4%

A

AT+CIPCLOSE=<1link ID>

KM BRI REAS N ) TCP/UDP/SSL 34 4%

AT+CIPCLOSE

] oz <

OK
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o <link ID>: FERMIMLAES ID, WRBN S, MR K Pra %

3.3.10 AT+CIFSR: ZEig#ih IP ihiitF0 MAC bt

HITHL

=

A

AT+CIFSR

Wi i ¢

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIPO6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPOLL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIP6LL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK

« <” APIP” >: ESP SoftAP [{J IPv4 Hihl:

» <” APIPGLL” >: ESP SoftAP [{ IPv6 7 bk & il
o <” APIP6GL” >: ESP SoftAP [] IPv6 4 Jaiiihl:

e <” APMAC” >: ESP SoftAP i) MAC #iii-

* <” STAIP” >: ESP station [1¥J IPv4 Hiifil:

+ <” STAIPGLL” >: ESP station [{J IPv6 2 Hb4 % Hidil-
o <” STAIP6GL” >: ESP station [1¥) IPv6 4= il

e <” STAMAC” >: ESP station [1] MAC Hht

e <” ETHIP” >: ESP ethernet [ IPv4 Hihl:
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o <” ETHIP6LL” >: ESP ethernet [/ IPv6 S b4k i sl
e <” ETHIP6GL” >: ESP ethernet [1}) IPv6 4= 5tk

e <” ETHMAC” >: ESP ethernet [1} MAC it}

5EA

o A2 ESP K& SR B R0%R NEEG, A BEAIAEIERY IP HuhEA MAC kit

3.3.11 AT+CIPMUX: BSH/ZRHZEEER

AL EHARI

®

A

AT+CIPMUX?

W

+CIPMUX: <mode>

AT+CIPMUX=<mode>

W i <

OK
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S8

o <mode>: JEAR, BRIAE: O
0: B
1

2

%
1: Z i

2

L)

o JUR YT EEBERIBTIT I A R] S OER
o HFEaE4i iz X (AT+CIPMODE=0), A ReBENZ HER

o QRESL T TCP/SSL e d5 i, ARVIN BATERE , WK IR S5 4 (AT+CIPSERVER=0)

=Pl

AT+CIPMUX=1

3.3.12 AT+CIPSERVER: #31/5xi#] TCP 5 SSL B 5528

OGS

ik
i) TCP/SSL iR 55 Atk 2

A .
"ﬂé’\'

AT+CIPSERVER?

W i <

+CIPSERVER: <mode> [, <port>, <"type">] [, <CA enable>]

OK
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RESHS

AT+CIPSERVER=<mode> [, <param2>][,<"type">][,<CA enable>]

] oz <
OK
8
e <mode>:
- 0: XMk 2R
- 1 RS 4%

* <param2>: ZHJ( <mode> Ala], WILSHEE R :

o {3 <mode> 2 1, <param2> fAFEM IS, BRAME: 333

* QIR <mode> J2 0, <param2> AEMIFAHEE KM FTAR M. BIAE: 0
- 0: RPAIRSF &I H A 2 i
- 13 KPR R K M

« <" type” >: R4 #AL7 TCP”,” TCPv6”,” SSL”, = “SSLv6” . ZRiAfE:” TCP”. T MAFKRHI,
WS HURIE T ESP8266 i 5%

* <CA enable>: HTHAFIRH], ILSHCAIEH T ESP8266 5
- 0: AfiFH CAIAIE
- 1: ffif CAIAIE

583
o ZEEWOLT (AT+CIPMUX=1), A ReJTIEIRSS %
o BIERST RIS, HSESIIRGS SR IET, e A aE— s AR
s BHEEA, SANE - ER D
o QRAEET IPv6 M2  IRS5 A%, T B EAT+CIPV6=1, FliLAT+CWIAP ZREUE]—A~ TPv6 Hulik
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B

// EI TCP R4 #
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B SSL R&#
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// BT 1pve W%, Q& SSL R4E#
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLv6", 0

/1 KRR G A5 oF BL K W B A

AT+CIPSERVER=0, 1

3.3.13 AT+CIPSERVERMAXCONN: Zi§/i%SRZ2E 11T IR IEREE

FEAH<

A1) TCP 5% SSL fiz 55 i L L i i KIS AL

=
7

AT+CIPSERVERMAXCONN?

W 3% ¢

+CIPSERVERMAXCONN: <num>
OK

HESHY

yiig:
BeE TCP 5 SSL fIj 55 SLVF AL M e KR L

A

AT+CIPSERVERMAXCONN=<num>

W i <
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OK

28

* <num>: TCP 5 SSL iR 45 & SLVF IS I s KRR

5EA

o QIR E R IEBS (AT+CIPSERVERMAXCONN=<num>), H7ERIEIR 45 2% Bt B .

r3t])

AT+CIPMUX=1

AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.14 AT+CIPMODE: Zif)/if Btk

FOHS

Dyt
AL X

AT+CIPMODE?

LIV

+CIPMODE : <mode>
OK

RE®H

BE LR

O e
iy A

3.3. TCP/IP AT &
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AT+CIPMODE=<mode>

W i <
OK
2%
* <mode>:
— 0: Hif fE AR X
— 1: Wi-Fi i #5300 2, AUk TCP MyEH: . UDP [E] e # {5 4 i . SSL B IR (1 1% 1t
L]

o FCE A RAEE] flash,

P

AT+CIPMODE=1

3.3.15 AT+SAVETRANSLINK: EEHFHIEZERNER
REFHEN TCP/SSL EfFEXER
HESHY

zs

AT+SAVETRANSLINK=<mode>, <"remote host">, <remote port>[,<"type">,<keep alive>]

Wi 3% ¢

OK
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* <mode>:
— 0: XM] ESP _ELiE A Wi-Fi i 1242
- 1: JFJ& ESP _EHLFEA Wi-Fi i 15 42 X,
o <” remote host” >: FFESE, Fonwmin IPv4 ik, IPve #uhl, akiE44
« <remote port>: L [1{H
o < type” >: FERSE, FontediAl:” TCP”,” TCPv6”,” SSL”, & “SSLv6”., BRiAfH:” TCP”
* <keep alive>: TCP keep-alive [A]FF, BRIAE: O
— 0: 2511 keep-alive T fE

— 1~7200: K IR, S A

L)

« ARENE Wi-Fi AL 14 12X BRIFAE NVS 1K, B <mode> 7 1, TYk b FEIIEAIS 16 1.
FERVEAL
o USRI TP HBHE (SR44). D OGRF AR, A LB B RA7 S Rash.

o QERARIET TPV RMLEENE LR, TS WEAT+CIPVo=1, PRl AT+CWIAP B F]—> IPv6 Hi
hik

B

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"

AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"

AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "TCPv6"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "SSLv6

REFIEAN UDP EEEXER

RE

e

AT+SAVETRANSLINK=<mode>, <"remote host">, <remote port>, [<"type">,<local port>]

W i <
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OK

* <mode>:
— 0: P ESP _EHLHEA Wi-Fi i £ 4% X,
- 1: JF/5 ESP _EALgE A Wi-Fi 1242 X
o <” remote host” >: FfFESE, FoRitln IPv4 Hihk, IPve Hihl, =ik
« <remote port>: T 1{H
© < type” >: FRFRSE, FoRMEHZEA:” UDP” 5 “UDPv6”, BRIAfH:” TCP”

* [<local port>]: JFHLYEA UDP &4, 5 YA iy 1

L)

o ABENRF Wi-Fi TPHLE AE 42X (G ERAFAE NVS X, 525 <mode> Oy 1, MR AL A BIUEA S FA2 X
o HEhms IP bt (347) . s D MEAT G RTE, ABCEB S0~ r 2] flash

o QERARILT TPV MAEENE LR, TS W EAT+CIPVo=1, PRl AT+CWIAP B F]—> IPv6 i
ik

)

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve",1005

3.3.16 AT+CIPSTO: ZEif/ixE4AH#h TCP/SSL Bk 5525 E 04078

BEEHL

i
Fify A< TCP/SSL fig 55 il i I ]

T

AT+CIPSTO?
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Wi 3% ¢

+CIPSTO:<time>
OK

REGS

=

4y

fE:
YA HL TCP/SSL IR 4548 3 ]

Py
i H

%

AT+CIPSTO=<time>

W

OK

S8

o <time>: Z<Hb TCP/SSL 45 SSABITH ], PR

583

D Fb, IREVEE : [0,7200]

* 24 TCP/SSL % P <t ime> W] AA A AR INM;, ESP RSF s 2 WrIT I .

* WRBESE <time> Ny 0, MIEHAGEAXHEIS, NEBGIFERE.

o FEBCEMII R, %) i S MR S5 A S I, PTINSeRE R B, B oM . TR
SERYINTRI A, 2R ARG e AR5 2 P m A s, TS AL IR . BINE, &P .

=Pl

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3. TCP/IP AT &
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3.3.17 AT+CIPSNTPCFG: #Eif/ix=ERtXF1 SNTP fR%Z 2§
FAH<

AT+CIPSNTPCEFG?

W

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]

OK

AT+CIPSNTPCFG=<enable>, <timezone>[, <SNTP serverl>, <SNTP server2>, <SNTP server3>]

W

OK

S8

 <enable>: X H SNTP fi45#s:
— 1: % SNTP [k 454
— 0: N5E SNTP JIR%525.
* <timezone>: SZHFLATPIAIAR:

- g RRTER : [-12,14], BRSBTS PR A (UTC) A mAs e biic K 22 $imt
X (UTC-12:00 & UTC+14:00);

- B uTe B E, UTC R EIRE TIRFFEINZ DR E] UTC i) 1A A58 A< bt
], EHERA [+ -] [hh]lmme WISESHBE X TEAY) T2 AVE, WA GE, WERAEARL, Nk
IEHL. /N (hh) WAZBAE -12 31 14 2Z [8], 43f (mm) LAZ57E 0 3] 59 Z[A]. Bildn, Qi Essie s X ik
BNV =AIE WS, Bl UuTC+12:45, W ZIE <timezone> B E N 1245, HE(FEIE
2% UTC ffs =

e [<SNTP serverl>]: 55—~ SNTP k55 #5%.
o [<SNTP server2>]: % 4> SNTP R%#%.

* [<SNTP server3>]: %5 =4~ SNTP x5 #%.
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L]

s WEMSHARIEEG A L= SNTP [fle55 &2 %, MEBEGAMEM “cnntp.orgen” . 7 ntp.sjtuedu.cn” i
“us.pool.ntp.org” HHz—,

o X T AWM AL, AME <timezone> ZATF REX MK EM <timezone> ZEA—HE. KN
<timezone> HZHTHH —Fh UTC B, Hln: %% AT+CIPSNTPCFG=1,015, AL
i}, ESP-AT 2200 X SHHIS 0, BIEEMER 15. NETHE—Fis, FroALIEE —Fp UTC
B R RIT, BRI UTC+00: 15, bR A i k12 0 B,

=Bl

// E# SNTP M4 #, REFEMK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// e SNTP R4, REFEAAMHEK (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
=

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// fEfE SNTP RAH, LEHWLHRX EXMEHY KK (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.18 AT+CIPSNTPTIME: Zif SNTP Btg]

OGS

AT+CIPSNTPTIME?

W

+CIPSNTPTIME:<asctime style time>
OK
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L]

» 5 5% asctime [E] 1Y € X% I asctime man page

B

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

OK

AT+CIPSNTPTIME?

+CIPSNTPTIME:Mon Dec 12 02:33:32 2016
OK

3.3.19 AT+CIUPDATE: &t Wi-Fi H%E 4

ESP-AT FEizfTH}, il Wi-Fi A2 R IRSS 4 B R 305 B 2 B2 X, AT T2 17

FOH<

i
#if] ESP B i TR

s

AT+CIUPDATE?

Wi i ¢

+CIPUPDATE:<state>
OK

AT+CIUPDATE

W
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+CIPUPDATE:<state>
OK

a;

ERROR

HESHY

Dyt
THE IS5 s A5 7 A (R ]

A

AT+CIUPDATE=<ota mode>[,<version>] [, <firmware name>] [, <nonblocking>]

W

+CIPUPDATE:<state>
OK

4

ERROR

¢ <ota mode>:
— 0: j@ 11 HTTP OTA;

— 1: J83d HTTPS OTA, #RIEH, #EHE . /build.py menuconfig > Component config>
AT > OTA based upon ssl & HhE, W25 81k W Build Your Own ESP-AT Project .,

e <version>: AT R4, W v1.2.0.0, v1.1.3.08(v1.1.2.0,
« <firmware name>: FFFE(F, Wl ota, matt_ca. client_ca BiJiE at_customize.csv H1 [
E SR IX
¢ <nonblocking>:
- 0: PHIERIR OTA (M, HH| OTA TSI B R IMUG A AT AR I AT fird) ;
- I R OTA (MU, JHse UG (+CIPUPDATEM) & T3 HH).
. <state>:

- 0: Z¥H;
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L B R 5545

2: R R RS
3: SRAFTHPA ;
4: SEITTR;

-1 FHRR I

L)

o T BT 2R
o WERMZ R EFETTRRIU, AT FfiR[E] ERROR, TH35EfF— B .
o QERGCE R ARSI MERY AT BIN, ARy 9-Kf A Espressif Cloud 4% AT [#{4:T14% .

o WUREEM R BT AT BIN, 3 7553 AT+CIUPDATE FOTA Tjfg, W% ESP-AT T2
#ER 7R FOTA.,

o BUUTIHR AT Bk, JAMAT+RESTORE IR BLE.
o NEBTHEEHBAS

P

AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"V2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,, "ota", 1
AT+CIUPDATE=1,"Vv2.2.0.0",,1

3.3.20 AT+CIPDINFO: i&® +IPD jHEi¥1§
RESHS

ke

AT+CIPDINFO=<mode>

W 7 :
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OK
X
e <mode>:
- 0: £ “+4IPD” Al “+CIPRECVDATA” JHEH, AHEmxtis IP Hihk Al 1145 5
- 1: {—’:E “+IPD” iﬂ:l “+CIPRECVDAT N iﬁA%\qja %%Xﬂ‘ﬁﬁiﬁ IP iﬂiiﬂﬁﬂuﬁmf_%‘,%\
EN)

AT+CIPDINFO=1

3.3.21 AT+CIPSSLCCONF: Zif/i3E SSL Z s s
EEHS

riig:
#if) ESP /10 SSL % /i 4 IR A L B 7R,

Py
A

AT+CIPSSLCCONEF?

Wi i *

+CIPSSLCCONF:<1link ID>,<auth_mode>, <pki_number>, <ca_number>

OK

RESHY

// BiEH: (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// %% (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

W i <
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OK

28
* <link ID>: 2834845 ID (0 ~ max), 7EZELMEILT, FHSHUABCN max, WERPrAEE, A28
ENNIEWIRE

¢ <auth_mode>:
- 0: RNINIIE, WWHEFEIEE <pki_number> Hl <ca_number> S4(;
— 1: ESP-AT 42 % ik A3 55 d i CA IE-HALS ;
— 2: ESP-AT & i 2 A CA EF R AL e 55 # I UE 43 5
- 3t AN

* <pki_number>: UEBFAGINRT], ARG DUEBMALY], HEY Y 0.

+ <ca_number>: CA [J&5|, WHRHA—4 CA, HAEWH 0.

L)

o QRAREAHE T BIAERL, IEAEET SSL IER I iIB T AR M S .

o BOE B HCRERAFAE NVS X, WSR G AT +SAVETRANSLINK g% B EITHLEEA Wi-Fi SSL i £ 4% X,
ESP RFAE T U B U BT AL L 57 SSL 4%

3.3.22 AT+CIPSSLCCN: #if/ixE SSL Z i H%& (common name)

EAH<

g
AR SSL MR R s 1 44 B

e

AT+CIPSSLCCN?

W i <

+CIPSSLCCN:<1link ID>, <"common name'">

OK
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RESHS

fir 4

// BiEFE: (AT+CIPMUX=0)

AT+CIPSSLCCN=<"common name">

// %#%FE: (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

Wi i :

OK

S8

* <link ID>: FI453£4 ID (0 ~ max), fERGEEMIEILT, ASBUEN 05 LRI T, #H3E
B max, WFTRFAAER; RASEEONEN 5.

* <” common name” >: ARZEAINUEMR ST a2 B AP HFRI A4 . A BRI 64 775,
5EA

o QUERAREARFCE SRR, RN SSL EEHTIE AT A G 2

3.3.23 AT+CIPSSLCSNI: ZEif/i%E SSL % iy SNI

EAHS

i
AR EERE ) SNI i E

Py -
iy

AT+CIPSSLCSNI?

Wi i ¢

+CIPSSLCSNI:<link ID>,<"sni'">
OK

3.3. TCP/IP AT & 121




ESP-AT User Guide

RESHS

W (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

%% ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

W

OK

S8

¢ <link ID>: FJZ53E4 ID (0 ~ max), {ESEEMTER T, RSN 05 FEZEERHILT, HSHE

W max, WIFRIIAERE: ASEEMER 5.
« <” sni” >: ClientHello HLf%j SNI, SNI 5k K BF 2 64 745,

iL): |
o WA EAE E ST RIAERL, TEAEE SSL I HIIB T A G S .
3.3.24 AT+CIPSSLCALPN: Zifj/igxE SSL Z i ALPN

EAH<

4y

=

fi

#if] ESP /2 SSL % /w4 11 A9 ALPN it

=
T

AT+CIPSSLCALPN?

W i <

+CIPSSLCALPN:<1link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK

122
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RESHS

fir 4

// BiEH: (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// %#%FE: (AT+CIPMUX=1)
AT+CIPSSLCALPN=<1link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i :

OK

¥
* <link ID>: FJZ53%4% ID (0 ~ max), FEFRIEEMTEOLT, ASHUEN 05 LEZ LML T, HS8E
Bl max, WFORFTAER: RSEEAMEN 5.
e <counts>: ALPN f%E. JuFl: [0,5].
0: il ALPN JiC’E.,
* [1.5): & # ALPN il .

o < alpn” >: FAFHRZH, F ClientHello [l ALPN. ALPN Sk K HESZ BT i A0 I K e

L)
o QNSRAHEAREUE S BIAER, WAEEAT SSL EE BT A M S .
3.3.25 AT+CIPSSLCPSK: Zif/ifE SSL Z fizny PSK

EOH<

A=)

4y

fE:

#if) ESP /2 SSL % /i IR 451 PSK e i

&

=
4

AT+CIPSSLCPSK?

Wi i ¢
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+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK

REH

// BiEE: (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// %#E: (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W i *

OK

S8

o <link ID>: WZ&7EH; ID (0 ~ max), FEREEMENT, AS8EN 0; EZEENELT, HS551E
WO max, WZTR AT ER; ASBBONMER S.

e <” psk” >: PSKidentity, fx K&KREE: 32,
e <” hint” >: PSK hint, HKKE: 32,
L)

o QSRAREAHUE T BIAERL, AR SSL IER I iIB T AR M S .

3.3.26 AT+CIPRECONNINTV: ZEifg/ &8 Wi-Fi iE{&#E =, T# TCP/UDP/SSL EiZ &bz
i

ifig:
2rif) Wi-Fi o5 542 X N B sl 5% R fE

e S N
“ﬂé?'

AT+CIPRECONNINTV?

Wi i ¢
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+CIPRECONNINTV:<interval>
OK

REH

ik
CE Wi-Fi i 1242 X '~ TCP/UDP/SSL f& 4 Wi T f5 H 2l =34 1417 b
,%

g

=

AT+CIPRECONNINTV=<interval>

Wi 3% ¢

OK

2%

* <interval>: FZjEEEFRNE], A 100 280, BOAE: 1, {EHE: [1,36000],

5EA

o FAT+SYSSTORE=1 W}, BLE HBCHRIEAE NVS X,

r3t)

AT+CIPRECONNINTV=10

3.3.27 AT+CIPRECVMODE: Zif/i&E socket ZEgiE
FaAG<

ifig:
i) socket FEUSAR

ks

AT+CIPRECVMODE?

W i :
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+CIPRECVMODE : <mode>
OK

REH

AT+CIPRECVMODE=<mode>

W

OK

S8

e <mode>: socket FPEIE AR, BRIAE: 0.
- 0: TRk, ESP-AT K5 #UR 2 ) socket Fdir B & 2545 FAL MCU, 3k “41PD”,

— 1: g, ESP-AT RFRrAa UL EI 1Y socket FPafrfr 2] NEBZEATIX (socket FZUL# 11, ESP8266
WA BRNK 5760 775, 31 ESP8266 i 45 ERIAME K 5744 777), 5FF MCU {25, X1+ TCP f1 SSL
R, WREAFIXWE T, BFFELIL socket /&4 ; XFT UDP {£4y, WREFXWE T, WakABEE
%,

L)

© ZECEARE T Wi-Fi i 42,

« 24 ESP-AT {ER I T U E) socket BTy, SRR B AN R A 4 -
- ZIERR] (AT+CIPMUX=1), #/R +IPD, <link ID>,<len>;
- FAJEBH (AT+CIPMUX=0), 7% +IPD, <len>.

* <len> FIRGAFXH socket B K L.

o —HA +IPD R, WIRIBITAT+CIPRECVDATA SRV . A0, ZER—A> +IPD $ZHZ H, F—
A~ +IPD FEA SR 45 341 MCU,

o FEWITFEZTEOL T, Zohi socket BARAIIRAFAE, MCU 358 ] PAEEL, BB K IRAT+CIPCLOSE .
AETE, W +1PD B, IBALEN K EAT+CIPCLOSE 8@ AT+CIPRECVDATA fiy AU A
Bz, XN ERR CLOSED 5 Bukitn A< i,
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B

AT+CIPRECVMODE=1

3.3.28 AT+CIPRECVDATA: 3xH#EzhiEliE TH socket iz
REHL

Py
A

// B¥EF: (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// %#E: (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W

+CIPRECVDATA:<actual_len>, <data>
OK

1%

+CIPRECVDATA:<actual_len>, <remote IP>, <remote port>, <data>
OK

2%

* <link_id>: ZHEEAECMYER D,

o <len>: fRAE N : OXTAAE, ARSLERICE] B ZHAS B, MR
* <actual_len>: SZERAREUIEHH L

o <data>: FREUTIEHE .

o [<remote IP>]: FFEESEL, FEnXtig IP #ihl, @i AT+CIPDINFO=1 iy 4{fifE

* [<remote port>]: Xt O, WidAT+CIPDINFO=I fy4ffifg.

B B s -

3.3. TCP/IP AT &
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B

AT+CIPRECVMODE=1

// Bltw, R EH MCU N 0 FHEBEFRE 100 FH HHE,
// W44RFHE "+IPD,0,100",

/) R, BTDERLBTNT A4 EEER 100 FH 6 &HE:
AT+CIPRECVDATA=0,100

3.3.29 AT+CIPRECVLEN: ZEig#zhiEiET socket HIBHKE
EAH<

i
B AT T B K

AT+CIPRECVLEN?

W i <

+CIPRECVLEN:<data length of 1ink0>,<data length of linkl>,<data length of 1link2>,
—<data length of 1ink3>,<data length of link4>
OK

%

* <data length of link>: F-—iG:h b iy BTG BER K

L)

* SSLigfrr, ESP-AT FfR[al s Hn i B, FrAR K & R T HSBn iR L

r3t)

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK
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3.3.30 AT+PING: ping 3t E#]

HEGS
ik
ping X} EAL

AT+PING=<"host">

i i

+PING:<time>

OK

g

+PING:TIMEOUT // RAEHRLBN AKX PING BHERT, t4HAXANEE

ERROR

2%

o <” host” >: FEfFHRSEL, Fonitim EHLAY IPv4 Hihk, TPve Huhl, sidsi4 .

* <time>: ping fNAR ], FRAL: ZEFD.

5EA

o QISEARELT IPV6 W% ping Xt ML, EE I EAT+CIPV6=1, FifitAT+CWIAP FHF]—~ IPv6 Hi

dk

o QARG FAURIE A AT, U ping R Jgidiik DNS #EATIEA @b (ULJef@p IPv4 Mtk ), T ping X i

LML IP Hikk

3.3. TCP/IP AT &
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B

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) TREFMERIEF S
AT+PING="240c::6666"

3.3.31 AT+CIPDNS: Zif/i%E DNS [RZEER
i

ik
i 24 157 DNS R 45 #15 H.

[

AT+CIPDNS?

Wi i ¢

+CIPDNS:<enable>[,<"DNS IP1">,<"DNS IP2">,<"DNS IP3">]
OK

RES

Ty
P E DNS Ik 55435 5
,%

g

.
.

=

AT+CIPDNS=<enable>[, <"DNS IP1">,<"DNS IP2">,<"DNS IP3">]

W i3 ¢

OK

5

ERROR
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e <enable>: % 'H DNS
— 0: J5 ] B 27 3KHL DNS 1% # , DNS k&0 208.67.222.222, HA724 DHCP B} A 2430
- L BT E DNS(E B, WA ESE <DNs 1px> [fE, W HERIAE 208.67.222. 222,

* <DNSTP1>: %> DNSIP ik, X} T ¥ E S, HA Y <enable> Z4Ch 1 I, @)= T3 DNS
W, RSEARRYG WAREE <enable> 4y 1, HARSHRE M, MESITE M AR, ESP-AT
R SENE N M4 HI) DNS 35 ER 1] .

e <DNSIP2>: % —/>DNSIP Huhl, X Fi%E a4, HA2Y <enable> 248 1 1, Wyt /E T2 DNS
WA, ASUAFH WRBE <enable> 1, FENASHRE—MH, L2 TENMm 20, ESP-AT
FHEZS AN 2 Al DNS BE R[]

o <DNSIP3>: %5 =/ DNSIP #ihil, XFFikEmSd, HA2Y <enable> 58 1 i, it EE A T3 DNS
WE, ABEAER WREE <enable> Ay 1, I AARSHBLEAME, UEZITER ML, ESP-AT
B S B E N Y 1T DNS B8R [ .
i5%ER
o FAT+SYSSTORE=1, T 'B- TR AErE NVS X,
o XEABEORNREBEEAE R MRS % Lo
e 24 <enable> kO i, DNS HR55#% 0] RES AR ESP 5885 T ZE42 1 [ Hh #3% B e 1 el A2

B

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

// H—NETF 1Pve B DNS REEB: T REFZFMERIZFQ

// EHE_ANETF IPv6 B DNS 4 #: google-public-dns-a.google.com
/! HZANETF IPv6e By DNS MR4#: ILHEE DNs R4 #
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"
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3.3.32 AT+CIPTCPOPT: ZEif/iRE socket i%EIR
FAG<

itk
2524 |l socket PEIF

AT+CIPTCPOPT?

Wi i3 ¢

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>

OK

REGS

// B (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>]

// %¥%¥E: (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>]

W i <

OK

* <link_id>: MZEHEH ID (0 ~ max), EZIEEMTEIT, HSEMEBON max, WFRIrAEE; A28

ENVNEVSRE
o <so_linger>: [l ’& socket [} SO_LINGER ¥ETi, BAfi: #, BERAE: -1.
- =-1: XH;

- =0: JFJ3, linger time = 0;

- >0: JF/3, linger time = <so_linger>;
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+ <so_sndtimeo>: [ & socket ) SO_SNDTIMEO ¥&If, PA{7: ZF, BRIME: 0.

3.4

<tep_nodelay>: il & socket [i) TCP_NODELAY 3EI, ZRIA(EH: 0.
— 0: 2Jf] TCP_NODELAY

- 1: J5 ] TCP_NODELAY

[ESP32 Only] Bluetooth® Low Energy AT %9%

[English]

ESP32 AT [P0 1 1 0 MG 5.0 B

[ESP32 Only] AT+BLEINIT : Bluetooth LE #J454k

[ESP32 Only] AT+BLEADDR: %% Bluetooth LE % £5#bhil:

[ESP32 Only] AT+BLENAME : 251/ & Bluetooth LE &£ #%
[ESP32 Only] AT+BLESCANPARAM : #5if)/¥% & Bluetooth LE $1Hi &%k
[ESP32 Only] AT+BLESCAN: {§ifi Bluetooth LE ¥4

[ESP32 Only] AT+BLESCANRSPDATA : & Bluetooth LE {41 i/
[ESP32 Only] AT+BLEADVPARAM : %¥if)/#% & Bluetooth LE | #% 54
[ESP32 Only] AT+BLEADVDATA: 1% '& Bluetooth LE J™ % %54
[ESP32 Only] AT+BLEADVDATAEX : [ 51 % Bluetooth LE | #& % ¥
[ESP32 Only] AT+BLEADVSTART : Ff-4 Bluetooth LE |~ #%

[ESP32 Only] AT+BLEADVSTOP: {2 I Bluetooth LE | 4%

[ESP32 Only] AT+BLECONN : 7/ Bluetooth LE j§4%

[ESP32 Only] AT+BLECONNPARAM : #5if/% %7 Bluetooth LE i3 24
[ESP32 Only] AT+BLEDISCONN : WiFF Bluetooth LE %4

[ESP32 Only] AT+BLEDATALEN : % Bluetooth LE %4 fu K. i
[ESP32 Only] AT+BLECFGMTU : % Bluetooth LE MTU -]
[ESP32 Only] AT+BLEGATTSSRVCRE: GATTS £ &Ik 55

[ESP32 Only] AT+BLEGATTSSRVSTART : GATTS Jf &Ik %%

[ESP32 Only] AT+BLEGATTSSRVSTOP: GATTS 12 I}l 55

[ESP32 Only] AT+BLEGATTSSRV : GATTS % MRk 55

[ESP32 Only] AT+BLEGATTSCHAR: GATTS & IR 55 ik

[ESP32 Only] AT+BLEGATTSNTFY : [} 424 notify JIf 5 4R 4472 s

3.4. [ESP32 Only] Bluetooth® Low Energy AT &4 &
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[ESP32 Only] AT+BLEGATTSIND: I3 %545 indicate IR 45 45F (45 % P it

« [ESP32 Only] AT+BLEGATTSSETATTR: GATTS 5 B} 45 45

« [ESP32 Only] AT+BLEGATTCPRIMSRV : GATTC % Bl E A %5

« [ESP32 Only] AT+BLEGATTCINCLSRV: GATTC % A1 &1 iR %5

« [ESP32 Only] AT+BLEGATTCCHAR: GATTC % HilIR 45 454

« [ESP32 Only] AT+BLEGATTCRD: GATTC 2Bl 45 454F 1

« [ESP32 Only] AT+BLEGATTCWR: GATTC & JIR 45 4+ {E

* [ESP32 Only] AT+BLESPPCFG: Ztif)/1% & Bluetooth LE SPP Z:4§

« [ESP32 Only] AT+BLESPP: 3} A Bluetooth LE SPP f#izt;

« [ESP32 Only] AT+BLESECPARAM : Z5i/{% % Bluetooth LE %554k
 [ESP32 Only] AT+BLEENC: %t Bluetooth LE I %51 3K

* [ESP32 Only] AT+BLEENCRSP: |14 %t ifii5 45 % E I et ok

« [ESP32 Only] AT+BLEKEYREPLY : #5%1 5 545 Ml B 8550 (1550 B )
* [ESP32 Only] AT+BLECONFREPLY : 45X} J5 ¥4 M 2N G R (1G85 B )
* [ESP32 Only] AT+BLEENCDEV : #if]455E i) Bluetooth LE Jjll%% 1% #5511 %
« [ESP32 Only] AT+BLEENCCLEAR: %% Bluetooth LE i[85 15 #5512

« [ESP32 Only] AT+BLESETKEY : %% Bluetooth LE #7S i %} 254

« [ESP32 Only] AT+BLEHIDINIT : Bluetooth LE HID H #1441k

« [ESP32 Only] AT+BLEHIDKB: % 3% Bluetooth LE HID 7% 1% &,

« [ESP32 Only] AT+BLEHIDMUS: %% Bluetooth LE HID FlA7( B
 [ESP32 Only] AT+BLEHIDCONSUMER: % i% Bluetooth LE HID consumer {5 &,
« [ESP32 Only] AT+BLUFI: JFJ&5% % 4] BluFi

 [ESP32 Only] AT+BLUFINAME : Z5if1/1% & BluFi %4544 1

3.4.1 [ESP32 Only] AT+BLEINIT: Bluetooth LE #3141t

EHHS

ifig:

#rifi] Bluetooth LE J& 5 4] 4f k.
e
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AT+BLEINIT?

W i <
LHOWIR, AT &[0

+tBLEINIT:<role>
OK

HARWIIGA, AT &0 :

+BLEINIT:0
OK

REGS

e

% B Bluetooth LE #J i1k fa 8,
mA

.
.

=

AT+BLEINIT=<init>

M) oz <

OK

S8

e <init>:
— 0: 34 Bluetooth LE
— 1: client 4%,
— 2: server f {0,

3.4. [ESP32 Only] Bluetooth® Low Energy AT &4 &
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L]

o A KGO ZHT, BT H “at_customize.bin” C{:, G TE W A4=fT A % L Ble services.,

* il HE Bluetooth LE iy 42 1, 5G4 a4, #I4fi1k Bluetooth LE {4 .

* Bluetooth LE f (W06 fk)S , AREEIEYME. MFEVMHMm @, FHESCRMAT+RST o BB RS, M

Frwita1k Bluetooth LE 4,

o 2 ESP {E-4 Bluetooth LE server, ZE4%5% service bin | flash:

— T A= B service bin S0, 5% esp-at/tools/readme.md;

— service bin U EEEHIAE, iF I esp-at/module_config/module_${platform}_default/at_customize.csv

SO “ble_data” XA AHBAL .

7yt

AT+BLEINIT=1

3.4.2 [ESP32 Only] AT+BLEADDR:

EAH<

Yitig:
#rifi) Bluetooth LE 15451 /A He bt

e

1% & Bluetooth LE %&bt

AT+BLEADDR?

W i <

+BLEADDR: <BLE_public_addr>
OK

REGS

ifig:
15 & Bluetooth LE 154517tk 22
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AT+BLEADDR=<addr_type>[, <random_addr>]

W i <

OK

S8

* <addr_type>:
— 0: /A3EHhik (Public Address)
— 1: BEMLHHE (Random Address)
iBH
o AL (Static Address) i & DA T Stk
- HihE R AN A 1

— BEPLALHEER > 2= A 1 A2 0;
- BEPLHLIERR > 2 1A 1

Rl

AT+BLEADDR=1, "f8:7f:24:87:1c:7b" // BB RALR & H o S HoHE
AT+BLEADDR=1 [/ B AR A R R
AT+BLEADDR=0 /) WENEEE A

3.4.3 [ESP32 Only] AT+BLENAME: Zif/ixE Bluetooth LE & &%R

EAH<

ig:
#71fi) Bluetooth LE 154544 ¥R

[

AT+BLENAME?

Wi i <

3.4. [ESP32 Only] Bluetooth® Low Energy AT §4 % 137




ESP-AT User Guide

+BLENAME : <device_name>

OK

REH

Jtig:
Bluetooth LE 4454 F1

B
s

&L

=

AT+BLENAME=<device_name>

Wi 3% ¢

OK

2%

o <device_name>: Bluetooth LE %44 Mk, K 32, BHALZFR AN “BLE_AT”,

L)

o EAT+SYSSTORE=1, Mip B H e R1E7E NVS X,

r3t)

AT+BLENAME="esp_demo"

3.4.4 [ESP32 Only] AT+BLESCANPARAM: #if/i%E Bluetooth LE {3#E& %k
FaAG<

i
2¥if] Bluetooth LE 3424k

ks

AT+BLESCANPARAM?

W i :
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+BLESCANPARAM: <scan_type>, <own_addr_type>, <filter_policy>,<scan_interval>, <scan_

—window>

P E Bluetooth LE 13 2%
%

AT+BLESCANPARAM=<scan_type>, <own_addr_type>, <filter_policy>, <scan_interval>, <scan_

—window>

W

OK

o <scan_type>: f¥fi
- O: Bah 14
- I F3had
o <own_addr_type>: it
0: 2 FtHbik
1: AL
2: RPA /3 JtHitk
3: RPA [l
o <filter_policy>: 4t yE =

— 0: BLE_SCAN_FILTER_ALLOW_ALL

1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR
— 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR
* <scan_interval>: FI4H[a] %

o <scan_window>: 8t O
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L]

e <scan_window> ZEHEANFGE KT <scan_interval> f{H.

B

AT+BLEINIT=1 // fafe: Hp3%
AT+BLESCANPARAM=0, 0, 0, 100, 50

3.4.5 [ESP32 Only] AT+BLESCAN: {#fE Bluetooth LE 33
RES

Yriie
F-4f/45 11 Bluetooth LE 4

“ﬂ4>

AT+BLESCAN=<enable>[,<interval>][,<filter_type>,<filter_param>]

Wi i ¢

+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>

OK

S8

* <enable>:
- L JFUGRHREEH
- 0 {5 IR
* [<interval>]: FHiifFELfE], AL 7,
- AIRCEA IR, LHRREASLG
- ACEITRTIE, WREASHC
ZHBCH O I, MR I IR RRE 4

- ABE AR O AR, Bt AT+BLESCAN=1, 3, WZFR4H 3 #0)5 H sh4s
gER,

o [<filter_type>]: it jEiET

%

- 1: “MAC”

A, RS R

140

Chapter 3. AT 5%




ESP-AT User Guide

- 2: “NAME”
o <filter_param>: IJESEL, FonX s MAC Hihk sk 4 Fk
 <addr>: Bluetooth LE it
o <rssi>: FSIRE
o <adv_data>: JIBEHE
o <scan_rsp_data>: J 1 EHE
o <addr_type>: J &I fHbAEZEA

L)

o MR/ P OK 1 +BLESCAN:<addr>,<rssi>, <adv_data>,<scan_rsp_data>, <addr_type>
e Y VR ARG = L ERSE )G )Y . OK W] BEXE +BLESCAN: <addr>, <rssi>, <adv_data>,
<scan_rsp_data>,<addr_type> Z Hi# i, tH 7 fEff +BLESCAN:<addr>,<rssi>,
<adv_data>, <scan_rsp_data>, <addr_type> Z )5k

P

AT+BLEINIT=1 VAR -E-R-95
AT+BLESCAN=1 /] FFHeAEWE
AT+BLESCAN=0 // fEARH

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // JFi4H4, LA 4 MAC Hib
AT+BLESCAN=1, 3,2, "ESP-AT" // Jr#tHa#h, LR A& & 4K

3.4.6 [ESP32 Only] AT+BLESCANRSPDATA: % Bluetooth LE {3i&fRz

FEHS

g

.
.

=

P E: Bluetooth LE 41 .
S

AT+BLESCANRSPDATA=<scan_rsp_data>

Wi % ¢

OK
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S8

* <scan_rsp_data>: i AR, S HEX AR . BN, # AR & &g “ox11 0x22 0x33
0x44 0x55”, N4 AT+BLESCANRSPDATA="1122334455",

Z )

AT+BLEINIT=2 // fife: Ji4%
AT+BLESCANRSPDATA="1122334455"

3.4.7 [ESP32 Only] AT+BLEADVPARAM: Zif/i% 8B Bluetooth LE [ {&& %k

FEAH<

Dyt
EERZIE e i

e

AT+BLEADVPARAM?

Wi i ¢

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,

—<adv_filter_policy>, <peer_addr_type>, <peer_addr>

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>|[,

—<adv_filter_policy>] [, <peer_addr_type>] [, <peer_addr>]

W

OK
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o <adv_int_min>: /N G, ASEUEN /NT <adv_int_max> ZEUH .. S5 E - 0x0020 ~ 0x4000,
o <adv_int_max>: 5 KK E] G, AASEENY KT <adv_int_min> ZEE . S50 F - 0x0020 ~ 0x4000,
e <adv_type>:

— 0: ADV_TYPE_IND

— 2: ADV_TYPE_SCAN_IND

- 3: ADV_TYPE_NONCONN_IND
» <own_addr_type>: Bluetooth LE #2571

- 0: BLE_ADDR_TYPE_PUBLIC

- 1: BLE_ADDR_TYPE_RANDOM

* <channel_map>: | {&f51E

1: ADV_CHNL_37

2: ADV_CHNL_38

4: ADV_CHNL_39

7: ADV_CHNL_ALL
* [<adv_filter_policy>]: J" i yiEar KL

— 0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY

1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY

2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
— 3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST
 [<peer_addr_type>]: %}75 Bluetooth LE Hhihil- 27
— 0: PUBLIC
- 1: RANDOM

+ [<peer_addr>]: X}75 Bluetooth LE ik
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B

AT+BLEINIT=2 // fafe: 4%
AT+BLEADVPARAM=50,50,0,0,4,0,0,"12:34:45:78:66:88"

3.4.8 [ESP32 Only] AT+BLEADVDATA: %= Bluetooth LE [ i&#iiE
REG

itk
B A

AT+BLEADVDATA=<adv_data>

W

OK

2%

o <adv_data>: JIEEE, S HEX 455 Bilhn, #ARBE ) 318 4dER “Ox11 0x22 0x33 0x44 0x55”, I
4 N AT+BLEADVDATA="1122334455",

5EA

o SR 2 mi e & # ] fiy & AT+BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
WE T REdE, M ar o B 83 6 -

B

AT+BLEINIT=2 // fifs: &%
AT+BLEADVDATA="1122334455"
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3.4.9 [ESP32 Only] AT+BLEADVDATAEX: Hzjjix & Bluetooth LE &%z

FAH<

ik
EERZIE €I E 2

.y
“ﬂ4>'

AT+BLEADVDATAEX?

Wi i3 ¢

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

OK

REHL

Yrfie:
BCE) AR IR

ZE

AT+BLEADVDATAEX=<dev_name>, <uuid>, <manufacturer_data>, <include_power>

Wi

OK

* <dev_name>: FIFHRSH, FoRB AL BN, HEBEBA LN “ust-test”

» W4

AT+BLEADVSTARTEX="just-test", <uuid>, <manufacturer_data>, <include_power>,

o <unid>: F P S R B, FH A K E UUID H o “0xA002” ,

Wy i 4 o

AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

+ <manufacturer_data>: il & Fi4HE, S HEX 4G, a0, 2 AHRCE Hl b w4 <ox11 0x22
0x33 0x44 0x55” , M éy 4N AT+BLEADVSTARTEX=<dev_name>, <uuid>,"1122334455",

<include_power>,

* <include_power>: ¥ REHET G TX PR, RSN 15 B, 0.

3.4. [ESP32 Only] Bluetooth® Low Energy AT &4 &
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L]

o WRZ ATE Al a9 AT+ BLEADVDATA=<adv_data> B H. | ) #80d, W @A ar BB 1) Kok

B

Z )

AT+BLEINIT=2 // fife: Ji4%
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1

3.4.10 [ESP32 Only] AT+BLEADVSTART: F & Bluetooth LE "%

AT+BLEADVSTART

Wi i ¢

OK

* G A AT+BLEADVPARAM=<adv_parameter> BEH ) #ES4L, WIFLHIEGA S 4L
o FARA T A4 AT+BLEADVDATA=<adv_data> BB #E5E, WK %4 0 504

e Y HI B % i H iy SAT+BLEADVDATA=<adv_data> % % & 77 3% % #, W &
W AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> & & 1 I~ #& £
Baw, MR, ARJefi i AT+BLEADVDATAEX, W24 AT+BLEADVDATA &% ¥ 1)) &4 78 5 -
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B

AT+BLEINIT=2 // fafe: 4%
AT+BLEADVSTART

3.4.11 [ESP32 Only] AT+BLEADVSTOP: {%it Bluetooth LE "%
HiITHe

yiie:
(AT

AT+BLEADVSTOP

W

OK

5EA

o EFAIRG, BT Bluetooth LE %8, W4 4 #1455 Bluetooth LE J™#%, TLEEHAMS .

r3t)

AT+BLEINIT=2 // fft: R4&58
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.12 [ESP32 Only] AT+BLECONN: #3T Bluetooth LE &E#:

FOHS

=)

4y

fi

#71fi) Bluetooth LE %%
v

=

AT+BLECONN?
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W i *

+BLECONN: <conn_index>, <remote_address>

OK

PRSI R, WY AR <conn_index> I <remote_address> 55§ .

%357 Bluetooth LE %422

P
"Ill\'\‘

AT+BLECONN=<conn_index>, <remote_address> [, <addr_type>, <timeout>]

Wi i ¢

OK

FHSLIEE T, R

+BLECONN: <conn_index>, <remote_address>

HRM, MR

+BLECONN: <conn_index>, -1

2%

e <conn_index>: Bluetooth LE i£#:5-, JEHl: [0,2].

» <remote_address>: X5 Bluetooth LE ¥#5H#hudik .

o [<addr_type>]: [ HEiRASHIGERL,

o [<timeout>]: JEHMMIINIE], FAL: Fo JuH: [3,30].
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L]
o BBHEHSIHIERZ 0T, SeisfTAT+BLESCAN fir 3l s, Wibr HAR &b 1) IR,
o SORIEHEN 30 7.

* 415 Bluetooth LE server T4k FLIEH: C o7, AT DARE A it iy S ZE X 45 1545 (GATTC) R 31
%5 . BATPABEFIPAT GATTC iy

AT+BLEGATTCPRIMSRV

AT+BLEGATTCINCLSRV

AT+BLEGATTCCHAR

AT+BLEGATTCRD

AT+BLEGATTCWR

AT+BLEGATTSIND

)

AT+BLEINIT=1 // fifa: Ep3%
AT+BLECONN=0, "24:0a:c4:09:34:23",0, 10

3.4.13 [ESP32 Only] AT+BLECONNPARAM: #if)/E#i Bluetooth LE #EES %
FAG<

Dyiie:
2¥if] Bluetooth LE %324

AT+BLECONNPARAM?

Wi i ¢

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>

OK
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RESHS

=y

4y

fE:

3% Bluetooth LE i#8: 545k

=
T

AT+BLECONNPARAM=<conn_index>, <min_interval>, <max_interval>, <latency>, <timeout>

W i <

OK

BRI, WFRPATEE

+BLECONNPARAM: <conn_index>, -1

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].

o <min_interval>: #x/NEREERE, JLE: 0x0006 ~ 0x0C80,
e <max_interval>: f /iERIERE, YERE: 0x0006 ~ 0x0C80.
o <cur_interval>: Y4FiiERE][E .

* <latency>: JEiR, JuHl: 0x0000 ~ 0x01F3,

o <timeout>: HIF}, JELEHE: 0x000A ~ 0x0C80,

o RAQEORIGEER, HHAUCR client fi (A HTIEZRS AL

=Bl

AT+BLEINIT=1 // fafs: Ep3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0, 12,14, 1, 500
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3.4.14 [ESP32 Only] AT+BLEDISCONN: [jFF Bluetooth LE %$E

7 JT Bluetooth LE 443

2
4

AT+BLEDISCONN=<conn_index>

Wi i3 ¢

OK // ¥k % AT+BLEDISCONN #r4
+BLEDISCONN: <conn_index>, <remote_address> // iBAT@4 R

S8

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].

» <remote_address>: X7 Bluetooth LE & #5H#bik .

L)

o DUECRFR s iAo Wit e

r3t)

AT+BLEINIT=1 // fafs: %P3
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDISCONN=0

3.4.15 [ESP32 Only] AT+BLEDATALEN: {5 Bluetooth LE HiE8{E

REG

D

5% Bluetooth LE %it#i U 5
nA

.
.

=
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AT+BLEDATALEN=<conn_index>, <pkt_data_len>

W i <

OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].

o <pkt_data_len>: Z{({ERKE, JEHE: 0x001b ~ 0x00fb,

5EA

o TS Bluetooth LE 4%, A e EEUREKE.

P

AT+BLEINIT=1 // fafa: %P 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30

3.4.16 [ESP32 Only] AT+BLECFGMTU: i&E Bluetooth LE MTU k&

EOH<

Zi) MTU (maximum transmission unit, fx KfZHiBATE) K&

P
iy

AT+BLECFGMTU?

Wi i ¢

+BLECFGMTU: <conn_index>, <mtu_size>

OK
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pay

1 MTU Jy£
WA

=

AT+BLECFGMTU=<conn_index>, <mtu_size>

W i <

OK // KEAGL

S8

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].

o <mtu_size>: MTU K&,

EAR
o A dBiR Se 5T, Bluetooth LE £33 ,
o (UHFE Fimiaf A A B MTU K JE

© MTU HySEFr K EEFR 2R, WM. OK HFRIAME MTU KB, HUtica KA —E AR, #iUH

FAT+BLECFGMTU? £Fif]5LBr MTU K )&,

r3t])

AT+BLEINIT=1 // fafs: %P
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300

3.4.17 [ESP32 Only] AT+BLEGATTSSRVCRE: GATTS IR %
hiITHe

Tyt
GATTS (Generic Attributes Server) f/]% Bluetooth LE JIR 4%

[
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AT+BLEGATTSSRVCRE

W i <

OK

EA
« {§i ] ESP {4 Bluetooth LE server | ## k45, ZE4e5% service bin 3 {4-F flash Hr,

— Al A= 5 service bin XU, 5% esp-at/tools/readme.md.

— service bin UL M esp-at/module_config/module_${platform}_default/at_customize.csv {4
HifF) “ble_data” Huhk,

* Bluetooth LE server #Jiffb/5, 5 M A0 R % a0 Bluetooth LE #3%, WIJGiEA)
R SS

* f15% Bluetooth LE client C¥JEAIL AL, W] DA it Ay G2 AR 455t mT DA HoAth— 28RS 11 GATTS
s, BINEshAEIEIRS . &R S HAEEA notification/indication, HARAAUIF :

— AT+BLEGATTSSRVCRE (#4F Bluetooth LE #4857 2 HifH )

AT+BLEGATTSSRVSTART (#184F Bluetooth LE jE#2 27 2 FifiE )

AT+BLEGATTSSRV

AT+BLEGATTSCHAR

AT+BLEGATTSNTFY

AT+BLEGATTSIND

AT+BLEGATTSSETATTR

r3t)

AT+BLEINIT=2 // fft: RE&5B
AT+BLEGATTSSRVCRE
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3.4.18 [ESP32 Only] AT+BLEGATTSSRVSTART: GATTS H3R%

niTHS

ik
GATTS I 45

“ﬂ4>'

AT+BLEGATTSSRVSTART

REGS

g
GATTS JF a2t E a5

A .
"ﬂé?'

AT+BLEGATTSSRVSTART=<srv_index>

W i <

OK

S8

o <srv_index>: JRGFE, M 1 FFiRE,

=Bl

AT+BLEINIT=2 // fife: Ji4%
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
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3.4.19 [ESP32 Only] AT+BLEGATTSSRVSTOP: GATTS {F1EBR S5

niTHS

ik
GATTS {5 |- 4R 55

AT+BLEGATTSSRVSTOP

REGS

g
GATTS {5 I3 4 IR 55

AT+BLEGATTSSRVSTOP=<srv_index>

W i <

OK

S8

o <srv_index>: JRGFE, M 1 FFiRE,

=Bl

AT+BLEINIT=2 // fife: Ji4%

AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEGATTSSRVSTOP
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3.4.20 [ESP32 Only] AT+BLEGATTSSRV: GATTS A#MBR S
FAG<

Ystie:
GATTS Kk #AR 55

“ﬂ4>'

AT+BLEGATTSSRV?

Wi i3 ¢

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>

OK

S8

o <srv_index>: 5575, M1 FFLGREIY.
e <start>:
- 0: 95 RITR;
- L lRgr BT R
e <srv_uuid>: g5 UUID,
o <srv_type>: [R5 HHFAL:
= 0: RERSS 3
- L HERS .

r3t)

AT+BLEINIT=2 // faf: RE&%
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?
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3.4.21 [ESP32 Only] AT+BLEGATTSCHAR: GATTS &R ILAR ZIF1E
FAG<

i
GATTS K IR 55 4L

A\ .
“ﬂ/?'

AT+BLEGATTSCHAR?

ja] o =
XTI FHEE R, MR AT -

+BLEGATTSCHAR: "char", <srv_index>, <char_index>, <char_uuid>, <char_prop>

X HRAHE S, WA

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>

OK

 <srv_index>: 5575, M 1 FFLRIEIY.

o <char_index>: REFHEMITS, M 1 AIGIENS.
e <char_uuid>: HR44FEH) UUID,

* <char_prop>: JZ55 LR EE

o <desc_index>: JHFHIRGFEE .

o <desc_uuid>: FHEHIALE UUID,

r3t)

AT+BLEINIT=2 // ft: B&H %8
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?
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3.4.22 [ESP32 Only] AT+BLEGATTSNTFY: HR552§ notify IR ZISIEEL X Fin
REG

Yriie:
I 4522 notify JI S E (25 % P

“ﬂ/?\'

AT+BLEGATTSNTFY=<conn_index>, <srv_index>, <char_index>, <length>

Wi i3 ¢

75 > Fon AT HER G RRIcER B, BUR ] DA A, 248K BEA B 280 <length> W{ERT, AT
notify 4,

AR RN, R

OK

2%

e <conn_index>: Bluetooth LE i#3:5-, JEH: [0,2].
o <srv_index>: [R5 F 5, WiafTAT+BLEGATTSCHAR? 5],

o <char_index>: JR4EHEM)FE-, AlEfTAT+BLEGATTSCHAR? i),

 <length>: %K )&,

P

AT+BLEINIT=2 /] Bt RE B

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) T ¥, % client ##)5, RAMERIW notify
AT+BLEGATTSCHAR? // BTHW AW notify K Pt 44E

/) B, FH 3 B4 6 BAHE notify KEH 4 FEHEE, FAWT 4
AT+BLEGATTSNTFY=0, 3,6, 4

// %FE% nsn ;fé‘:%)é—, %)\ 4 _’?%%ﬁﬁ, ﬁl] "1234", %Eéﬁ%gﬁ]f?%
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3.4.23 [ESP32 Only] AT+BLEGATTSIND: BR%%3E indicate PR Z4S1F{EL Z Pk
BREGS

ik
fI? 452 indicate i} 5 (B 28 7 P

Sy
A

AT+BLEGATTSIND=<conn_index>, <srv_index>, <char_index>, <length>

Wi i3 ¢

P45 > o AT e o D, BERHET DA AR, S8R K A2 240 <length> WOMEHS, 4T

indicate #/E,

AR RN, R

OK

2%

e <conn_index>: Bluetooth LE i#3:5-, JEH: [0,2].
o <srv_index>: [R5 F 5, WiafTAT+BLEGATTSCHAR? 5],

o <char_index>: JR4EHEM)FE-, AlEfTAT+BLEGATTSCHAR? i),

 <length>: %K )&,

P

AT+BLEINIT=2 /] At R

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADVSTART // TS, Y client #HHJF, XA EHEK indication
AT+BLEGATTSCHAR? // ZWE P37 W indication M4RAE

/) Blm, R 3 BREMH 7 BHME indicate KENH 4 FFHHKE, L T:
AT+BLEGATTSIND=0, 3,7, 4

/)BT TS FEE, N 4 FEMEE, o o"1234", REREES R
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3.4.24 [ESP32 Only] AT+BLEGATTSSETATTR: GATTS & 2R ZIFEE
REG

ik
GATTS B¢ R 55 FRAE(E B A HE

“ﬂ/?\'

AT+BLEGATTSSETATTR=<srv_index>, <char_index>, [<desc_index>], <length>

Wi i3 ¢

>

P45 > o AT e o D, BERHET DA AR, S8R K A2 240 <length> WOMEHS, 4T
BCERAE.

AR RN, R

OK

2%

o <srv_index>: JR%FE, A[iB{TAT+BLEGATTSCHAR? #5if].
o <char_index>: JR4$EHENITE, AliEfTAT+BLEGATTSCHAR? %],
* [<desc_index>]: FHEHIATT TS
- #IHE, MREHATFHE:
- BTG, WEERHMEE.
o <length>: F#EKE,

L)

© WK <length> ZREK T FFMRAKE, WikEXKM. KT service table, 7. compo-

nents/customized_partitions/raw_data/ble_data.
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B

AT+BLEINIT=2 /] e s R

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/) Bl |\l EREW 1 SRESAKEN 1 FEHEE, ST
AT+BLEGATTSSETATIR=1,1,,1

/O RAR ST FFEE, N 1 FRHREEN, flwm ner, RERET

3.4.25 [ESP32 Only] AT+BLEGATTCPRIMSRV: GATTC &ZIE KBRS

FOH<

Yitig:
GATTC (Generic Attributes Client) % PR EEA IR 55

AT+BLEGATTCPRIMSRV=<conn_index>

Wi i ¢

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>

OK

%

+ <conn_index>: Bluetooth LE #4525, il [0,2].
o <srv_index>: HR55)¥5, M 1 iR,
o <srv_uuid>: fk51¢ UUID,
* <srv_type>: [JRJ5Hy3EAL:
- 00 RERS 5
- LRSS .
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L]

o [ERHAMS, FFEEET Bluetooth LE E % ,

B

AT+BLEINIT=1 // fafe: Hp3%
AT+BLECONN=0, "24:12:5F:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.26 [ESP32 Only] AT+BLEGATTCINCLSRV: GATTC A8 &8RS
REHS

i
GATTC KB R 55

A .
"ﬂ/?\'

AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

W i ¢

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>,
—<included_srv_type>

OK

2%

e <conn_index>: Bluetooth LE i#3:5-, JEH: [0,2].
o <srv_index>: k%575, WiafTAT+BLEGATTCPRIMSRV=<conn_index> #rif] .
o <srv_uuid>: fk51¢ UUID,
o <srv_type>: fR55HYFEIL:
- 0: IRENRSF
- LRSS .
 <included_srv_uuid>: &R 4% UUID,
« <included_srv_type>: 77 iR45 1255 :

- 0 REEMRSS
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- L HERS .

L)

o fERAMS, FESEET Bluetooth LE jE .

P

AT+BLEINIT=1 // fat.: &) 3%

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REW—FHL2WEHLEE, 5% index &

3.4.27 [ESP32 Only] AT+BLEGATTCCHAR: GATTC A& IBR Z4F1E
REHS

g
GATTC A B 55 5k

Py
A

AT+BLEGATTCCHAR=<conn_index>, <srv_index>

Wi 3% ¢
XTI S RHAE AR, IR AR

+BLEGATTCCHAR: "char", <conn_index>, <srv_index>, <char_index>, <char_uuid>, <char_prop>

XEFHAFF R, MR

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>

OK
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e <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].

o <srv_index>: [R4F5, Tim{TAT+BLEGATTCPRIMSRV =<conn_index> ¥,
* <char_index>: [RFFFHERITS, M 1 IR .

o <char_uuid>: [RS4HER UUID,

» <char_prop>: RS4FAENJEIE.

o <desc_index>: FHFRIAGTFE.

o <desc_uuid>: FFEiIALFH UUID,

L)

o ffHAMA, FTEICHEAT Bluetooth LE %EH; .

B

AT+BLEINIT=1 // faf: BEp#%

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // REWM—E£H#ALHEHLER, & index £

3.4.28 [ESP32 Only] AT+BLEGATTCRD: GATTC EHAR S4HEE
REGS

Dyt
GATTC BRI S5 R AL (EL B A A

O e
iy

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

Wi i ¢

+BLEGATTCRD: <conn_index>, <len>, <value>

OK
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e <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].
o <srv_index>: [R%)FE, WIiB{TAT+BLEGATTCPRIMSRV=<conn_index> 25 if].
o <char_index>: RSHEHEF S, WiafTAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif.
e [<desc_index>]: FHFfHIAFT TS
- FE, SHUH AR IR
— AARRE, S H AR E.
o <len>: HHEKE.

o <char_value> : [R$4HE(E , HEX 475 , 181 TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
BEH. 4N, #WELYA +BLEGATTCRD: 1, 30, MIFIREHHKAE, 1, HAH “0x307.

o [<desc_value>]: I &5 B EHGAF(E , HEX 4758 |, 1847 AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc

e, Blhn, #5MAR A +BLEGATTCRD: 4, 30313233, MIF/REHEK AN 4, NEAH “0x30 0x31 0x32
0x33”7,

L)
o [EHAMA, T2 5E T Bluetooth LE £,
o 7 HFRIRSSFFEA SCRASRAE, iR [E] “ERROR”.

L)

AT+BLEINIT=1 // fifs: E %
AT+BLECONN=0,"24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // MREW — 4oL WEHLEFE, #T index £if
/) B, BERE 3 FMEME 2 FTRENE 1 SHEAFEL, #4T:
AT+BLEGATTCRD=0, 3,2, 1

3.4.29 [ESP32 Only] AT+BLEGATTCWR: GATTC SRR Z4F{E{H
REGS

Dyt
GATTC 5 iR 55 R A s A AT E

A
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AT+BLEGATTCWR=<conn_index>, <srv_index>, <char_index>[, <desc_index>], <length>

Response:

Fi5 > 2 AT e L8, BERHET DA AR, U8 K A EI 240 <length> HMEIS, AT
EYN: (o

AR R, R

OK

S8

+ <conn_index>: Bluetooth LE JE#:5, JE[: [0,2].
o <srv_index>: JR45)¥E, T[iB4FAT+BLEGATTCPRIMSRV =<conn_index> #¥if] .
o <char_index>: RSHEHEF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].
* [<desc_index>]: FHEHIATTF5 -
- HWE, WG H R
- HORWCE, WG HARFERE .
» <length>: F#EK .

L

o [EHAMA, FFESEET Bluetooth LE #EH
o T HPRIRSFHEAR SCHRF S HE, R[] “ERROR”.

r3t)

AT+BLEINIT=1 // fif: E P33
AT+BLECONN=0,"24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // RFEW — £G4 HEHLER, & index &
/) B, B% 3 BREME 4 BB, EAKEN 6 FHHKE, @4 T:
AT+BLEGATTCWR=0, 3,4, , 6

/)BTRS BHEE WA 6 FHWKENT, W "123456", KEFHLEAN

3.4. [ESP32 Only] Bluetooth® Low Energy AT §4 % 167




ESP-AT User Guide

3.4.30 [ESP32 Only] AT+BLESPPCFG: #if/i%x & Bluetooth LE SPP £#{
FAG<

itk
751 Bluetooth LE SPP (Serial Port Profile) Z:%§

Sy
A

AT+BLESPPCFEFG?

Wi i3 ¢

+BLESPPCFG:<tx_service_index>, <tx_char_index>,<rx_service_index>, <rx_char_index>

AT+BLESPPCFG=<cfg_enable>[, <tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_

—~char_index>]

Wi

OK

S8

¢ <cfg_enable>:
- 0: FE T SPP 244, JEH NS HILTFIHS
- L U SHHE TS .
o <tx_service_index>: (x {72, W[iZ4TAT+BLEGATTCPRIMSRV=<conn_index> FIAT+BLEGATTSSRV?
i,
o <tx_char_index>: tx f|k % # 1{F ¥ 5, W 18 fTAT+BLEGATTCCHAR=<conn_index>,<srv_index>
MIAT+BLEGATTSCHAR? #5314

o <rx_service_index>: rx {5555, n[iafTAT+BLEGATTCPRIMSRYV =<conn_index> FIAT+BLEGATTSSRV?
).
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o <rx_char_index>: rx JIR % ¥ fF ¥ 5, W 18 fTAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR ? 5] .

A
o X} Bluetooth LE & Fiti, tx IRSUEFME)R NN E write with response B write without
response, 1X RFEFEEHEVNAE indicate B notify,

* X%fT Bluetooth LE IR 45#%, tx IRFFFHEEMEME indicate B notify, rx IREGFHIEJEPEL A2

write with response B{ write without response,

il

AT+BLESPPCFG=0 // #E Bluetooth LE SPP £
AT+BLESPPCFG=1,3,5,3,7 // i#&%E Bluetooth LE SPP %
AT+BLESPPCFG? // % Bluetooth LE SPP £ #{

3.4.31 [ESP32 Only] AT+BLESPP: j# \ Bluetooth LE SPP &z
BiITHe

Tytig:
i3t A Bluetooth LE SPP 55

O e
iy A

AT+BLESPP

W

A
o 7% Bluetooth LE SPP Z:3{(JEvk, Nidy4-1% [A] ERROR.,

* £ SPP L, A RBEAT+SYSMSG 1y 1, W AT AR AR EBORAS AR HAE S
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B

AT+BLESPP // ¥\ Bluetooth LE SPP M =&

3.4.32 [ESP32 Only] AT+BLESECPARAM: ZEif)/i%= Bluetooth LE & &%}

BEHL

Ly :
271 Bluetooth LE SMP Jil%& 44

A

AT+BLESECPARAM?

Wi

+BLESECPARAM: <auth_reqg>, <iocap>, <key_size>,<init_key>, <rsp_key>, <auth_option>

1% & Bluetooth LE SMP il 24§
A

AT+BLESECPARAM=<auth_reqg>, <iocap>, <key_size>,<init_key>, <rsp_key>[, <auth_option>]

Wi i ¢

OK

« <auth_req>: AJFEK.

0: NO_BOND

1: BOND

- 4: MITM

8: SC_ONLY
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- 9: SC_BOND
- 12: SC_MITM
- 13: SC_MITM_BOND

o <iocap>: iy AkiHEES .

0: DisplayOnly

1: DisplayYesNo

2: KeyboardOnly

3: NolnputNoOutput

4: Keyboard display
o <key_size>: HHIKFE, BUHIEHE 7~ 16 FH5.
o <init_key>: Z/~ AR AR LR
o <rsp_key>: LA ALISAG I 2E o
+ <auth_option>: “Z¢4=iA\JIFEI0 :
- 0: HElkEL 2%
- L WER TG 2 BT e L 25 g, M WP iR .

Ll
e <init_key> fil <rsp_key> Z¥ LAF AL AT :
Bit0: T A ) A BRI I 25 B 1 i 2 2 B 5
Bitl: J T3] B 4RI I 35 4H 17 IRK %5 51
Bit2: i T 2244 ik 5 B R B 2% 411 CSRK #5415
Bit3: F T A2 4) i 1A me B % 41 link %59 (1M T Bluetooth LE 1 BR/EDR A7) .

r3t)

AT+BLESECPARAM=1,4,16,3,3,0
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3.4.33 [ESP32 Only] AT+BLEENC
REG

ik
KRR

“ﬂ/?\'

: A&it Bluetooth LE mnZi&RK

AT+BLEENC=<conn_index>, <sec_act>

Wi i3 ¢
OK
S8
e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].
* <sec_act>:
— 0: SEC_NONE;

1: SEC_ENCRYPT;

2: SEC_ENCRYPT_NO_MITM;

3: SEC_ENCRYPT_MITM,

L)

s AR, WARELES. B SRS ERE.

=l

AT+BLESECPARAM=1,4, 16,3, 3
AT+BLEENC=0, 3
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3.4.34 [ESP32 Only] AT+BLEENCRSP: EIS3i%if& & i2tEe st i

REG

ik
e 5250 i 5 A A AT RE A3 2K
/7"\

=

AT+BLEENCRSP=<conn_index>, <accept>

Wi i3 ¢

OK

%

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].

* <accept>:
- 0: fH4;
- 1457,
A

o ENAGARE, AT STERIAG RIS 5 i OO 4528

+BLEAUTHCMPL: <conn_index>, <enc_result>

e <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].
e <enc_result>:

— O: IO M 5

— 1t IR R

3.4. [ESP32 Only] Bluetooth® Low Energy AT &4 &
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B

AT+BLEENCRSP=0, 1

3.4.35 [ESP32 Only] AT+BLEKEYREPLY: 4% HE&0E & ((EFHEEME)
REHL

i

AT+BLEKEYREPLY=<conn_index>, <key>

Wi

OK

S8

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].

* <key>: PECXIHH].

r3t])

AT+BLEKEYREPLY=0, 649784

3.4.36 [ESP32 Only] AT+BLECONFREPLY: A% HiRZEIEWIAEE (£S5 EEME)

RE®H

i
[ 52 g 25 2

O e
iy A

AT+BLECONFREPLY=<conn_index>, <confirm>
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Wi 3% ¢

OK

2%

e <conn_index>: Bluetooth LE i&3:5-, JEH: [0,2].
¢ <confirm>:
- 0: 7

- 1: 2

P

AT+BLECONFREPLY=0, 1

3.4.37 [ESP32 Only] AT+BLEENCDEV: #4514 Bluetooth LE &g &35

FAGH<

ifig:
Prif) 4 2 1Y Bluetooth LE %55 45 51 %

AT+BLEENCDEV?

W ) :

+BLEENCDEV:<enc_dev_index>, <mac_address>

OK

S8

o <enc_dev_index>: 45 NA TR,

o <mac_address>: MAC Hidil.

3.4. [ESP32 Only] Bluetooth® Low Energy AT &4 &
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B

AT+BLEENCDEV?

3.4.38 [ESP32 Only] AT+BLEENCCLEAR:

REHL

Ly :

LRSI H R R — S e

A

i&B& Bluetooth LE Iz i5& 5K

AT+BLEENCCLEAR=<enc_dev_index>

Wi

i o3 2 4l o B A 1B

AT+BLEENCCLEAR

W i <

OK

S8

» <enc_dev_index>: O HENSIERES .
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B

AT+BLEENCCLEAR

3.4.39 [ESP32 Only] AT+BLESETKEY: i&E Bluetooth LE & % 24H

BEHL

Ly :
#if Bluetooth LE #SHCM % EH, #oRUICE, W AT &[] -1

A

AT+BLESETKEY?

Wi

+BLESETKEY:<static_key>
OK

REGS

yiik:
>N 4 Bluetooth LE %3225 & —™ Bluetooth LE 7Sl %25 4H

O e
iy

AT+BLESETKEY=<static_key>

Wi i ¢

OK

» <static_key>: Bluetooth LE F#ZSALNT4H .

3.4. [ESP32 Only] Bluetooth® Low Energy AT &4 &
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B

AT+BLESETKEY=123456

3.4.40 [ESP32 Only] AT+BLEHIDINIT: Bluetooth LE HID {iiX#)1&1t

BEHL

Ly :
#if Bluetooth LE HID P A #R L1 &L

A

AT+BLEHIDINIT?

Wi
PRI, W AT R

+BLEHIDINIT:0
OK

HEWUGE, W AT & a:

+BLEHIDINIT:1
OK

RE®H

Yitig:
#1444k Bluetooth LE HID /i

A .
"ﬂ/?\'

AT+BLEHIDINIT=<init>

W i ¢

OK
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8
e <init>:
— 0: JJ¥ Bluetooth LE HID M #1464k 5
— 1: #1454k Bluetooth LE HID {413,
WiEA

« Bluetooth LE HID J&%: 5 fl GATT/GAP 4 [a] i i .

P

AT+BLEHIDINIT=1

3.4.41 [ESP32 Only] AT+BLEHIDKB: %% Bluetooth LE HID £8#{Z8
REG?

ik
KB BEAAR B

AT+BLEHIDKB=<Modifier_keys>, <key_1>,<key_2>,<key_3>,<key_4>,<key_5>,<key_6>

Wi i ¢

OK

2%

+ <Modifier_keys>: ZH & .
o <key_1>: BAGHY 1.
o <key_2>: AL 2.,
o <key_3>: HfLHD 3,
o <key_d>: HEAUD 4,
« <key_5>: HH{UHY 5,
o <key_6>: fLH5 6.

3.4. [ESP32 Only] Bluetooth® Low Energy AT &4 &
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L]

o FLHMAILHEE, 2% Universal Serial Bus HID Usage Tables /) Keyboard/Keypad Page Z77 .

B

AT+BLEHIDKB=0,4,0,0,0,0,0 // #NF&E "a"

3.4.42 [ESP32 Only] AT+BLEHIDMUS: % i% Bluetooth LE HID R#R{E2
REGS

Dyt
Kk AR S

s

AT+BLEHIDMUS=<buttons>, <X_displacement>, <Y_displacement>, <wheel>

W

OK

o <buttons>: FARiR4E.
* <X_displacement>: X {ii#%.
e <Y_displacement>: Y {ii%%.

o <wheel>: E#,

B

AT+BLEHIDMUS=0,10,10,0
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3.4.43 [ESP32 Only] AT+BLEHIDCONSUMER: %% Bluetooth LE HID consumer {5
2
HESS

yiik:
1% consumer 15 5,

A

AT+BLEHIDCONSUMER=<consumer_usage_id>

Wi

OK

S8

» <consumer_usage_id>: consumer ID, fl power. reset., help. volume %%, {#{&#% 2% HID Usage Tables
for Universal Serial Bus (USB) H1f#) Consumer Page (0x0C) 75,

=Pl

AT+BLEHIDCONSUMER=233 // A

T
m
[z

3.4.44 [ESP32 Only] AT+BLUFI: F/5sk < BluFi

EAH<

i
#if BluFi ARES

AT+BLUFI?

W i <
#i BluFi RIFH, NR[E

+BLUFI:0
OK
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# BluFi &P/, Mg m -

+BLUFI:1
OK

REGS

i
T Bk % 4] BluFi

Py
A

AT+BLUFI=<option>[,<auth floor>]

W

OK

28
¢ <option>:
— 0: %4 BluFi;

- 1: 73 BluFi,

+ <auth floor>: Wi-Fi iAJERSUE(E, ESP-AT A& 2 A U LT B {ER) AP:

0: OPEN (EBRi\);

- 1: WEP;

— 2: WPA_PSK;

- 3: WPA2_PSK;

- 4: WPA_WPA2_PSK;

— 5: WPA2_ENTERPRISE;
— 6: WPA3_PSK;

- 7: WPA2_WPA3_PSK.,
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B

AT+BLUFI=1

3.4.45 [ESP32 Only] AT+BLUFINAME: Zi§/i% 8 BIuFi & &R

BEHL

Ly :
#if) BluFi 44 5

A

AT+BLUFINAME?

Wi

+BLUFINAME: <device_name>
OK

REGS

A=)

4y

fi
TCE BluFi #4544 75
&

e

=

AT+BLUFINAME=<device_name>

Wi i ¢

OK

+ <device_name>: BluFi #4544 F5 .

3.4. [ESP32 Only] Bluetooth® Low Energy AT &4 &
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L]

P

o WNTHE BWFi W& AR, WETEBITAT+BLUFI=]1 fy 2 HIRE, 75 W H 2RIN4 F) BLUFI_DEVICE.,

* BluFi & ARk KK 29 77

i

AT+BLUFINAME="BLUFI_DEV"

AT+BLUFINAME?

3.5 [ESP32 Only] Classic Bluetooth® AT <%

[English]

ESP32 AT [ 30HF i A 12O HE 5.0 A

[ESP32 Only] AT+BTINIT : Classic Bluetooth #]#51t

[ESP32 Only] AT+BTNAME: i/ & Classic Bluetooth % £544 FR

[ESP32 Only] AT+BTSCANMODE: %'&: Classic Bluetooth 5=,

[ESP32 Only] AT+BTSTARTDISC: FF4f % L Jii/1 Classic Bluetooth %45
[ESP32 Only] AT+BTSPPINIT : Classic Bluetooth SPP My #1441k

[ESP32 Only] AT+BTSPPCONN : #if)/#E 7. SPP %4

[ESP32 Only] AT+BTSPPDISCONN : WFf SPP %4

[ESP32 Only] AT+BTSPPSTART : )& Classic Bluetooth SPP {8

[ESP32 Only] AT+BTSPPSEND: K i%8{#}x %%} 7} Classic Bluetooth SPP 1% 4%
[ESP32 Only] AT+BTA2DPINIT : Classic Bluetooth A2DP 1M #]i54k
[ESP32 Only] AT+BTA2DPCONN : rifj/f#3r. A2DP %%

[ESP32 Only] AT+BTA2DPDISCONN : Wi Jf A2DP %4

[ESP32 Only] AT+BTA2DPSRC: 2¥ifi)/15 & &4 S0 {4 URL

[ESP32 Only] AT+BTA2DPCTRL: 35| &35 3%& ik

[ESP32 Only] AT+BTSECPARAM : Z5f]/1% & Classic Bluetooth Z74: 2%
[ESP32 Only] AT+BTKEYREPLY : % A faj BAFEC %} %54H (Simple Pair Key)
[ESP32 Only] AT+BTPINREPLY : i AMEGHI A0 (Legacy Pair PIN Code)

[ESP32 Only] AT+BTSECCFM: 25X 77 Be s IS HAGS R (R R BL)

184
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[ESP32 Only] AT+BTENCDEV : #5ifj] Classic Bluetooth %54 £ 51
 [ESP32 Only] AT+BTENCCLEAR: j#[%: Classic Bluetooth fj[IZ55 4551 3%
o [ESP32 Only] AT+BTCOD: 5544235

 [ESP32 Only] AT+BTPOWER: #5i)/i% & Classic Bluetooth ff) TX IfjZ

3.5.1 [ESP32 Only] AT+BTINIT: Classic Bluetooth #)i&1t

EOH<

yie:
71 Classic Bluetooth #J IR TS

O e
iy A

AT+BTINIT?

W .
HERIRI, TR

+BTINIT:1
OK

HARBIIRAL, WK (] -

+BTINIT:0
OK

REHL

Yitig:
WG4 34y Classic Bluetooth

[

AT+BTINIT=<init>

W .

OK

3.5. [ESP32 Only] Classic Bluetooth® AT $4$ &
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2%
e <init>:
— 0: {4y Classic Bluetooth;
— 1: #1464k Classic Bluetooth.,
Bl

AT+BTINIT=1

3.5.2 [ESP32 Only] AT+BTNAME: #if/i& & Classic Bluetooth i & &R

Eiaw

Jyiie:
5] Classic Bluetooth %4544 R

AT+BTNAME?

W

+BTNAME : <device_name>

OK

RE®

i
%% Classic Bluetooth %4544 7k
A

/I?

.
.

=

AT+BTNAME=<device_name>

My i+
OK
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S8

e <device_name>: Classic Bluetooth 85245, T RKEN:

L)

o FAT+SYSSTORE=1, Til'& B UCHHRIFAE NVS X,

o B\ Classic Bluetooth %4 F5% “ESP32_AT”,

=Pl

32,

AT+BTNAME="esp_demo"

3.5.3 [ESP32 Only] AT+BTSCANMODE: i%& Classic Bluetooth }3}##&5{

RESHS

i

1% # Classic Bluetooth =
2

fir

=

AT+BTSCANMODE=<scan_mode>

W i ¢

OK

S8

e <scan_mode>:

0: ANT] A I HAN AT 4% 5
Lo AR AT A5
20 BT A B T g S
3: AT R BUEATT R

3.5. [ESP32 Only] Classic Bluetooth® AT $4$ &
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B

AT+BTSCANMODE=2 // BE &AL %

3.5.4 [ESP32 Only] AT+BTSTARTDISC: Fi5A M &N Classic Bluetooth i%&
REHL

Ly :
Fris %3 Classic Bluetooth 15 7%

A

AT+BTSTARTDISC=<ing_mode>, <ing_len>, <ing _num_rsps>

Wi

+BTSTARTDISC:<bt_addr>, <dev_name>, <major_dev_class>, <minor_dev_class>, <major_srv_

—class>, <rssi>

OK

* <inq_mode>:
— 0: general inquiry mode;
— 1: limited inquiry mode.
* <ing_len>: inquiry i, JEE: 0x01 ~ 0x30,
+ <ing_num_rsps>: 7] PAILF| A inquiry responses FIEE:, #5h 0, AT K E| FLRR response.
e <bt_addr>: Classic Bluetooth Hiil,
o <dev_name>: X455 FR.
o <major_dev_class>: FIL4-2TA:
0x0: A ;
- Ox1: TF8AML;
— Ox2: Wi (FHL. Jogd. SOATHds . JamIfERes )
- 0x3: LAN., RIZHEE AN

- Ox4: FH/A (AL, #rds. SLIRAE. BB, VCR);
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- Ox5: Fitf (BUAbR. WAt #a)

- Ox6: jif% (4TED. AL, MHL. BIR);

— Ox7: ] ZE;

- 0x8: BrA;

— 0x9: fRE;

- Ox1F: 402K,
* <minor_dev_class>: iZ% K 25 #2524 (Minor Device Class field).
« <major_srv_class>: FTEARSISH:

- 0x0: JoRUA;
Ox1: A AT & B (Limited Discoverable Mode);

0x8: FENL (fLEART);

0x10: %%, UWILAN, %A

0x20: JEYs, WHTEN. s

0x40: F#E, L. 25K

0x80: Xt &%y, Al v-Inbox. v-Folder;

0x100: #45, AR, Z M. HHLRS
0x200: HLGG, WITCAEFLEE . TRHIARIEAS . HHLIRSS
0x400: {55, & WEB Ik %#5. WAP fiR45 %5,

o <rssi>: FEIRE,

r3t)

AT+BTINIT=1
AT+BTSCANMODE=2
AT+BTSTARTDISC=0,10,10

3.5.5 [ESP32 Only] AT+BTSPPINIT: Classic Bluetooth SPP {iill#&1t

FOH<

k-
711 Classic Bluetooth SPP i ] 540 IR S

O e
iy

3.5. [ESP32 Only] Classic Bluetooth® AT $4$ &
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AT+BTSPPINIT?

W ¥ :
HEYIR, TER[E

+BTSPPINIT:1
OK

FARBIIRAE, TR (] -

+BTSPPINIT: 0
OK

REGS

hiig:
WAL B4y Classic Bluetooth SPP 1Y

A

AT+BTSPPINIT=<init>

M) oz <

OK

S8

e <init>:
— 0: W44 Classic Bluetooth SPP ¥ ;
— 1: ®JiR4k Classic Bluetooth SPP MY, £ 44 master;

— 2: W44k Classic Bluetooth SPP 18, £ % 4 slave,
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Pl
AT+BTSPPINIT=1 // master
AT+BTSPPINIT=2 // slave

3.5.6 [ESP32 Only] AT+BTSPPCONN: Zif)/#31 SPP &3
FAG<

Jtig:
5] Classic Bluetooth SPP %4

Py -
ﬂﬂ4>‘

AT+BTSPPCONN?

W

+BTSPPCONN: <conn_index>, <remote_address>

OK

ASRARH A R, Wk W]

+BTSPPCONN: -1

REGS

ik
%57, Classic Bluetooth SPP 44

AT+BTSPPCONN=<conn_index>, <sec_mode>, <remote_address>

W

OK

ALY, W AT & [9]

+BTSPPCONN: <conn_index>, <remote_address>

SRR M, W AT & [u]:

3.5. [ESP32 Only] Classic Bluetooth® AT $4$ & 191
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+BTSPPCONN: <conn_index>, -1

e <conn_index>: Classic Bluetooth SPP i£355-, Mui H i riEss, &

* <sec_mode>:

0x0000: TG4 4P ;

0x0001: FFZHAL (DU AMERETRE) 5
0x0036: 5N ;

0x3000: Ha] AfRAF

0x4000: #z/b> 16 7% 65

o <remote_address>: XfJj Classic Bluetooth SPP % £l .

)

AT+BTSPPCONN=0,0,"24:0a:c4:09:34:23"

3.5.7 [ESP32 Only] AT+BTSPPDISCONN: HiF SPP &=

Yitig:
WrFF Classic Bluetooth SPP %43

[

AT+BTSPPDISCONN=<conn_index>

W i <

OK

A s ATy, MR

+BTSPPDISCONN: <conn_index>, <remote_address>

I TR, R fu] -
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+BTSPPDISCONN: —1

o <conn_index>: Classic Bluetooth SPP £33, Mul H s, i

» <remote_address>: X} J; Classic Bluetooth A2DP #¢£5Hil: .

B

AT+BTSPPDISCONN=0

3.5.8 [ESP32 Only] AT+BTSPPSEND: %i%#{EFI3}7 Classic Bluetooth SPP i#&

Dyie:
i3 A Classic Bluetooth SPP izt

A

AT+BTSPPSEND

W i :

RE®H

yiie:
K IREFEFXF 7 Classic Bluetooth SPP 3¢ £

AT+BTSPPSEND=<conn_index>, <data_len>

W i ¢

OK

3.5. [ESP32 Only] Classic Bluetooth® AT $4$ &
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8
o <conn_index>: Classic Bluetooth SPP #4255, Ypi B s, #5580,
o <data_len>: KiEFHRHIKE.

EA

o RGE a5 STk ] > SRS ESP i #77E A UART Bluetooth A, M RGUEI HEH +++
ABLI, BEA IR I Bl Ay R, IR A T A AT il

P

AT+BTSPPSEND=0, 100
AT+BTSPPSEND

3.5.9 [ESP32 Only] AT+BTSPPSTART: FJ3 Classic Bluetooth SPP iy
RiTH<

Dig:
FFj& Classic Bluetooth SPP 1313

e

AT+BTSPPSTART

W i :

OK

L)

* 1 SPP &k, WIACRBEAT+SYSMSG fip 1) bit2 24 1, MARGA AR AERCIRSHAE R E R .
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B

AT+BTSPPSTART

3.5.10 [ESP32 Only] AT+BTA2DPINIT: Classic Bluetooth A2DP il #i&1t

BEHL

Ly :
#r1f) Classic Bluetooth A2DP #S AR LIRES

s

AT+BTA2DPINIT?

Wi i <
Howiate, ER[E

+BTA2DPINIT:1
OK

HARPIIRAL, TR [ -

+BTA2DPINIT: 0
OK

RE®H

k-
WG4 B4 Classic Bluetooth A2DP 1%

P e
"Né?'

AT+BTA2DPINIT=<role>,<init_val>

W i ¢

OK

3.5. [ESP32 Only] Classic Bluetooth® AT $4$ &
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8
o <role>:
— 0: source;
— 1: sink,

¢ <init_val>:
— 0: Y4 Classic Bluetooth A2DP /33 ;

— 1: #1454k Classic Bluetooth A2DP {318,

B

AT+BTA2DPINIT=0,1

3.5.11 [ESP32 Only] AT+BTA2DPCONN: Zif)/3#3T A2DP &=

EAH<

Yitig:
#71fi) Classic Bluetooth A2DP 42

A

AT+BTA2DPCONN?

W 3% <

+BTA2DPCONN: <conn_index>, <remote_address>

BRI, W) AT A4£R[A] <conn_index> fll <remote_address> Z%{.

AT+BTA2DPCONN=<conn_index>, <remote_address>

Wi i <
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OK

ATHSLIEE ), R ]

+BTA2DPCONN: <conn_index>, <remote_address>

HRALIERRIN, R A :

+BTA2DPCONN: <conn_index>, -1

2%

e <conn_index>: Classic Bluetooth A2DP %325, Mu] H s dfs, %

» <remote_address>: X} 5 Classic Bluetooth A2DP ¢ 45Hiuil: .

B

AT+BTA2DPCONN=0,0,0,"24:0a:c4:09:34:23"

3.5.12 [ESP32 Only] AT+BTA2DPDISCONN
HITHL

Tytig:
W7 JT Classic Bluetooth A2DP &4

: EiFF A2DP Efz

AT+BTA2DPDISCONN=<conn_index>

Wi i ¢

+BTA2DPDISCONN: <conn_index>, <remote_address>

OK

3.5. [ESP32 Only] Classic Bluetooth® AT $4$ &
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S8

» <conn_index>: Classic Bluetooth A2DP &35, Yuy H 7 saigds, %5450,

» <remote_address>: X} J; Classic Bluetooth A2DP #¢£5 -l

P

AT+BTA2DPDISCONN=0

3.5.13 [ESP32 Only] AT+BTA2DPSRC: #if)/i§ B4R 34 URL

FIE S URL

=
e

AT+BTA2DPSRC?

Wi i <

+BTA2DPSRC: <url>, <type>

Jyiig:
BCEF I URL

A

AT+BTA2DPSRC=<conn_index>, <url>

W i <

OK
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» <conn_index>: Classic Bluetooth A2DP &35, Yuy H 7 saigds, %5450,
o <url>: JECPEEEA, YRR SH HTTP. HTTPS Al FLASH.

o <type>: FHSCOERAY, 40 “mp3”,

5EA

o PTH SRS mp3 AL

P

AT+BTA2DPSRC=0, "https://dl.espressif.com/dl/audio/ff-16b-2c-44100hz.mp3"
AT+BTA2DPSRC=0, "flash://spiffs/zhifubao.mp3"

3.5.14 [ESP32 Only] AT+BTA2DPCTRL: 2| S4RE R
TGS

i
Pl E o

AT+BTA2DPCTRL=<conn_index>, <ctrl>

W i <

OK

S8

o <conn_index>: Classic Bluetooth A2DP 325, Myl H i sads, EES R0,
o <ctrl>: F5ifi|ZEA:

0: A2DP Sink, {5113k

1: A2DP Sink, JFHAHEIL;

2: A2DP Sink, ‘Hujft;

3: A2DP Sink, J5iE;
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4: A2DP Sink, HedkiEs;

5: A2DP Sink, e} ;

0: A2DP Source, & 1F4%7ik;
1: A2DP Source, FIG3ETL;

2: A2DP Source, #{53%7ik .

)

AT+BTA2DPCTRL=0,1 // FH#EKEM

3.5.15 [ESP32 Only] AT+BTSECPARAM: Zif)/i%E Classic Bluetooth &£ &%

FOH<

Tytie:
2711 Classic Bluetooth Z-4= 5%

e

AT+BTSECPARAM?

Wi i ¢

+BTSECPARAM: <io_cap>, <pin_type>, <pin_code>
OK

REG

Yyt
& Classic Bluetooth %44 5]

AT+BTSECPARAM=<io_cap>, <pin_type>, <pin_code>

W

OK
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S8

o <io_cap>: i A#HyHAES:

0: DisplayOnly;

1: DisplayYesNo;

2: KeyboardOnly ;

3: NolnputNoOutput,
* <pin_type>: il fj ] A7 ol [E] E A -
- 0: W ARG ;

- 1: [EE%.

* <pin_code>: (EHRLNIHY, FRARKE:

5EA

o AXE <pin_type> k0, W& HINZME <pin_code> 4.

P

AT+BTSECPARAM=3,1,"9527"

3.5.16 [ESP32 Only] AT+BTKEYREPLY: i\ S A X248 (Simple Pair Key)

AT+BTKEYREPLY=<conn_index>, <Key>

Wi i ¢

OK

3.5. [ESP32 Only] Classic Bluetooth® AT $4$ &
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S8

+ <conn_index>: Classic Bluetooth 45, M7l H ik, #3540,

o <Key>: fijBARLX]IE54H (Simple Pair Key).

P

AT+BTKEYREPLY=0, 123456

3.5.17 [ESP32 Only] AT+BTPINREPLY: # \{&¥4H Xt %10 (Legacy Pair PIN Code)
HITHL

Jyfik:
B AMESBENT 25 (Legacy Pair PIN Code)

A .
"ﬂé?‘

AT+BTPINREPLY=<conn_index>, <Pin>

Wi i <

OK

« <conn_index>: Classic Bluetooth 5, 24wi A saifis, S5 R0,

o <Pin>: fESG:HECXT# S (Legacy Pair PIN Code).

r3t)

AT+BTPINREPLY=0, "6688"
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3.5.18 [ESP32 Only] AT+BTSECCFM: M AIXZEERIAER (RFHEEMER)

o Reas M INGER (GG IR B )

A e
“ﬂ4>°

AT+BTSECCFM=<conn_index>, <accept>

Wi i :

OK

S8

o <conn_index>: Classic Bluetooth 743, Y47l H Tk, EiE-4 0.
+ <accept>: fHAiEiER:
- 0: R4,

- 1: 352,

r3t)

AT+BTSECCFM=0, 1

3.5.19 [ESP32 Only] AT+BTENCDEV: % if Classic Bluetooth %X &5FE

AT+BTENCDEV?

W

+BTENCDEV:<enc_dev_index>, <mac_address>

OK
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S8

o <enc_dev_index>: 4JEINITE .

» <mac_address>: MAC Hifil,

P

AT+BTENCDEV?

3.5.20 [ESP32 Only] AT+BTENCCLEAR: ;5[ Classic Bluetooth I1%5ig & 5%

RE®H

s
=>
[§y

B AR B e MR — S i

=
e

AT+BTENCCLEAR=<enc_dev_index>

Wi i <

OK

BITHL

T 83 2 4 il P i A s

A\ .
"Il/?\‘

AT+BLEENCCLEAR

W i :

OK
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S8

» <enc_dev_index>: 4§ FiN%ITS .

B

AT+BTENCCLEAR

3.5.21 [ESP32 Only] AT+BTCOD: &= ix&¥H

REGS

ki
X E: Classic Bluetooth 75255

s

AT+BTCOD=<major>, <minor>, <service>

W

OK

S8

o <major>: AL (major class);
o <minor>: RE £ (minor class);

o <service>: [[z45257 (service class),

r3t)

AT+BTCOD=6, 32, 32 // FTEIAL
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3.5.22 [ESP32 Only] AT+BTPOWER: #if)/i& B Classic Bluetooth g TX ThZE

FAH<

i
¥ Classic Bluetooth fit] TX 3

“ﬂ4>'

AT+BTPOWER?

Wi i3 ¢

+BTPOWER: <min_tx_power>, <max_tx_power>

OK

REGS

.
.

&

4y

fi
% Classic Bluetooth 1) TX T
2

i

.
.

=

AT+BTPOWER=<min_tx_power>, <max_tx_power>

Wi i :

OK

S8

o <min_tx_power>: I/NRIKE, JEE: [0,7].

* <max_tx_power>: f KIFIKF-, JEH: [0,7]

r3t)

AT+BTPOWER=5, 6 // ##E Classic Bluetooth tx I
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3.6

MQTT AT Commands

[English]

3.6.1 AT+MQTTUSERCFG: & MQTT FHFRE#

AT+MQTTUSERCFG: & MQTT H P&
AT+MQOTTLONGCLIENTID: ¥ & MQTT % i ID
AT+MQTTLONGUSERNAME : %% MQTT %t H P 44
AT+MQTTLONGPASSWORD: %8 MQTT % %
AT+MQTTCONNCFG: '8 MQTT &4 @ %
AT+MQOTTCONN : 4% MQTT Broker
AT+MOTTPUB: &A1 MQTT Ji5 & (F4FH)
AT+MOTTPUBRAW : %4 MQTT {5 8. (—3EH])
AT+MQTTSUB: 1] 5] MQTT Topic
AT+MOTTUNSUB: BG417 5% MQTT Topic
AT+MQTTCLEAN : WiFF MQTT %4

MOQOTT AT 4412 7

MOQTT AT 3.7

HEGS

i

BeE MQTT sk

A

AT+MQTTUSERCFG=<LinkID>, <scheme>,<"client_id">,<"username">, <"password">, <cert_key_ID>

—,<CA_ID>,<"path">

W

OK
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S8

e <LinkID>: 4§ij{{ 7 #F link ID 0,

« <scheme>: 1T ESP8266 7EMRHl, /% $ MQTT over TLS,

5EA

1:

2:

3:

7.

8:

9:

MQTT over TCP;
MQTT over TLS (RAZEGIET ) :
MQTT over TLS (#:% server IE15) ;

: MQTT over TLS ($244E client JE45) ;
: MQTT over TLS (#:56: server JIF 57 HAEAE client IEH) ;

: MQTT over WebSocket (3T TCP);

MQTT over WebSocket Secure (H:T TLS, AHKIES);
MQTT over WebSocket Secure (KtT TLS, I server IE$5) ;

MQTT over WebSocket Secure (F:T TLS, #¢{it client JE73);

Bl <scheme> HEEHL 1 8 6,

10: MQTT over WebSocket Secure (T TLS, #4 server jIE 359 HE2 it client IEF5) .

<client_id>: MQTT & i ID, K E: 256 F5.
<username>: f{ 74, HT %G MQTT broker, fx KK EF: 64 F5,

<password>: %15, TR MQTT broker, K : 64 %7,

<cert_key_ID>: JE35 ID, HHj ESP-AT U #—2 cert iE45, Z%0M 0.

<CA_ID>: CAID, HijjESP-AT ({372 CAIEH, 2%50H 0.

<path>: BEHpRAE, RAKE: 32 77,

22¢
R

PN

AT iy B B R A RERIL 256 777

=

3.6.2 AT+MQTTLONGCLIENTID: & MQTT Z i ID

REGS

A=)

4y

fi

E MQTT % )i ID

s

=

208

Chapter 3. AT 5%



ESP-AT User Guide

AT+MQTTLONGCLIENTID=<LinkID>, <length>

W i <

OK

iR FoR AT BRI MQTT % 7 1D, BUB ] DAS A P 1D, 24 AT 2080 % P ID K
BEikE| <length> 5, &[H]:

OK

S8

o <LinkID>: 47i{¥ 3} link ID 0,

« <length>: MQTT % J i ID K&, J5: [1,1024],

5EA

* AT+MQOTTUSERCFG fip - Al PABCE MQTT 7 P ID, 3 2 [A] 1 22 5 (4 -

— AT+MQTTLONGCLIENTID -2 H] DA S5 BAI M8 K % g ID, A2 AT+MQTTUSERCFEG fiiy
K EEZ IR

- WAEHE AT+MQTTUSERCFEG J5 i § AT+MQTTLONGCLIENTID,

3.6.3 AT+MQTTLONGUSERNAME: &8 MQTT ZffHF &
REG

itk
B MQTT 44

AT+MQTTLONGUSERNAME=<LinkID>, <length>

W

OK
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bR IR AT EHER I MQTT 744, USRI DAk A MQTT /744, 24 AT #18I#9 MQTT
PR EIRE] <length> )5, 1R[]

OK
24

e <LinkID>: 47i{Y37$5 link ID 0.

o <length>: MQTT Jf| "4 K. Jil: [1,1024],
i5%ER

o AT+MOTTUSERCFG A DA E MQTT 44, %2 a2 % :

— AT+MQTTLONGUSERNAME fiy-4R] DA % BAH X R B 144, [ AT+MQTTUSERCEG fiya-HY)
KREEZ IR .

- NWAEHE AT+MQTTUSERCEFG )5 FHMfi ] AT+MQTTLONGUSERNAME

3.6.4 AT+MQTTLONGPASSWORD: & MQTT Zfh&50
RESS

ik
B MQTT %14
@.

fir

=

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W i ¢

OK

aRm R FoR AT EMEAR LTI MQTT %515, B TW] DA A MQTT %455, 24 AT 2003 1) MQTT %5 K
JEiRF| <length> J5, [ :

OK
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S8

e <LinkID>: 4§ij{{ 7 #F link ID 0,

o <length>: MQTT #iK . JEHl: [1,1024].

L)

* AT+MOTTUSERCFG fip - AT PABCE MQTT #h%, 3% 2 (oA 22 5045 :

— AT+MQTTLONGPASSWORD AJ DA ik EAHXT B K )25, R AT+MQTTUSERCFEG fiy 21K 32
PR ;

- NWAEKE AT+MQTTUSERCFG J5 i il AT+MOTTLONGPASSWORD,
3.6.5 AT+MQTTCONNCFG: ixE MQTT &#&EEH
REHS

e
it MQTT e i
/7"\

4y

&L
/I?

.
.

=

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg">,

—<lwt_gos>, <lwt_retain>

Wi i <

OK

o <LinkID>: 4Hi{{ % $¥# link ID 0,
* <keepalive>: MQTT ping #BIFHf[E], B . JEH: [0,7200]. ERIAfE: O, SPEERech 120 7.

« <disable_clean_session>: %% MQTT jEHE &G54 X %S EE L5 B 5% MQTT 3.1.1 HHil
Hf) Clean Session BT,

- 0: fHREIE P&
- 1 B HE
o <lIwt_topic>: g topic, HAKEF: 128 Fi,

o <Iwt_msg>: g message, FAKE: 64 FT.
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o <Iwt_qos>: I8 QoS, SH ML 0. 1. 2, BRAE: 0.

o <lIwt_retain>: j3IF retain, 40k 08k 1, BRIAE: 0.

3.6.6 AT+MQTTCONN: j&E#: MQTT Broker

EAH<

i
il ESP 47 E 4% AY MQTT broker

[

AT+MQTTCONN?

W i <

+MQTTCONN:<LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>

%32 MQTT Broker
e

AT+MQTTCONN=<LinkID>, <"host">, <port>, <reconnect>

W i

OK

o <LinkID>: 477{{3Z#F link ID 0,

o <host>: MQTT broker 3844, fH KK : 128 Fi7,
o <port>: MQTT broker 51, fHK¥HH: 65535,
 <path>: BEJRHAE, BORKEE: 32 575,

¢ <reconnect>:

- 0: MQTT A Al #i%;
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- 1: MQTT HEIE%E, RHFERZHINIEEE.
o <state>: MQTT R7E:
- 0: MQTT RHIIHAL;
- 1: ©i%® AT+MQTTUSERCFEG;
- 2: BB AT+MQTTCONNCEG;
- 3 RO W
— 4 CENLIERE
- 50 i, {HRITF topic;
- 6: TR, TIPS topic.
* <scheme>:
— 1: MQTT over TCP;
— 2: MQTT over TLS (AEGIET)
— 3: MQTT over TLS (#:% server iIE5) ;
— 4: MQTT over TLS (#2244t client §IE45) ;
— 5: MQTT over TLS (56 server yIF 57 HAE4E client EH5) ;
— 6: MQTT over WebSocket (3T TCP);
— 7: MQTT over WebSocket Secure (ET TLS, ARIGUFF);
— 8: MQTT over WebSocket Secure (ET TLS, R server IF+5);
— 9: MQTT over WebSocket Secure (3T TLS, #f client iE1);

— 10: MQTT over WebSocket Secure (ET TLS, ®5& server IF-7f HE2E client JFf).

3.6.7 AT+MQTTPUB: %% MQTT g8 (FF8)
HESHY
Jyiig:

iﬁii‘—i topic E?ﬁ MQTT f?:?Q:%?‘ﬁ;%\v %%Eﬁ:j :i&fﬁu?ﬁ/%\ 9y )Ljﬁa@)iﬂAT-f_MQTTPUBRAW ﬁ/ﬁ\o
é\

g

AT+MQTTPUB=<LinkID>, <"topic">,<"data">, <gos>, <retain>

W i ¢
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OK

o <LinkID>: 477{{3Z#F link ID 0,

» <topic>: MQTT topic, HAKE: 128 Fr,

o <data>: MQTT FZ&FHEHE.

* <qos>: KARHEN QoS, ZHFL 0. 1. 52, BAME: 0.

e <retain>: J7f retain,

o B AT ar QB K AR 256 7Y
ARG AREAR L \ O, HTELIEGLE, AT+ MOTTPUBRAW fiy%

3.6.8 AT+MQTTPUBRAW: %75 MQTT &8 (=#t&l)

i3 topic %A1 MQTT il S
%t

AT+MQTTPUBRAW=<LinkID>, <"topic">,<length>, <gos>, <retain>

W

OK

>

Fig > 2 AT e L, BERHET DA AR, 4B K A2 240 <length> WOMEIS, Kl
TR .

ikl sy, AT iR a -

+MQTTPUB: 0K

AR, W AT i [a] -
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+MQTTPUB:FAIL

e <LinkID>: 47i{Y 3745 link ID 0.

o <topic>: MQTT topic, fFKE: 128 Fi7.

* <length>: MQTT JHE K, AlF ESP SRR AKEAR:
— XF ESP32 St s KA S22 T A A7 R

— ST ESP8266 %%, fx A BEZ % 0l F| F NA#M MQTT_BUFFER_SIZE_BYTE ZMIFRHl. ZEW
ERAINE N 512, W[FE build.py menuconfig HIXEERIME, DA SO AR ERIRT . 1%

THME = R RO E + MQTT i3k K (kT topic AFRATKIE) .
* <qos>: KANHEM QoS, ZH ik 0. 1. =2, FKINMHE: 0.

e <retain>: % 1fj retain,

3.6.9 AT+MQTTSUB: {Ti% MQTT Topic
EAGH<

i
I 1T RIAY topic

AT+MQTTSUB?

Mjn] oz <

+MQTTSUB: <LinkID>, <state>, <"topicl">, <qos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <qos>

OK
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RESHS

i
W B4R E MQTT topic HYFEE QoS, SCHRFITHZ A topic

AT+MQTTSUB=<LinkID>, <"topic">, <qos>

W i <

OK

4 AT BEI ST topic 1 MQTT JHELR, iR [al:

+MQTTSUBRECV:<LinkID>, <"topic">,<data_length>, data

BT % topic, JUJR A :

ALREADY SUBSCRIBE

2%
 <LinkID>: 43i{% 37 4% link ID 0,
o <state>: MQTT JIRZ::

0: MQTT KA1

1: BB AT+MQTTUSERCFEG;

- 2: X ® AT+MQTTCONNCEG;

3: R C W

4: CELIER

50 R, HARITH topic;

6: iRz, Cilid MQTT topic.

* <topic>: ][ topic.

e <qos>: J][HHY QoS.
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3.6.10 AT+MQTTUNSUB: HyEiTiE] MQTT Topic
REG

ik
F IR BGH T A opic, W2 WIRMA AL, PABUHIT BT topic.

ke

AT+MQTTUNSUB=<LinkID>, <"topic">

Wi i3 ¢

OK

ARV FYid i topic, MR [H]

NO UNSUBSCRIBE

OK

S8

o <LinkID>: 47i{¢ 3745 link ID 0.,

o <topic>: MQTT topic, FAKJE: 128 Fi7.

3.6.11 AT+MQTTCLEAN: 7 MQTT &E£:

Wit MQTT 42, BEHHIE.
A

AT+MQTTCLEAN=<LinkID>

Wi i ¢

OK
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S8

e <LinkID>: 4§ij{{ 7 #F link ID 0,

3.6.12 MQTT AT $&ix83

MQTT £%i%f5 L ERR CODE:0x<%08x> JERFTHI,

$HIREE $EIRA
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E

ToI4ksE
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R2-8BEW
SHIRFER $EIRD
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_ WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
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R2-8BEW
SHIRFER $EIRD
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.6.13 MQTT AT ijiBA

o —fBRUE, AT MQTT iy &#R&xHE 10 #PNILY, {H AT+MOTTCONN fiy4ffdbh. BN, iRk has N aE
M, 4 AT+MOTTPUB &1E 10 FhNIY, {H AT+MOTTCONN A AFE M 4 IR AT LT, 7T AE
L 22 A [v) T R S AL Eiie £

o QIS AT+MQTTCONN 25T TLS 384, f Mt ny =]k 10 F5, WS 8 i s i) 2 AR e 4 T4
AR AR TR
o M4 MQTT i#4ZW IR, 2378 +MQTTDISCONNECTED : <LinkID> JH E .

o 4 MOQTT & E VB, £3 /5% +MQTTCONNECTED:<LinkID>,<scheme>,<"host">,port,

<"path">,<reconnect> JHE .

3.7 HTTP AT &%

[English]
o AT+HTTPCLIENT: %1% HTTP % Pk
o AT+HTTPGETSIZE: #E{ HTTP % JE A/
e« AT+HTTPCPOST: Post $4& &) HTTP %i

e HTTP AT 451745
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3.7.1 AT+HTTPCLIENT: %i%X HTTP EPiRi&:

REG

AT+HTTPCLIENT=<opt>, <content-type>, <"url">, [<"host">], [<"path">],<transport_type>|[, <
—"data">] [,<"http_req_header">] [,<"http_reqg_header">][...]

Wi i ¢

+HTTPCLIENT:<size>, <data>

OK

S8

o <opt>: HTTP & iRk

- 1: HEAD

2: GET

3: POST

4: PUT

— 5: DELETE
* <content-type>: % FUifiti KA AL -

— 0: application/x-www—form-urlencoded

l: application/Jjson

2:multipart/form-data
3: text/xml
* <” wrl” >: HTTP URL, XJ5MHK <host> I <path> ZECHZN, RS2 HE RIS

o <” host” >: IH4 i IP Hidil.

« < path” >: HTTP §4%.

+ <transport_type>: HTTP & i f&im2efl | BRIAE N 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL

* <” data” >: 4 <opt> j& POST {if3Kif, ARSHCNKikL HTTP 54 i 8. 24 <opt> Ajg POST
RIS, EANSEONAE (Wte, AHREMAESRETARXNSE) -
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e < http_req_header” >: W Kk Z MR LA RS 4%

38R
o MR url ZHCR A, HTTP P B 20 host 240 path 24 IR url SHE4E
PR A, HTTP & il 1 host Z4A path B4L

o BLBET AR B BRI SCRE HTTP & Fiin i S (G WA 1T 7 /% ESP-AT Fl —-F & 7 [ 4840 % 5 )
HER LI R %S . /build.py menuconfig>Component config>AT>AT
http command support, REHiIFMHE (i W Build Your Own ESP-AT Project) .

o {£ ESP8266 V-4 I, f5f URL J& HTTPS 2k # s} <t ransport_type> ZE2 2, FFE%F at_process_task
{4 YRR I m 3] 4096 DA L. BIECE : ./build py menuconfig -> Component config -> AT -> The stack size of the
AT process task , 75 W2 BT HERON 21 S 380HH .

r3t])

// HEAD %
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET ¥k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST #X
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post",1,"fieldl=valuels
—field2=value2"

3.7.2 AT+HTTPGETSIZE: 3Hg HTTP 2B/

RES

O e
iy

AT+HTTPGETSIZE=<url>

Wi i ¢

+HTTPGETSIZE:<size>

OK
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S8

e <url>: HTTP URL,

o <size>: HTTP & E K/,

L)

o JEBEEURATI EFBAAA SR HTTP & Pt fin S (PRI W4o T T 4% ESP-AT 5] —-F & T B 4240 2 5F )
{E%ﬂﬁﬁ%?ﬁiﬁfﬁ}'{?#lﬁﬁé\ ./build.py menuconfig>Component config>AT>AT
http command support, REHIFEMHE (i WBuild Your Own ESP-AT Project) .

* 1F ESP8266 “F-& I, fH URL J& HTTPS M B <t ransport_type> ZEE 2, 554 at_process_task
1T 45 Mtk ng] 4096 DAL . BIECE:: ./build py menuconfig -> Component config -> AT -> The stack size of the
AT process task, 2 <x d1 T HERAS SR M ECEH .

r3t)

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.7.3 AT+HTTPCPOST: Post {5 ER HTTP #iE

REG

AT+HTTPCPOST=<url>, <length>[,<http_req _header_cnt>] [, <http_reqg _header>..<http_req_

—header>]

W )i *

OK

>

Fig > 2R AT HER SO D, BT DU AR, B KRB 280 <length> BMERS, &4
I

Ay, MR :

SEND OK

ESis PN V@B
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SEND FAIL

e <url>: HTTP URL,

* <length>: 7§ POST 1) HTTP (¥l BE . A K BESE T R G0 il 4 Be A e 23 i) /e
+ <http_req_header_cnt>: <http_req header> ZEEE .

¢ [<http_req_header>]: 7] & i%kZ K LABIRS 5.

5EA

o 1 ESP8266 “F-& I, 1N URL /2 HTTPS 25% s <t ransport_type> ZHE 2, F7Z0F at_process_task
155 HERR BN 3] 4096 DA I BIECE : ./build.py menuconfig -> Component config -> AT -> The stack size of the
AT process task, 5 W& T HRA RN SEER.

3.7.4 HTTP AT $£i2%5

o HTTP % Fifi:

HTTP & PinfHEiRe | ijifA
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719¢c Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed
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o HTTP fR55%s:

HTTP fRFaa$ai1R55 | iithA

0x71f4 Internal Server Error

0x71f5 Not Implemented

0x71f6 Bad Gateway

0x71£f7 Service Unavailable

0x71f8 Gateway Timeout

0x71f9 HTTP Version Not Supported
« HTTP AT:

— AT+HTTPCLIENT fiy 2 4E 598 0x7000+Standard HTTP Error Code (¥ £ 5 Standard
HTTP/1.1 Error Code {5 ., 1§Z&% RFC 2616).,

— B, & AT ZEJ8H AT+HTTPCLIENT fig itk 5| HTTP error 404, N|£& &M 0x7194 45 %1Y
(hex (0x7000+404)=0x7194),

3.8 [ESP32 Only] LI KM AT &%

[English]
- RETAF
 [ESP32 Only] AT+CIPETHMAC : 25/ & ESP PAK M) MAC #ihik

 [ESP32 Only] AT+CIPETH : Zxif)/iX 8 ESP DA MK 1P Hiuhik

3.8.1 HEZTIE

IBATRAKI AT i 2 B, S0 DA R 4 LA

TER: AFTNERDA ESP32-Ethernet-Kit JF & ACH B4 AT AR AT Ay Bl HER TAR. WEREE AR
e CERH BT R, TR TR A BRI BRI RX/TX 5

* Bk AT UART 4 (B 0ERIARY AT UART 4 JIAT AR M DI REA I 58 ) -
— FTJF factory_param_data.csv FE#g 305

- $F WROVER-32 HJ uart_tx_pin M GPIO22 i~ GPIO2, uart_rx_pin M GPIO19 ¥ GPIO4,
uart_cts_pin M GPIO15 Bk GPIO1, uart_rts_pin M GPIO14 Bk GPIO1 (RE{EF D)
RERIE, XEARMAIZIIGE), FEA5 B WA FTi5 20 AT port & F

o {fiffE AT ethernet support, HZ{ZE 1 WHow to enable ESP-AT Ethernet
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o Ui FZ TR & ESP32-Ethernet-Kit,

o JEHAET:

- EBFHLMCU (41 PC, A[{#iff] USB %5 MAik) % ESP32-Ethernet-Kit [1) GPIO2 (TX) Fi1 GPIO4

(RX), A FRIEDIREN IO #4% CTS/RTS;

— ESP32-Ethernet-Kit 4432 DA W 9 £ .

3.8.2 [ESP32 Only] AT+CIPETHMAC: Zif/i&E ESP LI XM MAC khiik

EEHL

i
#if) ESP AR MAC Hihik

A

AT+CIPETHMAC?

LO)YE

+CIPETHMAC:<"mac">
OK

i

% & ESP DUKM A MAC Hitik
A

.

=

AT+CIPETHMAC=<"mac">

W] . <
OK
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o <” mac” >: PR, FIRPUKMEE T H MAC Hidik.

o [EFBRAAASCRE AR AT A% GGG WA 7 7 4% ESP-AT ) —-F & B 4228 2 51), {H2 Al DA
THAMEHLIFZmS: . /build.py menuconfig > Component config>AT >AT ethernet

support, RGHiF LA (FENg WBuild Your Own ESP-AT Project) .
o PAT+SYSSTORE=1, To B UL NVS X,
o PAKIMHEE 1) MAC bk g5 HoAh ez 1 AH [

« ESP MAC HihtAy bit0 ANREBEN 1. BN, vk “la--7, (HAWBEER “15:--7,

e FF:FF:FF:FF:FF:FF M1 00:00:00:00:00:00 KL MAC Hiht, AREWEE.

B

AT+CIPETHMAC="1a:fe:35:98:d4:7b"

3.8.3 [ESP32 Only] AT+CIPETH: ZEif/ix= ESP LI XM#Y IP ithit

EOH<

#23i) ESP DK/ TP Huhl:

P
iy

AT+CIPETH?

Wi i ¢

+CIPETH:ip:<ip>
+CIPETH:gateway:<gateway>
+CIPETH:netmask:<netmask>

OK

3.8. [ESP32 Only] LAXM AT &
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BEGS

ifig:

&'E ESP LUK MY TP Hihl:
i

AT+CIPETH=<ip>[, <gateway>, <netmask>]

W i <

OK

S8

o <ip>: FAHSL, FR ESP DK TP Hidik.
o [<gateway>]: 3¢,

o [<netmask>]: %D,

5EA

o WK STHE AR AT 634 GFN 3 Lo 07 T A2 ESP-AT ] —F & TR 20 £ 5, {E2 T3l b
THAEH L ZmS: . /build.py menuconfig > Component config>AT >AT ethernet
support, R FE LA (FEN W Build Your Own ESP-AT Project) .

o FFAT+SYSSTORE=1, Tt & W SO RAFAE NVS X,

o KL E A4S DHCP AHE I, UNAT+CWDHCP:
- AR AEA P, W DHCP £i%5 M ;
- #)5H DHCP, WIS IP 8551 5

- KRS EE bR

B

AT+CIPETH="192.168.6.100","192.168.6.1","255.255.255.0"
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3.9 [ESP8266 Only] {&-llix AT &
[English]
o AT+FACTPLCP: %% PLCP 845 PLCP
3.9.1 [ESP8266 Only] AT+FACTPLCP: %3%{ PLCP s45 PLCP
REGS

Py
A

AT+FACTPLCP=<enable>, <tx_with_long>

Wi i ¢

OK

S8

- <enable>: J24 /4% 1 F-EhMi i
- O: SHTFEME, KA <tx_with_long> SAMIBIAK:

- 1: BT E, AT kiR PLCP 2RI T <tx_with_long> Z4{.

o <tx_with_long>: %% PLCP s}/ PLCP:
- 0: JixfE PLCP (BKIA);
- I: k%K PLCP,

3.10 [ESP32 & ESP32-S2 & ESP32-C3] &z} AT %

[English]
* AT+DRVADC: $HU ADC A
o AT+DRVPWMINIT : &4k, PWM IK 5%
o AT+DRVPWMDUTY : & PWM 5231,
o AT+DRVPWMFADE: ¥ PWM #i7s
o AT+DRVI2CINIT : #¥Ji54k 12C EHLEKBN

o AT+DRVI2CRD: 3B 12C &

3.9. [ESP8266 Only] {<illif AT &
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o AT+DRVI2ZCWRDATA: 5 A 12C %¥i#l;

o AT+DRVI2CWRBYTES: B AANH W 4 358 12C 5
o AT+DRVSPICONFGPIO: T8 SPI GPIO

o AT+DRVSPIINIT : %14k SPI EH1EKSN

e AT+DRVSPIRD: i35 SPI %4

o AT+DRVSPIWR: 5 A SP1 4

3.10.1 AT+DRVADC: i%Hl ADC i&i&{E

REW

O e
iy A

AT+DRVADC=<channel>, <atten>

W

+DRVADC:<raw data>
OK

S8

* <channel>: ADCI iflif, {ffl: 0~7, MIVAMIAR AR

o <atten>: FEH{H:

0: 0dB Fi, WEMEHEEN 1.1V;
1:2.5dB 0, Wl E 1.5 V;

2: 6 dB I, WEFEHEN 2.2 V;
3:11dB =5, WEEHREN39IV.,

o <raw data>: ADC iBiE{H, HJEHN raw_data/2 Vidh * atten,

230
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B
* ESP-AT H3#} ADCI,

« ESP32 #l ESP32-C3 4% 12 %%, ESP32-S2 H 3% 13 frsefs.

P

AT+DRVADC=0, 0 // ADC1 O ¥, ®/E: 0 ~ 1.1 V

+DRVADC:2048 // ESP32 #1 ESP32-C3 W H &% 2048 / 4096 * 1.1 = 0.55
// ESP32-S2 My JE% 2048 / 8192 * 1.1 = 0.264

OK

3.10.2 AT+DRVPWMINIT: #)i&1t PWM IRzHzS

RESHS

ke

AT+DRVPWMINIT=<freqg>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

Wi i3 ¢

OK

%

o <freq>: LEDC ENt2afiR, BA{i: Hz, JiFf: 1 Hz~8 MHz,
* <duty_res>: LEDC jfiii 25 A 3Ee, il 0~20 {7

* <chx_gpio>: LEDC ifiE x W% i GPIO. filfn, anffEAEF: GPIO16 {F Aiih 0, FFiXE <ch0_gpio>
5 16,

L)

o ESP-AT & RE 3 4 4~ HiH.

o ARGV EE SR I E T HE PWM 634 (WAT+DRVPWMDUTY FIAT+DRVPWMFADE)
BEMS VLB . BN, WG Rwi e TN, 84 AT+DRVPWMDUTY 4 H E JH 2 B8 X 9
MEER PWM (5251,

o PR G EPER I . 2R B0 W R AL 2 O B S E
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B

AT+DRVPWMINIT=5000,13,17,16,18,19 // & & 4 AN@E¥, HEH 5 kHz, EXLAoBEEAH 13
AT+DRVPWMINIT=10000,10, 17 [/ RATdfiEE 0, MEH 10 kHz, HFEEER 10 L, H
¥ OPWM M XeA RERE—MEY

3.10.3 AT+DRVPWMDUTY: #E PWM &2stt
BREHS

s

AT+DRVPWMDUTY=<chO_duty>[, ..., <ch3_duty>]

W i <

OK

B8
o <duty>: LEDC il 525, JEH: [0,2 s
i5EA

o ESP-AT & fE 15 4 014,

s FORTEIETLHRE AT, HIERERIXSA

=Pl

AT+DRVPWMDUTY=255,512  // & E®A#¥ 0 B E A 255, LEMAE 1 B EFA 512
AT+DRVPWMDUTY=, , 0 // REEREE 2 mE=tA o

3.10.4 AT+DRVPWMFADE: &E& PWM

REGY

AT+DRVPWMFADE=<chO_target_duty>, <chO_fade_time>[,...,<ch3_target_duty>,<ch3_fade_time>

.
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Wi 3% ¢

OK

2%
* <target_duty>: HARWIAS A5G, W [0,2 dwy-resohtion 1],
* <fade_time>: WIHYRACHIE], A ZFD.

i L]
 ESP-AT i £ B F 4 N ifiE.

o FHAMBIELFHEINE <target_duty> Ml <fade_time>, HIEEMEHEITA],

7yt

AT+DRVPWMFADE=, , 0, 1000 /) ER—EEEEEE 1 EZREEA O

AT+DRVPWMFADE=1024,1000,0,2000, // FHA—feyrafEsE 0 5 g EA 1024, WA &Y B [E4 8

1 HEEREA O

3.10.5 AT+DRVI2CINIT: a4t 12C 43Rz

REGY

Py -
iy

AT+DRVI2CINIT=<num>, <scl_io>, <sda_io>, <clock>

L)V

OK

o <num>: R2CuGH5, JEH: 0~ 1. AEPRRBEFHNSE, AT HARIGHLZ 12C im0 .

o <scl_io>: 12C SCL {51 GPIO =,
e <sda_io>: I2C SDA {51 GPIO =,

o <dock>: FAUBT Y 12C IR, A7 Hz, fK{H: 1 MHz.

3.10. [ESP32 & ESP32-S2 & ESP32-C3] IRkzh AT &
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L]

o AFES HFF12C ML

B

AT+DRVI2CINIT=0,25,26,1000 // #%{k I2C0, SCL: GPIO25, SDA: GPIO26, I2C Bt4F#iZ%E: 1 kHz
AT+DRVI2CINIT=0 // BUE 12C0 I

3.10.6 AT+DRVI2CRD: {ZHr 12C #iiE

REH

AT+DRVI2CRD=<num>, <address>, <length>

W

+DRVI2CRD:<read data>
OK

24

o <num>: 12C iS5, JuE: 0~1,
o <address>: 12C MBI & Huht
— 7 {iHbdk: 0~ OX7F;

— 10 fiithl: SE— D RE-EAAE 1111 0XX, A 5 Wi XX 2 10 btk iy s Wit . 4
an, g 10 f7HhE R Ox2FF (b7 1011111111), AR % AR Hb4E A OX7AFF (b’ 111101011111111).

o <length>: I2C {5 K&, JLHE: 1~2048,

 <read data>: 12C %,
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L]

o 12C kg s i)y —#b,

B

AT+DRVI2CRD=0, 0x34,1 // I2C0 MHi 0x34 B 1 F¥HEIE
AT+DRVI2CRD=0, 0x7AFF, 1 // I2C0 M 10 frihit Ox2FF ALiLE 1 F3 #h#kdE

// I2C0 ik 0x34, FHEHI 0x27, % 2 FF
AT+DRVI2CWRBYTES=0, 0x34, 1, 0x27 // I2C0 £ EREHI 0x34. FHFBHI 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2CO EHI 2 FF

3.10.7 AT+DRVI2CWRDATA: B\ 12C iz

RESHS

ke

AT+DRVI2CWRDATA=<num>, <address>, <length>

] oz <

OK

>

Wl B S, AR S ARESE, UEEERISEERE KL, Bl femITn.
AR R, R [a] -

OK

R R R, TR [u] -

ERROR
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S8

e <num>: 12C i 115, JaR: 0~ 1.
o <address>: 12C MHLi% kL
— 7 fiiftbdk: 0~ OX7F;

— 10 fitdk: SR RE-E A 1111 0XX, H i WAL XX 2 10 (ks iz, Bl
an, ansk 10 fzHbdk A Ox2FF (b 1011111111), ARA% ARyl >k 0X7AFF (b’ 111101011111111).

o <length>: 12C $EKE, o : 1~2048,

5EA

o 12C kgt i [a) o —#b

r3t)

AT+DRVI2CWRDATA=0,0x34,10 // I2C0 B 10 FHHKEZHI 0x34

3.10.8 AT+DRVI2CWRBYTES: BAAREEit 4 T 12C #iE

HEGQ

O e
iy

AT+DRVI2CWRBYTES=<num>, <address>, <length>, <data>

Wi i ¢

OK

o <num>: 2C G5, Jui: 0~1.
o <address>: 12C MHLiX45 AL .
— 7 fiithihk: 0~ OX7F,

— 10 fpHbdik: SE— A RET-EAMAR 1111 0XX, H R 5 miA XX 42 10 A7k wif. fl
fn, R 10 A7k A Ox2FF (b7 1011111111), AR % ARHb4E A OX7AFF (b’ 111101011111111).

« <length>: 5 AN 12C Hl K1, M 1~ 45,
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o <data>: B[ <length> {EKEFWEIE, JEMH: 0~ 0xFFFFFFFF,

5EA

o 12C kgt i [a) h —#b

P

AT+DRVI2CWRBYTES=0,0x34,2,0x1234 // I2C0 BN 2 FHHIE 0x1234 EHA 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 FHHIE 0x1234 F 10 fLHi Ox2FF

// I2C0 B Hhk 0x34., FHEHA 0x27, HAEH cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.9 AT+DRVSPICONFGPIO: #ig& SPI GPIO
REHL

A .
"ﬂ/?\‘

AT+DRVSPICONFGPIO=<mosi>, <miso>, <sclk>, <cs>

W i <

OK

o <mosi>: FHMALESXTMIK) GPIO %
o <miso>: FAMMBESXIN GPIO &), A AMHH, EHi -1,
o <sck>: SPI B8MES- %M ) GPIO 45 i .

o <cs>: WEMHLHIE S XY GPIO 4], #AEIH, BAL-1,
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3.10.10 AT+DRVSPIINIT: #1441t SPI E£#1IEz)

REG

A

AT+DRVSPIINIT=<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

W .

OK

o <clock>: BJPEEE, 40955k 80 MHz, BAfii: Hz, H{H: 40 MHz,
e <mode>: SPIE, JEMEH: 0~3.
o <emd_bit>: A BIERIAGIER, JEE: 0~ 16.
* <addr_bit>: Ml B ERIAGIEL, JER: 0~ 64,
o <dma_chan>: @i 1 5 2, 5% DMA KM 4 0.
« <bits_msb>: SPI $#ifg= :
— bit0:
*0: Yotk MSB (BRIA ) ;
* 1 JefL iy LSB.
— bitl:
*0: SR MSB (BRIN)
* 1 Sl LSB,

5EA

 H7E SPI WG4k Bl & SPI GPIO.
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B

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI Ht4f: 100 kHz; #R: 0; AN EF AWM ESRINLHH A 0;

I DMA; SthiafiElk LSB

OK
AT+DRVSPIINIT=0 // Ml SPI I3
OK

3.10.11 AT+DRVSPIRD: i%H SPI #iiE

REH

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W .

+DRVSPIRD:<read data>
OK

2%

o <data_len>: fFiEEHRY SPI AR, JOH: 1 ~4092 F15.
o <emd>: A HHE, B <ecmd_len> SHE .

* <emd_len>: ARYALH AT, YR 0~ 2 Y.

o <addr>: Ak, MK EH <addr_len> Z8E .

* <addr_len>: AYEH PR, JEH: 0~4 FY

5EA

« ZRMf DMA, <data_len> SOk B I RA(E Y 64 54

3.10. [ESP32 & ESP32-S2 & ESP32-C3] IRkzh AT &
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B

AT+DRVSPIRD=2 // #&Hl 2 FHHiE
+DRVI2CREAD: ffff
OK

AT+DRVSPIRD=2,0x03,1,0x001000,3 // &EB 2 F¥#HHE, <cmd> % 0x03, <cmd_len> # 1 F¥,
<.<addr> % 0x1000, <addr_len> #} 3 F¥

+DRVI2CREAD: ffff

OK

3.10.12 AT+DRVSPIWR: B\ SPI #iE

REGS

Py -
iy

AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

Wi i ¢

M <data_len> BEMEART 0, AT K[H:

OK

>

W BRI, A GRS ANEDE, SRS E RER, BlRfmITes.
R ), AT &[0 :

OK

M <data_len> ZH(H N O Wf, B AT Rfehmear oMt A% SPLEME, Ll AT kv

OK

o <data_len>: SPIZ#liE, JiEl: 0~4092,
o <emd>: R, BRKEH <cmd_len> S .
o <emd_len>: ARAGE G, JEH: 0~2 575,

+ <addr>: fiyHihl, MK <addr_len> ZHGE.
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» <addr_len>: KGRI, WG 0~4 54,

L)

« EAHH DMA, <data_len> SHUERAMGBERFAL K 64 T

P

AT+DRVSPIWR=2 // BN 2 FHHKE
OK
> /] T TR

OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // BN 0 FH¥HIE, <cmd> 4 0x03, <cmd_len> % 1 F¥H,
—.<addr> % 0x1000, <addr_len> #} 3 F¥
OK

3.11 Web server AT Commands

o AT+ WEBSERVER: Enable/disable Wi-Fi connection configuration via web server.

3.11.1 AT+WEBSERVER: Enable/disable Wi-Fi connection configuration via web
server

Set Command

Command:

AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

Response:

OK
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Parameters

¢ <enable>: Enable or disable web server.
— 0: Disable the web server and release related resources.

— 1: Enable web server, which means that you can use WeChat or a browser to configure Wi-Fi connection

information.
» <server_port>: The web server port number.

¢ <connection_timeout>: The timeout for the every connection. Unit: second. Range:[21,60].

Notes

e There are two ways to provide the HTML files needed by the web server. One is to use fatfs file system (non
ESP8266 chips), and you need to enable AT FS command at this time. The other one is to use embedded files to
storge HTML files (default setting).

¢ Please make sure that the max number of open sockets is not less than 12, you may change the number by . /
build.py menuconfig > Component config > LWIP > Max bumber of open sockets and

compile the project (see Build Your Own ESP-AT Project).

The default firmware does not support web server AT commands (see 4217 7 i ESP-AT 5] —-F & 7~ 5] #2448
# J), but you can enable it by . /build.py menuconfig > Component config > AT > AT WEB

Server command support and compile the project (see Build Your Own ESP-AT Project).

For ESP8266 devices, you may need to turn off some unnecessary options to store the necessary html files.

¢ For more examples, please refer to Web Server AT 7= 17).

Example

// Enable the web server with port 80, and the timeout for the every connection is 50.
—seconds:

AT+WEBSERVER=1, 80, 50

// Disable the web server, the command should be:

AT+WEBSERVER=0
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3.12 ESP-AT AR A &< R3ZHNttL

[English]

ASCH RS2 T IHA NONOS-AT [l iRt ESP-AT BB 0, fFZEREma< LR .
« NONOS-AT: ffi:## i /1] (1) ESP8266 AT it 7, 1491 Ji] T ESP8266 &4t Fi-, 5T ESP8266_NONOS_SDK

Tk, BAEIRER.

* ESP-AT: it FIIIRA, SR M1, 15 NONOS-AT #tt, e 2 e fiy4, 4l Bluetooth
fiy%-. Bluetooth LE fir4>. PAKM <. WKEhar$45. HEA4 K ESP-AT [{F BIE S FESP-AT 2 ft 4

HIAT 12 1,

ER: TRIH T #) NONOS-AT fir4, PAREAIHE ESP-AT R SZHREIL . TRIFAU T AR
ESP-AT fiy%, &M 7T ESP-AT 4, S HAT

ERPE SNy S HER IR R ESP-AT iy

2 3: ESP-AT RI[A A fiy &4 S Fpx Lk

S Ty NONOS-AT | ESP-AT
AT M AT 5 3h 4 4
AT+RST H R / /
AT+GMR I AE v v
AT+GSLP HEA deep-sleep fii; %4 v
ATE FF Kl I e 4 (/
AT+RESTORE WA RE v %4
AT+UART_CUR fiiE UART, R{F{£%F) flash v Z
AT+UART_DEF fii ‘% UART, {5473 flash 7 %
AT+SLEEP WHE: sleep FRE
M ESP8266 «/
1: light sleep ESP32 v
2: modem ESP32-S2 X !
sleep
AT+WAKEUPGPIO Hi & GPIO Mt light sleep 4
X3 M4 S
2% AT+SLEEPWKCFG
TS

3.12. ESP-AT RRMA&HSERIZFFIEL
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x3-4t
“wd FEbN NONOS-AT | ESP-AT
AT+RFPOWER $3¢'% RF TX Power e
%
JuE : [0,82]
BAf7: 025
dBm
AT+RFVDD R4 VDD33 % ‘® RF TX | X
Power
AT+SYSRAM R G Y IR R NI 4  Hri i/ NENFESEL
AT+SYSADC Zrif] ADC {H 4 X
AT+SYSIOSETCFG BEE 10 TAER 4 X
AT+SYSIOGETCFG if) 10 TAERER / X
AT+SYSGPIODIR #E GPIO AN A | X
AT+SYSGPIOWRITE EE GPIO [ H HL 4 X
AT+SYSGPIOREAD FEHL GPIO [ HL PR 2 4 X
AT+SYSMSG WE RS E X 4
AT+SYSMSG_CUR WEMHRGHE, MES |
flash X 3 Ll A 25 AT+SYSMSG
AT+SYSMSG_DEF WERKARZHE, RF7 |/
flash X 3 Ll 25 AT+SYSMSG
AT+CWMODE BEE Wi-Fi #i5( b 7 WG O B
AT+CWMODE_CUR BEE M Wi-Fi B, Mg |
% flash X3 M4 S
% AT+CWMODE
AT+CWMODE_DEF WHEBIA Wi-Fi X, RS |
flash X3 M43
2% AT+CWMODE
AT+CWJAP 4 AP 4 « BT LT A
AT+CWIJAP_CUR #3: AP, SEAFAES| flash |
X 3 Ll A S AT+ CWIAP
AT+CWJAP_DEF iER: AP, SRS flash 4

X 3 M S-S AT+CWIAP

T o4k R
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x®3-&Ztm
wd fEi NONOS-AT | ESP-AT
AT+CWLAPOPT $EE CWLAP 41 e it %4 v TR 26
AT+CWLAP FIHE 24 7 A ] AP v [ A
AT+CWQAP WrIT5 AP i3 % %
AT+CWSAP it & softAP ) X %
AT+CWSAP_CUR il E softAP &8, NMEfEH |

flash

X3 HRI Ay & 5% AT+CWSAP

AT+CWSAP_DEF Fil & softAP &4, (%175 flash |
X 3 LG S5 AT+ CWSAP
AT+CWLIF i 7E R R softAP [y Station | 2
(=35
AT+CWDHCP 1'% DHCP X %4
AT+CWDHCP_CUR %% DHCP, AM3fg3| flash |
X3 Ml 4SS
% AT+CWDHCP
AT+CWDHCP_DEF 1'% DHCP, {#77% flash 4
X3 UM S
% AT+CWDHCP
AT+CWDHCPS 15 softAP DHCP 43fiiiy IP | X %
70,
AT+CWDHCPS_CUR 15 softAP DHCP ity IP |
EH, APRATE] flash X3 HM&HSS
% AT+CWDHCPS
AT+CWDHCPS_DEF 15 # softAP DHCP 43fiiiy IP | 7
T, A3 flash X3 Ml e S
3% AT+CWDHCPS
AT+CWAUTOCONN HER A% AP 4 4
AT+CIPSTAMAC 1% Station 3% 1) MAC Jbhk | X 4
AT+CIPSTAMAC_CUR | #% & Station %11 MAC #ihl, |

ARAF3) flash

X3 Ml dr oS
% AT+CIPSTAMAC

3.12. ESP-AT RRMA&HSERIZFFIEL
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x®3-48L
“wd =AM NONOS-AT ESP-AT
AT+CIPSTAMAC_DEF | & Station #% 1 MAC Huht, |
{#47% flash X3 ML S
2 AT+CIPSTAMAC
AT+CIPAPMAC X B softAP [¥) MAC Hihil: X /
AT+CIPAPMAC_CUR 5 SoftAP [ MAC Hitl, A |
PRAFF| flash X3 ML S
2 AT+CIPAPMAC
AT+CIPAPMAC_DEF P E softAP [ MAC Hudik, {4 |
175 flash X3 M43
3 AT+CIPAPMAC
AT+CIPSTA ¢ B Station 1) IP Hihil: X Z
AT+CIPSTA_CUR 155 Station [#) IP #idik, A |
1£3) flash X 3 Ml S5 3% AT+CIPSTA
AT+CIPSTA_DEF 1% Station ) IP Hudik, f#7F |
7| flash X 3 iS5 AT+CIPSTA
AT+CIPAP PEE softAP 1y IP Hbtik b ¢ 4
AT+CIPAP_CUR PEE softAP (1) IP Hidik, g |
173 flash X 3 ML S5 F AT+CIPAP
AT+CIPAP_DEF P SOftAP [ TP bk, {17 |
| flash X 3 M5 F AT+CIPAP
AT+CWSTARTSMART JF)= SmartConfig 4 4
AT+CWSTOPSMART {21} SmartConfig v %
AT+CWSTARTDISCOVER FF & 1] %% J& 35 0 0 ) 5 48 | X
AL
AT+CWSTOPDISCOVER | 3¢ [ 7] % J5y 35 /0 ) ) i 5 48 | X
D=
AT+ WPS % & WPS Ifig 4 /
AT+MDNS 1% # mDNS Ffig 4 v
Th4s:
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®I-EZtW
o SN NONOS-AT | ESP-AT
AT+CWJEAP TR % Fh 2% X
ESP8266 X
ESP32 /
ESP32-S2 X
AT+CWJEAP_CUR BRI E RS, MR | X
172 flash
AT+CWIJEAP_DEF RIS, F | X
2| flash
AT+CWHOSTNAME P8 Station (1) EHLZ FR v v
AT+CWCOUNTRY P Wi-Fi [E 565 X M
AT+CWCOUNTRY_CUR | %% Wi-Fi HFEL, AMEFE |
flash X3 M43
2% AT+CWCOUNTRY
AT+CWCOUNTRY_DEF | %% Wi-Fi [H%5, #75 |
flash X3 M43
% AT+CWCOUNTRY
AT+CIPSTATUS 2 9 ) 245 145 0 R, / 4
AT+CIPDOMAIN 2 AT e / 7
AT+CIPSTART 757 TCP/UDP/SSL 43 v (/
AT+CIPSSLSIZE P8 SSL Buffer size / x
AT+CIPSSLCCONF fit & SSL 4422 @ M « BRI
AT+CIPSEND Yoz e v v
AT+CIPSENDEX S A length B, wiHE | 7 v
KN 0 45 g
AT+CIPSENDBUF 5 A TCP Kt 1E 4 X 3
AT+CIPBUFRESET T 4 %3
AT+CIPBUFSTATUS if) TCP R AUZLEPIRAS 4 X3
AT+CIPCHECKSEQ TS5 A TCP KA | %3
AT+CIPCLOSEMODE | i TCP jE#: Wi 5= v x3
AT+CIPCLOSE 5[4 TCP/UDP/SSL 4% / /
AT+CIFSR i A TP ikt 4 4
AT+CIPMUX WL n/ M
TTUgkeE

3.12. ESP-AT FRAEAH LRI FXLL
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xR3-ZEWw
S B NONOS-AT | ESP-AT
AT+CIPSERVER %37, TCP/SSL fijt %5-#% N X ¥ | « ESP32 I ESP32-S2 %
SSL server SSL server, ESP8266 A 37 4%
SSL server

AT+CIPSERVERMAXCONN| % B R 5 #% Ui B ik | v

R
AT+CIPMODE BB M /
AT+SAVETRANSLINK BEEIHLE £ R n/ %
AT+CIPSTO W TCP RS #ren i ifE | o v
AT+PING Ping I fg 2 2
AT+CIUPDATE Wt Wi-Fi FH4% {4 c/ B TLLEZ
AT+CIPDINFO R 48 B B 2 R R AT | 4

i TP Al 11
AT+CIPRECVMODE PEE TCP 5T | /

K
AT+CIPRECVDATA B, SRR |  PIEHZER

TCP %##
AT+CIPRECVLEN WO R, BIRZE | %

TCP ¥l iy K B2
AT+CIPSNTPCFG PEE I SNTP IR 4525 % v XHEE L6
AT+CIPSNTPTIME i) SNTP i) 4 4
AT+CIPDNS H 7 X DNS Jz 45 %% X v
AT+CIPDNS_CUR 7 X DNS R4 %%, ST | 7

7] flash X 3 (Ll Ay 2% AT+CIPDNS
AT+CIPDNS_DEF H € X DNS fj55#%, 73 |

flash X 3 MLl 6453 AT+CIPDNS
AT+SYSFLASH 5 flash [ P4 X X 4

PEBH 1: ZiR ESP-AT 7111y AT+SLEEP:

* ESP8266 and ESP32 v
- 1:

— 2: light sleep

modem sleep by DTIM

— 3: modem sleep by listen interval

» ESP32-S2 X

PEWI 20 A ESP-AT 1) AT+RFPOWER:
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« ESP8266 ¢/, jiiFl: [40,82], Hifii: 0.25 dBm
e BESP32 ¢/, Jlifl: [40,78], Hifii: 0.25dBm, H.37#F Bluetooth LE
« ESP32-S2 ¢/, Fiffl: [40,78], ifi: 0.25 dBm
Bl 3¢ PR ESP-AT RES I A4
SR BAE ] A S 2 T JE PR LA R INAS, TR AT fir i — LA fF L.

s AT o5k

o HHAT BAR A flash oy AT 4

o AT} 8.

3.13 AT <0

W) AT fip A PUFpRAY

il WEENX HtAA

Mt A 2 AT+< A2 F5 >=2 ErIh I E 2 1 NS B LU E T
S AT+< A 2245 >? R Y HISEUE

WHEmS AT+< Ap 245 >=<-+-> WEA P HEXWSEE, Hefrad
AT A2 AT+< fir 4471 > BATTCH A E XSS

o ARRA AT ar R ARl A R Ay &
o W HEMASE, UH SRR TR S BRI 28
© BT <> WIS EOR T A I
o RS L1 WIS ETUAE N, AU EETEOAE. B8, iBF7AT+CWIAP fir & A IR LS4

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

« UHEHSEUGIIA SBESES R, WA, , PR,

AT+CWJAP="ssid", "password",, 1

s BRGSFRTARSE, W

AT+CWSAP="ESP756290","21030826",1,4

o FERTAFRER SGRBE, o, .o\ A
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N\ B SURGRHT. .

-\, B SGES, SARSEINIES TTHRE L.

\" B OGS, FORTAFER SRS e FR .

\<any>: ¥ <any> F4F, HIHRMEM <any> F5F, AR,

o U AT @4 HIORIR TAT R 2506 L, HE Iy o o fan, AT ay< HFTH > SE Rk AR
RBAE A T 2 S

AT+CWJAP="comma\,backslash\\ssid", "1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

o AT i HIBOABRE R 115200,

B AT R REER BRI 256 777

o AT iy AT (CR-LF) £5%0, FrbAss 0 TR BE P,
o AT fir QBRI K 2 33 WLAT API Reference:

— esp_at_error_code

esp_at_para_parse_result_type

— esp_at_result_code_string index

3.14 SIS R flash Py AT &

PATF AT i 9B H0E BOR IR 2R A7AE flash (1) NVS XIsp, PIKE RS, SEEEEA .
* AT+UART_DEF: AT+UART_DEF=115200,8,1,0, 3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001

* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE—Har oW SHCEUE RS flash AT DB AT+SYSSTORE fiy 9ok B, BARWS WLy M i .

3.15 AT ER

M ESP-AT #iy43 13% [6] ) ESP-AT 14 84 Wifh258: ESP-AT Wi (¥ish) 1 ESP-AT i B4 (F:3).
* ESP-AT Wiy (#4z))
T A ESP-AT i SRR LY., 5if K% ESP-AT fir A T45 R .
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2 4: ESP-AT Wi/

AT iz BiAA

OK AT A& P55, 1R [E] OK

ERROR AT iy A48 R A T o R A A i

SEND OK W] k% B W W Mk (8 X TAT+CIPSEND
FMIAT+CIPSENDEX i 4) , AR FEIEC & K X
Uity

SEND FAIL ]t AR e 3% F i B AR R (B X TAT+CIPSEND
FINAT+CIPSENDEX fi5%)

+<Command Name>:. . . FEAHGAR AT Gy A0 PEEE R

o BSP-AT {4 EiRk (F3h)

ESP-AT £ 445 2240 IR

2 5: ESP-AT 14 B #Rj4E

ESP-AT iR & AR

ready ESP-AT [} & s i 2

busy p--- RGEEN, IR E—&aS, TOEAIEHIN
i

ERR CODE:<0x%08x> S [l i 2 S R AU

Will force to restart!!! A7 BV JE AR

smartconfig type:<xxx>

Smartconfig 257

Smart get wifi info

Smartconfig £\ #H SSID 1 PASSWORD

smartconfig connected wifi

Smartconfig 52 i, ESP-AT i3] Wi-Fi

WIFI CONNECTED Wi-Fi station 32 I'1 £ 15 5] AP

WIFI GOT IP Wi-Fi station % I1 EL 3K IPv4 Mt

WIFI GOT IPv6 LL Wi-Fi station 32 I'1 2L 3K E IPv6 4 4% A<t h -
WIFI GOT IPv6 GL Wi-Fi station 42 1 223K 5t IPv6 4> JeyHbtik
WIFI DISCONNECT Wi-Fi station 32 112 5 AP W%
+ETH_CONNECTED DA 42 11 B 4%

+ETH_GOT_IP DA B2 10 23R IPv4 il
+ETH_DISCONNECTED DA 42 11 2L T T

[<conn_id>,JCONNECT

ID 24 <conn_id> BMZEEREE E# (BHABR
T, ID40)

[<conn_id>,]CLOSED

ID Ay <conn_id> WM LR EWITH (BRIAE N
T, ID#0)

+LINK_CONN TCP/UDP/SSL JE5: 1 1:41(= 1.
+STA_CONNECTED: <sta_mac> station i 22] ESP-AT 11 Wi-Fi softAP $2[1
TTidke:
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RS5-ELET
ESP-AT B2 & i

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [1 Wi-Fi softAP % [1% station 43¢ IP #h
Hiln

+STA_DISCONNECTED: <sta_mac>

station 5 ESP-AT [} Wi-Fi softAP 332 [ {1 72 322 K7
H

>

ESP-AT 1E7E %15 H P A B

Recv <xxx> bytes

ESP-AT M iy I E LR <xxx> FHY

+IPD ESP-AT T ICEI R H M 45 1 2t

SEND Canceled BOHAE Wi-Fi 53 12 4 2 X, R AR5
Have <xxx> Connections TR B AR 55 28 10 o R I 4K

+QUITT ESP-AT iRt} Wi-Fi i% 1% 42 X,

NO CERT FOUND T H E S KSR BRIk 1S
NO PRVT_KEY FOUND TE H & S XA R BN A R FAEH

NO CA FOUND T H E o KA He B A 201 CA I
+MQTTCONNECTED MQTT {2 %$: % broker
+MQTTDISCONNECTED MQTT 5 broker E4 I FF 151
+MQTTSUBRECV MQTT A broker I3 %id
+MQTTPUB:FAIL MQTT %A%t 5k

+MQTTPUB:OK MQTT KA 556 i

+BLECONN Bluetooth LE #3257

+BLEDISCONN Bluetooth LE 3 £ Wi T

+READ i1 Bluetooth LE JE#: 34T LA E
+WRITE i1l Bluetooth LE #1775 A #4E
+NOTIFY 3¢ B Bluetooth LE %42 notification
+INDICATE >k 8 Bluetooth LE i#$2) indication
+BLESECNTFYKEY Bluetooth LE SMP %4]

+BLESECREQ:<conn_index>

i3>k H Bluetooth LE FESZ 1) N4 Fie X 152K

+BLEAUTHCMPL:<conn_index>,<enc_result>

Bluetooth LE SMP it % 52 i,
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Please refer to [English]

4.1 TCP-IP AT Examples

See: /docs/en/AT_Command_Examples/TCP-IP_AT_Examples.md

4.2 [ESP32 Only] BLE AT Examples

See: /docs/en/AT_Command_Examples/BLE_AT_Examples.md

4.3 MQTT AT Examples

See: /docs/en/AT_Command_Examples/MQTT_AT_Examples.md
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4.4 [ESP32 Only] Ethernet AT 7R3l

See /docs/en/AT_Command_Examples/Ethernet_AT_Examples.

4.5 Web Server AT 7x%l

[English]
AR A AT web server [, 29 AT LA TH M -

o A& R RN B UEAT WI-Fi BRI

o 1% AR Y B AT OTA B 9T 4R

1% R A N2 7 34T Wi-Fi BL R

A AE MR 7 #EAT OTA Bl K

[ESP32 ][ ESP32-S Series ][ ESP32-C Series] 1% /| Captive Portal = 4%,

WA BUAD AT E{4F: 4 23 AT web server [T EE, 5% Web server AT Commands J& JAZIGE .

4.5.1 fEARIEIFHEIT Wi-Fi B

[h1

ilid web server, FHLok PC nf AL ESP ¥4 1) Wi-Fi BEHAE H o G5nT AR FHLE AL ik 4% 2] ESP 4%
1 AP, AT TR I BT, - Wi-Fi U858 A4y BSP s, AR5 ESP AR XL B fF R
HERE B 2 1 % i o

i

BB A AT DA AR =4

o BL % &% s ESP % &

o R KB R EEA G

UG AREES 3
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BCPix & & ESP iR&

58, A TIERC M B A R ESP i ff, ESP T WAL E A AP + STA #5X, FFQIE—A> WEB [t 55 &% ¢
FERfE R, YRR AT 4 :

L BB B, PRATERRICM G R, TTRERA MR AR OR B 2 WA I B A AT 3 20 WEB I 55 45
TekAE.

¢ Command

AT+RESTORE

2. it '® ESP %%} Station + SoftAP £,

¢ Command

AT+CWMODE=3

3. iX'E SoftAP [y ssid Fil password (135 B ERIA 4 4% ssid A pos_softap, TLEH) Wi-Fi) .,

¢ Command

AT+CWSAP="pos_softap","",11,0,3

4. (EREZ HER.

¢ Command

AT+CIPMUX=1

5. QI# webserver, Uil 80, HAIERZMIE: 25s (ERINEA N 60).

¢ Command

AT+WEBSERVER=1, 80,25

I, fN Lk dar S8l web server 5, FTIFRCM B Wi-Fi TEERDIRE, 14 ESP B4 11 AP:

WLAN @€

] B WLAN %%

pos_softap =
B (A ER)

Bl 1 i 4 ESP AP
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ERANERRRERMER

TERC M P45 B2 3] BSP &4 )5, RIRI % 3% HTTP #:K, FCEAHE AR hASmEL: (R, WEHREM
ANLFFEM B VR TE A AP, B0, WRAEH FHLER:S] ESP (1) AP, W FHIAEIAEN ESP 54 Ff
BRI ) (ER VAR P A web server ERIAMY TP Mtk (WRAK E ESP B4 1) SoftAP IP #ihik, BRIAH
192.168.4.1, %A DA T AT+CIPAP? iy 251 24 514 SoftAP IP Hudi), FTFFMCIM AL , i ABIERME 2%
i) ssid. password, giifi “FFAAMCH” EIWFFAGHCH -

® 192.168.4.1 O

waiting config

Pl 2: YV AT T

P P DA SRR U SSID i AMEAT 7 FHIE , #67 ESP BLHUHEN) AP 512, HEHE FI A AP 45
A password J5i, it “FEUAREM” BV EEALI
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® 192.168.4.1 O

Wi-Fi il b

FAST_FWR310_02 o
[@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 30 YT R PRI Wi-Fi AP 31 3058
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BHREM SR

e A 8 2 J 19 B s A

® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

BCWIELTH, ¥ S BahxERm

connect OK

Pl 4: 0 AR Y B

VLW 1 FCRSE G, W TCRE E Bl P, ARSI T, 5 OB A ESP B r 1P Huhik, EEHTIFM L.
[, AEHR H R R e R

+WEBSERVERRSP : 1 /7 REKBFHE K

WIFI CONNECTED /] REEEZE

WIFI GOT IP /] HEBRHFBE 1P

+WEBSERVERRSP : 2 /] REM Tk BB W R &%, et T K WEB %R

AR BCR I, R R
i, e DR R
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® 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

Pl 5 0 W 2 1 2

4.5. Web Server AT =%l 259
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+WEBSERVERRSP : 1 /] REBHEM, ZARELREFNRKI 1P ELE, MCU TUAEKIZAHE LR
e, e, EN LK.

T R B HERR

VR 1: TR R B AR RN . G ESP RERAY Wi-Fi AP 2R IEMITE, AN AP FIHI 5%
BlE, FHIAC 2 ALY AT a2 33 i web server,

4.5.2 fEFHNIEIFEIT OTA BElHFHK
&gt

W EZHFTHF web server FMI T, I PAMESRIE A OTA TR I, 0L ¥ TU%T ESP BSEHeab A7 & 474 o

ik

e JTH OTA B BT 7

o AP IR R BT E] B

o BB PR FELER

IIF OTAEENE

e, REEMBCA T “OTA JRE” 15, 4771 OTA FLE Ui 5, I AER MU ATE (A . AT Core it4s:
PEWY 10 (0430 YT AR 3% ESP BBy AP, B OTA P& WU R #7-5 ESP BLBRIERAE R — A>T M
I, AR CAFT I IE A5 -

LW 2: U SRR AT AR ST R Y AR A, PR . /build. py

menuconfig —> Component config —> AT —> AT firmware version (£ Build Your Own ESP-AT

Project) EUCZIRAS:, LA S R REFRIFEIZE K&, DASET4 B AR [ IRAS
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E R

& 6: OTA i & 7L i
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ERFH RS HARE

W, R TR A QYD L, R A AR AR -

esp-at-vZ.1.1.bin

Bl R

Pl 7: e AR A BT

VLY 1 AR E 2 BT, RGELREREA B TR A o [ 44 0 IS S 508 bin, HHCR/ NS
2M.,

BH0E R EER

i, EPERE R, KPR TR
I, FEAR H R an e R

+WEBSERVERRSP : 3 // REFHEER oTa EHHE
+WEBSERVERRSP : 4 /) RERFER oTA EHEHEF A HEH KRBT, it McU TUHFER_
SESP &, DR B E 4

AR OTA [EAFRARAR IR I, AR DRI B A M R R -
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Vel 8: I A [ 1 s i
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+WEBSERVERRSP : 3 /] REFHEHER ota EHEHKE
+WEBSERVERRSP : 5 /) REEWKE oTA EHHERBAK, AP TNEBEEHNTHF oTa BRERT, %8
RSB OTA EHAR

4.5.3 fEAME/MERFRIT Wi-Fi LR
&

TRl /IR e B )l o ol A /MR e 1 82 ESP e B AP, -l Bl fi /MR PP 7 BB Y AP {5 L
45 ESP i s%, ESP Uil i ixX Suq B H BN IR AP, BRI /IR e IC 0 45 SR A Mk 07 56

it

BEAECMRE AT DAY A LA 2

o Bt E ESPi% & %3k

LLE R G S A

o PATELH

A 4% AP & 3%

ftE ESP iR &8H

N T kMR HERE ESP 4%, ESP B4 T 5 E A AP + STA BisX, F-018 > WEB IR 45284/ MEF i
B, MR AT 2R -

L {EBRZ BRI, WEPRAEBRICAE R, ATRED AR AR AR B 2 BT TiC B (7 NI 2 WEB Jiz 55 %%
Touk .

¢ Command

AT+RESTORE

2. Jit ‘& ESP %%} Station + SoftAP £,

e Command

AT+CWMODE=3

3. i% & SoftAP ) ssid 1l password (UNik B BRI\ 432 ssid A pos_softap, password iy espressif ) .

¢ Command
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AT+CWSAP="pos_softap", "espressif",11,3,3

WA B/ RPN ssid 2y pos_softap, password 3y espressif 1] SoftAP JE IR, Wfifrss
ESP 345 1 S50 I EIATC BT .

1 [EREZIEH

¢ Command

AT+CIPMUX=1

2. g web server, ufll: 80, HRIEIEWIE]: 40s (BRAHK N 60s),

¢ Command

AT+WEBSERVER=1, 80,40

RSN ERF

FIOTFHURS . 3330 T — e

T HMSE—e

B 9: ARIUME Y — 2T

TGRS, BEABL I S :
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ESP-AT

B =i

Pl 10: /)R FE [ 53 i
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B#R AP iE#F

IR /MR IS, ARERHEER AR AP, ALRFHCME O 20 R i

L R AR H AR AP S AHLEC R PR LA B O R /MR IR 8 APLFHLRGL RIHE.
2. FHEAR AR AP AZAHUEL M PR, W i d555 AP, BURHEFIR “APLFHLRGL IR
Bk

HATECA

FHEABBR AP REXHERFH

X HLARFRA R RO a8 0 B, 4aRe R ) A
LATIFFHL Wi-Fi, R Has

WLAN @

A]F WLAN %1z

FAST_FWR310_02 o

EiEiE
P11 JE DR A5 TR 0L A I8 2

2 FTIF AR/ MR, WTAR B/ Y IR 248 F 3 2/ 24 i i 2% 19 ssid 2" FAST_FWR310_02",

FERD AR TR SR © R R B AR 1Y ssid, 3 i BRI AR, BT 4 T
3. Fi A AR password Ji, midly “JFARECK 7.

4. FEFI RS, VIR TR -

[, AEHR H R an e R

+WEBSERVERRSP : 1 // RERBHER

WIFI CONNECTED /] REEEZE

WIFI GOT IP /] EBRGIFHBE 1P

+WEBSERVERRSP : 2 [/ REANEFRERM RS ER, WETUER WEB %R

S, S0, UL/ DT A
[, AEHR H R R e R
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FAST_FWR310_02

Message

B =inEnsas

Pl 120 /IR FP ARV AR B o 4517
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Bl 13: ERTEA/MER
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FAST_FWR310_02

1234567890

connecting

| ESESIFT

Bl 14: /MR JFi 3l ESP AR I i 27
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el 150 /N P I 1 B 2

4.5. Web Server AT 7=l 271



ESP-AT User Guide

RGN

[l 16: /IVER FT i[9 9K 5 T

272 Chapter 4. AT &<l



ESP-AT User Guide
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3. BC WSS RAE/ IR IR A4 2R DA S5 1 s R OIS 5 ok “Res AR HAR AP A2 ASHLIEE R FAL” 1Y
HL—E, HEH L.

= LS PE HERBR
BT 1 EC TR B R R AR R . TR AE ESP AR Wi-Fi AP 2R IEMHT S, PAK AP [RFH K
BB, AT 8 A IETT AT ard W3 S H web server.

B 20 R TTICEIER “TERE AP I WA B WisFi FEBIRE R A TIF, Ko BSP Bk
Wi-Fi AP A ERFER, DA AP () ssid, password 7545 S EEFTIUTE .

BEH 30 P LRI ARG Wi-Fi ECE S . 35T FHLIERE ESP A AP, ffii\ ESP £
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4.5.5 [ESP32][ESP32-S Series][ESP32-C Series] {#f Captive Portal ThiE

[h1

Captive Portal, ;2—Fh “GRHIAUE LI $A, 2 {i ] S0HF Captive Portal [ station 3% 34 £ 421t Captive
Portal [l 55 () AP B4, Hfh A station B4 W VAR BkAS B H5 2 (1 9 0. 812 5T Captive Portal [9/M44, i
2% Captive Portal Wiki,

H: BOARBHR AT web KRB HiZZhEE, W PA#EM . /build.py menuconfig>Component config
>AT >AT WEB Server command support >AT WEB captive portal support EfZIIEE, K5
ik LA (1§23 Build Your Own ESP-AT Project) . BUAL, JEZTIAE, W RSB0 G fE /IR 7 E A 7 e X 5
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ik
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[English]

5.1 Build Your Own ESP-AT Project

This document details how to build your own ESP-AT project and flash the generated binary files into your ESP devices,
including ESP32, ESP32-S2, ESP32-C3, and ESP8266. It comes in handy when the default AT [£] 4+ cannot meet your

needs, for example, to customize the AT port pins, Bluetooth service, partitions, and so on.
The structure of this document is as follows:
e Overview: Overview of the steps to build an ESP-AT project.

e ESP32, ESP32-S2 and ESP32-C3 Series: Details steps to build a project for ESP32, ESP32-S2, and ESP32-C3

series.

o ESP8266 Series: Details steps to build a project for ESP8266.
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5.1.1 Overview

Before compiling an ESP-AT project, you need first get started with ESP-IDF and set up the environment for ESP-IDF,
because ESP-AT is based on ESP-IDF.

After the environment is ready, install the tools and ESP-AT SDK. Then, connect your ESP device to PC. Use . /build.
py menuconfig to set up some configuration for the project. Build the project and flash the generated bin files onto

your ESP device.

{I:f##: Please pay attention to possible conflicts of pins. If choosing AT through HSPI, you can get the informa-
tion of the HSPI pin by . /build.py menuconfig-—>Component config->AT->AT hspi settings.

5.1.2 ESP32, ESP32-S2 and ESP32-C3 Series

This section describes how to compile an ESP-AT project for ESP32, ESP32-S2 and ESP32-C3 series.

Get Started with ESP-IDF

Get started with ESP-IDF before compiling an ESP-AT project, because ESP-AT is developed based on ESP-IDF, and

the supported version varies from series to series:

¢ 1: ESP-IDF Versions for Different Series

Project IDF Version | IDF Documentation Version

ESP32 ESP-AT release/v4.2 | ESP-IDF Get Started Guide v4.2
ESP32-S2 ESP-AT | release/v4.2 | ESP-IDF Get Started Guide v4.2
ESP32-C3 ESP-AT | release/v4.3 | ESP-IDF Get Started Guide v4.3

First, set up the development environment for ESP-IDF according to Step 1 to 4 of ESP-IDF Get Started Guide (click the

corresponding link in the table above to navigate to the documentation).

Then, start a simple project of hello_world according to Step 5 to 10 of ESP-IDF Get Started Guide to make sure
your environment works and familiarize yourself with the process of starting a new project based on ESP-IDF. It is not a

must, but you are strongly recommended to do so.

After finishing all the ten steps (if not, at least the first four steps), you can move onto the following steps that are ESP-AT

specific.

{Eff#: Please do not set IDF_PATH during the process, otherwise, you would encounter some unexpected issues when

compiling ESP-AT projects later.
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Get ESP-AT

To compile an ESP-AT project, you need the software libraries provided by Espressif in the ESP-AT repository.

To get ESP-AT, navigate to your installation directory and clone the repository with git clone, following instructions below

specific to your operating system.

¢ Linux or macOS

cd ~/esp

git clone —-recursive https://github.com/espressif/esp-at.git

Windows

cd %userprofile%\esp

git clone —-recursive https://github.com/espressif/esp-at.git

If you are located in China or have difficulties to access GitHub, you can also use git clone https://gitee.

com/EspressifSystems/esp-at.git to get ESP-AT, which may be faster.

ESP-AT will be downloaded into ~/esp/esp—at on Linux or macOS, or $userprofile%\esp\esp-at on

Windows.

{Ef@:  This guide uses the directory ~/esp on Linux or macOS, or $userprofile%\esp on Windows as an
installation folder for ESP-AT. You can use any directory, but you will need to adjust paths for the commands respectively.

Keep in mind that ESP-AT does not support spaces in paths.

Connect Your Device

Connect your device to the PC with a USB cable to download firmware and log output. See % {4 i% 4% for more informa-
tion. Note that you do not need to set up the “AT command/response” connection if you do not send AT commands
and receive AT responses during the compiling process. You can change default port pins referring to 4={7 157 AT port
E .

Configure
In this step, you will clone the esp-idf folder into the esp-at folder, set up the development environment in the
newly cloned folder, and configure your project.

1. Navigate to ~/esp/esp—at directory.

2. Run the project configuration utility menuconfig to configure.
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./build.py menuconfig

3. Select the following configuration options for your ESP device if it is your first time.

e Select the Plat form name for your ESP device. For example, select PLATFORM_ESP32 for ESP32 se-
ries of products, PLATFORM_ESP32S2 for ESP32-S2 series of products. Plat form name is defined in fac-

tory_param_data.csv .

¢ Select the Module name for your ESP device. For example, select WROOM—-32 for the ESP32-WROOM-32D

module. Module name is defined in factory_param_data.csv .

* Enable or disable silence mode. If enabled, it will remove some logs and reduce the firmware size. Generally,
it should be disabled.

* The above three option items will not appear if the file build/module_info. json exists. So please delete

it if you want to reconfigure the module information.

4. Now, the esp—1idf folder is created in esp—at folder. This esp-idf is different from that in Step Get Started
with ESP-IDF.

* If the terminal prompt an error message like the following, please proceed with the next step to set up the develop

environment in the esp-at /esp-idf.

The following Python requirements are not satisfied:

Please follow the instructions found in the "Set up the tools" section of ESP-IDF.

—Get Started Guide.

« If you have compiled an ESP-AT project for an ESP series before and want to switch to another series, you must

run rm —-rf esp-idf to remove the old esp/idf and then proceed with the next step.
* If your esp-idf is upgraded, you are recommended to proceed with the next step.
5. Set up the development environment in the esp-at/esp-1idf.

* Set up the tools in the folder if it is the first time you compile the ESP-AT project. See Step 3 of ESP-IDF Get
Started Guide.

* Set up environment variables in the folder every time you compile an ESP-AT project. See Step 4 of ESP-IDF Get
Started Guide.

¢ Install pyyaml and x1rd packages with pip in the folder if you have not done it.

python -m pip install pyyaml xlrd

If the previous steps have been done correctly, the following menu appears after yourun . /build.py menuconfig:

You are using this menu to set up project-specific configuration, e.g. changing AT port pins, enabling Classic Bluetooth

function, etc. If you made no changes, it will run with the default configuration.
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Espressif IoT Development Framework Configuration b
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration ---=
BEootloader config --->
Security features ---=
I
Partition Table --->

optimization level (Debug) --->
Component config ---=

< Exit > < Help > < Save > < Load >

K 1: Project configuration - Home window

Build the Project

Build the project by running:

./build.py build

« If Bluetooth feature is enabled, the firmware size will be much larger. Please make sure it does not exceed the ota

partition size.

« After compiled, the combined factory bin will be created in build/factory. See 4of7 T #% ESP-AT 5] —-F

4 5 #3248 £ S+ for more information.

Flash onto the Device

Flash the binaries that you just built onto your ESP32 board by running:

./build.py -p (PORT) flash

* Note that you may need to replace PORT with your ESP device’ s serial port name.

* Or you can follow the printed instructions to flash the bin files into flash. Note that you may also need to replace
the PORT.

e If the ESP-AT bin fails to boot and prints “ota data partition invalid” , you should run ./build.py

erase_flash to erase the entire flash, and then re-flash the AT firmware.
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5.1.3 ESP8266 Series

This section describes how to compile an ESP-AT project for ESP8266 series.

Get Started with ESP-IDF

Get started with ESP-IDF before compiling an ESP-AT project, because ESP-AT is developed based on ESP-IDF:
First, set up the development environment according to ESP8266 RTOS SDK Get Started Guide v3.4.

Then, start a simple project of hello_world according to the Guide to make sure your environment works and fa-
miliarize yourself with the process of starting a new project based on ESP-IDF. It is not a must, but you are strongly

recommended to do so.

After setting up the development environment and starting a simple project, you can move onto the following steps that
are ESP-AT specific.

{Efift: Please do not set IDF_PATH during the process, otherwise, you would encounter some unexpected issues when

compiling ESP-AT projects later.

Get ESP-AT

To compile an ESP-AT project, you need the software libraries provided by Espressif in the ESP-AT repository.

To get ESP-AT, navigate to your installation directory and clone the repository with git clone, following instructions below

specific to your operating system.

¢ Linux or macOS

cd ~/esp

git clone —-recursive https://github.com/espressif/esp-at.git

e Windows

cd %userprofile%\esp

git clone —-recursive https://github.com/espressif/esp-at.git

If you are located in China or have difficulties to access GitHub, you can also use git clone https://gitee.

com/EspressifSystems/esp-at.git to get ESP-AT, which may be faster.

ESP-AT will be downloaded into ~/esp/esp—at on Linux or macOS, or $userprofile%\esp\esp-at on

Windows.

{Eff:  This guide uses the directory ~/esp on Linux and macOS or $userprofile%\esp on Windows as an
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installation folder for ESP-AT. You can use any directory, but you will need to adjust paths for the commands respectively.

Keep in mind that ESP-AT does not support spaces in paths.

Checkout to ESP8266 Branch

git checkout release/v2.2.0.0_esp8266

Connect Your Device

Connect your device to the PC with a USB cable to download firmware and log output. See % {44 4% for more informa-

tion. Note that you do not need to set up the “AT command/response” connection if you do not send AT commands

and receive AT responses during the compiling process. You can change default port pins referring to 4={715 7 AT port

B R,

Configure

In this step, you will clone the esp—idf folder into the esp-at folder, set up the development environment in the

newly cloned folder, and configure your project.

1.

2.

Navigate back to your ~/esp/esp—at directory.

Run the project configuration utility menuconfig to configure.

./build.py menuconfig

. Select the following configuration options for your ESP device if it is the first time you build the ESP-AT project.

Select the Plat form name for your ESP device, i.e., select PLATFORM_ESP 8266 for your ESP8266 device.

Platform name is defined in factory_param_data.csv .

Select the Module name for your ESP device. For example, select WROOM-02 for the ESP-WROOM-02D

module. Module name is defined in factory_param_data.csv .

Enable or disable silence mode. If enabled, it will remove some logs and reduce the firmware size. Generally,
it should be disabled.

The above three option items will not appear if the file build/module_info. json exists. So please delete

it if you want to reconfigure the module information.

. Now, the esp-idf folder is created in e sp—at folder. This esp-idf is different from that in Step Get Started

with ESP-IDF.

If the terminal prompt an error message like the following, please proceed with the next step to set up the develop

environment in the esp-at/esp-idf.
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The following Python requirements are not satisfied:

Please follow the instructions found in the "Set up the tools" section of ESP-IDF._

—Get Started Guide.

* If you have compiled an ESP-AT project for an ESP series before and want to switch to another series, you must

run rm —-rf esp-idf to remove the old esp/idf and then proceed with the next step.
* If your esp-idf is upgraded, you are recommended to proceed with the next step.
5. Set up the development environment in the esp-at/esp-1idf.

« Set up the tools in the folder if it is the first time you compile an ESP-AT project. See ESP8266 RTOS SDK Get

Started Guide v3.4 for more information.

¢ Set up environment variables in the folder every time you compile an ESP-AT project. See ESP8266 RTOS SDK

Get Started Guide v3.4 for more information.

¢ Install pyyaml and x1rd packages with pip in the folder if you have not done it.

python -m pip install pyyaml xlrd

If the previous steps have been done correctly, the following menu appears after yourun . /build.py menuconfig:

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

DK tool configuration ---=
ootloader config --->
ecurity features ---=
I
artition Table ---=>

ptimization level (Debug) ---=
omponent config ---=

< Exit > < Help > < Save > < Load >

K 2: Project configuration - Home window

You are using this menu to set up project-specific configuration, e.g. changing AT port pins, enabling Classic Bluetooth

function, etc. If you made no changes, it will run with the default configuration.
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Build the Project

Build the project by running:

./build.py build

¢ After compiled, the combined factory bin will be created in build/factory. By default, the factory bin is 2
MB flash size, DIO flash mode and 80 MHz flash speed. See 417 T fi# ESP-AT [5] —-F 4 7~ 5] 4240 Z J+ for more

information.

Flash onto the Device

Flash the binaries that you just built onto your ESP8266 board by running:

./build.py -p (PORT) flash

» Note that you may need to replace PORT with your ESP device’ s serial port name.

¢ Or you can follow the printed instructions to flash the bin files into flash. Note that you may also need to replace
the PORT.

o If the ESP-AT bin fails to boot and prints “ota data partition invalid” , you should run ./build.py

erase_flash to erase the entire flash, and then re-flash the AT firmware.

5.2 ynfafgd AT port EH
TF esp-at TAEHT, BRIAGET T W4 UART: UARTO Fl UARTL. 7EA 460500 T, J P ] AEAR S8 ol o T i

C 2 B i Ta oK. T esp-at MHi7] 3Ry ESP8266 Al ESP32 P15, HA-FEREA L% R, T
LA UART m e &7 (A 225

5.2.1 ESP32 &

ESP32 ) UART 4§ I ] DASE i 48 IS 0 5 SNt A T8 o, BT S: DL ESP32 £ R 2% T}, ZEH 7 release [f]
F+r, UARTO 12 Log FUFTEL, BRI A

TX —-—-> GPIO1
RX —-—-> GPIO3

B PAE T . /build.py menuconfig > Component config > Common ESP-related > UART for
console output #ATEH. UARTL 4 AT iyl iG] CLAEN UARTL, EEHIT M%), BIAE R
FlEAE factory_param.bin i, A] PAYE customized_partitions/raw_data/factory_param/factory_param_data.csv
OB AR AL I T REAE AR ], KT factory_param_data.csv B ik, A&
ESP_AT_Factory_Parameter_Bin.md. Ul WROOM-32 FZH
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Parameter Value

platform PLATFORM_ESP32
module_name WROOM-32
magic_flag Oxfcfc

version 1

reservedl 0

tx_max_power | 78

uart_port 1

start_channel 1

channel_num 13

country_code CN
uart_baudrate 115200

uart_tx_pin 17
uart_rx_pin 16
uart_ctx_pin 15
uart_rts_pin 14

tx_control_pin | -1

rx_control_pin | -1

Fikain 4 AT port 15 51K

TX ———> GPIOL17
RX —-——-> GPIO16
CTS —---> GPIO15
RTX —-——> GPIO1l4

QR EEH GPIO1 (TX)., GPIO3 (RX) [FEfEHR Log T EIFN AT x4 A, AT DAK A0 R #4E:
1. ¥TJF customized_partitions/raw_data/factory_param/factory_param_data.csv 3

2. 1Bk WROOM-32 B[] uart_port H 0, uart_tx_pin H1PAMN vart_rx_pin N3, WF
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Parameter Value
platform PLATFORM_ESP32
module_name | WROOM-32
magic_flag Oxfcfc
version 1

reserved1 0
tx_max_power | 78

uart_port 0
start_channel

channel_num 13
country_code CN
vart_baudrate 115200
uart_tx_pin 1

uart_rx_pin 3

uart_ctx_pin

uart_rts_pin

tx_control_pin

rx_control_pin

3. BRIGIRAT, BRI, I g bR B EI AT R —E I BRIV Y factory_param.bin.

5.2.2 ESP8266 &

ESP8266 g W4H UART [, 43924 : UARTO 1 UART1, Hdr, UART1 HA TX #hfE (GPI102). fFPAK
REME ] UARTO 1 Ry fir % A 1. (17T ESP8266 UART pin Ff /A RER ESP32 JRFHAT EEmL s, HBEfE ] GPIO1S
Yk TX. GPIO13 {2k RX, k% f#i il GPIO1 /5 TX. GPIO3 £ RX. Zkik LOG UART 4 UARTI, TX %
GPIO2; AT port UART - UARTO, TX -5 GPIO15, RX & GPIO13.

WA EAE ] GPIOL (TX). GPIO3 (RX) [A]Hf 124 Log 3T EIRI AT fir - A, WI AR 40 R #:4% (WROOM-02

F):

1. ./build.py menuconfig>Component config>ESP8266-specific>UART for console

output >Default: UARTO

2. B8P customized_partitions/raw_data/factory_param/factory_param_data.csv 34 H WROOM-02 15 2 ¥
uvart_tx_pin flluart_rx_pin 358 113, WK

5.2. #N{a{&E{ AT port EH
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Parameter Value

platform PLATFORM_ESP8266
module_name | WROOM-02
magic_flag Oxfcfc

uart_baudrate | 115200

uart_tx_pin 1

uart_rx_pin 3

uart_ctx_pin -1

vart_rts_pin -1

3. RIGORAT, BOBTARIRIENE, ot Pkl F R, R — BB ) factory_param.bin.

5.2.3 ESP32-C3 &

ESP32-C3 () UART 45 i o] DA 13 45 B 56 A 07 sREAT 18 04, HLAAR S 2 0L ESP32-C3 4100 5 A A% 15, 7
By release [E]{4:H, UARTO >4 Log HYFTEN, ERINE A

TX ———> GPIO21
RX ——--> GPIO20

B PAJELT . /build.py menuconfig>Component config>Common ESP-related>Channel for
console output FATBEH. UARTI {24 AT ay4-@ il Al (R AESN UARTIL, (B RIW 20, ERAE B
BB AE factory_param.bin ¥, A] PAFE customized_partitions/raw_data/factory_param/factory_param_data.csv
AR, N R R T BB AN ], KT factory_param_data.csv B (Hliik, AT
ESP_AT_Factory_Parameter_Bin.md. FLUT MINI-1 #5420
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Fikain 4 AT port 15 51K

Parameter

Value

platform

PLATFORM_ESP32C3

module_name

MINI-1

magic_flag Oxfcfc
version 2
module_id 1
tx_max_power | 78
uart_port 1
start_channel 1
channel_num 13
country_code CN
vart_baudrate 115200
uart_tx_pin 7
uart_rx_pin 6
uart_cts_pin 5
uart_rts_pin 4
tx_control_pin | -1
rx_control_pin | -1

TX ———> GPIO7
RX —-——-> GPIO6
CTS —-——> GPIOS
RTX —-——> GPIO4

URARZLAE ] GPIO21 (TX). GPIO20 (RX) [AlIRfAE Log FTEIAI AT fiv A, T RASR AT £ 4F:

1. ¥TJF customized_partitions/raw_data/factory_param/factory_param_data.csv 3

2. Bk MINI-1 BiZH[ uvart_port SN0, uart_tx_pin & 21 A vart_rx_pinF 20, @R

5.2. #N{a{&E{ AT port EH
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Parameter Value

platform PLATFORM_ESP32C3
module_name | MINI-1

magic_flag Oxfcfc

version 2

module_id 1

tx_max_power | 78

uart_port 0

start_channel

channel _num 13

country_code CN
uart_baudrate 115200

uart_tx_pin 21
uart_rx_pin 20
uart_cts_pin -1
uart_rts_pin -1

tx_control_pin | -1

rx_control_pin | -1

3. BRIGIRAT, BRI, I g bR B EI AT R —E I BRIV Y factory_param.bin.

5.3 IfTRMEE X AT &
[English]

See ../../en/Compile_and_Develop/How_to_add_user—-defined_AT_commands.rst

5.4 wnfa IERLIA L &%) bin 3

See: /docs/en/Compile_and_Develop/How_to_create_factory_parameter_bin.md

5.5 1N EHFE M Ble services

5.5.1 BLE services B34 E

BLE Service W i C 4 % 12 21 esp-at/components/customized_partitions/raw_data/
ble_data/example.csv. WRFEHEXRS, BLAFEXAM:

e & BLE Service {f
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* fifi ff] esp-at/tools/BLEService.py & #;4E i, ble_data.bin

e J4 ble_data.bin [FzEF| ESP32, H{& F# )it module_config/module_esp32_default/
partitions_at.csv (BSP32 ## ) B 3 module_config/module_esp32c3_default/
partitions_at.csv (ESP32-C3 #idl) A XFEH A E L.

5.5.2 in{a{&k BLE services 3 {4
BLE services 1€ X BT — 25084, 1721 GATT 4584k, A MRFSERE i service & . char-
acteristic 5Z S DA fr—LBER] 1Y) description ZH ;.

AT ASE L2455, LLdn Service A, Service B Al Service C, iX =M 5 i ZAKUCHEY . MRS SS
F5E SCRR RIS, AT A — 26 B .

WE, TEVIRR, A RS e LR AT E e, 55—FTHkE LTRSS 1 UUID, frdE— MRS
FE S FFR - Bl Hr, 0x2800 FmiX—47 & L T —A> Primary Service, HAKMiX Mz 55 1) UUID 7£ value “F
Bt R P n] & Sy SIG iy UUID, 540 Ox180A, 1] A H 5 X, Bl fns i 22— [ & X iR %, UUID
*f5 0xA002),

o fil4n:

MEE AT IR R X AR 45 5 25 1) characteristics (1) 5€ X, 4}~ characteristic /DA WITALA, %1752
characteristic fJ I, “E11%) UUID & [EE ) 0x2803, value FBIZIRIZX AT SRk, XHRE#ES
TR, AEBW, SRS, 8 172 characteristic ()75, UUID A PAH P EHCE X, X5 value
F Bt characteristic 28 Byl %{H .

o fFhn:

ILLY characteristic J5 TR 2> ¥R % description, LA, #IHRIX S characteristic & W] notify #J, 5L AIRE
UUID -}y 0x2902 ) description,

o fil4n:
FE LSEFTE W characteristics, A2 — N RFHILEH , WA E LHABAY services , [RIFER) MK HES BT

5.6 IMAEHEMN X

See: /docs/en/Compile_and_Develop/How_to_customize_partitions.md
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5.7 wnfafEf ESP-AT Z#IETF

See: /docs/en/Compile_and_Develop/How_to_use_ESP_AT_Classic_Bluetooth.md

5.8 How to enable ESP-AT Ethernet

5.8.1 Overview

Initialises the Ethernet interface and enables it, then sends DHCP requests and tries to obtain a DHCP lease. If successful

then you will be able to ping the device.

5.8.2 PHY Configuration

Use . /build.py menuconfig to set the PHY model. These configuration items will vary depending on the hard-

ware configuration you are using.

The default configuration is correct for Espressif’ s Ethernet board with TP101 PHY. ESP32 AT supports up to four
Ethernet PHY: LAN8720, IP101,DP83848 and RTL.8201. TLK110 PHY is no longer supported because TI stoped

production. If you want to use other phy, follow the document to design.

Compiling
1. ./build.py menuconfig->Component config->AT->AT ethernet support toenable eth-
ernet.
2. ./build.py menuconfig->Component config->AT->Ethernet PHY to choose ethernet.

3. Recompile the esp—at project, download AT bin into flash.

5.9 HnfaEmI—EEEZHE

20 TAEARIEAS R AR T ANl L =, HAREC (5 BE module_config HRF, WIRAKHE
SEXT BRI B AR S, SRR G BOAMBC AR S, BUAET SCHF esp32 A1 esp8266 1-f. LEEEIAN
PLATFORM_ESP32 V-5 1 WROOM-32 #14. X [ml5ots i A [l ildge LT Ede, B T-HE esp-at W gmisi
IR, FeATABE R BRA ) module_espxxxx_default il & .

BEBLRT0°1 £ )y ESP32 SDIO AT, JR {175 Z 4 1) SDIO fE B, TRl TPAMCABY, BT MEALIMTA I
CREER TS
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5.9.1 1. BIRERER

] % ¥ & 4 N PLATFORM_ESP32, B Ht 4 XN WROOM32-SDIO, ¥ JF components/

customized_partitions/raw_data/factory_param/factory_param_data.csv, #BHRE

e e NN

5.9.2 2. IS TEBERIER

{79 Makefile, BUCFEAABRATR, XTFIICTFEE, HHEHAEHNA

export ESP_AT_PROJECT_PLATFORM ?= PLATFORM_ESP32
export ESP_AT_MODULE_NAME ?= WROOM32-SDIO

ks

5.93 3. fIBFaHx<NEE
e 31 ¥ A module_config, ¥ [ I F B EIAE B module_esp32_default #¥# 0 — 1N
module_esp32-sdio

o 3.2 IWALFRNIAETE Y partition 43 X F A IDF R4, BrPA at_customize.csv. IDF_VERSION fI
partitions_at.csv ZAMKIE

e 33 sdkconfig.defaults X

- BLE A module_esp32-sdio HE PRI, FFEABUNTFACE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_esp32-sdio/

—partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_esp32-sdio/partitions_at.csv

n
—

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_esp32-sdio/at__

—customize.csv"

- i sdio FE, T LR C RS ER sdio WALE, FrATRMNTH FERFESE sdio L E A F]
sdkconfig.defaults JfFRIHA]

* Bl UART AT MICHCE

CONFIG_AT_BASE_ON_UART=y

i
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CONFIG_AT_BASE_ON_SDIO=y

5.9.4 4. {EossiRn) EI

B -F ESP32 SDIO AT fiI ESP32 UART AT 2[E—1F4E, A E2MFE R at core F, Fr AT
I T B 3G B Se . AR EM AW lib, WA lib & §l %] components/at/lib H T,
FH ¥ lib fiy44 N libxxxx_at_core.a, HW xxxx FHFEEL K. RUWHEHEHZTFH Makefile
% ® B ESP_AT_PROJECT_PLATFORM ?= PLATFORM_ESP8848, B 4 FE W & FR it B i & K
libesp8848_at_core.a,

5.10 ESP32 SDIO AT {5/

5.10.1 &4
SDIO AT T ESP32 AT, fiij] SDIO il 7@ iR, Hrf ESP32 k4 SDIO slave 5 MCU 471 {5. SDIO
% E > 4 fik: CMD, CLK, DATO il DATI;

o XFEMEEL, DATL AR Heks

o X HAME, 7B DAT2 Al DAT3.
SDIO slave & I s

« CLK GPIO14

* CMD GPIO15

« DATO GPIO2

« DATI GPIO4

 DAT2 GPIO12 (Py%k)

« DAT3 GPIO13 (Py4k)

5.10.2 SDIO T&;
ESP-SDIO-TESTBOARD-V1 i#ii2

1- 9:1:3‘%1\ 2\ 3\ 47 5%§ON7 ;H\:,fﬁ{j:gyﬂOFFD

2. PC “Jj master Fesk[E{f. Besk5EmUG , slave Il ESP32 BT H Bl 5Eide , F/R master BiIJE1T, 4 slave
HEHL,

3. PC 525 SDIO AT 273 slave,
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TR WA ) ESP32-DevKitC % ESP-WROVER-KIT V2 (58 K. §if#i ) SIGIE SDIO AT, 4
1 Z: I SDIO demo H1 [y board-compatibility X} strapping & BISEFTALRE , eI 5, sRZUEHNSEE 4T SDIO demo
£RAE SDIO il % i k%, Tl SDIO AT,

5.10.3 SDIO i E %12
Host {il

1. SDIO slave #i4l FHL (A BEEXF ESP-SDIO-TESTBOARD-V1 144 )
* ESP-SDIO-TESTBOARD-V1 {il 4 7 —4> master Fil 3 /> slave (ESP32,ESP8266 b/ 52 ESP8089)
o qniAfi i ESP32 /% SDIO slave, 752K GPIOS $ifk, /L slave_power_on.

2. #4E4k SDIO host

* SDIO host #J#fift 3% SDIO HhXHIwI ik, EAFHCE | Laiss 4 £, SDIO M=, ¥J#fifL SD

mode,
3. 75 SDIO iFif,
o XS T EH IR SDIO spec 153K, R SDIO slave ¥ S4L .

o FrATREHERENZ, WA SDIO host Al slave [RIEE, A4, PhRETRs 255 FF slave W1 UG 10 5E UG
FFlif. — % host 5FE BTN INAE T, 45 7F slave JE8h5E %, FHFIAYIR SDIO i1F .

4.

o BRI T BRSNS I DATL (R IG5 . 2432008 I {E 5 )5, host S2HC-H Wi b b W 5
AR EE slave A5 EPEE &%, host 21 ] CMDS53 15211 slave [ %03 -

5. KikEE
* SDIO AT DEMO 1, Eit#diaiid s % A, SRJ5 host I il CMDS3 #8di & ikt 2.

o TEERME, WORKERR, IEAA FRE slave I B, MU host I slave 5 BEEHT 41 4R 1L
SDIO,

o {EVE AT+RST 5% AT+RESTORE 14 )5, host I slave -t [ R 52 358 57 4) 154k SDIO.

Slave i
SDIO slave ()4t 355 SDIO host 2441, slave 7E42UiF] SDIO host & ik UG, #H1 AT core H-REAUR K ik 4
AT core 47403, 7E AT core AbBRSERG , Fi% 15 B0E4 SDIO host.
1. #4&4k SDIO slave
e J#H sdio_slave_initialize #Jif4k SDIO slave driver

o Y sdio_slave_recv_register_buf M A buffer, 7 el B, bt
T ZA 2L buffer.,
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2.

3.

e i/ sdio_slave_recv_load_buf HnzkFMIRIENHY buffer, HEAIZIEHE
* sdio_slave_set_host_intena JIT & host u] I spWr, 32 2802 3 808 1 & 2% o

SDIO_SLAVE_HOSTINT_SEND_NEW_PACKET
* W sdio_slave_start TEREfF FIFIAEIH K ik
RIEHAE
* [H4 SDIO slave % 3% F %0 T EARUE AEWE DMA 151, I AT 22564 AT s 5icdis % U121 v] 4 DMA
ViR A7, SRJE VR sdio_slave_transmit #£47 & 3% .
Pl

o STk SDIO HidlifE 2 AT core MR, FEPH] sdio_slave_recv $2UL SDIO ¥di )5,
i1 T IREREE SRR B % i £ AT core,

5.11 SPI AT {5/

[English]

ESP8266 AT A 374 SPI f4%, e (# ] ESP32-C3 AT #k47 SPI f& 4y, {#4%14 I, ESP32-C3 SPI AT 451 .

5.12 How to implement OTA update

The following steps guide the users in creating a device on iot.espressif.cn and updating the OTA BIN on it.

1.

2.

Open the website http://iot.espressif.cn. If using SSL OTA, it should be https://iot.espressif.cn.
Click “Join” in the upper right corner of the webpage, and enter your name, email address, and password.
Click on “Device” in the upper right corner of the webpage, and click on “Create” to create a device.

A key is generated when the device is successfully created, as the figure below shows.

. Use the key to compile your own OTA BIN. The process of configuring the AT OTA token key is as follows:

Wf#: If using SSL OTA, the option “OTA based upon ssl” should be selected.

Click on “Product” to enter the webpage, as shown below. Click on the device created. Enter version and corename

under “ROM Deploy” . Rename the BIN compiled in Step 5 as  “ota.bin” and save the configuration.
Click on the ota.bin to save it as the current version.

Run the command AT+CIUPDATE on the ESP device. If the network is connected, OTA update will be done.
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lotBucket

soti

2t @ iot.espressif.cn

My tasks - Team Work ESP32 Programming Guide —Cisco WebEx Mesetings  Espressif Systems S

Pt

iif Start ~ Join

=

Login

& 3: Open iot.espressif.cn website

lot-Espressif

Join
Name
Email

Password

Username [a-zA-Z0-9_]+

Email

Password

Join

iif Start ~

Join

Login

[&] 4: Join iot.espressif.cn website

5.12. How to implement OTA update
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lot-Espressif

Device Product i Start ~ 2 weiyuanjia ~

Device

search | device name, serial, key, e product H &, Export <+ Create

rd

iot_test

Id 147469
Serial 107c7503 &
(*)  8daysago

[ 5: Click on “Device”

lot-Espressif

Device Product ii Start ~ 2 weiyuanjia ~

9 Create Device

Name device name, [a-zA-Z0-9]+

Privacy © Private Device
' Public Device

Product

«

Create | Batch Create?

[# 6: Click on “Create”
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ide

Iot' ES pressrf Device Product it Start ~ A weiyuanjia -
9 Device
# ot test @

Private Device Not Activatedunactivated

{id: 3867, name: esp_iot_test, serial: 6badd7a9 }
896eba@bd8f7c3b3ea5f2d@df6a906e70del2d2e
2695e0e0406b8a816caZb38b286e027ccf2deald t developing
5802d10b6ee86c617583371a%e4faf4fe@942f2c

Datastreams Request Logs o
§ wait for request...
+ Create
. Key set you as owner
Meta-Info L]

I | master 5802d10bbeeB86c617583371a%4faf4fe0942f2¢

owner 7109246496617d2482c6a3b38498119f81734162

+ Create

& 7: A key has been generated

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus |
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -———>
Bootloader config -—-->
Security features ———>

AT Customized Partitions -——->
Serial flasher config -———>
Partition Table -——->

Optimization level (Debug) --->

< Exit > < Help > < Save > < Load >

| 8: Configuring the AT OTA token key - Step 1

5.12. How to implement OTA update
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Component config
Arrow keys navigate the menu. <Enter> selects submenus —--> (or empty submenus ———-).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc»><Esc> to exit, <?> for Help, =/> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable
=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support -———>
FreeRT0S ——>
Log output -——>
LWIP -—-——>
mbedTLS -——->
OpenSSL  —>
SPI Flash driver -—>
y R —

< Exit > < Help > < Save > < Load >

AT 7

Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus i
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[#] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#*] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253¢c287f725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load >

& 9: Configuring the AT OTA token key - Step 2 and 3
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IOt'ESpreSSif Device Product ¥ Start ~ A weiyuanjia -
Product asarch product name, serial, des: m'—'ﬂ — ataius =
Id J8ET
Name esp_iot_test
Serial Bbddd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total or2
0%
< Product {id: 3867, serial: 6b4dd7a9 }
Id 3867
Name esp_iot_test
Serial 6b4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0r2
0%
Datastreams ROM Deploy
+ Create
version vi0
beta H
corename it _test
upload rom files, support max 10 files 4
Fwmee | otabin
[ 10: Enter version and corename
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9 Product {id: 3867, serial: 6b4dd7ag }
Name esp_iot_test
Secret click to show secret

Datastreams ROM Deploy

i BT Guren: voion |

+ Deploy

4 11: Save the current version of ota.bin

5.13 tNfa¥E# esp-idf A

2 Hi TARERIA SRR ESP32 UART AT #il ESP8266 UART AT V-5, #A-F-E X N —ERCE S, FE XHH
SR AGE i Makefile SC{4H1 ) ESP_AT_MODULE_CONFIG_DIR AFE38%E, BRi\ ESP32 UART AT Jit & H %
"N module_config/module_esp32_default, ESP8266 UART AT Fit & {4 H % N module_config/
module_esp8266_default, EARAIMAE BEFEECE H % T H) IDF_VERSION 3C{4:Hr, 41 ESP32 -4 BT
EEERN:

branch:master
commit:7fa98593bcl79ea50albc8244d5b9%94bac59c9al0
repository:https://github.com/espressif/esp-idf.git

55— 7119 branch [4224 FIFFH Y idf 1943 5 4465 — 7110 commit (G425 17 4] idf 1) commit id 55 =47
repository 3% 4 Fi Fr i /1 idf B2 url

AU AT, HFEEOR LY branch, commit I repository &2k H O E R4 SCEI AT .
90 esp-idf WA G, EVCRE Y00 TR F I8 esp-idf HMIBR, F—Rgavkit, ZEHi clone Hil) esp-idf
R R repository url %/ 1284k, B 2URE M0 TRE FIY) esp-idf FISRMHIBE, 500298 ik
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5.14 tnfI 7 f# ESP-AT A—E&8FREREER

See: /docs/en/Compile_and_Develop/How_to_understand_the_differences_of_each_type_of_module.

md

5.15 AT API Reference

5.15.1 Header File

e at/include/esp_at_core.h

5.15.2 Functions

void esp_at_module_init (uint32_t nefconn_max, const uint8_t *custom_version)
This function should be called only once, before any other AT functions are called.
Parameters
e netconn_max: the maximum number of the link in the at module
* custom_version: version information by custom
esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)
Parse digit parameter from command string.
Return
e ESP_AT_PARA_PARSE_RESULT_OK : succeed
e ESP_AT_PARA_PARSE_RESULT_FAIL : fail
¢ ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
Parameters
* para_index: the index of parameter
* value: the value parsed
esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.
Return
e ESP_AT_PARA_PARSE_RESULT_OK : succeed

* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
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e ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
Parameters
e para_index: the index of parameter
e result: the pointer that point to the result.
void esp_at_port_recv_data_notify from_isr (int32_t len)
Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When received
this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
be used in isr.
Parameters
e len: data length
bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)
Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this no-
tice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST NOT
be used in isr.
Return
* true : succeed
e false : fail
Parameters
e len: data length
* msec: timeout time,The unit is millisecond. It waits forever,if msec is portMAX_DELAY.
void esp_at_transmit_terminal_from_isr (void)
terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_regist (const esp_at cmd_struct *custom_at_cmd_array, uint32_t

) ) cmd_num)
regist at command set, which defined by custom,

Parameters
e custom_at_cmd_array: at command set
e cmd_num: command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
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Parameters

* ops: device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)
void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
Parameters
* ops: custom operate functions set

uint32_t esp_at_get_version (void)

get at module version number,

Return at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version bit7~bit0 :

at custom version

void esp_at_response_result (uint8_t result_code)
response AT process result,
Parameters
e result_code: see esp_at_result_code_string_index
int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,
Return
e >=0: the real length of the data written
e others : fail.
Parameters
¢ data: data buffer to be written
e len: datalength
int32_tesp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
Return
* >=(: the real length of the data written

¢ others : fail.
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Parameters
* data: data buffer to be written
* len: datalength
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
Return
e >=( : the real length of the data read from device
e others : fail
Parameters
* data: data buffer
* len: datalength
bool esp_at_port_wait_write_complete (int32_t timeout_msec)
wait for transmitting data completely to peer device,
Return
* true : succeed,transmit data completely
* false : fail
Parameters
¢ timeout_msec: timeout time,The unit is millisecond.
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
Return
e >= () : the length of the data received
« others : fail
bool esp_at_base_cmd_regist (void)
regist at base command set. If not,you can not use AT base command

bool esp_at_user_cmd_regist (void)

regist at user command set. If not,you can not use AT user command

bool esp_at_wifi_cmd_regist (void)

regist at wifi command set. If not,you can not use AT wifi command
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bool esp_at_net_cmd_regist (void)

regist at net command set. If not,you can not use AT net command

bool esp_at_mdns_cmd_regist (void)

regist at mdns command set. If not,you can not use AT mdns command

bool esp_at_driver_cmd_regist (void)

regist at driver command set. If not,you can not use AT driver command

bool esp_at_wps_cmd_regist (void)

regist at wps command set. If not,you can not use AT wps command

bool esp_at_smartconfig_cmd_regist (void)

regist at smartconfig command set. If not,you can not use AT smartconfig command

bool esp_at_ping_cmd_regist (void)

regist at ping command set. If not,you can not use AT ping command

bool esp_at_http_cmd_regist (void)

regist at http command set. If not,you can not use AT http command

bool esp_at_mgtt_cmd_regist (void)

regist at mqtt command set. If not,you can not use AT mqtt command

bool esp_at_ble_cmd_regist (void)

regist at ble command set. If not,you can not use AT ble command

bool esp_at_ble_hid_cmd_regist (void)

regist at ble hid command set. If not,you can not use AT ble hid command

bool esp_at_blufi_cmd_regist (void)

regist at blufi command set. If not,you can not use AT blufi command

bool esp_at_bt_cmd_regist (void)

regist at bt command set. If not,you can not use AT bt command

bool esp_at_bt_spp_cmd_regist (void)

regist at bt spp command set. If not,you can not use AT bt spp command

bool esp_at_bt_a2dp_cmd_regist (void)

regist at bt a2dp command set. If not,you can not use AT bt a2dp command

bool esp_at_fs_cmd_regist (void)

regist at fs command set. If not,you can not use AT fs command

bool esp_at_eap_cmd_regist (void)

regist at WPA2 Enterprise AP command set. If not,you can not use AT EAP command

bool esp_at_eth_cmd_regist (void)

regist at ethernet command set. If not,you can not use AT ethernet command
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bool esp_at_custom_cmd_line_terminator_set (uint8_t *ferminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function, but
it just supports one character now.
Return
* true : succeed,transmit data completely
* false : fail
Parameters
e terminator: the line terminator

uint8_t *esp_at_custom _cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return string is “\r\n” .
Return the command line terminator

const esp_partition_t *esp_at_custom_partition_£ind (esp_partition_type_t type,
esp_partition_subtype_t subtype, const

char *label)
Find the partition which is defined in at_customize.csv.

Return pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid for the lifetime
of the application
Parameters
* type: the type of the partition
e subtype: the subtype of the partition
* label: Partition label

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)

Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (void)
{

xSemaphoreGive (sync_sema) ;

void process_task (void* para)

{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));

esp_at_port_enter_specific(wait_data_callback);

(N ITgkss)
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(£ 50

while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);

// TODO:

Parameters
e callback: which will be called when received data from AT port
void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.
esp_err_t esp_at_wifi_event_handler (void *ctx, system_event_t *event)
Wi-Fi event handler callback, which used in AT core.
Return
¢ ESP_OK: succeed
« others: fail
Parameters
e ctx: reserved for user

e event: event type defined in this file

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf’)

5.15.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd) (uint8_t *cmd_name)

Test Command function pointer
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uint8_t (*at_queryCmd) (uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd) (uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd) (uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members
int32_t (*read_data) (uint8_t *data, int32_t len)
read data from device

int32_t (*write_data) (uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length) (void)
get the length of data received

bool (*wait_write_complete) (int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members
int32_t (*recv_data) (uint8_t *data, int32_t len)
callback when socket received data

void (*connect_cb) (void)

callback when socket connection is built

void (*disconnect_cb) (void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT
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Public Members
int32_t (*recv_data) (uint8_t *data, int32_t len)
callback when ble received data

void (*connect_cb) (void)

callback when ble connection is built

void (*disconnect_cb) (void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members
void (*status_callback) (esp_at_status_type status)
callback when AT status changes

void (*pre_sleep_callback) (at_sleep_mode_t mode)

callback before enter modem sleep and light sleep

void (*pre_deepsleep_callback) (void)

callback before enter deep sleep

void (*pre_restart_callback) (void)

callback before restart

void (*pre_active_write_data_callback) (at_write_data_fn_t)

callback before write data

5.15.4 Macros

at_min (x,y)
at_max (X, y)
ESP_AT_ ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK

No Error

ESP_AT CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT_CMD_ERROR_NOT_FOUND_AT
Starting “AT” not found (or at, At or aT entered)
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ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch

ESP_AT CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch

ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch

ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid

ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT CMD_ERROR_CMD_OP_ERROR

the command operation type is error

5.15.5 Type Definitions

typedef int32_t (*at_write_data_£fn_t) (uint8_t *data, int32_t len)

typedef void (*esp_at_port_specific_callback_t) (void)
AT specific callback type.

5.15.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT
Values:

ESP_AT_ STATUS_NORMAL = 0x0

Normal mode.Now mcu can send AT command

ESP_AT_STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:
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AT_DISABLE_SLEEP =0
AT_MIN_MODEM SLEEP
AT_LIGHT SLEEP
AT_MAX_MODEM_SLEEP
AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module
Values:

ESP_AT_MODULE_NUM = 0x01
AT module

enum esp_at_error_code

subcategory number
Values:

ESP_AT_SUB_OK = 0x00
OK

ESP_AT_SUB_COMMON_ERROR = 0x01

reserved

ESP_AT_SUB_NO_TERMINATOR = 0x02

terminator character not found ( “\r\n” expected)

ESP_AT_SUB_NO_AT = 0x03
Starting “AT” not found (or at, At or aT entered)

ESP_AT SUB_PARA_LENGTH_MISMATCH = 0x04

parameter length mismatch

ESP_AT_SUB_PARA_TYPE_MISMATCH = 0x05

parameter type mismatch

ESP_AT_SUB_PARA_NUM_MISMATCH = 0x06

parameter number mismatch

ESP_AT_SUB_PARA_INVALID = 0x07

the parameter is invalid

ESP_AT SUB_PARA_PARSE_FAIL = 0x08

parse parameter fail

ESP_AT_SUB_UNSUPPORT_CMD = 0x09

the command is not supported
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ESP_AT_SUB_CMD_EXEC_FAIL = 0x0A

the command execution failed

ESP_AT_ SUB_CMD_PROCESSING = 0x0B

processing of previous command is in progress

ESP_AT_SUB_CMD_OP_ERROR = 0x0C

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse
Values:

ESP_AT PARA_PARSE_ RESULT_FAIL=-1

parse fail, Maybe the type of parameter is mismatched,or out of range

ESP_AT_PARA PARSE_RESULT OK=0

Successful

ESP_AT PARA_PARSE_RESULT_OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_ index

the result code of AT command processing
Values:

ESP_AT_RESULT_CODE_OK = 0x00
“OK’?

ESP_AT_RESULT_CODE_ERROR = 0x01
“ERROR”

ESP_AT_RESULT_ CODE_FAIL = (0x02
“ERROR”

ESP_AT RESULT_CODE_SEND_OK = 0x03
“SEND OK”

ESP_AT RESULT_CODE_SEND_FAIL = 0x04
“SEND FAIL”

ESP_AT_RESULT_CODE_IGNORE = 0x05

response nothing, just change internal status

ESP_AT_RESULT CODE_PROCESS_DONE = 0x06

response nothing, just change internal status

ESP_AT_RESULT_CODE_OK_AND_INPUT PROMPT = 0x07

response nothing, just change internal status

ESP_AT RESULT CODE_MAX
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5.15.7 Header File

e at/include/esp_at.h

5.15.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name

const char *esp_at_get_module_name_by_id (uint32_t id)

get module name by index

uint32_t esp_at_get_module_id (void)

get current module id

void esp_at_board_init (void)

init peripheral and default parameters in factory_param.bin

bool esp_at_web_server_cmd_regist (void)

regist WiFi config via web command. If not,you can not use web server to config wifi connect

5.15.9 Macros

ESP_AT_PORT_TX_WAIT_MS_MAX

ESP_AT_ FACTORY_PARAMETER_SIZE

5.15. AT API Reference
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AT+TCMQTTCONN: e # MQTT 4% 3% #

AT+TCMQTTDISCONN: 17 9F MOTT % 4%

AT+TCMQTTPUB: 13 A~ Topic & 7 ik 8

AT+TCMQTTPUBL: 15 3/~ Topic £ % kil &

AT+TCMQTTPUBRAW: &) 3. A~ Topic & 7w — 3t 4| 338 75 8.

AT+TCMQTTSUB: 1T & MOTT ¥/ Topic

AT+TCMQTTUNSUB: Ik €.221T iy Topic

AT+TCMQTTSTATE: % i8) MOTT #4875

« TC OTA 4%

AT+TCOTASET: OTA % fedd Ao d= ] R R RiL H

AT+TCFWINFO: %345 20 4% F04 B 1% 8.

AT+TCREADFWDATA : &I A5 20 22 1304 B 1 3048
— B F AR = oT “F 4 34T OTA 47 2ER

* URC #2207 L 38 MCU 4 &

+TCMQTTRCVPUB (& %37 ) &4 Topic i _EARa4 ik ;)

+TCMQTTDISCON (MQTT W Fut L3R 4913 8:)

+TCMQTTRECONNECTING (MQTT it £ & %8t LIRe413 .8.)

+TCMQTTRECONNECTED (MQTT %% 5. 5het LR ay1%.8.)

+TCOTASTATUS (_EiR OTA KZ)

o Wi-Fi B % AT 558 64

AT+TCSTARTSMART: vA SmartConfig 7 X3t 4T Wi-Fi BLIR R A% &4% €

AT+TCSTOPSMART: i& % SmartConfig 7 X, Wi-Fi B K 75

AT+TCSAP: VA softAP 7 X3t 4T Wi-Fi BLIR B % &40 2

AT+TCSTOPSAP: i i softAP 7 X, Wi-Fi Bk %

AT+TCMODINFOSET: ESP #3¢01% 8.3% B

AT+TCMQTTSRV: % B 5= MOTT fR 43 o ht
— AT+TCVER: 330840 B IoT SDK 1 AAZ 4
o TC Ml % Ti& &b

— AT+TCGWBIND: W %412 Fi% &4~

— AT+TCGWONLINE: M % fX32-Fi%& LT &G4
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FFS5ieA

L ARSI A IR (BRI B, BB, FraTBa "xxx" X0 S5 1ER S,

HRAENENER, Bl

e

AT+TCDEVINFOSET="

s

+TCDEVINFOSET: "TLSMODE (0/1/2)","PRODUCTID", "DEVICENAME" [, "DEVICESECRET"]

OK

"ProductId". "DeviceName" 38 E M FAFEE “Productld”.” DeviceName”

ASCREFTATEE R (AR A2 a4 BE G2, FraT <oos IWRAIESTIEREE,

AR RE L, B

e

AT+TCDEVINFOSET?

M7

+TCDEVINFOSET: <tlsmode>, <productId>, <devicename>, [, <devicesecret>]

OK

<productId>, <devicename> ZEZEFRLERITIZ M ID FIE4 PR, W CTQSO08YS5LG, "DevOl™

TEZ N AR BRI, AR A L B 75 G 15 "xx B13E, BUEZEE AR
Wm. Bl

e

AT+TCCERTADD="cdev_cert.crt", 1428

W7

OK
>

+TCCERTADD: OK

1428 FORBMEBESE, "cdev_cert.crt" FRTFAHHA, HUUN S RRBIHRSET .

4. KFEHE, A RBKESHEEZ A A2, HAERA 2.
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5. KAl (BCC) A piTrik, & ml--dE il A Al :

int CalcCheck (BYTE* Bytes, int len){
int i, result;
for (result = Bytes[0], 1 = 1; i < len ; i++){
result ~= Bytes[i];
}

return result;

ESP-AT &< iiiBH

ESP8266 [ AT fip S48 M HULHHIE 7% (k885 /7 ESP-AT 45/ ) GitHub ESP-AT Jii H ,
X ESP-AT B, A G~y g :

1. B4 AT S BERF R BRI AT 256 717, IS i .

2. B4 AT @R LA /o /n HESHRAT

3. R AT ar S BNEEE TRRFAAG 5 " 85, %, TEM\ #4758 X, i PUB JHE
R4 payload % i JSON $(#Ei#& =k {"action": "publish_test", "count":"0"}, N i%%#
YoF {\"action\":\"publish_test\"\,\"count\":\"0\"} FfEA, EHNSIRE.

4 QPR B> AT ay iR BEARPESE AL, PRI i 23R [ 4 i

ERR CODE:0x010b0000

busy p...
TC REEREES

AT+TCDEVINFOSET: FREZERERE

Thie

WEBIR WM -F G B2 b & R

6.1. [Eifl= loT AT S FEH 321


https://docs.espressif.com/projects/esp-at/zh_CN/latest/
https://github.com/espressif/esp32-at

ESP-AT User Guide

i &

[

AT+TCDEVINFOSET="

W

+TCDEVINFO:"TLS_MODE (1)", "PRODUCT_ID", "DEVICE_NAME", "DEVICE_SECRET_BCC", "PRODUCT_
<REGION"

OK

ERHL

AT+TCDEVINFOSET?

W

+TCDEVINFOSET:<tls_mode>, <product_id>, <device_name>, <devicesecret_checksum>, <product_

—region>

OK

B9

+CME ERROR: <err>

UK
» BESP8266 #i4{UiR ] <t 1s_mode> Sk 1, HANIR[E devicesecret B FFHEINE, Hik[A] devicesecret T4
H A (BCC)
RE®
A

AT+TCDEVINFOSET=<tls_mode>, <product_id>, <device_name>, <device_secret>[, <product_

—region>]

W
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OK

5

+CME ERROR: <err>

B

c MARBACT L EZBEIRE MQTT iR 55 &%, Wk ol 45 5%, M /& 250 & 3% Wi O 1%
(AT+TCMQTTDISCONN) 7 fEH AT i 2~

* WEREAGYE, BRI OK, #:F kil Ml A5 B E M 5 145
— +TCDEVINFOSET:O0K: &EMI)

- TCDEVINFOSET:FAIL<err_code>: ¥EE KM

S8

<tls_mode>: H: A5z, WL, ESP8266 M4 i 1
- 00 FIERK
- 1: TLS %4
- 20 TLSHER I, HfHRA
o <product_id>: F=fiid, WAEIN, FRFEREM ) HRKE 10 7147
o <device_name>: XEZAFR, WSEI, FAFRERA, HARKE 48 7747

+ <device_secret> BRG], AHOT, FHFRAM, BRI 44 7

a2

* <product_region>: =/ DI, BRI, FAFRAAY, KRR 24 7Y, WERAERE, BRYCh TR ER

i A H = “ap-guangzhou”

=Pl

/) RE R
AT+TCDEVINFOSET=1, "CTQS08Y5LG", "Dev01l", "ZHNkIGRzZCA="
OK

+TCDEVINFOSET : 0K

6.1. BB = loT AT &<FE#
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AT+TCPRDINFOSET: F&rF-RiERixE

Thie

BCEBE RS 0I2R ™ mE S, & T Mgy s

Wit

A .
"ﬂ/?\‘

AT+TCPRDINFOSET="?

W i <

+TCPRDINFOSET:"TLS_MODE (1) ", "PRODUCT_ID", "PRODUCT_SECRET_BCC", "DEVICE_NAME", "PRODUCT_
—REGION"

OK

ER&H

AT+TCPRDINFOSET?

Wi i <

+TCPRDINFOSET:<tls_mode>, <product_ID>, <product_secret_checksum>, <device_name>,

—<product_region>

OK

REGS

iy

AT+TCPRDINFOSET=<tls_mode>, <product_ID>, <product_secret>, <device_name>, <product_

—region>

W
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OK

5

+CME ERROR: <err>

B

c MARBACT L EZBEIRE MQTT iR 55 &%, Wk ol 45 5%, M /& 250 & 3% Wi O 1%
(AT+TCMQTTDISCONN) 7 fEH AT i 2~

o W AGYE, BIGRM OK, $FRIRMEIKAE BB E NN SE
- +TCPRDINFOSET:OK: WA, FomEdis i sl flash, fH ALK

— +TCPRDINFOSET:FAIL, <err_code>: I

o <tls_mode>: A3, WAL
- 00 FIERK,
- 1: TLS %4
- 20 TLSHER I, HfHRA
o <product_ID>: 7754 1D, LDMHEIN, FRFERZEM ) H KKK 10
o <product_secret>: F7AREH, WMEIN, FAFEREA . HRKE 32
* <device_name>: UMK, W, FHRFERIA, HAKJE 48

a2

* <product_region>: 7K, PRI, FAPHRM, SRR 24 A7, WSRONRML, BOANHER

Fi /A = “ap-guangzhou”

=Pl

AT+TCPRDINFOSET=1, "CTQS08Y5LG", "ZHNkIGRzZCA=", "Dev01"

OK
+TCPRDINFOSET : 0K

6.1. BB = loT AT &<FE#
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AT+TCDEVREG: H{Tig&ZahaEM

Thie

RAFRGEEPITRT , PATBE SIS I & S

Wit

A .
"ﬂ/?\'

AT+TCDEVREG="?

W i <

OK

AT+TCDEVREG

W i <

OK

&

+CME ERROR: <err>

5EA

7 ORI 5 T AT S SHE B2 S ] -
L QR B e B (5 5, RIS ARTENEREES , WIER T, R B8/ R

2. B EEAAHE B A, R EHENPREGRIRE, WRA P AT+ TCPRDINFOSET UL i &R
w2 A, WIEHIEN, =i R PSK sGiEds, & /R0,

3. B EEAFE— A A, HREHEMCEEERIRE, WR M AT+ TCPRDINFOSET ${EH) &7 5
i A, WSEMR, AT R4, M2l (5 8 B0 = R i
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4. BICAAAE— i A BEE, WERM P AT+ TCPRDINFOSET S0t T — it sess B (S, U
2RGETE B B R R RN, N A 5 ORI A B R, SEMFRIOW A B e A {5 5

AL,

5. IEFREOLT, WASISHEMMUGE T, TG, & EHIEEC LRI R flash b, J52 1
R UG AL I AT 3 iy & AT+ TCDEVINFOSET ?? £ /2 M ATAE IR A (5 B IR H IRz MQTT
55 -

B

AT+TCDEVREG

OK
+TCDEVREG: 0K

AT+TCMODULE: #H4{Z 8%

AT+TCMODULE

W i <

Module HW name: AL

Module FW version: 14 EHEE

Module Mac addr: ESP8266 Wi-Fi 14 mac Hiiit
Module FW compiled time: 40 B 4453 4 & i
Module Flash size: ##4 flash A/p

OK
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B

AT+TCMODULE

Module HW name: ESP-WROOM-02D

Module FW version: QCloud_ AT _ESP8266_v2.0.0
Module Mac addr: 3c:71:bf:33:b0:2e

Module FW compiled time: Jun 17 2020 16:25:27
Module Flash size: 2MB

OK

AT+TCRESTORE: BRERAIXREER

Thie

B4 flash FERTFIIISIR S B (i B

Wik

Py
A

AT+TCRESTORE="?

W

OK

AT+TCRESTORE

W

OK

a

+CME ERROR: <err>

Bl
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s MRBHCD ZREZB Rz MQTT Jk45 48, Wk F 4R, AP REELENITEZDS
(AT+TCMQTTDISCONN) # GePATi% 2> .

o WARURASSLVE, MR E OK, SR )G FREAl L7 i IS IR A R e s So=im (5 8, PAKGEATHY OTA
EEER, T HAEAL

o ZMAMNEIEBRIAEE (EETAT+ TCMODULE W PATEEURIAE ) DA ESP8266 [¥) NVS it 45
Wi-Fi it &, 40RFHEE % Wi-Fi it 815 B 3 23007 AT+RESTORE,

B

AT+TCRESTORE

OK

TC MQTT %<

AT+TCMQTTCONN: EE MQTT &iES%

Thie

FeE MQTT S HL, WHE ) imARo5 A i O BERIRE . S s e g5 &

i &

s

AT+TCMQTTCONN="?

Wi i ¢

+TCMQTTCONN : <TLSMODE_SELECTED>, <CMDTIMEOUT_VALUE>, <KEEPALIVE> (max 690s), <CLEAN_
—SESSION> (0/1), <RECONNECT> (0/1)

OK
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ER&H

T

AT+TCMQTTCONN?

W

+TCMQTTCONN: <tlsmode>, <cmdtimeout>, <keepalive>, <clean_session>, <reconnect>

OK

Bay:
« KEEPALIVE [ 2ti\ i 240, CLEAN_SESSION FyERiMiE 4 1

HESHY

AT+TCMQTTCONN=<tlsmode>, <cmdtimeout>, <keepalive>, <clean_session>, <reconnect>

M .

OK

B9

+CME ERR: <err>

o <tlsmode>: A Jx, W, ESP8266 Hig1{U 1 <t 1smode> 2y 1 YRR
- 0: HIEM
- 1: TLS %85 =
- 2: TLSHE =, #A

* <cmdtimeout>: iy &HINIIFI], AMEIT, BA, MQTT e, %A, T IARGEBINE, BAERh, &
WA 5000, AT AR 45 PRIE I #EZ%(E . YL 1000 ~ 10000 275

o <keepalive>: [oBE[E]FE, WAHDT, A JEHE 60 ~ 690 #, ERIAE K 240
o <clean_session>: ZEEIRTE, MIET, A

- 0: NiFg
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- 1+ R (BRI

« <reconnect>: MQTT Wi /5 /A EiE, W, KAl
- 0: RAZEE
- 1+ AZhEE

o ZaAOBIBIKMIAT+ TCDEVINFOSET fv4

)

AT+TCMQTTCONN=1,5000,240,1,1

OK
+TCMQTTCONN: OK

AT+TCMQTTDISCONN: EiF MQTT &#E

Thie

W T 5 iR = i) MQTT 3443

Wik

A .
"ﬂ/?\'

AT+TCMQTTDISCONN="?

W i <

AT+TCMQTTDISCONN

W i ¢

OK
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&

+CME ERROR: <err>

Bl :
o QRBALET OTA RS, IfTiZar & & JCHGH OTA J5 G AT 55 FFITIF MQTT 4%

o FIEFIRA TR +CME ERROR: <err>

P

AT+TCMQTTDISCONN

OK

AT+TCMQTTPUB: @4 Topic XfiEHE

Thie

[ 544~ Topic A 2

Wik &

Py
A

AT+TCMQTTPUB="?

W

+TCMQTTPUB: "TOPIC_NAME (maxlen 128)", "QOS(0/1)","PAYLOAD"

OK

RE®H

AT+TCMQTTPUB=<topic>, <gos>, <message>

W
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OK

5

+CME ERR: <err>

B

o QR R BRI IR MQTT [l g5, WHREIES R, M P REeakEH G 2 (AT+TCMOTTCONN)
ARERATTHE .

o WIRBLLALT OTA FHEARZSH, T ESP8266 “F-5 WeyibR i, ATk il AgSs i BT AE % . Wk
WL R OTA R AP Tz a4 .

o WREAATE, HOGIR M OK, HHAGR M E AA I 575 . @R QoS1iHE , &2 3| PUBACK
BRI 2 KPR (]

— +TCMQTTPUB: OK: AT

— +TCMQTITPUB: FAIL,<err_code>: Kkl

S8

o <topic>: K14 E. ) Topic name, FHFERf K E 128
* <qos>: QoS {H, B HHF0Fl1
* <message>: KTMIHE AR NA

78z
o RS ATAE FAFR AT 256 247, BIMSHRET, KT IHEMAR NS X LK s 5% ESP-
AT 443100 &
Rl

/] B R AT R

AT+TCMQTTPUB="iot-eeb54phlu/devicel/get", 1, "hello world"

OK
+TCMQTTPUB: OK
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AT+TCMQTTPUBL: [EE4 Topic A#HKEHE

Thie

[ 3¢ Topic ZAMKIHE, HTAT+TCMOTTPUB JH A K EERK I 5+

Wit

A .
"ﬂé?‘

AT+TCMQTTPUBL="?

W i <

+TCMQTTPUBL: "TOPIC_NAME (maxlen 128)",

OK

"Q0S (0/1)","LEN (1-2048)"

REGS

Yy
A

AT+TCMQTTPUBL=<topic>, <gos>, <msg_length>

Wi i ¢

OK

>

o

+CME ERR:<err>

Bl

o AR ORER SR MQTT MRdsds, WRMIR, W TREe kBG4 (AT+TCMOTTCONN)

ARERATHE -

o ARABEALALT OTA FEUIRASH, T NAFSTIRIRG], ASCRHx A E S, SREHR.
o WREAGIE, BRI OK, HERAGRIE >, FEASUGH R payload RS, 58] <msg_length> K%L

W, SEAEENOTR A A % MQTT B4R :

— +TCMQTTPUBL:OK: &I

— +TCMQTTPUBL:FAIL, <err_code>: KAEM

334
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o HEAWCE B payload RS G, A 20 B8 2o B I R],  4n SRR e R i B s KRN T
<msg_length>, {FILR| +++\r\n, WHEHBEWIYE payload (K5, R&[H4E{R +CME ERR:<err>,
HHAS Ki%%Z MQTT jH &,

* 4.5 payload fN&x[nl k.

S8

o <topic>: A TfiH.E M Topic name, i KFAFERKE 128
e <qos>: QoS{H, BHLZHFF0F1

* <msg_length>: LTMTHEARMKEE, BRI 2048, SKEEANEIEG RN /o/n, XTIHEENE
Ha RS A SCRYESP-AT dr 43 2%

L)

/] B EAT R
AT+TCMQTTPUBL="iot-ee54phlu/devicel/get", 1,11

>

Hello,world
OK

+TCMQTTPUBL: OK

AT+TCMQTTPUBRAW: [EE4 Topic A HIZIEEE

Thie

[ 3 Topic At — BEHIELHEIN B, W LAKAR B A SCHAE BRI A SCAR B JSON Kl , M43 (% AT A
e AL PR,

i &

AT+TCMQTTPUBRAW="

Wi i ¢
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+TCMQTTPUBRAW: "TOPIC_NAME (maxlenl128)", "QOS(0/1)","LEN(1-2048)"

OK

RESHS

A

AT+TCMQTTPUBRAW=<topic>, <gos>, <msg_length>

W

14

+CME ERR:<err>

[T E

o QIRRLEH R ERLAB IR S MQTT fRg5as, WLkl §Sie, M2 kisidian g (AT+TCMOTTCONN)
A RERAHE .

o ARAALLET OTA RIS, T NAFSIRIRG], ASCFRHR MBS, SR EHR,

s WREAGIE, HOLRR oK, ETHKIRE >, HEARIGHE payload IR, %] <msg_length> K
JEREEE IS, AAEERNOTR ] Kk MQTT i 545

— +TCMQTTPUBRAW:OK: KT

— +TCMQTTPUBRAW:FAIL, <err_code>: KTkl

o YA B payload MRS G, A 20 b 25 A AR I I TRD, A SR R B Sl 3 G BolE KN T
<msg_length>, BFHILH| +++\r\n, TUE H 422050 8, payload RZS, R[A4%% +CME ERR:<err>,
HHAS & 7%1% MQTT 4 H. .

* JH K payload A~ 2x[al i,
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S8

o <topic>: A1 ELfY Topic name, i KFAFHE 128
o <qos>: QoS{H, BHZHF O 1
o <msg_length>: LAY BMRAKE, HAKE 2048, ZKEAUFELEEN /c/n

=Pl

/] B KA
AT+TCMQTTPUBRAW="S$thing/up/raw/iot-ee54phlu/devicel", 1,10

>

0x0102030405060708090A
OK

+TCMQTTPUBRAW: OK

AT+TCMQTTSUB: iTiE MQTT X4 Topic

Thie

iT1 MQTT 34~ Topic, Wi-Fi #4182 #5311 10 /4~ Topic

AWt &

e

AT+TCMQTTSUB="?

W i <

+TCMQTTSUB: "TOPIC_NAME (maxlen 128)","Q0S(0/1)"

OK

6.1. BB = loT AT &<FE#
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ER&H

[

AT+TCMQTTSUB?

M) oz <

OK

&

+TCMQTTSUB: <topic>, <gos>

:list of sub topic
+TCMQTTSUB: <topic_n>, <qos>

OK

Bl
s WAL EMEE, IR Topic 4115

RESHS

A

AT+TCMQTTSUB=<topic>, <gos>

W i :

OK

Y

+CME ERROR:<err>

e
o QSRASLZH R IER IS TR MQTT IR 55, WHRMEIRS R, B P fREe Kk a4 (AT+ TCMOTTCONN)
7‘" B‘L’T]ﬁ{ﬁl%\o
o WERBLAIAL T OTA FHURASH, ASCFrZanS, 2Rl R

o UGN MR IEREIE IR MQTT k4548, WEREIESR, H P HREEKREZ S (AT+TCMOTTCONN)
A RETTRTH S

o WRABALLLT OTA FEUIRASH, ASFFZand, SRR,
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s AREAGL, ek oK, ARIFRENT NI S, e 2 ERE] SUBACK i i K iR

IR
— +TCMQTTSUB:OK: ] k¥

— +TCMQTTSUB:FAIL, <err_code>: V][

S8

o <topic>: 1] #AY Topic name, A KFF 128

* <qos>: QoSfH, BHZHF0AI1

=Pl

AT+TCMQTTSUB="iot-eeb54phlu/devicel/control", 0

OK
+TCMQTTSUB: OK

AT+TCMQTTUNSUB: HiHEZ&iTi#Rg Topic

Thie

IBGHE 1T By Topic

Wik

A e
“ﬂ/?'

AT+TCMQTTUNSUB="

Wi 3% ¢

+TCMQTTUNSUB: "TOPIC_NAME"

OK

6.1. BB = loT AT &<FE#
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ER&H

[

AT+TCMQTTUNSUB?

W

OK

RESHS

s

AT+TCMQTTUNSUB=<topic>

W

OK

B9

+CME ERROR:<err>

BE:
o QUARBLEH R EEIB I S MQTT iR454%, WM, TP fRefe ki a4 (AT+TCMOTTCONN)
ARV BB -
o QRAEZHAL T OTA FEURESHY, ASCHFxm S, kB R,
« WEREAAYE, RN OK, ARJEIR BT R S
— +TCMQTTUNSUB:OK: HUNIT FM I

— +TCMQTTUNSUB:FAIL, <err_code>: HI§IT .

* <topic>: HUJHIT 5% Topic
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AT+TCMQTTSTATE: Zif MQTT ERKR

Thie

2 MQTT EELR S

Wit

A .
"ﬂ/?\'

AT+TCMQTTSTATE="?

W i <

OK

ER&H

A .
"ﬂ/?\'

AT+TCMQTTSTATE ?

W i <

+TCMQTTSTATE: <state>

OK

2%

o <state>: MOQTT i&ER2IRES
- 0: MQTT Wi
- 1: MQTT &%

6.1. BB = loT AT &<FE#
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B

AT+TCMQTTSTATE?

+TCMQTTSTATE: 1
OK

TC OTA &

AT+TCOTASET: OTA DEfEFEIEFI KRR EE

Thie

OTA I fiefi 2l b iU A B

it &

O e
iy A

AT+TCOTASET="?

Wi :

+TCOTASET: 1 (ENABLE) /0 (DISABLE), "FW version"

OK

AT+TCOTASET?

W

OK
+TCOTASET: <ctlstate>, <fw_ver>

Y

+CME ERROR:<err>
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RESHS

[

AT+TCOTASET=<ctlstate>, <fw_ver>

W

OK

5

+CME ERROR:<err>

(DL E

* AREAGTE, B SERIE oK, SRJS1TFY OTA Y Topic (JH - Je/l T3] Y Topic) , JHz) OTA J56&
155, H EARAMIAS, REPATER . WR)E S5 ELE st EALT R ERE, WPdrizme 2
TR EARAHE A . R T 2AE OTA FHEURA T, PATZ A2 W 2R B R

s LA PATIIIZ G, A ST VT A a A RES, XA S A Fas a6 68 & TR E R
md, BT I 2 )52k A OTA F#HARSIH LR + TCOTASTATUS : ENTERUPDATE f#) URC 45
MCU. #A OTA FEUIRESZ G, S AT a4, BB T8,

o 24 2 F 2 45 K, WM ¥ 42 F ]l  +TCOTASTATUS:UPDATESUCCESS, 2k W & I iR
+TCOTASTATUS:UPDATEFAIL, H iR G HGHESF. X MEMEFR EHRMATZG L, A 2EHE
HaE FTEES.

o BPFFESORR RS, RERMERRSE, CN RIS LHEER T

o IR BNE I RATSF &SR MCU [ R R 30 A4l ) B LRI 2 XT84 ) B
PEIT4%, FEREPF B Z A& B4Rk + TCOTASTATUS : UPDATERESET, J7E 2 BV B 2h B df A [l
.

— +TCOTASET :OK: OTA IfEikE OK

— +TCOTASET:FAIL, <err_code>: OTA IJEEINE R

S8

o <ctlstate>: OTA ffifigfs i, /KA, 0 XM, 1{fifig. enable FRAMIRAIN FoEE TEAES; disable
MBGHE G & T #AE%

o <fw_ver>: RZUUFIEIFRAME, T8, BAKA: VRC, B 1.0.0. K 1 ~32 7%
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B

AT+TCOTASET=1,"1.0.1"
OK
+TCOTASET :0K

AT+TCFWINFO: ZERRAZFHIEMHES

Thie

UL ZEA I [ 1 S

ik &

O e
iy 4

AT+TCFWINEO="?

W

+TCFWINFO: "FW_VERSION", "FW_SIZE","FW_MD5","FW_MAX_ SIZE_OF_MODULE"

OK

[P E

* FW_MAX_SIZE_OF_MODULE /&M F T+ OTA B R K78k, HE4iiRd B B VR Bl [l
B/ 128 KB

ER&H

A

AT+TCEWINFO?

W .

OK

+TCFWINFO:<fw_verion>, <fw_size>, <fw_md5>, <module_buffer_size>

g,
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+CME ERROR:<err>

Bl :
o BERATIRIEHE B, O BRI RO S (L BT IR e O
 WSRELAE OTA TR, Wk a4

P

AT+TCFWINFO ?

OK
+TCFWINFO:"2.0.0",516360,"93412d9ab8£3039%caed9%667a1d151e86"

AT+TCREADFWDATA: EHE#EAZEHFE SIS

Thie

UL A7 1 [ R

Wik &

AT+TCREADFWDATA=?

W i <

+TCREADFWDATA: "LEN_FOR_READ"
OK

REHL

s

AT+TCREADFWDATA=<len>

Wi 3% ¢

+CME ERROR:<err>

6.1. BB = loT AT &<FE#
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o

+TCREADFWDATA:1len, hexdata--

Bl

o BpEEU, BLASCHUNAS B, T AR RN IR A R GE . R AT GRS, B
R[] R BN T IR R, MIFOR B E R BN k. AP R e R A iR, HEk
EAT+TCFWINFO iy X B %, 4 AT AT R R S 1

o WIRIEAE OTA FHEAMEH, WEREHE 3R

S8

o <len>: BFERHIEIFRE, B

r3t)

AT+TCREADFWDATA=512
OK
+TCREADFWDATA:512,01020AF5-- ..

RAGSERZ loT E£5#H1T OTA YEEREEE

URC 4 ¥z L1k MCU HE

+TCMQTTRCVPUB (WZIiTigElYy Topic B EiRASES)

Thie

W3 T B R Topic HIH B EAi4s MCU HI{5 B

HBEX

+TCMQTTRCVPUB: <topic>, <message_len>, <message>
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HEASE BTN Z10T Hub C-SDKXI50TA Thé

MCU

B =I0TES

OK

o 3

AT+TCOTASET="Enbale”,

FEFATIR

mw ITIHOTA topic, HESEEMEA
fERECTATIRE OK Sota/update/S(product id)/$(device_name) ©
RBARHEL
ZIRRARE SAHE
—8 (ZHAER
FREATHBURCE R
_ TTCOTASTATUS: ENTERUPDATESE: 3= sl
K THIRE l
FrateaARe
<
HIRARZERURCESR
+TCOTASTATUS! UPDATESUCA
&

:TCOTASTATUS: UPDATEFAIL

AT+TCPWINFO

FW_ver, MD5, FW _size

AT+TCREADFWDATA=<len>

» PHEERET e
BREFRLHE Egﬁ;ﬁ;g;%gﬁ

< +TCREADFWDATA len.data...

BIEEF

FHRELE

6.1. BRE loT AT &S HEEP AR GIEIRZ ToT V-5 7 OTA Tjke

TR HE &]
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S8

o <topic>: WL ELI¥) Topic
+ <message_len>: FU{EA, UHHSAEKKE (REg )
* <message>: L F]JY B N2
L
o BRI N AR 2 3B A R AR A, IrbA message WS —n ", G0SRIT 5% Topic
TR 086 (Topic FATHIBHRZFATER A E 08, TFAE A OFEER), FEEm IRy

BT " R /RMI, Topic $thing/down/raw/CTQS08YS5LG/Dev0l R4 kI %d 1234 24 0x1234,
WA, BRI, B0 THAERZELMY.

z3t)

+TCMQTTRCVPUB: "CTQS08Y5LG/Dev01l/get", 11, "hello world"

+TCMQTTDISCON (MQTT EiFFat FiRagE8)

Thie

MQTT 4% 5 iR 55 a: Wi T _EAi ) URC KT i 5 i

5EA

o Code FH R, n] AR 1H) IR 5535 48 3¢ err code

=l

+TCMQTTDISCON, <err_code>
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+TCMQTTRECONNECTING (MQTT 7 =& FiRmgEs)

Thie

MQTT 4% 5 iR 55 g W T IEERE AT F 2 B IR % i) URC

Pl

+TCMQTTRECONNECTING

+TCMQTTRECONNECTED (MQTT ZEiZERTHET IR E)

Thie

MOQTT 3455 R 55 f BT e B S Sk i) URC

B

+TCMQTTRECONNECTED

+TCOTASTATUS (L3R OTA K7Z)

Thie

OTA AR &AL} E4R K URC

HBEX

+TCOTASTATUS: <state>

S%

o <state>: OTART
— ENTERUPDATE: FiZHif A OTA {4 T HeRAS
— UPDATESUCCESS: [E{F NS (BLARIE 5 A7)
— UPDATEFAIL,<err_code>: [&{4 F# 2 ik
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— UPDATERESET: #t41 [ S B F T8, 162 e & A shEE

r3t)

+TCOTASTATUS: UPDATESUCCESS

Wi-Fi BEF % AT $hBhds
AT+TCSTARTSMART: LI SmartConfig A= #1T Wi-Fi BEF R iR Z4%E
)L

PA SmartConfig J5 X\ HEAT Wi-Fi BLM KIS A W& H0E, & 25 BIEE MEFI G5 M. HRfUGR R E
ESP-TOUCH J5 3. HEARHCMPBGE S5 IR PR T 5 -6 B SR -

WA HL

fir 4

AT+TCSTARTSMART="

Mjn] oz <

AT+TCSTARTSMART: CMD FOR START SMARTCONFIG
OK

AT+TCSTARTSMART

W] 7 <
e e A ]

OK

o

+CME ERROR: <err>
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RIGEBICM e Jr G AE55 . H iRl

+TCSTARTSMART : OK // BN IR A KT
By
+TCSTARTSMART :FAIL, <err code> // HNE R A KK

TEBL I B 8 5 A 2 IR o]

+TCSTARTSMART :WIFI_CONNECT_SUCCESS

1

+TCSTARTSMART :WIFI_CONNECT_FAILED, <err_code,sub_code>

B3

o QUERKHALT MQTT SRS, WA ZIE S, SREHHR. FEEWIT MQTT £,

o ZMAPATHINE, W Wi-Fi $5R TS 3EA 500 ms S FIIR N ERIRES, X AN MG AT IS THAE I /MR

J LT RIS A A B R R AT

o QURAE S A Bh NI PATHRAE, B A SR ECRRES, FF R [ I R

202,

B

+TCSTARTSMART :FAIL,

AT+TCSTARTSMART

OK
+TCSTARTSMART :WIFI_CONNECT_SUCCESS

AT+TCSTOPSMART: iR SmartConfig 5=, Wi-Fi Bt mAKZ

Thie

iE H SmartConfig 75 2CBD PRARES

6.1. BB = loT AT &<FE#
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i &

[

AT+TCSTOPSMART="

W

AT+TCSTOPSMART: CMD TO STOP SMARTCONFIG

Py -
ﬂﬂ4>‘

AT+TCSTOPSMART

W

OK

1

+CME ERROR: <err>

e
o AUREALLT MQTT EEEHRESH, WA EarS, SRR R. FEICBT MQTT 8.

B

AT+TCSTOPSMART

OK

AT+TCSAP: L) softAP F=# 1T Wi-Fi Bi P R &40

Thie

DA softAP J5 AT Wi-Fi FL ] MBI =i & 0, FE SBINEEMEFILE M. SARMIHIOES% S
/1P S RN I E =R
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i &

[

AT+TCSAP="?

W

+TCSAP=<ssid>[, <pwd>, <ch>]

OK

ER&H

A .
"N/?\'

AT+TCSAP?

W i <

OK

RE®H

A .
"N/?\'

AT+TCSAP=<ssid> [, <pwd>, <ch>]

M) iy <
H5eik

OK

Y

+CME ERROR: <err>

IR ASNECN R e Je B AT 55, IR E]

FTCSAP : OK [/ RN WK A KT

11
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+TCSAP:FATL<err code> // HNE R A KK

FEBC I L 0 A N 2 i 1]

+TCSAP:WIFI_CONNECT_SUCCESS

5 U3 [1]

+TCSAP:WIFI_CONNECT_FAILED, <err_code, sub_code>

Bl
o QERFHALT MQTT CiEERAS T, WIASHFZIE MRS, SRMHHR. FEEWIT MQTT .

o A PATIEN S, WA Wi-Fi 54T SHEA 200 ms S IR INFRIRAS XA IHBEAAT I THIE 14/ M
T?LEE’JF‘?JH&%%%%{’E#?” S Sl

o WIRTE 5 P INIA PATEAE, M4 H B ERUIRES, IR % +TCSAP:FAIL, 202,

o <ssid>: M H ssid, WAAEN softAP I ssid, /K 32 =4y
o <pwd>: PSR, WAAER softAP B psw, KK 32 7, WIS
o <ch>: PUN(EIE, WRTEN softAP I {EIE, nliES%k

588

o FARMATSIE, AILABRBPTECE R ssid p, TR DARREL S 1 S BE R R I P, AL R B
ey o UDP server, serverip:192.168.4.1,
o APP FIARZH A L 9 mT 264722 HAHE L -

o QARG ssid, WS EBHICNE R Wi-Fi Ui

B

AT+TCSAP="Test-SoftAP","12345678"

OK
+TCSAP:WIFI_CONNECT_SUCCESS
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AT+TCSTOPSAP: ;EH softAP = Wi-Fi EZmRE

IhRE

B softAP 75 =Bt MR A
ik &

il

AT+TCSTOPSAP="

W i <

AT+TCSTOPSAP: CMD TO STOP SOFTAP
OK

RITHL

=

A

AT+TCSTOPSAP

W

OK

g%

+CME ERROR: <err>

B

o QRBALLT MQTT EEHRASH, WA EarS, SREIHFIR. F52IclT MQTT 4%,

=Pl

AT+TCSTOPSAP

OK

6.1. BB = loT AT &<FE#
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AT+TCMODINFOSET: ESP #H4{ZRRE

Thie

U ESP8266 KA KAI(E L, MBI PR, flash K/NAE

Wit

A .
"ﬂ/?\‘

AT+TCMODINFOSET?

W i <

+TCMODINFOSET: "MODULE NAME","FLASH_SIZE (2/4)","WIFI LED GPIO","FW BASE ADDR","FW MAX.
—SIZE", "FIXED CONNID"

OK

ER&H

AT+TCMODINFOSET?

Wi i <

+TCMODINFOSET: <module_name>, <flash_size>, <WiFi_LED_GPIO>, <fw_base_addr>, <fw_max_size>,

—<fixed_conn_id>

OK

REGS

iy

AT+TCMODINFOSET=<module_name>, <flash_size>, <WiFi_LED_GPIO>, <fw_base_addr>, <fw_max_

—size>,<fixed_conn_id>

W

356 Chapter 6. E=AHEHt AT &< FIEH




ESP-AT User Guide

OK

5

+CME ERROR: <err>

B

s MR T ZEEB N MQTT [k 5 &%, W&k Wl 8%, I P& 258 K ik W JF % 8 dr &
(AT+TCMQTTDISCONN) # e fTiZan 2.

o W AGYE, BIGRM OK, $FRIRMEIKAE BB E NN SE
- +TCMODINFOSET:OK: &% MY, BB -A7H] flash, fErEANER

— +TCMODINFOSET:FAIL, <err_code>: 4K

* <module_name>: BIZHHFR, PR, HAKE 30
o <flash_size>: #i4] flash K/ ({7 MB), 2 5i# 4, R

* <WiFi_LED_GPIO>: #i41ffi fIMf4~ GPIO 145 ] Wi-Fi IRASAT, BUEIRBL, ARGER N ESP8266
GPIO (0-16)

 <fw_base_addr>: FRZIFR{LL AL OTA FHAEE S PR AL, BUE AL, Z(HTE > 0x1000 1)
S HAS/NT 0x111000

o <fw_max_size>: WIS FAHL OTA FHI A B K asE), BUEZEA, ZEA KT 716800 (700
KB)

o <fixed_conn_id>: {3, BRI\ N 1

5EA

* ESP Wi-Fi B2 [ FMSLAL(E B AT T AR flash 70 DX, AL PFAE 5 20 N 2 R OB AEL £ SR B
B, XRE R DA [F] — A AL 42 FT DA TS FC AN [ Fr A 2H 1 4
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B

/) FE R
AT+TCMODINFOSET="ESP-WROOM-02D",2,0,1118208, 716800, 1

OK
+TCMODINFOSET : OK

AT+TCMQTTSRV: i EBEiflz MQTT fR328H#bht

Thie

WEIBINZ MQTT [l 45 2% host Hidik, & THAALARE B L EH T 5

Wit &

A

AT+TCMQTTSRV="?

Wi i :

+TCMQTTSRV: "MQTT SERVER IP"

OK

ERHY

Py
A

AT+TCMQTTSRV?

W

+TCMQTTSRV:192.168.10.118
OK
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RESHS

[

AT+TCMQTTSRV=<Host addr>

W

OK

5

+CME ERROR:<err>

B
o WREAGYE, EIERIE OK, AJFIREIE N SE
— +TCMQTTSRV:O0K: HE IP J#%Th

— +TCMQTTSRV:FAIL: % H IP KK

o QERBALT MQTT SRS T, WA R EM S, SREIHR. FEEhiT MQTT 4.

S8

o <Host addr>: iz MQTT JIR45£% IP 5544 kil

AT+TCVER: {ZEUE4AEH loT SDK JEAEE

Thie

BEHUSLZLE 4 ToT SDK A5 5

AT+TCVER

6.1. BB = loT AT &<FE#
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B

AT+TCVER

Tencent Cloud IoT AT version: QCloud_AT_ESP8266_v2.0.0
Tencent Cloud IoT SDK version: 3.2.0

Firmware compile time: Jun 17 2020 16:25:27

Tencent Technology Co. Ltd.

OK

TC AXFiRE®

AT+TCGWBIND: MxHEFEZHE

b [

Y AT BAUN T M B EiE, aT DA% ar X T i T & I T 90 E Sl 0GR A 1
B

i &

AT+TCGWBIND="?

W

+TCGWBIND:"MODE", "PRODUCT_ID", "DEVICE_NAME", "DEVICE_SECRET"

OK

ER&H

AT+TCGWBIND?

W i <

OK

o
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+TCGWBIND: <product_id>, <device_name>

:list of all bind sub-devices

+TCGWBIND: <product_id>, <device_name>

OK

e :
o BEMUAT 4 2l it MQTT Ji B R WM G G 200 2 488 1021 Bl P X B Iy Tisese (i B, iR Iml 73
S

REHL

A

AT+TCGWBIND=<mode>, <productId>, <deviceName> [, <deviceSecret>]

W

OK

&

+CME ERROR: <err>

Bl
o WAL R IERZ ISR MQTT M54, WREISTR, M P&REkkERa <4 (AT+TCMOTTCONN)
A RERATIHE .
o % A EET MQTT J B AP, 228 E 29008 SR IR AE S s IR o ISR 4AL T
OTA F#HAREH, T ESP8266 V-5 TR H, PATixar S RES HBURIN B 0. IR, RE
1E OTA "M AR P AT IZ a2

o AREAGTE, EHRI OK, TR AR [0 465 s AREE T i s R AR S

- +TCGWBIND:OK: #AERY). X T40efE, EEH e MRERY). XTRIEIE, BIRTE
AR AR v B )

— + TCGWBIND:FAIL,<err_code>: ¥EAELRIN
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S8

* <mode>: KIS, IR

- 0: ZhE#fE

- 1t fRESEAE
o <productld>: i r=iid, AT, FAFHRA, HARKE 10 745,
* <deviceName>: TR, WIHI, FRAAFLER, HRIKHE 48 75,

* <deviceSecret>: T, AR, FRIARD, BRI 4 F95. (ERIPERAEmRE, AasEe gt
TREEY] . EIERIENE, ARSI TR Y], WM AL C AP T i s —oodl b
BEEAEE (MR Taa fF R i dr e Bl T3t sl STl ar 9310 «

r3t])

/] BETFREERS

AT+TCGWBIND=0, "CTQSO08Y5LG", "Dev01l", "ZHNkIGRzZCA="

OK
+TCGWBIND:0K

AT+TCGWONLINE: Fx{EFREZEELTES

b [

4 AT BAUN T M B biE, DAl % ar & BRI 73t BT 28, BSOS N 1
#

i &

AT+TCGWONLINE="?

W

+TCGWONLINE: "MODE", "PRODUCT_ID", "DEVICE_NAME"

OK
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AT+TCGWONLINE?

W

OK

5

+TCGWONLINE: <product_id>,<device_name>

:1list of online sub-device

+TCGWONLINE: <product_id>,<device_name>

OK

Bl
© ARACEAELR T3, RIETELR T3 (5 B %
REGS

A .
"ﬂ/?\‘

AT+TCGWONLINE=<mode>, <productId>, <deviceName>

Wi 3% ¢

OK

&

+CME ERROR: <err>

Bl

o QAR F R ESE BN S MQTT iR5%, WhkWIgEe, M2k g (AT+TCMOTTCONN)
A RERATH -

o %A N ET MQTT JHEMIR P81, SIHIEE 2 B F SR /Foe lECrbR I . W44 T OTA R
BRAST, di T ESP8266 ¥ 5 B IRIR G, AT I RE S i BB A . AR 2L, AEHIE OTA
TEEARF T Z L

o WREAGTA, EOGRI OK, TRk [0 405 sl ARSE 1 s Ve i 515
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— +TCGWONLINE:OK: FERTY

— + TCGWONLINE:FAIL,<err_code>: FA/ELRIK

* <mode>: BSHL, W
- 0: RZHE
- 1 FERME
* <productld>: T it id, WU, FREEA, RIKAEE 10 747

o <deviceName>: TR, WAHIT, FAFERRAL, KK 48 5475

r3t)

/] FEEEZRH
AT+TCGWONLINE=0, "CTQS08Y5LG", "Dev0O1"

OK
+TCGWONLINE : OK

/] TRELERAE, MXTUIRETRE L&

AT+TCMQTTPUB="CTQS08Y5LG/Dev01/data", 0, "hello world"

OK
+TCMQTTPUB: OK

AT+TCSUBDEVINFOSET: FiZZ{ERIXE

Thie

WEB RS20 Ti&FER, AT MR Rad il &

Wik &

ke

AT+TCSUBDEVINFOSET="

M) oz <
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+TCSUBDEVINFOSET: "MODE", "PRODUCT_ID", "DEVICE_NAME", "DEVICE_SECRET_BCC", "PRODUCT_REGION

"
—

OK

ER&H

P
"H<>‘

AT+TCSUBDEVINFOSET?

Wi % ¢

+TCSUBDEVINFOSET: <product_id>,<device_name>, <devicesecret_checksum>, <product_region>

OK

5

+CME ERROR: <err>

B

* ANiR[A] devicesecret TR N ZY, Hikk[n] devicesecret ‘P44 H A5 Al (BCC)

AT+TCSUBDEVINFOSET=<mode>, <product_id>, <device_name>, <device_secret>[, <product_region>

=]

W

OK

£

+CME ERROR: <err>

Bl
o AN LTI K MQTT 4%
o WREAGTE, BICRE OK, TRk W& F BB &N 55

6.1. [Eifl= loT AT S FEH 365




ESP-AT User Guide

— +TCSUBDEVINFOSET:0K: &I

— + TCSUBDEVINFOSET:FAIL<err_code>: HEEKIK

* <mode>: RIS, W

- 0 BEEAE

- 1 ERAERAE
o <product_id>: y=fihid, DAEI, FAFEHREA HRKE 10 7Y
* <device_name>: MR, WIHEIT, FRFEREA, RAKE 48 F
* <device_secret>: XFFHH, I, FREHRM, RRKE 4 F

T
—JI‘_&‘
* <product_region>: 7 [ XU, MIHI, FAFRER, HRIKE 24 Fy, QURAEREE, BRACHTER
liti/AF = “ap-guangzhou”

e

r3t)

/) B R
AT+TCSUBDEVINFOSET=0, "CTQS08Y5LG", "Dev01", "ZHNkIGRzZCA="

OK
+TCSUBDEVINFOSET : 0K

AT+TCSUBDEVPRDSET: F&&*RiEEIEXE

Thie

BEBEREYHM -G 0# N Fig G e, &N TR TR T sh S 5

ik &

A e
“ﬂ4>'

AT+TCSUBDEVPRDSET="

Wi 3% ¢
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+TCSUBDEVPRDSET: "MODE", "PRODUCT_ID", "PRODUCT_SECRET_BCC", "DEVICE_NAME", "PRODUCT_REGION

"
—

OK

ER&H

P
"ﬂ4>‘

AT+TCSUBDEVPRDSET?

Wi % ¢

OK

14

+TCSUBDEVPRDSET : <product_ID>, <product_secret_checksum>, <device_name>, <product_region>

:list of all sub-device

+TCSUBDEVPRDSET : <product_ID>, <product_secret_checksum>, <device_name>, <product_region>

OK

B

o ARACAREN TR, REICREN TR

RESHY

A

AT+TCSUBDEVPRDSET=<mode>, <product_ID>, <product_secret>, <device_name> [, <product_region>

]

W

OK

Y

+CME ERROR: <err>

[P E

6.1. BB = loT AT &<FE#
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o LA EI Y I W S5 MQTT 4%
o WIREIAGYE, ECRE] OK, 2 1Kk [H 1 fE Bk B 54
— +TCSUBDEVPRDSET:0K: ENT, romEdka{#f7s)| flash, L ANFEL

— +TCSUBDEVPRDSET:FAIL, <err_code>: ¥KEEIK

o <mode>: X ZEL, WIEHIN
- 0 BEEBAE
- 10 BHERRAE
* <product_ID>: j*j ID, WHI, FRFERIM, HAKE 10,
o <product_secret>: F7AREH, WMEIN, FAFERRA HRKE 32,

* <device_name>: WRAHR, W, FAHRER, FAKAE 48,

* <product_region>: "X, PRI, FAPHRM, SRR 24 A7, WSRONRL, BOANHER

WA 2z “ap-guangzhou”,

=Bl

/] FE R
AT+TCSUBDEVPRDSET=0, "CTQS08Y5LG", "ZHNkIGRzZCA=", "Dev0O1"

OK
+TCSUBDEVPRDSET : OK

AT+TCSUBDEVREG: #{TFig&ashsSiEM

Thie

WE T TREMIEPDET, MR TR gt T SEMI AR E R
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i &

[

AT+TCSUBDEVREG="?

W

+TCSUBDEVREG: "PRODUCT_ID", "DEVICE_NAME"

OK

ER&H

A .
"N/?\'

AT+TCSUBDEVREG?

W i <

OK

&

+TCSUBDEVREG: <product_id>, <device_name>

:1list of registered sub-device

+TCSUBDEVREG: <product_id>, <device_name>

OK

ITLIE

o AR C AN T, RN T &R RS

hiTHe

AT+TCSUBDEVREG=<productId>, <deviceName>

W

6.1. BB = loT AT &<FE#
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OK

5

+CME

ERROR: <err>

B

S8

5EA

H T ESP8266 -5 W R Hil, $WATZdn 2 W75 S Wi - M 56 1) MQTT 1E8z, B/ g il +CME
ERROR:208 %,

WRPATIRESETE, BRI OK, £ F AR [l F R MR 575
+TCSUBDEVREG: OK: BIFYEMALY), T&#&%91E S SR %) flash

+TCSUBDEVREG:FAIL, <err_code>: BN, RIS RN, HARS WA SR E RIS EY

<productld>: FUA M id, W, FAFHRIM, HRKE 10 5y

<deviceName>: TIRHHR, DI, FAFRIRA, HRKEE 48 577

B T B Sl 2 T

1.

2.

IR LB S TR E R, BT AR MRS, WIER AN, & B/ R0 .

B2 FEAE TS A, BREHENRBIRIRG, R AT+ TCSUBDEVPRDSET $AL1 -+
WEEEWEE A, WIEFEEN, auimsS TR PSK, & RS/ R,

B FEFE D TIRE A, B2 HEMEEIRE, R P AT+ TCSUBDEVPRDSET $2{1L )1
WAFEEMZE A, WSTHMRIK, AT GrdRBEE R, P HREE A5 E B EE 2 m i S
WA E e T ARG R, WS P AT+ TCSUBDEVPRDSET 241t T —ASHRg 3t B FIfE R, W
SRR RS B MG B, S 238 as B fOf5 5L, BIBALAAAE A Al B i E
EFEELT, BESISEMUERT K, PITHIhGE, RS HE SO LRIEAERY flash tf, 542
AT AL T i 1 iy 4> AT+TCSUBDEVINFOSET? #5 i )& A A7 AL IE R T A5 1

T A& B AT BT 5 20 S A 1) 2 4 4 1 AT+ TCGWBIND #4748 5, Fil i AT+ TCGWONLINE
b5, AREE T MQTT i@ iH.

370
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B

AT+TCSUBDEVREG="CTQS08Y5LG", "DevO1"

OK

+TCSUBDEVREG: OK

Hi=tg
IR & iF4EK err code
2 1: <err> 1Y
<err> | BIYENX REBFEZ
K5
101 WA RN device connect fail
110 AT RIS . It Topic ALFR device subscribe fail: unauthorized operation
111 WAIT IR RGHT R device subscribe fail: system error
120 WARIRITRIG: RGuAR device unsubscribe fail: system error
130 WA KA E RN : Tt Topic KRR device publish message to topic fail: unauthorized
operation
131 A KATTH B IR publish 8 47 5 B il device publish message to topic fail : reach max limit
132 TR B RN : payload #8314 & R i device publish message to topic fail: payload too
long
20 PATHIRY
BLITSE | PXEX REBFER
=55
-1001 | FoRK MR ] QCLOUD_ERR_FAILURE
-1002 | FRSETCRGE R, SR QCLOUD_ERR_INVAL
-3, TR LK A QCLOUD_ERR_HTTP_CLOSED
-4, HTTP KN4 1% QCLOUD_ERR_HTTP
-5, PP R QCLOUD_ERR_HTTP_PRTCL
-6, Ik 44 FRAT 2R T QCLOUD_ERR_HTTP_UNRESOLVED_DNS
-7, URL fi#tfr 2 g QCLOUD_ERR_HTTP_PARSE
-8, HTTP i35 QCLOUD_ERR_HTTP_CONN
-9, HTTP %AV A 35 QCLOUD_ERR_HTTP_AUTH
-10, HTTP 404 QCLOUD_ERR_HTTP_NOT_FOUND
T TidkeE:
6.1. BRZ loT AT &<FEH 37
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NECT

TABLE_PROTOC

R_REJECTED

x2-4tm

PITHE | PXAEX MERFEL

i=f5

-11, HTTP B} QCLOUD_ERR_HTTP_TIMEOUT

-102 FORAE S ACK BRI E g QCLOUD_ERR_MQTT_PUSH_TO_LIST_FAILE

-103 FRAE MQTT Hi4s 24z ok B £ Wi FF | QCLOUD_ERR_MQTT_NO_CONN

LA

-104 FIR MQTT AH KA 1 QCLOUD_ERR_MQTT_UNKNOWN

-105 FRIEAES MQTT R4 = 4 QCLOUD_ERR_MQTT_ATTEMPTING_RECON

-106 FoREEC L) QCLOUD_ERR_MQTT_RECONNECT_TIMEOUT

-107 FER T AT R = A QCLOUD_ERR_MQTT_MAX_SUBSCRIPTIONS

-108 FORVI T F R, BRSS A fE 4 QCLOUD_ERR_MQTT_SUB

-109 FRIE MQTT A 3445 30 AT DAL QCLOUD_ERR_MQTT_NOTHING_TO_READ

-110 FEREEUY) MQTT 73045 i i QCLOUD_ERR_MQTT_PACKET_READ

-111 % MQTT A 26 B e kR it QCLOUD_ERR_MQTT_REQUEST_TIMEOUT

-112 FIRE P MQTT M4 A 048 1% QCLOUD_ERR_MQTT_CONNACK_UNKNOWN

-113 FIRE P MQTT fi A4t i QCLOUD_ERR_MQTT_CONANCK_UNACCEP

-114 FRE PN A R QCLOUD_ERR_MQTT_CONNACK_IDENTIFIE

-115 FRIR S ST QCLOUD_ERR_MQTT_CONNACK_SERVER_UNAVAILABLE

-116 FORK P IERES B Y username B password | QCLOUD_ERR_MQTT_CONNACK_BAD_USERDATA

B

-117 FORE P IE R I QCLOUD_ERR_MQTT_CONNACK_NOT_AUTHORIZED

-118 N VEOMENEP W Ve QCLOUD_ERR_RX_MESSAGE_INVAL

-119 FORTH BRI v XK N T B K R QCLOUD_ERR_BUF_TOO_SHORT

-120 FR1% QoS FHIA 4% QCLOUD_ERR_MQTT_QOS_NOT_SUPPORT

-121 FORBOH T ) R M, FAnZ SR A QCLOUD_ERR_MQTT_UNSUB_FAIL

-132 F71 JSON i in QCLOUD_ERR_JSON_PARSE

-133 F7T ISON SRS 2 1l 7 QCLOUD_ERR_JSON_BUFFER_TRUNCATED

-134 FRAFAE ISON SCRY B G2 XA/ QCLOUD_ERR_JSON_BUFFER_TOO_SMALL

-135 F7T ISON SCRY AR LA QCLOUD_ERR_JSON

-136 FERHEAT ISON SR H i85k Token %4 QCLOUD_ERR_MAX_JSON_TOKEN

-137 Form it [a] R R SO i 3R QCLOUD_ERR_MAX_APPENDING_REQUEST

-138 FR T SE B K I Topic K JiF QCLOUD_ERR_MAX_TOPIC_LENGTH

-601 Fn TCP PR BRI QCLOUD_ERR_TCP_SOCKET_FAILED

-602 FERIEEE T WL AR IP Hihk QCLOUD_ERR_TCP_UNKNOWN_HOST

-603 N, TCP JERE M QCLOUD_ERR_TCP_CONNECT

-604 F7% TCP I} QCLOUD_ERR_TCP_READ_TIMEOUT

TS
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R2-4LtW
PITEH | AXEX MEBFEE
LT
-605 %75 TCP SH#ai} QCLOUD_ERR_TCP_WRITE_TIMEOUT
-606 275k TCP iS4t QCLOUD_ERR_TCP_READ_FAIL
-607 F71% TCP Bl QCLOUD_ERR_TCP_WRITE_FAIL
-608 Fe77% TCP itk 54 ) T 344 QCLOUD_ERR_TCP_PEER_SHUTDOWN
-609 FRIR R A BOR T DAL B QCLOUD_ERR_TCP_NOTHING_TO_READ
-701 F275% SSL WAk 2Lt QCLOUD_ERR_SSL,_INIT
-702 F675% SSL IF 5K 3 1) QCLOUD_ERR_SSL_CERT
-703 F275% SSL 4 4 QCLOUD_ERR_SSL_CONNECT
-704 Fe75% SSL #3: Hat QCLOUD_ERR_SSL_CONNECT_TIMEOUT
-705 F275% SSL St QCLOUD_ERR_SSL_ WRITE_TIMEOUT
-706 71 SSL B4R QCLOUD_ERR_SSL_WRITE
707 671 SSL el QCLOUD_ERR_SSL_READ_TIMEOUT
-708 F275% SSL ikt 5t QCLOUD_ERR_SSL._READ
-709 FR IR A B T DA EEL QCLOUD_ERR_SSL_NOTHING_TO_READ

CME ERROR %|&#" &

<err> &5 = 9v4

200 Previous command is not complete
201 msg packet over size

202 command timeout

203 check failed

204 Parameter invalid

205 No valid firmware

206 Memory allocation error

207 Flash access error

208 State error or not ready. eg: pub msg when MQTT not connected
209 Command execution error

210 Unknown error

211 Module self-OTA error

212 FLASH ERASE is going on

213 HTTP error

6.1. BB = loT AT &<FE#
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RENTIE MR

HiRfE | NEPFE it BA

1000 ErrorCode_SDK _InternalError PN B 5

1004 ErrorCode_SDK_ProductNotExists e AEIE

1006 ErrorCode_SDK_InvalidParam SR

1010 ErrorCode_SDK_CheckSecretError I

1011 ErrorCode_SDK_NotSupportRegister PEERA TR S

1012 ErrorCode_SDK_ExceedRegisterTimes BT A E R R B
1020 | ErrorCode_SDK_NoSuchDevice FRATEE MR E SR
1021 ErrorCode_SDK_DeviceHasRegisted - ey

1031 ErrorCode_SDK_ExceedRegisterLimits

B I BUE ok H Zh B R

RAR P RiR S EHREE

<err> A5 3ve

1 MQTT connect error

2 APP command error

3 WIFI boarding stop

4 RTOS task error

5 RTOS queue error

6 WIFI STA init error

7 WIFI AP init error

8 WIFI start error

9 WIFI config error

10 WIFI connect error

11 WIFI disconnect error

12 WIFI AP STA error

13 Smartconfig start error

14 Smartconfig data error

15-22 TCP/UDP socket error
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RXFREHIHEXEREER

$EIRED ik

0 )

-1 W R ARG TR

) REGHR, TR LREEE N ARIN
801 R SHE R

802 WA ARE, BOE A A
803 AR R

804 BRI EA R

805 ik g

806 LR E

807 I A AN RER S8

808 NS EEAE

809 BT E

810 AR TR

8% 5 BA

FRAMEA X EZBERE MQTT AR5

L WEREFER

iy

AT+TCDEVINFOSET="1", "CTQS08Y5LG", "devicel", "ZHNKIGRzZCA="

i

OK
+TCDEVINFOSET: OK

2. TLS S41758, RIS B 5000 ms, LBKIRGH 240's, clean session Jy 1, 6k [ 1T, I
MQTT 45 4

iy

AT+TCMQTTCONN=1,5000,240,1, 1

M

OK
+TCMQTTCONN : OK

6.1. BB = loT AT &<FE#
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ITHHE

AT+TCMQTTSUB="CTQS08Y5LG/devicel/control"

. WY

OK
+TCMQTTSUB: OK

EmiHS

KATHE, WRE LT RS % EEHE m i TS AT 1%, WSt E A ek mriHE, FE
1L URC H3) L

© s

AT+TCMQTTPUB="CTQS08Y5LG/devicel/data",0," {\"action\":\"test\"\,\"time\":1565075992}"

. W

OK
+TCMQTTPUB: OK

+TCMQTTRCVPUB: "CTQS08Y5LG/devicel/data", 35, "{"action":"test", "time":1565075992}"

SiEiE s Al

Begilid MQTT Hrisl-5 IS TRz Wy sk I b4 T i S Ess RIS T LA B2 s
L WIRIIT - 5 - B b

FH T WRAABARBAR M, W] SCBLE R R R B T 2, ki g S I THIE S M 7P A0,
FLRIE S 300 Bl il

2. WPERIM RSB s T

B S 1 SRR R S5 i A B A G I — PRSI Bt , e il 5 TR IS 2, B
Ki 275 SCR i TEN

3. HEX
F PTG E s SR MQTT 2 8URIY P
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fE &N

ELALE MCU fii ] ESP8266 5 il AT [ 5 M TRz 52 H., AT 4% T AN R B Be i 6 G AT 5% i 2l 4
(=

1. K KBRS T PR 7 1

EHZJG, MCU BSER AR R BRE TR EF R, MR e i F BA 1w, il dy
LBCE B A —edUE R RSN, WA R RE " MR .

PN
e AT+TCDEVINFOSET
o AT+TCPRDINFOSET
2. #rif) Wi-Fi 2R Bl M #AF

ERCERSFHEZE, MCU RSE## Wi-Fi B4R 6 0 2 Wi-Fi, WUREARR, 0w PAiE
Ao T A i - A 2L e AT PO AR W e o TR /N PP A T I B i3 7 S 4 A

TERWREH B A R HY], FFERMEL " MPUE S 4, WHERE M8 Eh 2 )5 2 H3h it 78l
LIPSt
» AT+CWJAP

ek

* AT+CIPSTA
s AT+TCSTARTSMART
s AT+TCSAP

3. MQTT 45 KT 1A

FEBE (R AL E & Wi-Fi SR8 2 J5, MCU wlilik MQTT BB il 55 , Hidis B 5 1 A5 00
FC B RS (RN )/ BERIFGSE ) LAKAT BRI B Topic, JH7E MCU FCEAR X MQTT 8. L
e e FEHARAS URC (9 []  AL FRAIL ] -

H K A4
o AT+TCMQTTCONN
« AT+TCMQTTSUB
o AT+TCMQTTSTATE
4. MQTT W& B

MCU TEJR I R, AR SR BERES 6 1] PUB 53 PUBL fip 4. HERLUIR /& ISON Kt Bt 4%
SCAEHR R e A A

LIPSy
* AT+TCMQTTPUB
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o AT+TCMQTTPUBL
5. OTA {fif J W7

EWE MQTT M2 )5, (68 OTA JifE, BidlL)H3h)GE & OTA fL45 HiWT aun Fh g%, 51k
BT a2 B 8l T RS R RIS flash, i1 URC @A MCU, MCU FZALH OTA #5¢ URC
B AR BN Z 5T DA A 5 iy - B MCU (85 AR [ 7

LIPS
* AT+TCOTASET
« AT+TCFWINFO
« AT+TCREADFWDATA
6. WiFF MQTT
WA ESIMF MQTT FEPATHIH a2, Bllmim A et MBS L, TEFR O .
PATWIT fir 2 2 BUH P 1T 184 Topic, ANEHT EATRE AT
LIPS
« AT+TCMQTTDISCONN

6.1.2 BEifl= loT AT B

ESP8266

« ESP8266-WROOM-02 2%
— QCloud_AT_ESP8266_v2.2.0

— QCloud_AT_ESP8266_v2.1.1
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Index of Abbreviations

A2DP Advanced Audio Distribution Profile
R PE I B

ADC Analog-to-Digital Converter
b SRS

ALPN Application Layer Protocol Negotiation
I )2 s R

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used to
send AT commands and receive responses). Please refer to 77 114 4 for default AT port pins and 4= {4572 AT

port & i for how to customize them.

AT SR AT FGE T ) AT @430 (BT %% AT & 4RI W5,
SR THRIRA AT SOV, S84 {5 70 AT port 0 THEANGT E15E XL AT 380145

Bluetooth LE Bluetooth Low Energy

RIFER A
BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi /2 — T @ i ) Wi-Fi [ 28150 B ) g
DHCP Dynamic Host Configuration Protocol
B EHUECE L
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DNS Domain Name System
4 R

DTIM Delivery Traffic Indication Map
JISIN E2 RN

GATTC Generic Attributes client
GATT % i

GATTS Generic Attributes server
GATT f55 &%

HID Human Interface Device
MHLE: 1t

I2C Inter-Integrated Circuit
SR B 2R

ICMP Intemet Control Message Protocol
PRV 190 42 il 3 SCHM AL

LWT Last Will and Testament
Ui

MAC Media Access Control
MAC Hiht

mDNS Multicast Domain Name System
Z 1 DNS

MSB Most Significant Bit
AL

MTU maximum transmission unit
RNAL I ERIT

NVS Non-Volatile Storage
AT KA &

Normal Transmission Mode Default Transmission Mode

In normal transmission mode, users can send AT commands. For examples, users can send MCU data received by
AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the opposite
end of transmission will also be returned to MCU through AT command port with additional prompt: +IPD.
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During a normal transmission, if the connection breaks, ESP devices will give a prompt and will not attempt to

reconnect.
More details are in 7Transmission Mode Shift Diagram.
Tl B BBt

WSE AR, H P AL S AT 4. BN, FH Pl DAL AT+CIPSEND 134, %1%k AT 411
LIﬁI@J B MCU £ 2I& i . MAR S il B i 8, it AT a4 R 45 MCU, [i] Hsf 2> By
+IPD {Z 5.

WAHRI, WUERERZWIT, ESP ASTEE, FHFHIniEENTIT.
WL ANLHE S 2 Transmission Mode Shift Diagram .,
Passthrough Mode Also called as “Passthrough Sending & Receiving Mode”

In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port without

any modification.

During the Wi-Fi passthrough transmission, if the connection breaks, ESP devices will keep trying to reconnect

until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.
BB Wl B R B,

BRI REAEIE AT fd, B THFRIA+++ fr . AT % ISR BT 1) MCU Kl
R TCE O, KA Bk, AR A Bt 2l AT a4 DJCBE0l, iR lZ% MCU,

Wi-Fi SRR, WERIEZNTIT, ESP Ao HIE, S bt A +++ BB, WEL
HE,

WL A 557 Transmission Mode Shift Diagram.,

Transmission Mode Shift Diagram

AT+SAVETRANSLINK=1[,..]
AT+RST

e o = = = = = = = = = = = = = = = ———— ——————

[l 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (5@ £ 342 X))

¢ Passthrough Receiving Mode (i% 15 30542 X))
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e Passthrough Mode (i 152 X))

AT+CIPMODE

AT+CIPSEND

4+

AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.

In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data received
from the opposite end of transmission can be returned to MCU through AT command port without any modification.

More details are in Transmission Mode Shift Diagram.
T WA TR 1 12 40 A2 X A 1 4 X0 Z [ — IR

TEBERNAR, AT REe A2 5B L 4t (2 AT ARk B & fxd um i 8, @it AT a4
H BB 125 MCU ., T8 Z 441 27 Transmission Mode Shift Diagram

PBC Push Button Configuration

T C

PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.

PCIAIE, 7k ESP-AT TAEP 512K OPEN I WEP PASMH) Wi-Fi PAIERL.
PLCP Physical Layer Convergence Procedure
PLCP %, HIBHZ Bl
PMF protected management frame
Z AR H

PSK Pre-shared Key
it

PWM Pulse-Width Modulation
ki i€ JEE 3 il

QoS Quality of Service
i 55 ot B

RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SRR, A SoC HR)—ZH L, TEAEMLE AR AR BRI PR T A

SMP Security Manager Protocol
LA
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SNI Server Name Indication
255 g A AR S
SNTP Simple Network Time Protocol
i P X 4% R TR ] B
SPI Serial Peripheral Interface
AT D
SPP Serial Port Profile
SPP 1%, BPER
SSL Secure Sockets Layer
SSL #i%l, BpZedE ey il
TLS Transport Layer Security
TLS Wi, Rf& )= 2l
URC Unsolicited Result Code

FERREARNS, —BOyR % MCU By H iz [l

UTC Coordinated Universal Time
A Tk

UUID universally unique identifier
T PE— TR

WEP Wired-Equivalent Privacy
WEP g 753X,  RIH s 0

WPA Wi-Fi Protected Access
Wi-Fi il

WPA2 Wi-Fi Protected Access 11
Wi-Fi {4751 11

WPS Wi-Fi Protected Setup
Wi-Fi {30

¢ genindex
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A

A2DP, 379

ADC, 379

ALPN, 379

AT port, 379

AT_DISABLE_SLEEP (C++ enumerator), 312
at_handle_result_code (C++ function), 309
AT_LIGHT_SLEEP (C++ enumerator), 313
at_max (C %), 311

AT_MAX_MODEM_SLEEP (C++ enumerator), 313
at_min (C %), 311

AT_MIN_MODEM_SLEEP (C++ enumerator), 313
AT_SLEEP_MAX (C++ enumerator), 313
at_sleep_mode_t (C++ enum), 312
at_write_data_fn_t (C++ type), 312

B

Bluetooth LE, 379
BluFi, 379

D

DHCP, 379
DNS, 380
DTIM, 380

E

esp_at_base_cmd_regist (C++ function), 306

esp_at_ble_cmd_regist (C++ function), 307

esp_at_ble_hid_cmd_regist (C++ function),
307

esp_at_blufi_cmd_regist (C++ function), 307
esp_at_board_init (C++ function), 315
esp_at_bt_a2dp_cmd_regist (C++ function),
307
esp_at_bt_cmd_regist (C++ function), 307
esp_at_bt_spp_cmd_regist (C++ function), 307
ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (C %), 312
ESP_AT_CMD_ERROR_CMD_OP_ERROR (C %), 312
ESP_AT_CMD_ERROR_CMD_PROCESSING (C
312
ESP_AT_CMD_ERROR_CMD_UNSUPPORT (C %), 312
ESP_AT_CMD_ERROR_NON_FINISH (C %), 311
ESP_AT_CMD_ERROR_NOT_FOUND_AT (C %), 311
ESP_AT_CMD_ERROR_OK (C %), 311
ESP_AT_CMD_ERROR_PARA_INVALID (C %), 312
ESP_AT_CMD_ERROR_PARA_LENGTH (C %), 311
ESP_AT_CMD_ERROR_PARA_NUM (C %), 312
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (C 9’;),
312
ESP_AT_CMD_ERROR_PARA_TYPE (C %), 312
esp_at_cmd_struct (C++ class), 309

frZ)?

esp_at_cmd_struct::at_cmdName (C++ mem-
ber), 309

esp_at_cmd_struct:
ber), 310

esp_at_cmd_struct:
ber), 309

esp_at_cmd_struct::
ber), 310

esp_at_cmd_struct:

rat_exeCmd (C++ mem-

rat_queryCmd (C++ mem-

at_setupCmd (C++ mem-

rat_testCmd (C++ mem-
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ber), 309
esp_at_custom_ble_ops_regist (C++ func-
tion), 305
esp_at_custom_ble_ops_struct (C++ class),
310

esp_at_custom_ble_ops_struct::connect_cbesp_at_device_ops_struct:

(C++ member), 311

esp_at_custom_ble_ops_struct::disconnectesb_at_device_ops_struct:

(C++ member), 311
esp_at_custom_ble_ops_struct::recv_data
(C++ member), 311
esp_at_custom_cmd_array_regist (C++ func-
tion), 304
esp_at_custom_cmd_line_terminator_get
(C++ function), 308
esp_at_custom_cmd_line_terminator_set

(C++ function), 307

esp_at_custom_net_ops_regist (C++ func-
tion), 305

esp_at_custom_net_ops_struct (C++ class),
310

esp_at_custom_net_ops_struct:
(C++ member), 310
esp_at_custom_net_ops_struct:
(C++ member), 310
esp_at_custom_net_ops_struct:
(C++ member), 310
esp_at_custom_ops_regist (C++ function), 305

trecv_data

esp_at_custom_ops_struct (C++ class), 311

esp_at_device_ops_struct (C++ class), 310

esp_at_device_ops_struct:
(C++ member), 310

esp_at_device_ops_struct:
(C++ member), 310

:get_data_length

:read_data

:wait_write_complete
(C++ member), 310
:write_data
(C++ member), 310
esp_at_driver_cmd_regist (C++ function), 307
esp_at_eap_cmd_regist (C++ function), 307
esp_at_error_code (C++ enum), 313
ESP_AT_ERROR_NO (C %), 311
esp_at_eth_cmd_regist (C++ function), 307
ESP_AT_FACTORY_PARAMETER_SIZE (C 5”;), 315
esp_at_fs_cmd_regist (C++ function), 307
esp_at_get_current_cmd_name (C++ function),
309
esp_at_get_current_module_name (C++ func-
tion), 315
esp_at_get_module_id (C++ function), 315

:connect_cbesp_at_get_module_name_by_id (C++ func-

tion), 315

:disconnectesb_at_get_para_as_digit (C++ function), 303

esp_at_get_para_as_str (C++ function), 303
esp_at_get_version (C++ function), 305
esp_at_http_cmd_regist (C++ function), 307
esp_at_mdns_cmd_regist (C++ function), 307
esp_at_module (C++ enum), 313

esp_at_custom_ops_struct: :pre_active_writsepdatamocdiilbadckit (C++ function), 303

(C++ member), 311
esp_at_custom_ops_struct:
(C++ member), 311
esp_at_custom_ops_struct:
(C++ member), 311
esp_at_custom_ops_struct:
(C++ member), 311
esp_at_custom_ops_struct:
(C++ member), 311
esp_at_custom_partition_find
tion), 308
esp_at_device_ops_regist (C++ function), 304

(C++  func-

:pre_deepsleep_

:status_callbackESP_AT_PARA_PARSE_RESULT_OMITTED

ESP_AT_MODULE_NUM (C++ enumerator), 313
eaplbackgtt_cmd_regist (C++ function), 307
esp_at_net_cmd_regist (C++ function), 306

:pre_restart_cal$bPaak®_ PARA_PARSE_RESULT_FAIL (C++ enu-

merator), 314

:pre_sleep_callB&BkAT_PARA_PARSE_RESULT_OK (C++ enumera-

tor), 314

(C++
enumerator), 314

esp_at_para_parse_result_type (C++ enum),
314

esp_at_ping_cmd_regist (C++ function), 307
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esp_at_port_active_write_data (C++ func-

tion), 305

esp_at_port_enter_specific (C++ function),
308

esp_at_port_exit_specific (C++ function),
309

esp_at_port_get_data_length (C++ function),
306

esp_at_port_read_data (C++ function), 306

esp_at_port_recv_data_notify (C++ func-
tion), 304
esp_at_port_recv_data_notify from_isr

(C++ function), 304

esp_at_port_specific_callback_t (C++
type), 312

ESP_AT_PORT_TX_WAIT_MS_MAX (C %), 315

esp_at_port_wait_write_complete (C++

function), 306

esp_at_port_write_data (C++ function), 305

esp_at_response_result (C++ function), 305

ESP_AT_RESULT_CODE_ERROR (C++ enumerator),
314

ESP_AT_RESULT_CODE_FAIL (C++ enumerator),
314

ESP_AT_RESULT_CODE_IGNORE (C++ enumerator),
314

ESP_AT_RESULT_CODE_MAX (C++ enumerator), 314

ESP_AT_RESULT_CODE_OK (C++ enumerator), 314

ESP_AT_RESULT_CODE_OK_AND_INPUT_PROMPT
(C++ enumerator), 314

ESP_AT_RESULT_CODE_PROCESS_DONE (C++ enu-
merator), 314

ESP_AT_RESULT_CODE_SEND_FAIL (C++ enumer-
ator), 314

ESP_AT_RESULT_CODE_SEND_OK (C++ enumera-
tor), 314

esp_at_result_code_string_index (C++
enum), 314

esp_at_smartconfig_cmd_regist (C++ func-
tion), 307

ESP_AT_STATUS_NORMAL (C++ enumerator), 312

ESP_AT_STATUS_TRANSMIT (C++ enumerator), 312

esp_at_status_type (C++ enum), 312

ESP_AT_SUB_CMD_EXEC_FAIL (C++ enumerator),
313

ESP_AT_SUB_CMD_OP_ERROR (C++ enumerator),
314

ESP_AT_SUB_CMD_PROCESSING (C++ enumerator),
314

ESP_AT_SUB_COMMON_ERROR (C++ enumerator),
313

ESP_AT_SUB_NO_AT (C++ enumerator), 313

ESP_AT_SUB_NO_TERMINATOR (C++ enumerator),
313

ESP_AT_SUB_OK (C++ enumerator), 313

ESP_AT_SUB_PARA_INVALID (C++ enumerator),
313

ESP_AT_SUB_PARA_LENGTH_MISMATCH (C++ enu-
merator), 313

ESP_AT_SUB_PARA_NUM_MISMATCH (C++ enumer-
ator), 313

ESP_AT_SUB_PARA_PARSE_FAIL (C++ enumera-
tor), 313

ESP_AT_SUB_PARA_TYPE_MISMATCH (C++ enu-
merator), 313

ESP_AT_SUB_UNSUPPORT_CMD (C++ enumerator),
313

esp_at_transmit_terminal (C++ function), 304

esp_at_transmit_terminal_from_isr (C++
Sfunction), 304

esp_at_user_cmd_regist (C++ function), 306

esp_at_web_server_cmd_regist (C++ func-
tion), 315

esp_at_wifi_cmd_regist (C++ function), 306

esp_at_wifi_event_handler (C++ function),
309

esp_at_wps_cmd_regist (C++ function), 307

G

GATTC, 380
GATTS, 380

H

HID, 380

e ]
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I2C, 380
ICMP, 380

L

LWT, 380

M

MAC, 380
mDNS, 380
MSE, 380
MTU, 380

N

Normal Transmission Mode, 380

NVS, 380

P

Passthrough Mode, 381
Passthrough Receiving Mode, 382
PBC, 382

PCI Authentication, 382

PLCP, 382

PMF, 382

PSK, 382

PWM, 382

Q

QoS, 382

R

RTC, 382

SMP, 382
SNI, 383
SNTP, 383
SPI, 383
SPP, 383
SSL, 383

TLS, 383

Transmission Mode Shift Diagram, 381

u

URC, 383
UTC, 383
UuID, 383

W

WEP, 383
WPA, 383
WPAZ2, 383
WPS, 383

\ 4
BAMEHER, 381

o

# AR R, 382
#HEER, 381
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