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CHAPTER 1

i

[English]

1.1 ESP-AT &4’

ESP-AT 2 REETF Al B8 T 8= Wi o B4, B ERRARE P IF A4, PR ™ . it
ESP-AT $§4-, RAIAPRBINATCE M %S . EHE G . SCIEERE S DSRS0 68, FAER @ o4k
MRS ) B

ESP-AT 2%+ ESP-IDF/ESP8266-RTOS-SDK SL#l [ — A4k LA . Bk ESP #4ifEH slave, jE#E—
A~ host MCU #47 LAE. host MCU %k AT fir%4y ESP #5241, =il ESP BT AR #EAE, HHL
ESP #4LR M AT ). ESP-AT 24t 7 RK&E AT My S LA RMIIEE, fi, A Wi-Fi fy4, TCPIP
@4, BLE #74, BT &4, MQTT #%, HTTP %4, Ethernet #y4%, f#i3 host MCU W] DA 45558 1
& AT A4y ESP B4, SRS LETRE .
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Wi-Fi (ESP8266, ESP32, ESP32S2)
AT Cmd/Rsp

<\,:> BT (ESP32)

“AT” J& “Attention” WZHE . AT A “AT” NJHhR, AHiY—47 (CR LF) NE5E. Brg e spts
AT, BRRHBERAT 4% AT s, fRkar @0k 0K B ERROR SRA/R Y AT & I R AP TIRE . 1
B AT fiv iy, BMZSER E— AT eRE, BHRE T —&md, MR E—-FadRMfTRE, kK
BT, Wik E busy p.. . AHXSRR, BARZSILarSMIEAN AT, BOABCE T, host MCU N
il UART #4#:5) ESP 41, Il UART it AT 6y 3200 AT mapy. {22, JPRE R PARFT B
FEFF, GRS 0, B0 SDIO, [fe, JFAFWAIANET ESP-AT T, AfTIFKEZH AT 6y
2, PASEBUSE Z g H AL RE .

1.2 &R

1.2.1 ESP32 Series

ESP32 AT FEMM P10, UARTO HIfE FEAMATE log, UARTI %3k AT fiy%-, i ESP32 BiZif
Z, I A S RS A —RE, BTV XA AR, UARTL 2B AN —RE, FER A E 5 [
I, G —E R AR AT [

&% https://docs.espressif.com/projects/esp-idf/en/stable/get-started /establish-serial-connection.html,

R ANFRIRRLEL, TH 2R USB 4K

BLH M K WERH S % https://docs.espressif.com/projects/esp-idf/en/stable/hw-reference/

modules-and-boards.html#wroom-solo-wrover-and-pico-modules

ESP32-WROOM-32 Series

TF R LR B
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Download port:
TX: GPIO1
. RX: GPIO3

AT port:
TX: GPIO17
RX: GPIO16
CTS:GPIO15
RTS:GPIO14

avatar

MR T ERETEAMTIER:, 1§25 5 HAARIF &M datasheet HEATHEAE.

ESP32-WROVER-32 Series

TFRREL R &

Download port:

AT port:
TX: GP1022
RX: GPIO19
CTS:GPIO15
RTS:GPIO14

avatar

R R TRHIMATIER:, S5 E AT Z M datasheet HEATHEAE.

ESP32-PICO Series

Download port:

TX: GPIO22
RX: GPIO19
CTS:GPIO15
RTS:GPIO14

TP R EL R B
WEPRFFEE TR TR, S5 5 RANIT A M datasheet HEATHEAE .

avatar
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ESP32-SOLO Series

Download port:
X: GPIO1

AT port:

TX: GPIO17
RX: GPIO16
CTS:GPIO15
RTS:GPIO14

TF AL R B
WERHE R T BV TIE, W% BT HRIT A datasheet BEATH:AE.

avatar

1.2.2 ESP32S2 Series

ESP32S2 AT 228§ 1 5 11, UARTO FIE F#EAFTE log, UART1 k3% AT frd,

iH % = https://docs.espressif.com/projects /esp-idf/en/latest /esp32s2 /get-started /
establish-serial-connection.html, £FXREMIELAH, TSN E USB K3,

B FIT & M5 B35 &% https://docs.espressif.com/projects/esp-idf/en /latest /esp32s2/hw-reference/

index.html

Download port:
TX: GPI043
5 RX: GP1044

AT port:
TX: GPIO17
RX: GPIO21
CTS:GPIO20
RTS:GPIO19

avatar

1.2.3 ESP8266 Series

ESP8266 AT S35 Wi ek 11, UARTO JfE F#A %1% AT @4, UARTL JIT4TEI log, T BRAGAL
FfE A ESP-WROOM-02D,

B FNTF B BiiE % https://www.espressif.com /en/products/socs/esp8266

6 Chapter 1. Fi4


https://docs.espressif.com/projects/esp-idf/en/latest/esp32s2/get-started/establish-serial-connection.html
https://docs.espressif.com/projects/esp-idf/en/latest/esp32s2/get-started/establish-serial-connection.html
https://docs.espressif.com/projects/esp-idf/en/latest/esp32s2/hw-reference/index.html
https://docs.espressif.com/projects/esp-idf/en/latest/esp32s2/hw-reference/index.html
https://www.espressif.com/en/products/socs/esp8266

ESP-AT User Guide

Download port:
TX: GPIO1
RX: GPIO3

AT port:

TX: GPIO15
RX: GPIO13
CTS:GPIO3
RTS:GPIO1

TFR L B A
WERTFEE TR ATER, iS5 H I BRAMIT A M datasheet BEATHEAE,

avatar

1.3 tnfakess ESP-AT EfF

ASCHAF AN windows, linux A1 macos T, 7B r A MBS AT REfE, H, AT
fF W] Mhttps://docs.espressif.com/projects/esp-at/en/latest /AT Binary Lists/index.html 3% B, PA
ESP32-WROOM-32_AT_Bin_V2.1 Jfi, N4I%A bin XM HEAKLSEE L. BHFEMWT:

at_customize.bin /] —HkAR K
bootloader // bootloader
bootloader.bin
customized_partitions // AT B % X bin X#
ble_data.bin
client_ca.bin
client_cert.bin
client_key.bin
factory_param.bin
factory_param_WROOM-32.bin
mgtt_ca.bin
mgtt_cert.bin
mgtt_key.bin
server_ca.bin
server_cert.bin

server_key.bin

download.config !/l TEEHER
esp-at.bin // AT R E 4
factory /] BT R AT AL S

factory_WROOM-32.bin

factory_parameter.log

(QE29)
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(8 k)
flasher_args.json /] TERSEE BH SR
ota_data_initial.bin // ota data R ##1H
partition_table !l —Fn Rk
partition-table.bin
phy_init_data.bin // phy HIHE1ELE B

THEITESHIRTEAE dovnload. config 1, HIF:

--flash_mode dio --flash_freq 40m --flash_size 4MB
0x8000 partition_table/partition-table.bin
0x10000 ota_data_initial.bin

0xf000 phy_init_data.bin

0x1000 bootloader/bootloader.bin

0x100000 esp-at.bin

0x20000 at_customize.bin

0x24000 customized_partitions/server_cert.bin
0x39000 customized_partitions/mqtt_key.bin
0x26000 customized_partitions/server_key.bin
0x28000 customized_partitions/server_ca.bin
0x2e000 customized_partitions/client_ca.bin
0x30000 customized_partitions/factory_param.bin
0x21000 customized_partitions/ble_data.bin
0x3B000 customized_partitions/mqtt_ca.bin
0x37000 customized_partitions/mqtt_cert.bin
0x2a000 customized_partitions/client_cert.bin

0x2c000 customized_partitions/client_key.bin

W

P

o --flash mode dio: fCZFEILE MR ARG fash dio AU T4%

o --flash_freq 40m: fURILFEM RN flash WIRHIZN 40MHz
o ——flash_size 2MB: fUFEILEN43E B flash /)N 2MB

e 0x10000 ota_data_initial.bin: fUFEYE 0x10000 i B FE5K ota_data_initial.bin {4, JGHS
S L.

1.3.1 Windows (&

windows -G T T E N &AL https://www.espressif.com/zh-hans/support/download /other-tools, FJFF
TH, fFSE, EHEA ESP-WROOM-32 8401 “Developer Mode™ F#7rs i, 4RI RA L=y
A, WPAEEHE “Factory Mode”, VAN HIVATEZ W FE T AH Y readme.pdf.

8 Chapter 1. Fi4
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. SITFFRTHR

Developer Mode

Factory Mode

avatar

o BEEEXTRNCG ISR, QA2 ESP8266 it i, ik “ESP8266 DownloadTool” 5 #IRjE ESP32S2
o, iEEEE “ESP32S2 DownloadTool”

1.3. infaEss ESP-AT B 9
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B | ESPRESSIF DOWN... — O X

ESP8266 DownloadTool

ESP8285 DownloadTool

ESP32 DownloadTool

ESP32D2WD DownloadTool

ESP3252 DownloadToaol

avatar
o SRR EBEEM T HEE A bin FEk, AR — oy Ep AT
— FIELLT A [ BT 2

10 Chapter 1. Fi4
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==

32-WROOM-32_AT Bin V2.1.0.0 » ESP32-WROOM-32_AT Bin V2.1 » factory

-

= e =b =2 Fuh
factory_parameter 2020/7/28 247 A 1KB
[ ] factory WROOM-32.bin  2020/7/28 2:47  BIN Izf% 4,096 KB

« 2> bin XTI R

[ ESP32 DOWNLOAD TOOL V3.8.5 - m] x
| SPIDownload | HSPIDownload | GPIOConfig |
"~
. @
O @
| .
| .
O
O @
O . | @ W
SpiFlashConfig
| FLASH SIZE
SRISEELLS CombineBin [ SnidutnSa
® 40MHz Default O 8Mbit
O 26.7MHz spimope O 16Mbit LOCK SETTINGS
O 20MHz Oaio @® 32Mbit DETECTED INFO
() BOMHz Oqout ) 64Mbit
®Dio O 128Mbit
QO DouT
(O FASTRD
Download Panel 1
<Top erage | COM: |comis v

BAUD: | 921600 v

avatar

1.3. infakEsR ESP-AT B4
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B ESP32 DOWNLOAD TOOL V3.8.5

Px10008
Pxfeee
Bx1080
Px10000

x28008 customized_partitions/server_ca.bin
x2e00@ customized_partitions/client_ca.bin
x38008 customized_partitions/factory_param.bin
x218088 customized_partitions/ble_data.bin
x3B0B8 customized_partitions/mgtt_ca.bin
x37880 customized_partitions/mgtt_cert.bin
x22008 customized_partitions/client_cert.bin
x2cBB8 customized_partitions/client_key.bin

| sPIDownl

d | HSPIDownload | GPIOConfig |

ota_data_initial.bin
phy_init_data.bin
bootloader/bootloader.bin

@ esp-at.bin

at_customize.bin
customized_partitions/server_cert.bin
customized_partitions/mgtt_key.bin
customized_partitions/server_key.bin

1 spi speeD

@ 40MHz
(0 26.7MHz
() 20MHz
() 80MHz

CombineBin

FLASH SIZE

Default O 8Mbit

spimMoDE (O 16Mbit

Oaio (®) 32Mbit
Oqout ) 64Mbit
@Dlo () 128Mbit
QO DbouT

() FASTRD

[ spifutoSet
[JDoMotChgBin

LOCK SETTINGS
DETECTED INFO

Download Panel 1

Wt AT UART %% “AT+GMR\r\n” #yd-#75AE, ¥ic:

AT we

Ok

1.3.2

Linux

TEEPA ESP-WROOM-32 £e41 61, $T7F shell FHfi, MR H O UART port s, A

AT +GMA

rzion: 2.7 .0.0(383F7(2 - Jul 24 2020 11:50:07)

SO, wersion:w4.0.1-193-gefac221
compile ime[0ads330 Jul 28 2020 02:47-21
Bin version: 2.1.00RO0M-32]

Linux 8 macos &

avatar

V5 N T TR S22 hitps://github.com /espressif/esptool

BAUD: | 921600

IDLE ||
2
START STOP ERASE COM: | coM13 v

“Ar\n” Jy TH_EREIEHATFAT

avatar

—reset --after hard_reset write_flash -z

esptool.py --chip auto --port /dev/tty.usbserial-0001 --baud 115200 --before default_

F1 download.config C/4:FFHINZA

—tab

le.bin 0x10000 ota_data_initial.

—--flash_mode dio --flash_freq 40m --flash_size 4MB 0x8000 partition_table/partition-
bin 0xf000 phy_init_data.bin 0x1000 bootloader/

—bootloader.bin 0x100000 esp-at.bin 0x20000 at_customize.bin 0x24000 customized_

12 Cha
~customized_partitions/server_key.bin 0x28000 customized_partitions/server_ca.

—0x2e000 customized_partitions/client_ca.bin 0x30000 customlzed_partlt1ons/factory_

—param.bin 0x21000 customized_partitions/ble_data.bin 0x3B000 customized_partitions/


https://github.com/espressif/esptool
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(8 k)

ENiOkia 1 N

esptool.py --chip auto --port /dev/tty.usbserial-0001 --baud 921600 --before default_
—reset —-—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m --flash_size
—4MB 0x8000 partition_table/partition-table.bin 0x10000 ota_data_initial.bin 0xf000 phy_
—init_data.bin 0x1000 bootloader/bootloader.bin 0x100000 esp-at.bin 0x20000 at_
—customize.bin 0x24000 customized_partitions/server_cert.bin 0x39000 customized_
—partitions/mqtt_key.bin 0x26000 customized_partitions/server_key.bin 0x28000,,
—customized_partitions/server_ca.bin 0x2e000 customized_partitions/client_ca.bin
—0x30000 customized_partitions/factory_param.bin 0x21000 customized_partitions/ble_data.
—bin 0x3BO00 customized_partitions/mqtt_ca.bin 0x37000 customized_partitions/mqtt_cert.

—bin 0x2a000 customized_partitions/client_cert.bin 0x2c000 customized_partitions/client_
—key.bin

EEIUN

esptool.py --chip auto --port /dev/tty.usbserial-0001 --baud 115200 --before default_

—reset —-—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m --flash_size
—4MB 0x0 factory/factory_WROOM-32.bin

it AT UART %k “AT+GMR\r\n” fir$#E7500E, YHe: “\r\n” N TH LR ERITF 4.

AT +GMRA

AT wergion:2.1.0.0[883FF2 - Jul 24 2020 11:50:07)
SO werzsion:w4.0.1-193-ged ac221

compile ime[0ads330 Jul 28 2020 02:47:21

Bin version: 2.1.00wRO0M-32]

OF.

avatar

1.3. infaEss ESP-AT B 13
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CHAPTER 2

AT Elf

Please refer to [English]

2.1 ZHrIEHF

2.1.1 ESP32-WROQOM-32 Series
e v2.1.0.0 ESP32-WROOM-32_ AT Bin_V2.1.0.0.zip
e v2.0.0.0 ESP32-WROOM-32 AT Bin V2.0.zip
2.1.2 ESP32-WROVER-32 Series
e v2.1.0.0 ESP32-WROVER__AT Bin_ V2.1.0.0.zip
e v2.0.0.0 ESP32-WROVER_ AT Bin_ V2.0.zip
2.1.3 ESP32-PICO Series

e v2.1.0.0 ESP32-PICO-D4__AT_Bin_ V2.1.0.0.zip

e v2.0.0.0 ESP32-PICO-D4__AT_ Bin_V2.0.zip

15
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https://download.espressif.com/esp_at/firmware/ESP32/ESP32_PICO_D4/ESP32-PICO-D4_AT_Bin_V2.0.zip
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2.1.4 ESP32-SOLO Series

e v2.1.0.0 ESP32-SOLO__AT_Bin_ V2.1.0.0.zip

e v2.0.0.0 ESP32-SOLO__AT Bin_ V2.0.zip

2.2 ZHmeaE

2.2.1 ESP32-S2-WROOM Series

e v2.1.0.0 ESP32-S2-WROOM__AT_Bin_ V2.1.0.0.zip

2.2.2 ESP32-S2-WROVER Series

e v2.1.0.0 ESP32-S2-WROVER,_AT Bin V2.1.0.0.zip

2.2.3 ESP32-S2-SOLO Series

e v2.1.0.0 ESP32-S2-SOLO__ AT Bin_ V2.1.0.0.zip

2.2.4 ESP32-S2-MINI Series

e v2.1.0.0 ESP32-S2-MINI_AT_ Bin_V2.1.0.0.zip

2.3 RhrIEHF

2.3.1 ESP-WROOM-02 Series

e v2.1.0.0 ESP8266-IDF-AT__V2.1.0.0.zip

e v2.0.0.0 ESP8266-IDF-AT V2.0 0.zip

16
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https://download.espressif.com/esp_at/firmware/ESP32S2/ESP32-S2-WROOM/ESP32-S2-WROOM_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32S2/ESP32-S2-WROVER/ESP32-S2-WROVER_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32S2/ESP32-S2-SOLO/ESP32-S2-SOLO_AT_Bin_V2.1.0.0.zip
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CHAPTER 3

AT Command Set

Here is a list of AT commands. Some of the AT commands can only work on the ESP32, which is marked
as [ESP32 Only]; others can work on both the ESP8266 and ESP32.

3.1 Basic AT §9%

See: /docs/en/AT_Command_Set/Basic_AT_Commands.md

3.2 Wi-Fi AT $4%

See: /docs/en/AT_Command_Set/Wi-Fi_AT_Commands.md

3.3 TCP-IP AT <&

See: /docs/en/AT_Command_Set/TCP-IP_AT_Commands.md

3.4 [ESP32_0Only] BLE AT 4%

See: /docs/en/AT_Command_Set/BLE_AT_Commands.md

17
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3.5 [ESP32_Only] BT AT 4%

See: /docs/en/AT_Command_Set/BT_AT_Commands.md

3.6 MQTT AT &%

See: /docs/en/AT_Command_Set/MQTT_AT_Commands.md

3.7 HTTP AT §4&

See: /docs/en/AT_Command_Set/HTTP_AT_Commands.md

3.8 [ESP32_0nly] Ethernet AT 4%

See: /docs/en/AT_Command_Set/Ethernet_AT_Commands.md

3.9 {52k AT H<E

See: /docs/en/AT_Command_Set/Signaling Test_AT_Commands.md

Before checking the command set details, please review some common information on command types,

configurations that can be saved in the flash, as well as messages returned after entering commands.
e AT Command Types
o AT Commands with Configuration Saved in the Flash

e AT Messages

3.10 AT Command Types

Generic AT command has four types:

18 Chapter 3. AT Command Set
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Type Command Format Description

Test Command AT+=" Queries the Set Commands’ internal parameters and

their range of values.

Query Command AT+? Returns the current value of parameters.

Set Command AT+=<-> Sets the value of user-defined parameters in commands,

and runs these commands.

Execute Command AT+ Runs commands with no user-defined parameters.

Not all AT commands support all four types mentioned above.

Square brackets [ | designate parameters that may be omitted; default value of the parameter will be

used instead.

Below are examples of entering command AT+CWJAP with some parameters omitted:

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid","password","11:22:33:44:55:66"

If the parameter which is not the last one is omitted, you can give a , to indicate it.

Example:

AT+CWJAP="ssid","password",,1

String values need to be included in double quotation marks, for example: AT+CWSAP="ESP756290",
"21030826",1,4.

Escape character syntax is needed if a string contains any special characters, such as ,, " or \:

\\: escape backslash itself

— \,: escape comma which is used to separate each parameter

— \": escape double quotation marks which used to mark string input

— \<any>: escape <any> character means that drop backslash symbol and only use <any> character

Example:

AT+CWJAP="comma\ ,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic","\"{\"sensor\":012}\"",1,0

The default baud rate of AT command is 115200.

AT commands are ended with a new-line (CR-LF), so the serial tool should be set into “New Line
Mode” .

Definitions of AT command error codes are provided in AT API Reference:

— esp_at_error_code

3.10.
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— esp_at_para_parse_result_type

— esp_at_result_code_string_index

3.11 AT Commands with Configuration Saved in the Flash

Configuration settings entered by the following AT Commands will always be saved in the flash NVS Area,

so they can be automatically restored on reset:
e AT+UART DEF: for example, AT+UART_DEF=115200,8,1,0,3
o AT+SAVETRANSLINK : for example, AT+SAVETRANSLINK=1,"192.168.6.10",1001
o AT+CWAUTOCONN: for example, AT+CWAUTOCONN=1

Saving of configuration settings by several other commands can be switched on or off with AT+SYSSTORE
command. Please see description of AT+SYSSTORE for details.

20 Chapter 3. AT Command Set
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3.12 AT Messages

Messages Description

ready The AT firmware is ready.

ERROR AT command error, or error occurred during execution.
WIFI CONNECTED ESP station connected to an AP.

WIFI GOT IP ESP station got IP address.

WIFI DISCONNECT ESP station disconnected from an AP.

busy p-- Busy processing. The system is in process of handling the

previous command, cannot accept the newly input.

<conn_ id>,CONNECT

A network connection of which ID is <conn id> is estab-
lished.

<conn_ id>,CLOSED

A network connection of which ID is <conn_ id> ends.

+IPD

Network data received.

+STA CONNECTED: <sta_mac>

A station connects to the ESP softAP.

+DIST_STA_IP:
<sta_mac>,<sta_ip>

ESP soft AP distributes an IP address to the station connected.

+STA_DISCONNECTED:

<sta_mac>

A station disconnects from the ESP softAP.

+BLECONN A BLE connection established.
+BLEDISCONN A BLE connection ends.

+READ A read operation from BLE connection.
+WRITE A write operation from BLE connection.
+NOTIFY A notification from BLE connection.
+INDICATE An indication from BLE connection.
+BLESECNTFYKEY BLE SMP key

+BLEAUTHCMPL BLE SMP pairing completed.

3.12. AT Messages
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Please refer to [English]

4.1 TCP-IP AT Examples

See: /docs/en/AT_Command_Examples/TCP-IP_AT_Examples.md

4.2 [ESP32_Only] BLE AT Examples

See: /docs/en/AT_Command_Examples/BLE_AT_Examples.md

4.3 MQTT AT Examples

See: /docs/en/AT_Command_Examples/MQTT_AT_Examples.md
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gmEMALZECH AT 132

[English]

5.1 How to clone project and compile it

ESP32 platform

ESP3252 platform

e ESP8266 platform

For specific supported modules, please refer to factory param data.csv

5.1.1 ESP32 platform

Hardware Introduction

The WROOM32 Board sends AT commands through UART1 by default.
o GPIO16 is RXD
« GPIO17 is TXD
« GPIO14 is RTS
« GPIO15is CTS

25
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The debug log will be output through UARTO by default, where TXDO0 is GPIO1 and RXDO0 is GPIO3, but

user can change it in menuconfig if needed:

make menuconfig —> Component config —> Common ESP-related —> UART for console output

{Ifi#: Please pay attention to possible conflicts of the pins

o If choosing AT through HSPI, you can get the information of the HSPI pin by make menuconfig —>
Component config —> AT —> AT hspi settings

e If enabling AT ethernet support, you can get the information of the ethernet pin from

ESP32_AT_Ethernet.md.

Compiling and flashing the project

Suppose you have completed the installation of the compiler environment for ESP-IDF| if not, you should
complete it referring to ESP-IDF Getting Started Guide. Then, to compile ESP-AT project properly, please
do the following additional steps:

step 1: install python>=3.8
step 2: [install pip] (https://pip.pypa.io/en/latest/installing/)
step 3: install the following python packages with pip: pip install pyyaml xlrd

Compiling the ESP-AT is the same as compiling any other project based on the ESP-IDF:

{Ef#:  Please do not set IDF_PATH unless you know ESP-AT project in particular. ESP-IDF will automati-
cally be cloned.

1. You can clone the project into an empty directory using command:

git clone --recursive https://github.com/espressif/esp-at.git

2. rm sdkconfig to remove the old configuration and rm -rf esp-idf to remove the old ESP-IDF if you

want to compile other esp platform AT.
3. Set the latest default configuration by make defconfig.
4. make menuconfig -> Serial flasher config to configure the serial port for downloading.

5. make flash or make flash SILENCE=1 to compile the project and download it into the flash, and make

flash SILENCE=1 will remove some logs to reduce firmware size.

¢ Or you can call make to compile it, and follow the printed instructions to download the bin files

into flash by yourself.
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e make print_flash_cmd can be used to print the addresses of downloading.
e More details are in the esp-idf README.

o If enable BT feature, the firmware size will be much larger, please make sure it does not exceed

the ota partition size.

6. make factory_bin to combine factory bin, by default, the factory bin is 4MB flash size, DIO flash mode
and 40MHz flash speed. If you want use this command, you must first run:: - make print_flash_cmd

| tail -n 1 > build/download.config to generate build/download.config.

7. If the ESP-AT bin fails to boot, and prints “ota data partition invalid” , you should run make

erase_flash to erase the entire flash.

5.1.2 ESP32S2 platform
Hardware Introduction

The WROOM32S2 Board sends AT commands through UART1 by default.
« GPIO18 is RXD
o GPIO17 is TXD
« GPIO19 is RTS
« GPIO20is CTS

The debug log will output through UARTO by default, which TXDO0 is GPIO1 and RXDO0 is GPIO3, but

user can change it in menuconfig if needed:

make menuconfig —> Component config —> Common ESP-related —> UART for console output

Compiling and flashing the project

Suppose you have completed the installation of the compiler environment for ESP-IDF if not, you should
complete it referring to ESP-IDF Getting Started Guide. If required download the compiler toolchain. Then,
to compile ESP-AT project properly, please do the following additional steps:

stepl:python > 3.8.0
step2: [install pip] (https://pip.pypa.io/en/latest/installing/)
step3:install the following python packages with pip3: pip3 install pyyaml xlrd

Compiling the ESP-AT is the same as compiling any other project based on the ESP-IDF:

{Ifi#: Please do not set IDF_PATH unless you know ESP-AT project in particular. ESP-IDF will automati-
cally be cloned.
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1. You can clone the project into an empty directory using command:

git clone --recursive https://github.com/espressif/esp-at.git

2. rm sdkconfig to remove the old configuration and rm -rf esp-idf to remove the old ESP-IDF if you

want to compile other esp platform AT.

3. Set esp module information:

export ESP_AT_PROJECT_PLATFORM=PLATFORM_ESP32S52
export ESP_AT_MODULE_NAME=WROOM
export ESP_AT_PROJECT_PATH=$ (pwd)

4. ./esp-idf/tools/idf.py -DIDF_TARGET=esp32s2 build to compile the project and download it into
the flash, and ./esp-idf/tools/idf.py -DIDF_TARGET=esp32s2 -DSILENCE=1 build will remove

some logs to reduce firmware size.

Follow the printed instructions to download the bin files into flash by yourself.

5.1.3 ESP8266 platform
Hardware Introduction

The ESP8266 WROOM 02 Board sends AT commands through UARTO by default.
« GPIO13 is RXD
« GPIO15 is TXD
o GPIO1 is RTS
« GPIO3 is CTS

The debug log will output through UART1 by default, which TXDO0 is GPIO2, but user can change it in

menuconfig if needed:

make menuconfig —> Component config —> ESP8266-specific —> UART for console output

Compiling and flashing the project

Suppose you have completed the installation of the compiler environment for ESP-IDF, if not, you should
complete it referring to ESP8266 RTOS SDK Getting Started Guide. Then, to compile ESP-AT project
properly, please do the following additional steps:

stepl:install python 2.7 or python 3.x
step2: [install pip] (https://pip.pypa.io/en/latest/installing/)
step3:install the following python packages with pip: pip install pyyaml xlrd
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Compiling the ESP-AT is the same as compiling any other project based on the ESP-IDF:

{Ef#: Please do not set IDF_PATH unless you know ESP-AT project in particular. ESP-IDF will automati-

cally be cloned.**

1. You can clone the project into an empty directory using command:

git clone --recursive https://github.com/espressif/esp-at.git

2. Change the Makefile from:

export ESP_AT_PROJECT_PLATFORM 7= PLATFORM_ESP32
export ESP_AT_MODULE_NAME 7= WROOM-32

to be:

export ESP_AT_PROJECT_PLATFORM ?= PLATFORM_ESP8266
export ESP_AT_MODULE_NAME 7= WROOM-02

3. rm sdkconfig to remove the old configuration and rm -rf esp-idf to remove the old ESP-IDF if you

want to compile other esp platform AT.
4. Set the latest default configuration by make defconfig.
5. make menuconfig -> Serial flasher config to configure the serial port for downloading.

6. make flash or make flash SILENCE=1 to compile the project and download it into the flash, and make

flash SILENCE=1 will remove some logs to reduce firmware size.

¢ Or you can call make to compile it, and follow the printed instructions to download the bin files

into flash by yourself.
e make print_flash_cmd can be used to print the addresses of downloading.
e More details are in the ESP-IDF README.

7. make factory_bin to combine factory bin, by default, the factory bin is 4MB flash size, DIO flash mode
and 40MHz flash speed. If you want use this command, you must fisrt run make print_flash_cmd |

tail -n 1 > build/download.config to generate build/download.config.

8. If the ESP-AT bin fails to boot, and prints “ota data partition invalid” , you should run make

erase_flash to erase the entire flash.
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5.2 tnfafge AT port EH
15 esp-at TR, BN T4 UART: UARTO Al UARTL. fEA7SEHFA T, 1P AR 2 B

BOW 2 A SRR, BT esp-at Yujn3H; ESP8266 #ll ESP32 PiA-F-5&, A ALER,
JirbA UART e E 7 (A i 2e 5.

5.2.1 ESP32 &

ESP32 (1) UART A5 ] m] DA 4 Ik S 0 5 XA T 80, BT S I BESP32 $ERZ % T, FEE T release
[, UARTO fE2 Log RYFTHI, BRI MY

TX ---> GPIO1
RX -—--> GPIO3

7] PAi#i i make menuconfig > Component config > Common ESP-related > UART for console output i
frige. UARTL /E24 AT a2l i (BN UARTL, BT B), BOAE ML EAE factory_param.
bin 1, A PAFE  customized_ partitions/raw_data/factory__param/factory_param_data.csv 3L {4
g R, A [ B PR T RE AT MR [/, KT factory_param data.csv [ Xk, W25
ESP_AT_Factory_Parameter_Bin.md. H#l WROOM-32 #i4H

Parameter Value

platform PLATFORM__ESP32
module_name WROOM-32

magic_ flag Oxfcfc

version 1

module_id 1

tx__max_ power | 78

uart__port 1

start__channel 1

channel num 13

country__code CN
uart__baudrate 115200

uart_ tx_ pin 17
uart_ rx_ pin 16
uart_ ctx_ pin 15

uart_ rts_ pin 14

tx_ control_pin | -1

rx_ control_pin | -1

Kkt i) AT port M HIHN
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TX ---> GPIO17
RX ---> GPIO16
CTS ---> GPIO15
RTX ---> GPIO14

IR EAE GPIOL (TX). GPIO3 (RX) [AIIAE Log ITEIMI AT fiyS4 A, AIRARITUIT 1k

1. ¥TJF customized partitions/raw data/factory param/factory param_ data.csv ({4

2. 15 WROOM-32 M2 vart_port S 0, uart_tx_pin SN 1 DA uvart_rx_pin 4 3, WIF

Parameter Value

platform PLATFORM__ESP32
module_ name WROOM-32

magic_ flag Oxfcfc

version 1

module id 1

tx__max_ power | 78

uart_ port 0

start__channel

channel num 13

country__code CN
uart__baudrate 115200

uart_ tx_ pin 1
uart_ rx_ pin 3
uart_ ctx_ pin -1
uart_ rts_ pin -1

tx_ control_pin | -1

rx_ control_pin | -1

3. BRIGPRE, EHgmIEEE, I bk BRI, R —E B RIIRE XV #Y) factory_param.bin.

5.2.2 ESP8266 F&

ESP8266 LA W4l UART [, 434>k : UARTO A1 UART1, H.ff, UART1 HAA TX IhHE (GPI02). JTPAHAefdiH
UARTO 7ER&4 8 A L. HT ESP8266 UART pin - Afefs ESP32 IR ameyt, HEEMH GPIO15 fE
> TX., GPIO13 /2 RX, i i ] GPIO1 /2 TX. GPIO3 {E4 RX. Btik LOG UART 4 UART1, TX
> GPIO2; AT port UART -} UARTO, TX ) GPIO15, RX 4 GPIO13.

ANAR B AT GPIOL (TX). GPIO3 (RX) [FHHE Y Log $TEIR AT dr 4 A, T AR A1 F#1E (WROOM-
02 Hyfl):
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1. make menuconfig > Component config > ESP8266-specific > UART for console output >
Default: UARTO

2. MBI customized partitions/raw data/factory param/factory param data.csv SC{fH WROOM-02 #5i
2H1Y vart_tx_pin Fl vart_rx_pin 435N 1 1 3, WF

Parameter Value

platform PLATFORM__ESP8266
module name | WROOM-02
magic_flag Oxfcfc

uart_ baudrate | 115200

uart_ tx_ pin 1
uart_rx_pin 3
uart_ ctx_ pin -1
uart_ rts_ pin -1

3. RIEPRAT, EOSGFERICE, g bk BRI R —EE RNV Y factory_param.bin.

5.3 How to add user-defined AT commands

AT firmware is based on the Espressif IoT Development Framework (ESP-IDF). Espressif Systems’ AT

commands are provided in libat_core.a, which is included in the AT BIN firmware.
Examples of implementing user-defined AT commands are provided in main/interface/uart/at_uart task.c.
e The total length of an AT command cannot be longer than 256 bytes.

o Ouly alphabetic characters (A~Z, a~z), numeric characters (0~9), and some other characters (!, %, -,

., /, :, _) are supported when naming user-defined AT commands.

e The structure, esp_at_cmd_struct, is used to define four types of a command.

5.4 T BIBEGA L™ S%) bin X

See: /docs/en/Compile_and_Develop/How_to_create_factory_parameter_bin.md
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5.5 I B5 X Ble services

5.5.1 BLE services B3I E
BLE Service 15 X4 % 48 J2: esp-at/components/customized_partitions/raw_data/ble_data/
example.csv. QIIRFFE HE RS, IBATEIX AM:

o &K BLE Service 3 fF

o f#iH esp-at/tools/BLEService.py E#4 il ble_data.bin

e JF ble_data.bin Tz F| ESP32, HA& T MM EFF module_config/module_esp32_default/
partitions_at.csv /X FEHEH E L.

5.5.2 tn{a{&¢ BLE services 31§
BLE services [ XELT—NZ o8, G472 GATT Z5iiik, MRS EZH service & .
characteristic & DA f—8En] %1% description ZH )% .

AT PAE LE2ANMRSS, Hetil Service A Service B Fll Service C, X = AMRGF TR EARKHET , BRIk
G515 SRR, FATTHEH p— A2

W5, WEUHIRE, ARG E TR EER, 1T HRE L TSR UUID, AR —
%552 LTI . BIRGIT, 0x2800 #7547 L T Primary Service, B{KMX A4 ) UUID 1
value B (BRI E SCh SIG Aifiify UUID, fifi Ox180A, t Rl DA & X, BIfR Gl do—A4~ H & X
R4, UUID %y 0xA002).,

o Bilhn:

MEE AT P IR X A RS T &0 characteristics € X, B> characteristic £2/DHWITAR, 172
characteristic fJH B, E#) UUID 2 ER 0x2803, value FEF/RHEX AT ] G, XHH
BB RRH, REAEN, SRS, % f72 characteristic [J74<&, UUID "[AFH 5@ L, X H
value FBite characteristic 28 B %A .

o fol4n:

HeG characteristic J5HIAZERE description, AR, AISRIX4S characteristic &R notify ), J5THIELAMER
% UUID 4 0x2902 F description,

o fHltm:

FE MSEFTA Y characteristics, Big— MRS IEE R, Q0RO & CHAbR) services , [ HERIKHED)
N}

5.6 IfTEHENSX

See: /docs/en/Compile_and_Develop/How_to_customize_partitions.md

5.5. W{TEE M Ble services 33



ESP-AT User Guide

5.7 wnfafE M ESP-AT SH#ESF

See: /docs/en/Compile_and_Develop/How_to_use_ESP_AT_Classic_Bluetooth.md

5.8 In{a{EFH ESP-AT ethernet 0

See: /docs/en/Compile_and_Develop/How_to_enable_ESP_AT_Ethernet.md

5.9 TN — NI FEZH

25 TAERYE A M B R A T AR LS 7, BARECE (5 BFE module_config HIEF, WA AFEE
R R B R, B RATEIOAMEEGE, AT ZH esp32 fll esp8266 T-4. LREZVIAN
PLATFORM_ESP32 “f-{5 1) WROOM-32 BiZH . Xf T [AFGE A Rl E iR B4, B TFE esp-at s
TARTE , FRATASRER FBRIAR) module_espxxxx_ default firl# .

fEeBsORT-F-5 5 ESP32 SDIO AT, FATFHEM SDIO M@l i, FATLARCAHI, HEATEAan s
BB .

5.9.1 1. BIRERIER

1% V-4 4 F k) PLATFORM_ESP32, £t 4 F) 5 WROOM32-SDIO0, $]Jf components/customized_partitions/
raw_data/factory_param/factory_param_data.csv, fiIEFRE

e e NN

5.9.2 2. B TEERER

1T Makefile, BE-F-GAFMBIRAAR, XHFISCTRE, HMHH RGN

export ESP_AT_PROJECT_PLATFORM 7= PLATFORM_ESP32
export ESP_AT_MODULE_NAME 7= WROOM32-SDIO

ko

5.9.3 3. BIBFBEXMEE

e 3.1 #F A module_config, K [F FKit H B BLIA L B  module_esp32_default #% Ul — 13K

module_esp32-sdio

o 3.2 WATRAIAZE L partition 40X FEAHM IDF fi4~, FrPA at_customize.csv, IDF_VERSION #l
partitions_at.csv ASAIE L
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o 3.3 1B sdkconfig.defaults {4

— BCE ) module_esp32-sdio H KNI XFEICM:, BB U NACE:

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_esp32-sdio/partitions_

—at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_esp32-sdio/partitions_at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_esp32-sdio/at_

—customize.csv"

— i sdio BL¥E, BT LAETCARMUEEE sdio WELE, FTLAFRATHFERERE sdio HELE A
3| sdkconfig.defaults C{f:Hin]

* Bofkx UART AT HKHCE

CONFIG_AT_BASE_ON_UART=y

o

CONFIG_AT_BASE_ON_SDIO=y

5.9.4 4. fERywERY B

T ESP32 SDIO AT #1 ESP32 UART AT 2[—AF4, fAMEH N at core i, FRARIIA
T BRI SO AR EAE B 1ib, WFF 1ib %] components/at/1ib Hx'F, 4 lib a4
libxxxx_at_core.a, HH xxxx N F-H XK. RUMRH & NI Makefile % ¥ ) ESP_AT_PROJECT_PLATFORM
7= PLATFORM_ESP8848, M4 FEHAFRELE 144 N 1ibesp8848_at_core.a,

5.10 ESP32 SDIO AT 158

5.10.1 {&4r
SDIO AT }F ESP32 AT, {fiff] SDIO thiltififTi@if, H+ ESP32 {2 SDIO slave 5 MCU #4715 .
SDIO t#hilfE# &> 4 #4k: CMD, CLK, DATO il DAT1;
o X2, DATL /2 ks
o XTILA, FHEHM DAT2 Ml DAT3.
SDIO slave &N F 75 :

« CLK GPIO14
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« CMD GPIO15
« DATO0 GPIO2
« DAT1 GPIO4
« DAT2 GPIO12 ([u%k)

« DAT3 GPIO13 (puZk)

5.10.2 SDIO T&;
ESP-SDIO-TESTBOARD-V1 %72

1 JF3% 1. 2. 3. 4, 5 %% ON, Hfb#yk OFF,

2. PC >} master Bes[E4:. Besks2 )5, slave ] ESP32 BiZHA4T B34, FF/n master BT, -~
slave fitH .

3. PC 5 SDIO AT 73| slave,

EE: WRARMH ESP32-DevKitC 5{# ESP-WROVER-KIT V2 ({8 E 2 FigthT) KIEHE SDIO AT,
HeiEZ R SDIO demo H) board-compatibility %} strapping & MI#Ef T4, 2 5, TRFIEN BT
SDIO demo {#3F SDIO ¥dE{L & E#, FHli SDIO AT,

5.10.3 SDIO X HiEE
Host {1l

1. SDIO slave 20 L (JAFR{LERXT ESP-SDIO-TESTBOARD-V1 JF %4 )
« ESP-SDIO-TESTBOARD-V1 £ T—4> master il 3 4 slave (ESP32,ESP8266 A 5 ESP8089)
o QARMEA ESP32 {24 SDIO slave, FF#4F GPIO5 fiflk, £l slave_power_on.

2. #14f4k SDIO host
+ SDIO host ¥k B SDIO HMLIGHIIATL, HFEER 1 2k 4 2, SDIO %, #fAfk SD

mode,
3. thr SDIO @i,
o XA FEEH R SDIO spec [ESK, BR SDIO slave fhRIS 4.

o FERIFHFENERNZ, Q2R SDIO host Fl slave [FIE ), B4, W72 fr slave MR ILE UG
FEIFIR . — B host RAEFBINASIAERS, 1 slave FHBI5EIK, FITUHPIRT SDIO @17,

4. R

o PRUCHE T EAKEE RN DATL (W5 . 2M3R0E P IBr (55 )5, host SEBUH T I b BT {5
F, MR slave HRRE 4K, host 2 fl CMD53 B slave (% -
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5. RikE s
« SDIO AT DEMO ', KiXEdE@EdE DA, S5 host THH CMD53 R4 & ikid %

o TREERERR, WRKELEN, A FEE slave ML FLRH, UL host Ml slave FFEH B w4
{k SDIO.

o JEVH ATHRST =% AT+RESTORE 1545, host fll slave th[R]FEETE 1AL SDIO.,

Slave
SDIO slave [f4bHE 5 SDIO host 2541, slave FF3EIE] SDIO host & iEMENRG, 1 AT core H B4R %
ik%5 AT core 1 TAHE, 7E AT core AbFHSERIG, TIA%EEdE% SDIO host.
1. #4514k SDIO slave
o JHH sdio_slave_initialize #J4{4k SDIO slave driver

o ] sdio_slave_recv_register_buf JFMHEW K buffer, TP EIGHE R, WM T£
AN buffer,

o i/ sdio_slave_recv_load_buf JNzkMIKIFEM AT buffer, RIS

o sdio_slave_set_host_intena MJ T ¥ host W] Jj 1B, 2% B B2 7 Bods 40 Kk v ik
SDIO_SLAVE_HOSTINT_SEND_NEW_PACKET

o J#JH sdio_slave_start fEff{ FFFURIIAI &%
2. Rik¥ds
o Pk SDIO slave %% MRS ZFHIFGER: DMA 58], FroAZE e AT i 8cdnss U5 ol 4
DMA PN, RJEIHA sdio_slave transmit #7735
3. UK

o N T ALK SDIO ¥k tinss AT core [ %, FEH sdio_slave_recv $2Ui SDIO ¥di)5,
TR EE R I B % i 2 AT core,

5.11 How to implement OTA update

The following steps guide the users in creating a device on iot.espressif.cn and updating the OTA BIN on it.
1. Open the website http://iot.espressif.cn. If using SSL OTA, it should be https://iot.espressif.cn.

2. Click “Join” in the upper right corner of the webpage, and enter your name, email address, and

password.
3. Click on “Device” in the upper right corner of the webpage, and click on “Create” to create a device.

4. A key is generated when the device is successfully created, as the figure below shows.
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e0e < il]

lotBucket

My tasks - Team Work

=
=]

iot.espressif.cn V)

[ESP32 Programming Guide Cisco WebEx Meetings  Espressif Systems BE Es

i Start ~ Join Login

Kl 1: Open iot.espressif.cn website

Join
Name
Email

Password

lot-Espressif

Username [a-zA-Z0-9_]+

Email

Password

Join

fiistart ~  Join Login

& 2: Join iot.espressif.cn website
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|0t' ES pl‘eSSIf Device Product i Start ~ 2 weiyuanjia ~
-
DeVI ce search | device name, serial, key, e product H &, Export <+ Create

4

iot_test

Id 147469
Serial 107c7503 &
(*)  8daysago

& 3: Click on “Device”

lot-Espressif

Device Product iii Start ~ 2 weiyuanjia ~
9 Create Device

Name device name, [a-zA-Z0-9]+

Privacy © Private Device
' Public Device

Product

«

Create | Batch Create?

K 4: Click on “Create”
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Iot' ESpreSSlf Device Product i3 Start ~ A weiyuanjia ~

3 Device {id: 148038, serial: 01035413 }

# ot test @
Private Device Not Activatedunactivated
Product { id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896eba@bd87c3b3ea5f2d0df6a9@6e7@del2d2e Last Active
Device Secret 2695e0e0406b8a816caZb38b286e@27ccf2deald Device Status developing

Master Device Key 5802d10b6ee86c617583371a%e4faf4fe@942f2¢c

Datastreams Request Logs O
1 wait for request...
4 Create
. Ke set you as owner
Meta-Info £} y

| master 5802d10b6eeB86c617583371a9e4faf4fe@942f2c (master)

owner 7109246496617d2482c6a3b38498f19f8173462 (owner)

+ Create

& 5: A key has been generated
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5. Use the key to compile your own OTA BIN. The process of configuring the AT OTA token key is as

follows:

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus —----).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config ———>
Security features ———>

AT Customized Partitions -———>
Serial flasher config =———>
Partition Table ———>

Optimization level (Debug) -——>

< Exit > < Help> < Save > < Load >

¥ 6: Configuring the AT OTA token key - Step 1

{fR:  If using SSL OTA, the option “OTA based upon ssl” should be selected.

6. Click on “Product” to enter the webpage, as shown below. Click on the device created. Enter version
and corename under “ROM Deploy” . Rename the BIN compiled in Step 5 as “ota.bin” and save

the configuration.
7. Click on the ota.bin to save it as the current version.

8. Run the command AT+CIUPDATE on the ESP device. If the network is connected, OTA update will

be done.

5.12 JNMAISEHT esp-idf kg

i TAEBRIA SR ESP32 UART AT il ESP8266 UART AT “V-&5, -GN —E R &30, Bl
4 H FeT AR Makefile 304414 ESP_AT_MODULE_CONFIG_DIR ZFH355E, ERiA ESP32 UART AT Fir#E
H 3%} module_config/module_esp32_default, ESP8266 UART AT i E {4 H %N module_config/
module_esp8266_default, EAKMIMA(E BAEELE H ¢ Th) IDF_VERSION ({9, 4 ESP32 4 Wt
EEER:

5.12. I{TEFH esp-idf A& 41
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Component config
Arrow keys navigate the menu. <Enter> selects submenus —--> (or empty submenus --——-).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable
(=)

PHY —==>
[ ] Ethernet ———
FAT Filesystem support =——==>
FreeRT0S ——>
Log output -——>
LWIP ——=>
mbedTLS -——->
OpenSSL  —>
SPI Flash driver -—-——>
R —

< Exit > < Help = < Save > < Load >

AT 7

Arrow keys navigate the menu. <Enter> selects submenus ——-> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded =M> module < > module capable

(=)

(15) uart cts pin for AT command

[#] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253¢c287f725de50d407 La85dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load >

Kl 7: Configuring the AT OTA token key - Step 2 and 3
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|Ot-ESpl‘eSSif Device Product ¥ Start ~ A weiyuanjia -
Product asarch product name, seral, desc m'—'ﬂ — ataius =
Id J8ET
Name esp_iot_test
Serial Bbddd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0/2
0%
< Product {id: 3867, serial: 6b4dd7a9 }
Id 3867
Name esp_iot_test
Serial 6b4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0r2
0%
Datastreams ROM Deploy
+ Create
version vi.0
beta H
corename it _test
upload rom files, support max 10 files 4
Fwmee | ootabin
4 8: Enter version and corename
5.12. WN{TEF esp-idf fRA& 43
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3 Product {id: 3867, serial: 6b4dd7a9 }

Id JBGT

Name esp_iot_test
Sarial Bb4ddTag {in 8 hours)
Secret click to show secret

Description

Status developing...

Activated / Total orf2

0%
Datastreams ROM Deploy
bt BRY Gorro vrsion
chore(betal +1.0 codenamediot)
@ iR par

+ Deplaoy

B 9: Save the current version of ota.bin

branch:master
commit:7£a98593bc179eab0albc8244d5b94bac59c9al0
repository:https://github.com/espressif/esp-idf.git

5547 branch AFELHITME R idf 195 XAFRE —ATH commit (47T A idf 19 commit id 55—
FTH) repository UM HT A idf G ZE url

AU AR, HFE R Y branch, commit Fl repository &Mk H O AR EE) 4 2 BIAT .

BB esp-idf AEER G, QUK YT TR P esp-idf HaeMBR, T—-K&iknt, @ clone ¥l
esp-idf

R QR repository url R/ A8, AU YN LR T esp-idf HISRMMBR, #1002 S 8

5.13 AT API Reference

5.13.1 Header File

o at/include/esp_at.h
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5.13.2 Functions

void esp_at_module_init (uint32_t netconn_mazx, const uint8_t *custom_ version)
This function should be called only once, before any other AT functions are called.
Parameters
e netconn_max: the maximum number of the link in the at module
e custom_version: version information by custom

esp_al_para_parse result type esp_at_get_para_as_digit(int32_t para_index, int32_t *value)

Parse digit parameter from command string.

Return
« ESP_AT PARA_PARSE_RESULT_ OK : succeed
e ESP_AT_PARA_PARSE_RESULT_FAIL : fail
« ESP_AT PARA_PARSE_RESULT OMITTED : this parameter is OMITTED
Parameters
e para_index: the index of parameter
e value: the value parsed
esp_at_para_parse result type esp_at_get_para_as_str(int32_t para_index, uint8_t **result)
Parse string parameter from command string.
Return
« ESP AT PARA PARSE RESULT OK : succeed
« ESP_AT PARA_PARSE_RESULT_ FAIL : fail
« ESP_AT PARA_PARSE_ RESULT OMITTED : this parameter is OMITTED
Parameters
e para_index: the index of parameter
e result: the pointer that point to the result.
void esp_at_port_recv_data_notify_from_isr(int32_t len)
Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received

data. When received this notice,at task will get data by calling get_ data_length and read_ data

in esp_at_ device_ops. This function MUST be used in isr.

Parameters

5.13. AT API Reference 45



ESP-AT User Guide

e len: data length

bool esp_at_port_recv_data_notify(int32_t len, uint32_t msec)
Calling the esp_at_port_recv_data_notify to notify at module that at port received data.
When received this notice,at task will get data by calling get_data_length and read_data in
esp_at_device_ops. This function MUST NOT be used in isr.
Return
o true : succeed
o false : fail
Parameters
e len: data length
e msec: timeout time,The unit is millisecond. It waits forever,if msec is portMAX_DELAY.
void esp_at_transmit_terminal_from_isr(void)
terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_regist(const esp__at_cmd__struct *custom__at_cmd__array,

uint32_t emd_num)
regist at command set, which defined by custom,

Parameters
e custom_at_cmd_array: at command set
e cmd_num: command number
void esp_at_device_ops_regist(esp_at_device_ops_struct *ops)
regist device operate functions set,
Parameters

« ops: device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp at custom_net _ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32 t conn_index, esp_al custom ble ops struct *ops)
void esp_at_custom_ops_regist (esp _al_custom__ops_struct *ops)

regist custom operate functions set interacting with AT,

Parameters

e ops: custom operate functions set
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uint32_t esp_at_get_version(void)

get at module version number,

Return at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version

bit7~bit0 : at custom version

void esp_at_response_result (uint8_t result code)
response AT process result,
Parameters
e result_code: see esp_at_result_ code_string index
int32_t esp_at_port_write_data(uint8 t *data, int32_t len)
write data into device,
Return
e >=0: the real length of the data written
e others : fail.
Parameters
o data: data buffer to be written
e len: data length
int32_t esp_at_port_read_data(uint8_t *data, int32_t len)
read data from device,
Return
e >= 0: the real length of the data read from device
o others : fail
Parameters
e data: data buffer
e len: data length
bool esp_at_port_wait_write_complete(int32 t timeout msec)
wait for transmitting data completely to peer device,
Return
e true : succeed,transmit data completely

o false : fail
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Parameters
e timeout_msec: timeout time,The unit is millisecond.
int32_t esp_at_port_get_data_length(void)
get the length of the data received,
Return
e >= 0: the length of the data received
e others : fail
bool esp_at_base_cmd_regist (void)
regist at base command set. If not,you can not use AT base command

bool esp_at_wifi_cmd_regist (void)

regist at wifi command set. If not,you can not use AT wifi command

bool esp_at_net_cmd_regist (void)

regist at net command set. If not,you can not use AT net command

bool esp_at_mdns_cmd_regist (void)

regist at mdns command set. If not,you can not use AT mdns command

bool esp_at_wps_cmd_regist (void)

regist at wps command set. If not,you can not use AT wps command

bool esp_at_smartconfig_cmd_regist (void)

regist at smartconfig command set. If not,you can not use AT smartconfig command

bool esp_at_ping_cmd_regist (void)

regist at ping command set. If not,you can not use AT ping command

bool esp_at_http_cmd_regist (void)

regist at http command set. If not,you can not use AT http command

bool esp_at_mqtt_cmd_regist (void)

regist at mqtt command set. If not,you can not use AT mqtt command

bool esp_at_ble_cmd_regist (void)

regist at ble command set. If not,you can not use AT ble command

bool esp_at_ble_hid_cmd_regist (void)

regist at ble hid command set. If not,you can not use AT ble hid command

bool esp_at_blufi_cmd_regist (void)

regist at blufi command set. If not,you can not use AT blufi command

bool esp_at_bt_cmd_regist (void)

regist at bt command set. If not,you can not use AT bt command
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bool esp_at_bt_spp_cmd_regist (void)

regist at bt spp command set. If not,you can not use AT bt spp command

bool esp_at_bt_a2dp_cmd_regist (void)

regist at bt a2dp command set. If not,you can not use AT bt a2dp command

bool esp_at_£fs_cmd_regist (void)

regist at fs command set. If not,you can not use AT fs command

bool esp_at_eap_cmd_regist (void)

regist at WPA2 Enterprise AP command set. If not,you can not use AT EAP command

bool esp_at_eth_cmd_regist (void)

regist at ethernet command set. If not,you can not use AT ethernet command
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this
function, but it just supports one character now.
Return
o true : succeed,transmit data completely
o false : fail
Parameters
e terminator: the line terminator

uint8_t *esp_at_custom_cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return string is “\r\n” .
Return the command line terminator

const esp_ partition_t *esp_at_custom_partition_find(esp_ partition_type_ t type,
esp_ partition_ subtype_t subtype, const

char *label)
Find the partition which is defined in at_ customize.csv.

Return pointer to esp_ partition_ t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application
Parameters
e type: the type of the partition
e subtype: the subtype of the partition

e label: Partition label
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void esp_at_port_enter_specific(esp_at_ port specific_callback t callback)

Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (void)
{
xSemaphoreGive (sync_sema) ;
}
void process_task(void* para)
{
vSemaphoreCreateBinary(sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback) ;
while (xSemaphoreTake (sync_sema,portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:
}
}
Parameters

e callback: which will be called when received data from AT port

void esp_at_port_exit_specific(void)

Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

esp_err_t esp_at_wifi_event_handler (void *ctz, system_ event_t *event)

Wi-Fi event handler callback, which used in AT core.

Return

¢ ESP OK: succeed

e others: fail
Parameters

e ctx: reserved for user

e event: event type defined in this file

50
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5.13.3 Structures

struct esp_at_cmd_struct

esp_at__cmd_ struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_ name)

Test Command function pointer

uint8_t (*at_queryCmd) (uint8_t *cmd_ name)

Query Command function pointer

uint8_t (*at_setupCmd) (uint8 t para_num)

Setup Command function pointer

uint8 t (*at_exeCmd) (uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_atl_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8 t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at__custom_net_ops _struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

5.13. AT API Reference
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void (*connect_cb) (void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at__custom__ble ops _struct custom ble callback for AT

Public Members
int32_t (*recv_data)(uint8_t *data, int32_t len)
callback when ble received data

void (*connect_cb) (void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_ at_ ops_ struct some custom function interacting with AT

Public Members
void (*status_callback)(esp atl status lype status)
callback when AT status changes

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

5.13.4 Macros

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK
No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT_CMD_ERROR_NOT_FOUND_AT
Starting “AT” not found (or at, At or aT entered)
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ESP_AT_CMD_ERROR_PARA_LENGTH(which_ para)

parameter length mismatch

ESP_AT_CMD_ERROR_PARA_TYPE(which para)

parameter type mismatch

ESP_AT_CMD_ERROR_PARA_NUM(need, given)

parameter number mismatch

ESP_AT_CMD_ERROR_PARA_INVALID(which_ para)

the parameter is invalid

ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which para)

parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

5.13.5 Type Definitions

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

5.13.6 Enumerations

enum esp_at_status_type
esp__at_ status some custom function interacting with AT
Values:

ESP_AT_STATUS_NORMAL = 0x0

Normal mode.Now mcu can send AT command

ESP_AT_STATUS_TRANSMIT

Transparent Transmition mode

enum esp_at_module

module number,Now just AT module

Values:

5.13. AT API Reference
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enum

enum

ESP_AT_MODULE_NUM = 0x01
AT module

esp_at_error_code

subcategory number
Values:

ESP_AT_SUB_OK = 0x00
OK

ESP_AT_SUB_COMMON_ERROR = 0x01

reserved

ESP_AT_SUB_NO_TERMINATOR = 0x02

terminator character not found ( “\r\n” expected)

ESP_AT_SUB_NO_AT = 0x03
Starting “AT” not found (or at, At or aT entered)

ESP_AT_SUB_PARA_LENGTH_MISMATCH = 0x04

parameter length mismatch

ESP_AT_SUB_PARA_TYPE_MISMATCH = 0x05

parameter type mismatch

ESP_AT_SUB_PARA_NUM_MISMATCH = 0x06

parameter number mismatch

ESP_AT_SUB_PARA_INVALID = 0x07

the parameter is invalid

ESP_AT_SUB_PARA_PARSE_FAIL = 0x08

parse parameter fail

ESP_AT_SUB_UNSUPPORT_CMD = 0x(09

the command is not supported

ESP_AT_SUB_CMD_EXEC_FAIL = 0x0A

the command execution failed

ESP_AT_SUB_CMD_PROCESSING = 0x0B

processing of previous command is in progress

ESP_AT_SUB_CMD_OP_ERROR = 0x0C

the command operation type is error

esp_at_para_parse_result_type

the result of AT parse

Values:

54
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enum

ESP_AT_PARA_PARSE_RESULT_FAIL = -1

parse fail,Maybe the type of parameter is mismatched,or out of range

ESP_AT_PARA_PARSE_RESULT_OK = 0

Successful

ESP_AT_PARA_PARSE_RESULT_OMITTED
the parameter is OMITTED.

esp_at_result_code_string_index

the result code of AT command processing
Values:

ESP_AT_RESULT_CODE_OK = 0x00
o OK b2

ESP_AT_RESULT_CODE_ERROR = 0x01
“ERROR”

ESP_AT_RESULT_CODE_FAIL = 0x02
“ERROR”

ESP_AT_RESULT_CODE_SEND_OK = 0x03
“SEND OK”

ESP_AT_RESULT_CODE_SEND_FAIL = 0x04
“SEND FAIL”

ESP_AT_RESULT_CODE_IGNORE = 0x05

response nothing, just change internal status

ESP_AT_RESULT_CODE_PROCESS_DONE = 0x06

response nothing, just change internal status

ESP_AT_RESULT_CODE_MAX

genindex

5.13.
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esp_at_base_cmd_regist (C++ & 5;)

esp_at_ble_cmd_regist (C++ %), 4
esp_at_ble_hid_cmd_regist (C++ 3 i)

esp_at_blufi_cmd

_regist (C++ H%), 4

esp_at_bt_a2dp_cmd_regist (C++ u«i) ;

esp_at_bt_cmd_regist (C++ F%k), 48
esp_at_bt_spp_cmd_regist (C++ &), 48

ESP_AT_CMD_ERROR_
ESP_AT_CMD_ERROR_ 5
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ESP_AT_CMD_ERROR_
ESP_AT_CMD_ERROR_
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CMD_EXEC_FAIL (C %), 53
CMD_OP_ERROR (C %), 53
53
CMD_UNSUPPORT (C' %), 53
NON_FINISH (C &), 5
NOT_FOUND_AT (C %), 52
0K (C &), b2
PARA_INVALID (C %), 53
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PARA_PARSE_FAIL (C %), 53
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rat_exeCmd (C++ AR ), 51

DO

:at_testCmd (C++ R ), 51
ops_regist (C++ &%), 46
ops_struct (C++ %), 52
ops_struct:
), 52

:connect_cb

:at_queryCmd (C++ AR ), 51
:at_setupCmd (C++ AR ), 51

esp_at_custom_ble_ops_struct::disconnect_cb
(C++ R ), 52

esp_at_custom_ble_ops_struct:
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esp_at_custom_cmd_array_regist (C++ &), 46
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:recv_data
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:connect_cb
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(C++ M Jh), 52

esp_at_custom_ops_struct::pre_restart_callback

(C++ M), 52
esp_at_custom_ops_struct:
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esp_at_custom_partition_find(Cﬁ++ Lli)

:status_callback

esp_at_device_ops_regist (C++ F#g), 46

esp_at_device_ops_struct (C++ %), 51

esp_at_device_ops_struct::get_data_length
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esp_at_device_ops_struct::read_data (C++ R,
%), 51
esp_at_device_ops_struct:
(C++ B ), 51
esp_at_device_ops_struct:
AR ), 51
esp_at_eap_cmd_regist (C++ FHk), 49
esp_at_error_code (C++ £ &) 54
ESP_AT_ERROR_NO (C %), 52
esp_at_eth_cmd_regist (C++ &%), 49
esp_at_fs_cmd_regist (C++ H3L), 49

:wait_write_complete

:write_data (C++

esp_at_get_current_cmd_name (C++ H#k), 50
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